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'::ll'_,:,':t' WAP571 Wireless-AC/N Premium Dual R

TN B Geting Siaried

Lize the following links to quickly configure your access
v AN
v Wireless - Initial Setup
et T T Run Setup Wizard
* System Security Configure Radio Settings
*» Client QoS Configure Wireless Network Settings
» ACL Configure LAN Settings
* SNMP Configure Single Point Setup
» Captive Portal
» Single Point Setup il Device Status
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https://sbkb.cisco.com/CiscoSB/ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=5229

Welcome
Thank you for choosing Cisco Systems, Inc. This setup wizard will help yvou install your Cisco

Systems, Inc Access Point.
To setup this access point manually yvou can cancel this wizard at any time (Mot recommended).

Mote: This Setup Wizard provides simplified options to help you quickly get your access point
up and running. Ifthere is any option or capability that you do not see while running the setup
wizard, click the learning link provided on many of the setup wizard pages. To set further
options as you require or as seen in the learning link, cancel the setup wizard and go to the

web-based configuration utility.

Click Next to continue

| Back || Mext || Cancel

121095 3. wpzps bosy Usluis Cedsw IJuslus Ipdess - logble Lbods IJupsd 1Jgl,0s
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Enable Captive Portal - Create Your Guest Network

Use Captive Portal to set up a guest network, which means that wireless users need to be
authenticated hefore they can access the Internet. For example, a hotel can create a guest

network to redirect new wireless users to a page for authentication.

Do you want to create your guest network now?

®)yes
Mo, thanks.

@1 carm more about captive portal guest networks

Click Next to continue

IJebogs 4. b2 luve Gvods ILosS &p lud) eds IJolds.
pdlebd: | e Juvodo IUosd IJle,)los 09 CiscoSB-Guest.

Back



Enable Captive Portal - Name Your Guest Network

Your guest network needs a new name, known as an S310. The name identifies your guest
network so that wireless users can find it.

Enter a name for your guest netwark:

Radio: % Radio 1 (5 GHz)
Fadio 2 (2.4 GHz)

Guest Metwork name:  §ciscosb-guest
or example. MyGuestNetwor

@ carn more about network names

Click Next to continue

| Back Next

IJg1o96 5. 13c, wog wlosu Juvwds IJosd IUJluw]Iss.
pdlebbé: sop lgosh IV o wlesy (WPA2 uguos - AES) Jeold bulo.

Enable Captive Portal - Secure Your Guest Network
Select your guest network security strength.

*' Best Security (WPAZ Personal - AES)

FEecommended for new wireless computers and devices that support this option.
Older wireless devices might not support this option.

Better Security (WPAMWPAZ Personal - TEIP/AES)
Fecommended for older wireless computers and devices that might not support WPAZ.

Mo Security (Notrecommended)

IJglogé 6. Ibgd pdelz 1diplu op lud, W9 IJolds.



Enable Captive Portal - Secure Your Guest Network

Select your guest network security strength.

'® Best Security (WPA2 Personal - AES)

Fecommended for new wireless computers and devices that support this option.
Dlder wireless devices might not support this option.

" Befter Security (WPAWFAZ Fersonal - TEIF/AES)
Fecommended for older wireless computers and devices that might not support WPAZ.

" Mo Security (Mot recommended)

Enter a security key with 8 - 83 characters.

FEEEEEE R R R R hlllllllll Strﬂng
[ | Show Key as Clear Text
ﬂLearn more about your netwaork security options
Click Next to continue
Back ||  Next

IUgboss 7. 3¢ ey Uvods VLAN J o ds 1Juosd Jssd & lud, W96 IJelds.




Enable Captive Portal - Assign The VLAN ID

We strongly recommend that you assign different VLAM 1D for your guest netwark than the
management VLAN ID. By doing that, your guest will have no access to your private network.

Enter a WVLAN ID for your guest networlk:

VLAN ID: 1 Range: 1-4094)

ﬂLearn maore aboutvian ids

Click Next to continue

Back | Next

lJzlb9s 8. (Izwshs) Bl Jly Jssd uo.géaé 9Sw PESUO Uyss boljol wgd o sBud
lJpuwereso gl 1Ugse6 oo UPI9eo lJosesw: e lud IUlRosl) wpdsu lgho wozso
URL. b¢J guslo URL wp lo@) W99 IJolds.
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Enable Captive Portal - Enable Redirect URL

Ifvou enable a redirect UEL, when new wireless users have completed the authentication
process, they can be redirected to an alternate startup page.

[« Enable Redirect URL

Fedirect URL ;

ﬂLearn maore about redirect urls

Click Next to continue

Back || Mext
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Summary - Confirm Your Settings

A
k)
=
=]
fa
™
=
ol
€T
Lt

Captive Portal (Guest Netwoark) Summary

Click Submit to enable settings on your Cisco Systems, Inc Access Foint

[ e [[Cswmi )
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Device Setup Complete

Cnngratulatinns. your access point has bheen set up successfully. We strongly recommend
that you save these settings by writing them down or by copying and pasting them into a text
document. You will need these seftings later when you add other wireless computers ar

devices to your netwark.

Cluster Mame:
Radio 1 (5 GHz)

Metwork Mame (S3510):
Metworlk Security Type:

Security Key:
Radio 2 (2.4 GHz)

Metwork Mame (S31D):
Metworlk Security Type:

Security Key:

ciscosb-cluster

ciscosh

WFPAZ Personal - AES

Fhdhhkkhkd

ciscosh

WPAZ Personal - AES

EEE R R

Click Finish to close this wizard.
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Create Local User (IJpuwegsp ldpeds) — wop luolWs ldpuwegspsu ldpedsso IUs
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lUpze9ed edsol.

SpJdsu Julusd 1Jpedsré wuvdd gleo

IJglo9s 1. B 16 1puless Idpuwenss [Js IUsse: 1o, pogd luvs) > odsso €l

' I [ l [
cisco WAP571

Local Groups/LUsers
Instance Configuration
Instance Association

Web Portal Customization
Authenticated Clients

» Single Point Setup
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Global Configuration

Captive Portal Mode: ¥| Enable
Authentication Timeout: 300
Additional HTTP Port: |0

Additional HTTPS Port: |0

$o¢d 2096 3. (Iteshs) lu s> lue JHTTP pedses wsu IJ WAP sldgpsd 1o suvegpd
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Captive Portal Configuration Counters

Instance Count: 1]

Group Count; 1

L=er Count; 1]
Save
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Global Configuration

Captive Portal Mode: ¥ Enable

Authentication Timeout: |EI-III-III- | Sec (Range: 60 - 600, Default: 300)
Additional HTTP Port: |l} | (Range: 1025 - 65535 or 80, 0 = Dizable, Default: 0)
Additional HTTPS Port: |[I- | (Range: 1025 - 65535 or 443, 0 = Disable, Default: 0)

Captive Portal Configuration Counters

Instance Count: 0
Group Count: 1

User Count: ]

odysu Jpesd
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Getting Started
Run Setup Wizard
» Status and Statistics

*  Administration

* AN

*» Wireless

*  Spectrum Analyzer
* System Security

* Client QoS
» ACL

* SHMP

Global Configuration
Local Groups

Instance Association
Web Portal Customization
Authenticated Clients

* Single Point Setup
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Instance Configuration

Captive Portal Instances: | Create =

Captive Portal Instance Parameters

_Instam:e Mame: |Instance| (Range: 1 - 32 Characters)

Save

‘o.JIaJ.biS: @edgd louble zos odssuse Jes 1Buos. Il Yoo @ Gpo wluuvle poldso
wlJoed: wedsd losh posd Jopsoe.

g9 9. s&)u0 ulwso o-:Jgg;o IJeesd pedsple luoldss. pg)d Idpesd 09 29J €8y
Slod Jdodsso serue per IJposd Jdposd Idelds.
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Instance Configuration

Captive Portal Instances: | Instance1 =

Captive Portal Instance Parameters

Instance 1D 1
Protocol: HTTP ~
Werification: Guest

IJgboss 1. pu 1JS8lses IJpoumsds Jdws9esdsd: ige, 1dwisesdad IUss e luvoisleo
Jepdss 1puolb 6.

HTTP —Jl s wouinde Ipedsple Ipumctsps B £adss Iauals 6.
HTTPS —s99) wuv sl Jdpedyelo [dpuwegsres Os gpdso IUp ol 96.

odlzlod: Bes 03l lJpold: sop luuegale HTTP.
IJglogs 12. igeye luudw Logs 0986 J cp lu suwagpd po U IJozdd Blisps psdlu ls
zlow.

Guest — Jl szolz lJpuwegsp lJs w98, s puols§6.

peds — soedd WAP o0 pedgple 1dpuolb 96 1Jpdo06 pu ldpuueise pdlod Bless
wslule pedss swpe wgisvel eds WAP.

RADIUS —swe 99 WAP o0 pedople 1Upuol> 96 1Up9306 pu ldpuwegse pldlod 8lesd
wslule gbe RADIUS g0 wéo.

IJsdw: 13l T2e,e peds 19 yosd: BEe Lldogbs |Us [Ugbes 28.
IJgl9s 13. (Ieesbs) bl oo wiss lehs wozse lJpuworpsu IUssu e ldogdd puope

IJs URL pdgu: o glus IUlgosh opdso lelss Idwszso. VI zlde websd o3l 1Jgsl)
WSS IJpuweprp9u IUssu wp IJozdd puoe L0928 Cozsw pedss.



Redirect: Enable

Redirect URL:
Away Timeout: 60
Session Timeout: 0

Maximum Bandwidth Upstream: 0

Maximum Bandwidth Downstream: (0
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User Group Name: Group1 ¥
RADIUS IP Metwork: IPvd ¥
Global RADIUS: +| Enable
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Global RADILS: Enahble
FRADIUS Accounting: + Enable
Senver IP Address-1; 202123123123

Server IF Address-2;
Server IF Address-3:

Server IF Address-4:
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Key-1:  esesessssees

Key-2:
Key-3:

Key-d:

Locale Count: 0

Delete Instance:

Save
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Getting Started
Run Setup Wizard
» Status and Statistics

*  Administration

k Wireless

*  Spectrum Analyzer
*  System Security

*» Client QoS
» ACL

* SHMP

Global Configuration
Local Groups/Users
quration

YWeb Forta stomization
Authenticated Clients
* Single Point Setup
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Instance Association

Radio: = Radio 1 (5 GHz)
Radio 2 (2.4 GHz)

Instance Association
Metwork Interface Instance Mame
VAP 0 [ciscosb) Instancel =
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Instance Association

Metwork Interface Instance Name
VAP 0 (CHICCO) ¥
VAF 2 (Virtual Access Point 3) v
VAF 3 (Virtual Access Foint 4) m
VAP 4 (Virtual Access Point 5) v

IUg oo 32. bl §6 pdb.

WAP 11 (\Virtual Access Point 12) r
VAP 12 (Virtual Access Peint 13) r
WAP 13 (Virtual Access Point 14) r
VAP 14 (Virtual Access Point 15) r
WAP 15 (Virtual Access Point 16) r
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Getting Started

Run Setup Wizard

» Status and Statistics

* Administration

* Wireless

*  Spectrum Analyzer

»  System Security

* Client QoS

» ACL

* SNMP

=lobal Configuration

Lecal Groups/Users
Instance Configuration
Instance Association

Authenticated Clients
» Single Point Setup
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Web Portal Customization

Captive Portal Web Locale:

Create » |

Captive Portal Web Locale Parameters

lJ¢logé 35. i.)&_J luwe IJlesble 1dpedso Ws 28d luwe IJlgshble IJegdsé JJ9se.

Captive Portal Web Locale Parameters

Web Locale Mame: F':ebpc:-rtal | Range: 1 - 32 Characters)

Captive Portal Instances
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Web Portal Customization

Captive Portal Web Lecale: | Create »

Captive Portal Web Locale Parameters

Web Locale Name: webportal {Range: 1 - 32 Characters

Captive Portal Instances | Instance |r|

Save

IJg 96 37. 1u8) W98 edb Jluyvle [eshle ppdss zo826.
pdlebé: wg)uo Loz wELoSLe WIlwé Iddsy pedople |uolBbss.

Web Portal Customization

Captive Portal Web Locale: | webportal »

Captive Portal Web Locale Parameters

Locale 1D: 1

Instance Hame: Instance1

Background Image Mame: |t:iscc:-_bkg.jpg r || Upload/Delete Custom Image |

Logo Image Mame: |t:i5l:c-_lc-|_:|c-.png r || Uplead/Delete Custom Image |

Foreground Coelor: HO00009 (Range: 1 - 32 Characters, Default: #399999)
Background Color: #BFEFEF (Range: 1 - 32 Characters, Default: #BFBFBF)
Separator: #BFEFEF (Range: 1 - 32 Characters, Default: #BFBFEF)
Locale Label: English (Range: 1 - 32 Characters, Default: English)
Locale: en {(Range: 1 - 32 Characters, Default: en)
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Getting Started
Run Setup Wizard
»  Status and Statistics

» Wireless

* Spectrum Analyzer
*  System Security
* Client QoS

» SHMP
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Global Confiquration

e yups/lsers
Instance Configuration
Instance Association

Web Portal Customization
Authenticated Clients

* 5ingle Point Setup
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Local Groups Settings
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