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'.ﬁ Administration Use the following links to quickly configure your router.
£ System Configuration #© Launch Setup Wizard W Quick Access
@ WAN Initial Setup Wizard Upgrade Router Firmware
& LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
@ Routing
Firewall £ Initial Configuration lshl Device Status
Change Administrator Password System Summan
= VPN ¢ Y Y
Configure WAN Settings VPN Status
& Security )
Configure USB Settings Port Statistics
Y QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log
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Initial Setup Wizard -

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

N\

Next Cancel
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Initial Setup Wizard

Interface: WANT v

0 1. Welcome

2_ Check Connection

Check Connection

( Network connection has been detecled)

Cancel
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Initial Setup Wizard b

Configure Router - Select Connection Type

o 1 Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

o 2. Check Connection (G) Dynamic IP Address, or DHCP (Recummendedja
O Static IP Address

3. Configure Router

O PPPcE
O PPTP (Common in Europe)
O L2TP (Common in Europe)

Back m Cancel
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Initial Setup Wizard -
Configure Router - Set System Date and Time
Q 1 Welcome Enter the router's time zone, date and time.
(T\me Zone: | (UTC -08:00) Central Time (US & Canada) V)
o 2. Check Connection

@ Enable Network Time Protocol Synchronization

3. Configure Router O Set the date and time manually, or click here to import them from your computer

2020-11-17 @ (yyyy-mm-dd)

18 ~ 4 05+ (24hh:mm:ss)

Back Next Cancel

IJ o956 6

Wod9p v Euldsu MAC IJos pwswe wessuel eds Idizess. B pebp IUlzslo:
W9 o wedde Idewsly Il e,)luos. 1@y 998 Next (Idelds).



Initial Setup Wizard b

Configure Router - Set Router MAC Address
o 1 Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

Q 2. Check Connection ithere.

3. Configure Router

Choose a MAC Address

( ® Use Default Address (Recommended))

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard -

Summary
o 1. Welcome Please review the following settings and ensure the data is correct

O 2. Check Connection
Connection Type: DHCP

& g oz MAC Address:  ectbd-1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
O 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference.

Q 2. Check Connection

e 3. Configure Router O Keep current password

Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel
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Option 82 Settings

Static DHCP
802.1X Configuration

Router Advertisement

@ Routing
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VLAN Table

(2)
+ @

Inter-

VLAN Device
# VLANID ¢ Name Routing Management IPv4 Address/Mask
& 1 VLAN1 (i ] 192.168.1.1/24
o 255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149
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Reboot
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File Management

System Information

Device Model:

PID VID:

RWV345P
RWV345P PP

(Current Firmware Version:

1.0.03.15 )

Last Updated:

2019-Mar-22, 01:43:16 GMT
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Manual Upgrade

File Type: (@ Firmware Image |O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC USB >

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulelsle=lsls0 The device will be automatically rebooted after the upgrade is complete.
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Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC USB &5

O Reset all configurations/settings to factory defaults

Uele[=le[(BM The device will be automatically rebooted after the upgrade is complete.

Download to USB

U o964

byb 96 vpuwsu.


https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/Upgrade-firmware-on-RV160x-and-RV260x-routers.html

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: @® cisco.com O PC O USB 3

O Reset all configurations/settings to factory defaults

U/els[zle[SM The device will be automatically rebooted after the upgrade is complete.

Download to USB

|Jglogs 5

By 999 LEP VS wleds |Joid§> Jdpulogs.

Confirm

A Are you sure you want to upgrade the firmware right now?

Sew wubgsd gpdst ldupdse 290 pllbgs. wopued eds Ihuwlds Ideldss eds

IJuiluws loole Jz)le 1Jo,8s6.

o ® @ Upgrade is in progress. Do not power off or
) @ reset the device. It may take a few minutes

*.,0 complete.
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A\ Restarting

Please wait for 176 seconds...
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File Management

System Information

Device Model: RV345P
PID VID: RV345P-K9 V01
(Eurrent Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20

Last Checked: 2020-Mov-11, 14:16:01 GMT
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User Accounts

User Groups
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SNMP
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Automatic Updates

Check Every: Week w Check Now
Motify via:
Motifications will not be sent unless an email server is configured.

O Email to _ i :
Click here to manage email server settings.
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Automatic Updates

Check Every: Week  w Check Now
Motify via:
Motifications will not be sent unless an email server is configured.

O Email to ) i .
Click here to manage email server settings.
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https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5473-configure-email-settings-on-the-rv34x-series-router.html

Automatic Updates

Check Every: = Week Check Now

Motify via: ~

] _ : MNotifications will not be sent unless an email server is configured.
™ Email to @gmail.com . . )
Click here to manage email server settings.
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Automatic Updates

Check Every: | Week Check Now

Notify via: v

Motifications will not be sent unless an

J Email to ) .
Click here to manage email server setl

Automatic Update

g ——

Notify |+ Update (hh:mm) = Status =
Systemn Firmware ~ MNever v | Version 1.0.03.20
USB Modem Firmware & Never v Version 1.0.00.02
Security Signature ™~ 23:00 v | \ersion 2.0.0.001¢%

C—
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Never &

00:00
Automatic Updates oo
03:00
04:00
Check E'H'EWZ Week A Check Now 05:00

. 06:00
Motify via: L 07:00
08:00
& Email to terizepnick@gmajl| 09:00
10:00 |
11:00
12:00
13:00
14:00
15:00
16:00
Notify = 17:00
18:00 v H=

Systemn Firmware T MNewver v
Y, o
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Automatic Update

USB Modem Firmware v Mever v

Security Signature o 23:00 v
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Important News x

It's time to sign up for a Smart Account

Easily view, store, and manage all your licensas.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.

Smart Accounts are required to use Smart Licensing.
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Get a Smart Account L Learn More JI Ik Mot Mow fl
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https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
https://software.cisco.com/software/company/smartaccounts/home#accountcreation-account
/content/en/us/support/docs/smb/cloud-and-systems-management/network-automation-and-management/smb5489-how-to-request-a-smart-account.html
https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
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Smart Software Licensing

Smart Software Licensing

Inventory 14 5 m

Virtual Account: S Hide Alerts

Licenses

By Name

Manage License Tags License Resarvation e ¥ Show License Transactior
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https://software.cisco.com/
https://software.cisco.com/
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Do
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p— Cisco Software Central CISCOo Q

y S

Download & Upgrade Network Plug and Play License

Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing 9
documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.
communications.

Upgradable Products
Browse a list of all available software updates.

|J¢logs 2

I¢d luwe Idpuwedse 19 1dosss IIJIe,908 99Jp6 1Jps9) Jouwesd 1Usgsd Ids zuwlod
IU3Is. lod) W98 wuwesd 1J>¢9d.



IR
CISCO

Log In to your account

Username or email

Password

Forgot password? 9

Log in 3
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports  Preferences | Satellites | Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... >
[] License Billing Purchased
B
e RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:
GATEWAY
I o9 4
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
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Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: . k|

Description : o |(secu rity license - web ﬁ\lering)

* Expire After: e | | Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: o | |

The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token 0) e

‘ Create Token ) Cancel

J&> See o clogble se) ppss Jowwesd pesd pouce wurle.
Token Expiration Date Uses Export-Controlled Description Created By Actions

- ItMGZIN.. [ / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions ~

The token will be expired when either the expiration or the maximum uses is reached

|Jglogs 6

lod B9G8 L) [duwop B €093 1se) Idppssc Juuwe Iues Ippss 1ds 1delbbs luog b
eds Ctrl + C gdss Jogs IpSlose.

(Press ctrl + ¢ to copy selected text to cﬁpboard,) 9
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Actions

E 0

Copy

Showin
Download...

Revoke...
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Smart Software Licensing Status

Configuration Wizards

U4

Y QoS
Cegistration Status: A% Unregistered )e
L

License Authorization Status: A% Evaluation Mode/ 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed
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Getting Started

Time
@ Status and Statistics

& Administration .
( Current Date and Time: 2019 )

(Time Zone: f ) v

Set Date and Time: ® Auto O Manual
NTP Server: ® Default O User Defined
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& Getting Started .
License
@ Status and Statistics
& Administration
ﬂn System Configuration © You are currently running in evaluation mode, to register an account
= Ensure this product has internet access.
Q WAN = Click here to access your Cisco Smart Account
« Navigate to the Virtual Account section which contains licenses.
& LAN - Generate and copy a token for the specific license to be applied to this device. e
= Paste the token into the box bellow.
%) Routing - i ¥
&) Routing . AE4LTE 1NicSMzUS%0A0DA4AMThBdFh O] )
B Firewall
VPN
S ity « Clied :
ESCUrY El| Register | e Learn More about Smart Software Licer

QoS
Smart Software Licensing Status

a
T
F

Configuration Wizards Registration Status: , Unregistered
1 License Authorization Status i Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )

Export-Controlled Functionality: Not Allowed
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@ Registeration completed successfully
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License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensingﬁ
Smart Software Licensing Status

Registration Status: Registered

Initial Registration: 2019 11:01:37 (Succeed)
License Authorization Status: Authorized (1 Next Renewal Attempt: 2020 11:01:36
Smart Account: | Registration Expire: 2020 10:55:01 j

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed
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Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance.

Enable ¢ Name (Version) & Description % Count #
&~ Security-License Anti Threat Services: IPS, ApplD, Dynamic W... --

Save and Authorize Cancel
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omart Licensing Maﬂage Actions ~ '

Refresh License State

Deregister
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Application Statistics

Client Statistics

3 Web Filtering
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Web Filtering

Web Filtering: ® On O Off
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Web Filtering Policies

Ny o

oy

J Policies =

IJg oo 4

bed luwpe Iduoz: sl ows. 9¢lus IJlgesl, enable .



Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: ¥
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Web Reputation 7
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/content/en/us/products/security/web-security-appliance/web_rep_index.html
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Policy Profile-Add/Edit

IP Group: Any v
Device Type: ANY v
ANY
OS Type: Camera
Computer

Game_Console
Exclusion List Table| Media_Player
Mobile

VolP
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Application:

Application List Table

Category =

Android
BlackBerry
Linux
Mac_0OS_X
Other
Device Type: Windows
105

IP Group:

0S Type: ANY v
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O Type 2 Always On
ANYTIME
BUSINESS
EVENINGHOURS
WORKHOURS
Schedule: Always On v
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Application:
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https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#low
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#moderate
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#high
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5382-configure-web-filtering-on-the-rv34x-series-router.html#Custom

Web Filtering-Add/Edit Category Back

r—
Filtering Web Content
Level
O Adult/Mature Content +
O High O Business/Investment +
© Moderate O Entertainment +
© Low O lllegal/Questionable +
© Custom O IT Resources +
lJgloss 11
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Web Filtering-Add/Edit Category Back

Filtering [ Web Content )
Level

O Adult/Mature Content +
O High O Business/Investment +
O Moderate O Entertainment +
© Low O lllegal/Questionable +
O Custom ) IT Resources +

O Lifestyle/Culture +

O Other +

B Security +
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Apply Back Restore to Default Categories
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Apply Back Restore to Default Categories Collapse
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. URL Lookup:

Category: ==

Reputation Score: --

Status: ==
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
~ Blocked Page Message: = Access to the requested page has been blocked. (Max 256 characters)
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= C f [ nhttps://www.facebook.com
aac Apps E Cisco Small Business

ol I 1l | y, Access to the requested page has been blocked.

CISCO Web page: https://www.facebook.com

Category: Social Network
Please click here if vou thuink there has been an error
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https://support.microsoft.com/en-us/search?query=screenshot%20windows%2010
https://support.apple.com/en-us/HT201361
https://support.apple.com/en-us/HT200289
https://support.google.com/android/answer/9075928?hl=en
/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
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https://umbrella.cisco.com/support/options/
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The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Network Devices APl generates a token used for
Integration with Cisco Wireless Lan Contraller (WLC) Integrations and Integrated Services Router (ISR4K series)
integrations.
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You have nol generated any APl keys yel

Documentation Our Legacy APIs Investigate
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What should this APl do?

@® Umbrella Network Devices
To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella

You can only generate one token. Refrash your current token to get a new token

) Umbrella Reporting
Enables APl access to query for Security Events and traffic to specific Destinations

) Umbrella Management
Manage organizations, networks, roaming clients and more using the Umbrella Management API
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© & Ap) Keys @ |

The API dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices AP| generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created
Legacy Network Devices ‘ ° 01 i

5 Key: Created:
Umbrella Network Devices % o ~

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

7\

Your Key: {64 @
Your Secret: 895 @

] To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

_|Umbrella keys - Notepad - O X

File Edit Format View Help
Umbrella Network Devices Key - f64
Umbrella Secret Key - 895
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(/Tl\i To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

P

{iﬁ"ﬁck out the documentation for step by step instructions.
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Enter Credentials
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Enter Credentials

Key:

Secret.

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.
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Select An Organization

Organization Table

Name %
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Select Policies

Policies Table

& Name &

& ('Tf Default Policy )
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Enter Device Info

Device Name:[ RV345P-Lab U

2]




IJg o9 11

wwod9p IJubluis 1Joldss oldozdd pu woes lesblod Idpgold 909ds) wedse gus
IJIBeslo woele: 9ludy 99,8 OK.

Success

Register... Success

Associating policies... Success

oldss

wolusuldue IUly pees wsluvbs Cisco Umbrella. o 1oeS sgul wolds po dIJ IJos 888
lUpso9z wluwole pold zs: 8lpo Cisco wluuble £98¢€ 95w peurwe Jopass ol Idlple
w6 pod lzpld IJuowes. 10,8, oul I IJe o https://IinternetBadGuys.com s Jiysb
IJpwogro.

Bl op wdssy Umbrella wuvdd soese: Yuwsop luwodoldd oyl vs peleds.


https://internetbadguys.com/
https://internetbadguys.com/

SECLIRTY THREAT QETESTED AND X

&« (] @ sinkhole-u cisco.cem ' vl PATENT v @ & | Q Search o =

NIE
Cisco

SECURITY THREAT DETECTED AND BLOCKED

1 Cisco Umbrella security threat information, access to the web site Not_Found has been blocked to prevent an attack on

screenshot of the comespx

. Z—'-_l_a.s:a-ss just .":.'.J! on for use of |

csble IUlely 1JIg s

odlue 3J3 pu T seled Uigus el 1Jsuesd ) Idpuruz wo lJs Iduibeds po eI [Ugle
w9uesd Jod lsenuw pu zols uvwds sldlouald wof Vs odo IJzlds: pu ldpoe wwrsd
Slispd Cldposdsu Idpumesz Jop wldlouold poluisé oldesze wluvedsle eulsso IP 9
MAC 1Jgloé wop. spdo IJge9, g_Js IJogdsele Bs 1pdlds wdasa 9l6s oo,
29999 Ilo o 20 o0, | 6 RV34x.

csble yvods VPN

Suvee louald Idubeds 1Jgluos 1Jblo,ss (VPN) Jdpuweresu wldsuesd Ids Idoslole
shuwldel sluwedeldel pu LiwJs ¢lues po I Iluwdld gvy Lvwds lps l9 puve,Js
pod Ilocsue 9JIu e IUluwepily B Loplo 9295 louald Teo vouss cress Juvods
w2 pust Jepelsd IJuvods [UElLod 9p9l550l.

9w udY IJduveds 1Ugluos Idbloyss (VPN) jvwds ¢luos spduel huwld Idoslole
cuvdd Tew wluwedsle IUovds) 9ldeuolb86. wuwedse pdlow IJuvydle s IJgldw
louold Iduveds 1Jgluos IUblo,ss (VPN) Gl Jivel puds36 9,0,9,56 JIuwelz
Jesbsol LlJsuoed IUs yvwdwop IUElLoo zos 131 Jlugl gz dpdow.

cumpz Wuiods 1Ugluo8 1Jbleyss (VPN) Jdeoss Idogss oldeed Jel Js Jlo 929!
eds IJuvwdo IJpedso oo wol. $38p 1Jpszo pl suod IJs 50 @l spdu lesh louold
VPN wsu ldesze 5086 wolss wes wdssu ldesze Jivuald Ilue,ue. sgwps gpsd
Iiods 12106 Idbloyss (VPN) lecelsl dledl gdis lesble pozo Idubuds IUgl,os
lJblo,s6 (VPN) eus swpdu pu luogsle loold.

I3l Jp wdo poldsl oo Gvodsd VPN Idos odlispe lposlzlod wuvdd 1B sod. Bspdod
o,lzeé w6 gl g.)s Cisco Business VPN alud o) I ool wle.



https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html

AnyConnect VPN o9 lJpuwg 1J9ess Idpgwes Juvwds VPN oy Cisco 1Jes,z WO >dsd
lJodgsy o3l Jl wagp Cisco pucele Idbyw IJelde wgdle Cisco: wpel s 3JJ GreenBow
9 Shrew Soft. 905 pUpEsJs Vb JIg)l o IJwszse. I3l Joo welzs 1Js sgp Joso 1Ule)
IS 1Jpdlds: Bszo IUlouald Lldb, 1Jelde Jdeuesd eds IUsge.

Il Jp oo cgbb Jlgsh Giuwds VPN, Bspdoud |
29 VPN

wubdd gl $ogp IJ p9zo cozed eudlu Iduveds (NAT) Jdedib eds gulssu IP gusel
83 38p €36 gpdle pg uIOUw logold Ilue,ue. 9pg S3Jd: Jl $3gp wu99dsd IJle ol
lJods pu udbo |Js anébé (PPTP)g,Jb.__,&Jé VPN ._Jirolo w9w9d9d IJlue,yuw (IPsec)
NAT. 03l 09 IJpIly 1U3s slos Wso loy o9, IJuvedo IJglos IUbloyss (VPN). VPN
PassThrough sol)6 g0 psjd oumwpe Jeuds o9 VPN IJos wpe logblgel pu gpdle VPN
lJpwuodsu woil ldesze wlde,s) pu edld 03l Ideszoe sldleuold wudlbs volsé VPN.
Suv et o9 Iduveds |Ugluos [dbloyss (VPN) Jduvodle [UEluos Idblo,ss (PPTP)
slduvede 1Ugluos Idbloyse (VPN) J IPsec Wb Lldey9) o) Idlue,uw gldos swope
w390l po gpsd UvwIs VPN &p 1U9uo9d 1Us wolwo vwdo VPN IJogsse. g0 pl w9z
030 lJpsjé eds [Jpszole 1Upuidss [Jos wage NAT.

o dd 1080,los sop wpdso Jdele w9, IPsec 9 PPTP 5 L2TP. |6 suso loe To subles
I9 suowb 03l £oJs6 lgalse 233 VPN > VPN JJeé 0,9,. £502 19 owb puww 1Jzlzs.



VPN Passthrough
. g

VPN Status

IPSec Passthrough: & Enable
IPSec Profiles
PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN
ould £36 pjlsl Jlywwgsle Cisco AnyConnect:

T looold Tew 9puwep)
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VPN Status
IPSec Profiles
Site-to-Site

Client-to-Site

Teleworker VPN Client

PPTP Server

LZ2TP Server

GRE Tunnel
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SSL VPN

General Configuration

Tt

Cisco SSL VPN Server: ® On O Off
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o S )98 09, gy IJ SSL VPN 8. 1Jgshle oouoes: WANT 9 WAN2 g USB1
9 USB2
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ool pu 1 1Js 65535.
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Mandatory Gateway Settings

Gateway Interface: WANT
Gateway Port: 8443
Certificate File: Default
Client Address Pool: 192.168.0.0
Client Netmask:
Chent Domain: yourdomain.com

Login Banner: Welcome to WideDomain!
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Apply Cancel
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Optional Gateway Settings

ldle Timeout: ( 3000 ) sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:] | 360 sec. (Range: 0-3600)
Keep Alive: 40 sec. (Range: 0-600)
Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
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Apply Cancel
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SSL VPN

General Configuration Group Policies

IJgbo96 2

lb8) B938 L IJILI96 Loew 229 presed SSL VPN Jlolds woz preses.

SSL VPN

General Configuration Group Policies

SSL VPN Group Table

() Policy Name =

0 SSLVPNDefaultPolicy

wwsbo, 229 SSL VPN Group Slisps yusluwle 1Upzeses eds 1Uzols. spdud sl
sy wog ldpzeses IUlad eds 1UBlispé: sldos wuwpes SSLVPNDefaultPolicy. o3l o9
IJuog IJlWe,luos 138 s@sp0 [Jzol).



|J¢glogs 3

1. i.)éJ luwpe IJuoz Idpdod J>sd W 2dd luwe IJuog.

2. 1¢d guslo IP 1Jgluo o DNS IJiul puss B 1dedd 1Jpcsd,). wuvdd 1be,)l os.
SY9u £09lu IP 03l §> wp w9ds 0 wldwgd.

3. (Igeshs) bed guslo IP 1Uglue o DNS IJelugs W IUzdd 1deesd). uvsgpd o3l
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4. (lgeshs) bgd gwslo IP 1Jgluo o WINS Il suss B 1Jedd 1Jpe9s.

5. (lgeosbs) i)éJ eusly IP 1Jgluo o« WINS IJelys bs 1dz8d 1dee9s,.

6. (Ioshs) bed 903l Jduoz B 2dd IUsuoud.

SSLVPN Group Policy - Add/Edit
Basic Settings

Policy Mame: Group 1 Policy
Primary DNS: 192.168.1.1
secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1

secondary WINS] | 192.168.1.2

o Group policy with split tunnel
Description:

A
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|IE Proxy Settings
IE Proxy Policy: O MNone O Auto O Bypass-local |® Disabled
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Split Tunneling Settings

v Enable Split Tunneling
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® Include Trafic QO Exclude Traffic
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oplit Network Table
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Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection ® Include Traffic O Exclude Traffic

Split Network Table

+ (£ W

& IP =

™ (192.168.1.0 |

lJ¢lo9s 9

B z29J Split DNS. 16,8, 898 s 89wé |uolds Jlolds |ueoole DNS o8 wp.



Split DNS Table
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] Domain =
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Split DNS Table

+ (&

M Domain =

WideDomam.com
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Cisco AnyConnect - Banner
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IPSec Client-to-Site Tunnels
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0O Group/Tunnel Name & WAN Interface & Authentication Mathod £

Client to Site Cancel

IJ 96 3

2 s gpsd Cisco VPN.

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client
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Enable: B
Interface: WANT “

IKE Authentication Method

® Pre-shared Key:

Minimum Pre-shared Key Complexity: [J Enable
Show Pre-shared Key: J Enable

O Certificate:
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User Group:

User Group Table

+

0 Group Name =

Mode: O NEM

Pool Range for Client LAN

Start IP: l 172.16.10.1 I
End IP: 172.16.10.10|
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Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: (IP Address or Domain Name)
Backup Server 3: (IP Address or Domain Name)
Split Tunnel: T4

Split Tunnel Table

+E W

& |IP Address % Netmask =%

& [§192.168.1.0 255.255.255.0|
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IPSec Client-to-Site Tunnels
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User Groups

Status and Statistics

Administration

User Groups Table
System E
' U Group # Web Login/METCONF/RESTCONF =
Tirme
admin Admin
Log
I guest Dizabled

Email

User Accounts
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Overview

Group Name:
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EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table
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O # $ GroupName =

1 Clients
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& Getting Started

User Groups

G Status and Satistics

' Agdrminisiration

User Groups Table

+
1 Group = Web LoginMETCONF/RESTCONF = SZS5-VPN & EXVPNIZrd Party =
aclmin Admin Desabded Chsabded
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Local Users

Local User Membership List

o [

O #s%  UserName % Group * 3
01 cisco admin
0o 2 guest guest

* Should have at least one account in the " admin® group
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User Accounts

Add User Account

o

Mew Password @ | oo . ( Range: 0 - 127)
Mew Password Confem | e .

Group VPN "
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Local Users

Local User Membership List

+ @ W X

(1 #% UserName 5 Group * ¥
1 ciSCOo admin

0 2 guest guest

0 3 VPnUSer VPN

* Should have at least one account in the " admin® group
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VPN Site Configuration

General | Chent HmnFlisnhiuﬂhLﬁﬁnﬁﬂiﬂn F'“LIL

Femate Host

Host Mame or IF Address Faort
192 1668.75.113

500
Auto Configuration

Local Host
Adapter Mode

Use avirual adapter and assigned addrass -

MTL + | Obtain Automaticalby
1380 Address

Metmask
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VPN Site Configuration

General | Client

Mame Besolution | Authentication | B 4

Firewall Options

MAT Travversal

MNAT Trawversal For
K.eep-alve packet rate
[k.E Fragmentation

baximum packet zsize

Cither Cptions

enakble -

45010

15 Secs

enakble -

F40 E'_':.-'TEE

v | Enable Dead Peer Detaction
v | Enable ISAKME Failure Motifications

v | Enable Client Login Banner

= ave | |

Cancel
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VPN Site Configuration |. X !

General | Client | Mame Resolution | Authentication | P 4 | *
DMNS |

v | Enable DS v | Obtain Automatically
serser Address #1
serser Address #£7
merver Address #3
serser Address #4

v | Dbtain Automatically
DS Suffix

o aE | | Cancel
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VPN Site Configuration

General | Client | Mame Resolution | Authentication | P 4
DM S Wl
v | Enable WINS v | Obtain Automatically
serser Address #1
serser Address #£7
o aE | | Cancel
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VPN Site Configuration

General | Chent HuniFliinhiuniﬁ-U"'lEﬁ“Eﬂﬂﬂﬂ Ple]r

Authentication Method | Mutual PSK + Xauth -

Local Identity | Remote Identity | Credentials

I Save Cancel
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VPN Site Configuration

General | Chient

Name Fl.isnlm'uni' Authentication | P 4 1"

Authentication Method | Mutual PSK + Xauth -

Local Identity

ldentification Type

Addrass Sinng

EJEE a discoveared remole host address

Remote Identity | Cradentials |

I Save Cancel
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VPN Site Configuration

General | Chent HuniFliinhiuniﬁ-U"'lEﬁ“Eﬂﬂﬂﬂ Ple]r

Authentication Method || Mutual PSK + XAuth -

Local Idunigl Remote ldentiby Credentials

Sener Canificate Autorty File

Client Certificate File

Client Private Key File

lJglbgs 8

Jedles IJowsse Ipseds IUlsds. B o3l peld: ludse Ileshble IJId el o sé:

« u9¢ Exchange: s
ool DH: IJpzeoes 2

© Blsess lJogvds) eddlss
* e9bpss IJogse: odllss



VPN Site Configuration l&

Client | Mame Resolution | Authentication | Fhase 1 | g 4 | ¢

Froposal Farameters
Exchange Type aggressive -
DH Exchange group £ -
Cipher Algorithm auto -
Cipher Key Length ¥  Bits
Hash Algarithm auto b
Key Life Time limit obdll Secs
Key Life Data limit 0 Khytes
Enahle Check Foint Compatible Vendor 1D

ave | | Cancel
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VPN Site Configuration w25

Name Resolution | Authentication | Phase 1| Phase 2 | [« »
Froposal Farameters
Transtorm Algarithm auto -
Transform Keyw Length *  Bits
HiAAL Algorithm auto -
FFS Exchange disabled d
Compress Algarithm disabled d
Key Life Time limit A600 Secs
Key Life Data limit 0 Khytes
SEve | | Cancel
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VPN Site Configuration
Authentication | Fhase 1 | Fhase 2| Pokcy Al

IPSEC Folicy Configuration

Folicy Generabon Level D
Emm Persistent Securty Associations
EjuanpnlngyﬁmtnmuﬁmhrmTunmn
Femote Network Fesource

Add || Modity || Delete
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'Y VPN Access Manager

View Help

onnection Name - Host Name Authenticat...
€)192.168.75.113 192.168.75.113 mutual-psk...
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# VPN Connect - 192.168.75.113 [l S

Connect 1 Network

config loaded for site "192.168.76.113

Credentals

Usemame Wvpnuser

FPassword esssssss
==
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#) VPN Connect - 192.168.75.113 =i
Connect Hm|

local id configured -
remote id configured
pre=shared key configured
brnging up tunnel ...
onfigured

[ I | KSR | -I:lJ-'

tunnel enabled

11

Credentials
' Llsername |vpnusei

I Passward

Disconnect Cance
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https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5443-configure-a-point-to-point-tunneling-protocol-pptp-server-on.html
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https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5850-configure-l2tp-wan-settings-on-the-rv34x-router.html
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https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/Configuring_Site-to-Site_VPN_on_the_RV34x.html

IJodssole IJluolbss gds lJegzo RV345P
odosu yvedle VLAN (Roshs)

ouwee JI ubods 1Jpub 96 1dezdss 1blo)ss (VLAN) wogiss gvods pub 96 pedsd
(LAN) cuvdd pubds Ids peldle o pgodus. Vs lduvsubsgole IJos &> sop bsol
e ldoslule ldguwlgws eds gvwds pli spdu logule ,_t'b.._,dlo VLAN Juogss) Uirolo oU
edld wtupsuo v Juods VLAN pes0s. sedu ksuol luwepsle inodle VLAN
Jozuwso Idble po gdld oddesd IJeles [Js buw!d epdslo ldoe sgpdsle lJoe 1dpwgs
IJss szole g8y L2908 10w suwobse tJEe VLAN. &) 1o o3l ol pu vlos) zos 1
VLAN sy hobo lds gds IJIdJ 9lz> psuled el 395l |_9 ssulpsdsl. psule sULES
sisel loogwew [Js one or much VLANS.

9> oyw Is Idyzee 1Us Luiuble |.Ji_p|() 9l o ol wle Guodsé VLAN JJdeuosd sds
Luible [uolwse.

lo Jl soss low lu sgdd VLANS. Iue sgvobse $8; 1Js [dbuwe olds.

lJ¢logs 1

loowd IJs LAN > |eshhle VLAN.


https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html
https://www.cisco.com/c/ar_ae/support/docs/smb/routers/cisco-rv-series-small-business-routers/1778-tz-VLAN-Best-Practices-and-Security-Tips-for-Cisco-Business-Routers.html

Getting Started
Status and Statistics
Administration

System Configuration

@ WAN
& ) @

Port Settings

(AN Setings) @

Option 82 Settings

Static DHCP




IJg o9 2

lod) ls@ows Il olds Jluuvle Luwds VLAN T>S26.

VLAN Table

o

|J¢glogs 3

>¢do IJVLAN id o loe opss 1o sgdd 9luwe J 09. ubld perd LivwJs VLAN og oo 1-
4093.



VLAN Table

+ (¢ W
Inter-
VLAN Device
0 VLANID ¢ Name Routing Management IPv4 Address/Mask
g 1 VLANT (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 O O e IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
|glogs 4

Ip wldgle wesdss Idpywe 1Jppdo JIJ pu lduszse vsu gvwdle VLAN g6 I.Jiao_jé 151
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VLAN Table

+ & w
Inter-
VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
O 1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 IPv4 Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: @® Disabled
O Server
O Relay
|Jglo9é 5

PO oewiso guglu IPV4A 1UEl Lo odilissl Ws 2dd euslu IP. spdud Joub o3l 3l
IBoyo. Vs ol Idpeld: wewss IJuveds [J,es0 eJs 192.168.2.100-192.168.2.149
eu9ly IP p9e9, J DHCP. 192.168.2.1-192.168.2.99. 9 192.168.2.150-192.168.2.254

pw99,0 Jeulysu IP IJelows.

VLAN Table
+ & w
Inter-
VLAN Device
0 VLANID & Name Routing Management IPv4 Address/Mask
O 1 VLANT (i) 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149

IJ o956 6

Subnet Mask: 255.255.255.0

DHCP Type: @® Disabled
O Server

O Relay
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VLAN Table
+ (& W
Inter-
VLAN Device
O VLANID # Name Routing Management IPv4 Address/Mask
a1 VLANT (i ] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
& 200 VLAN200 0 0 o IPv4d Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server
O Relay
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& 200 VLAN200 0 0 o IPv4 Address: 192.168.2.1 | 24
Subnet Mask: 255.255.255.0

DHCP Type: O Disabled

O Relay
Lease Time: @ 1440 min.
Range Start: 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v

WINS Server:
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Assign VLANSs to ports

7
O  VLANID LAN1 LAN2Z
& §1 Untagged v Excluded
& § 200 Excluded A Untagged
IJgo9é 2
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Assign VLANs to ports
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O VLANID LAN1 LANZ
& 1 Untagged v Excluded
= 200 Excluded v Untagged
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Static DHCP Cancel

Show Connected Devices...

Static DHCP Table ~

+Z0 XL

0O Name MAC address Static IPvd Address Enabled

Printer 00:11:22:33:44:55 192.168.2.10 Enabled
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Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
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@ RV345P-RV345P

Certificate

Generate CSR/Certificate

Type:

Certificate Name:

Subject Alternative Name:

Country Name(C):

State or Province Name(ST):

Locality Name(L):

Organization Name(O):

Organization Unit Name(OU)

Common Name({CN):

Email Address(E):

Key Encryption Length:

Valid Duration:

(=

7

L\

Self-Signing Certificate

TestCACertificate

spprtfrms

O IP Address @ FQDN O Email

US - United States

Wisconsin

Oconomowoc

Cisco

Cisco Business

cisco.com

@cisco.com

2048

360

)!ays (Range: 1-10950, Default: 360)

Szw o oo,y Iduiolss IJos e luubldel 1Ty B "z9d Iduioble".

Certificate Table PN
O Index + Certificate + UsedBy + Type # SignedBy % Duration % Details Action
01 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = X
To 2042-Jul-05, 00:00:00 GMT

0o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM E _‘!;
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscaTest-... From 2020-0ct-01, 00:00:00 GM E _‘!‘n
To 2022-0ct-01, 00:00:00 GMT

0 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM E _‘!‘_

To 2021-Nov-14, 00:00:00 GMT

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...
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WO "z9d [Juboble" 23> glue IJIgosl 1Jgluos wlduiels Idos wyss wuossyol 9lud)

999 ls99us IJouoss).
Certificate Table P
i
O Index 5 Certificate ¥ UsedBy $ Type # SignedBy 5 Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘m
To 2042-Jul-05, 00:00:00 GMT
0o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G\ == ol
To 2023-Apr-04, 00:00:00 GMT
O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘m
To 2022-0ct-01, 00:00:00 GMT
& 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GN == ol
To 2021-Nov-14, 00:00:00 GMT
1Jslogé 2

ludy eds vuuwsd Jouoss) Iduvole. IUgshlw os:
- PKCS #12 — pglss) wuvds) Idpvolz IUglp (PKCS) #12 os Jiol>s puo)06
clos Bs lewsls .p12. Jued wdys Jdps [Jes9) plodsws Jovds) 1dpdd
Jeelswo Jel 09 Lols) 9pwe9)d 9023999

- PEM —¢lJol ol sop luwodsle Idosss Idpzuve JJeuosuoss (PEM) Jgglbse
IJssw J@s ol gds 1deszes wuwosds IUs wslole lods JJ@)les wluwegsle
T VLRI wumsh pod Notepad.

« BlRo,o PEM 6@, W¥b wuoss).

» 5¢d IJps pas) Joleso 1dpd S 1ss uvsop wuosss0 B 2dd beld IJps 1Jes).
» lgs 1l IJps IJpass Bs 28 cldss IJps 19,
VIS pubb 8o weass 1Ugzoes: we lgosh zolh Jpwsse) 909 1Jgsh) 1Uszss Idpwlz 2ldsl.
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Export Certificate

® Export as PKCS#12 format

Enter Password | sesesens

Confirm Password | ==

O Export as PEM format

Select Destination to Export:

® PC e
o -

|J¢lo9s 3

ooy sulds cuvs) s vele Wewssd luwdd 5 IJoussd. wsop we cuisd pdd
Vs ldpuwoere. sludy 999 OK.

Information

o Success

N\
]

Sew 8dsd IJlL wuoss) uvols wugle eJs p9zo pu IUuvduwds RV345P,
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IJ b9 1

lody eds luwesyb IJgvolss....

Certificate Table ~
O Index * Cerificate = UsedBy % Type* SignedBy % Duration = Details Action
O 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == e

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 G\ = o
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh =5 o

To 2021-Nov-14, 00:00:00 GMT

( Import Certificate... ) Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...

IJglo96 2

. |auJ W9e lJuwolys lJos oyss [uwaslbol pu 1JBlses IJpouwsJs. lJgshle os:
© Jbolxs ppdso — Jiols wpe luuvlgel gds IJpesze.
-+ Jbol>s CA — iol>o pewps6 pu Yud 206 ¢lhzss 09898 wol w9ds Lozo
lJped9ple 1J9lr6 Vs [Juvolss.
- PKCS #12 1JpJ 1Jp,05 — poluodle wuvds) ldpelz IJgle (PKCS) #12 o
oSy Jugisu ywolsé 1Jghe.
o bedluwe Jduolssé B 28 luwe IJuvolss.
* Blop lRosh PKCS #12: $p lseld IJpd p19) JJpdd Bs 2d8d luvosib Jdps
IJes9,- sl lue8d Ids 1Uglogs 3.
* 1ol eds pues) Jigwos)b IJgvolyé. 1Ugshle os:
Clowosib pu lddposse,
o luwosy po USB
« 1Bl Jp sIouud 1Jpeszo peud [9lue USB: Buuswpe 238 b IUluvas,ls oo USB.
e Bligeso luves)ls po USB 9dp swe,wd 1dpsze s USB. 1u@) W98 "wesss".
* 108y 998 Ui lResh pd slze, 1dedS 1deolgwe.
* 1u8) W99 weesd.



Certificate (3 Cancel

Import Certificate

Type: PKCS#12 encoded file v
Certificate Name:| cisco o

Import Password | =--ee---

Upload certificate file

@ Import From PC

9 TestCACertificate

Import From USB C

weer b oz e Sop udJY eddliss! IJs wodzs [Juiolss Isssumss. uusop pds
"229d Iduioble" Llduiboelxs Idos we luvas)ldel p9g)l.

Certificate Table ~
[J Index = Certificate + UsedBy+ Types SignedBy s Duration = Details Action
O 1 Default WebServ... Local.. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

a 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-0Oct-01, 00:00:00 GM E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

0O a TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 GM
To 2021-Nov-14, 00:00:00 GMT

I+
—

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
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<  Wi-Fi Wi-Fi Direct Advanced

Current network <«

— CiscoBusiness-Setup
‘8 Internet may not be available

Available networks  ««crccerrrrrrrerriiiiiiiiiiiiiiiiin
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casco Cisco Business (i)

Monitor My Network Set up My Network

Q

Discovered Primary
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( Cisco Business Wireless Access Point
o Name and Place @

Primary AP Name

€ | Testap

Country
9 United States (US) VvV

Date and Time

9 04/09/2021 05:05:37 PM NV
Timezone
o Central Time (US and Canada) \/
Mesh
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( Cisco Business Wireless Access Point

o Name and Place

Primary AP Name

O | testap

Country

9 United States (US)

Date and Time

9 04/09/2021 05:05:37 PM

Timezone

e Central Time (US and Canada)

Mesh
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( Cisco Business Wireless 140AC Access Point

0 Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone
Central Time (US and Canada)

@
O Mesh
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° Connect to Network ?

o Would you like Static IP for
your Primary AP?

9 ‘ Next
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© connect to Network (?)

Would you like Static IP for
o your Primary AP?

MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0
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© Wireless Network £

Network Name

cbwwlan

Security

WPA2 N

Passphrase
P m

Confirm Passphrase

se oo, Wi-Fi Protected Access (WPA) 1] o3y 2 (WPA2) o9 Ipesh 1Jelds Joleso Wi-Fi.
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( Cisco Business Wireless Access Point

v o Name and Place

Vv e Connect to Network Edit o
v o Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
IP address was set to static (access
point functionality and client
connections use dynamically assigned

(revious )
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Saving the configuration...
This may take a minute.
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Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list in Cisco Business Mobile
Application provided client should be

connected to configured ' TestAP '
SSID.

OK
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Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4CBC.48C0.74B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP68CA.E46E.1650 0 2 MB
AP68CA.E470.0500 0 11 MB
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Home Overview Devices WLAN Clients

Network Summary

" Wireless Dashboard

AP Performance

Client Performance

Add Mesh Extenders
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Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

=) AP Performance

Client Performance

—+  Add Mesh Extenders

Scan a QR Code

Enter MAC Address
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Cisco Business Mesh
Extender has been

scanned.
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Do you want to provide
Description for Mesh Extender ?

@m0

Cancel
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Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

A4 m 0 office desk @
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0 | 1

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status

A4 0 SUCCESS

What's Next ?

Add More Mesh Extenders
A \
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<  System Information Q
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ome Overview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @St LEs
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ul ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4
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/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png
/content/dam/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/images/2061-Create-a-WLAN-app-CBW-image-1.png

IJs IJobosd. 1od) eds lsgows WLAN B leds 1Juobes.

= ¢ [7] ¥
Home Overview Dewices WLAN Clients
zJ  Network Summary

Wireless Dashboard

] AP Performance

Client Performance
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Overview Devices WLAN Chents Mote

Add New WLAN

SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL
IUg oo 4
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Overview Devices WLAN Clients More
General
WLANID 3
Profile Name* labnet
9 SSID* labnet
Admin State  Enabled
Radio Policy ALL
Braodcast SSID | ON |

Client Profiling

Application Visibility
Control

= Ty

—
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Chverview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPA2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

show Passphrase

Password Expiry

Previous I Next I
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Overview Dn-ml:;:-s WLAN Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth  C kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream -
bandwidth limit kbps
Average real-time
downstream bandwidth L kbps
limit
Average upstream -
bandwidth limit kbps
L | T (A ——
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WLAN Created successfully
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Overview Devices WLAN Chents More
Add New WLAN
SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2 Personal(WPA2) ALL
ﬂbnet Personal(WPA2) ALL

Please save the configuration to
retain the changes (More >> Save
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Home Overview Dewnces WLAN Clients

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

Add Mesh Extenders
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Overview Devices Chents More
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL
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WLAN
= g =
Oreerviinw Devices WLAN Clients
General
WLANID 4
o Profile Name* Guest
9 SSID* Guest
Admin State  Enabled
Radio Policy ALL
Braodcast SSID
Client Profiling

Application Visibility
Control

More
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Overnview Devices WLAM Clents More

Security

Guest Network 0
Captive Network m 9

Assistant

Access Type Local User Account

: Local rA n
Prewnu# ocal User Account

Web Consent
Email Address
- WPA2 Personal

Social Login 9
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< WLAN

— — »
Overview Dl-wu:ﬁ '-'-'I_'AH Clients More
Traffic Shaping (Optional)
Rate limits per client
Average downstream -
bandwidth limit - kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream
bandwidth limit kbps
Average real-time upstream -
bandwidth limit - kbps
Rate limits per WLAN
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth kbps
limit
Average upstream - kbps

bandwidth limit
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WLAN Created successfully
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