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Getting Started

Status and Statistics

Administration Use the following links to quickly configure your router.
System Configuration #% Launch Setup Wizard W Quick Access
WAN Initial Setup Wizard Upgrade Router Firmware
LAN VPN Setup Wizard Configure Remote Management Access
Application Control Wizard Backup Device Configuration
¢%) Routing
2 . . .
P—— Lx; Initial Configuration [shl Device Status
VPN Change Administrator Password System Summary
Configure WAN Settings VPN Status
Security . o
Configure USB Settings Port Statistics
QoS Configure VLAN Settings Traffic Statistics
Configuration Wizards View System Log

License

Ny
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Initial Setup Wizard .

This Setup Wizard helps you install your Cisco router.

Before you begin, make sure your router is connected to an internet gateway device (such as a cable modem or
DSL modem) as described in Quick Start Guide.

Next Cancel
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Initial Setup Wizard

Interface WANT
0 1. Welcome

2. Check Connection

Check Connection

( Network connection has been detected)

Cancel
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Initial Setup Wizard

Configure Router - Select Connection Type
Q 1. Welcome Your internet connection has been detected. Unless your Internet Service Provider instructed you to select a
different option, please use the current option and click next to continue.

0 2. Check Connection (@ Dynamic |P Address, or DHCP (Recnmmended))

O Static IP Address
3. Configure Router

O PPPoE

O PPTP (Commen in Europe)

O L2TP (Common in Europe)

Back Next Cancel
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Initial Setup Wizard .
Configure Router - Set System Date and Time
e 1 Welcome Enter the router's time zone, date and time
(T\me Zone: | (UTC -06:00) Central Time (US & Canada) VJ
e 2. Check Connection

® Enable Network Time Protocol Synchronization

3. Configure Router O Set the date and time manually, or click here to impert them from your computer

2020-11-17 g (Yyyy-mm-dd)

18 41 ~ 05~ (24hh:mm:ss)

Back Next Cancel
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Initial Setup Wizard -

Configure Router - Set Router MAC Address
0 1. Welcome Each device on your network has its own unique identifier called a MAC address. In most cases, you should
choose 'Use Default Address'. If your ISP requires you to connect using a specific MAC address, you may change

o 2. Check Connection Lhere.

3. Configure Router

( ® Use Default Address (Recommended))

Choose a MAC Address

O Use this computer's address

O Use this address

Back Next Cancel
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Initial Setup Wizard .

Summary
o 1. Welcome Please review the following settings and ensure the data is correct

o 2. Check Connection
Connection Type: DHCP

Oy e e MAC Address:  ecbd:1d:44:91:2a

Back Next Cancel
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Initial Setup Wizard

Enable Security - Set Router Password
o 1. Welcome The administrative router password protects your router from unauthorized access. For security reasons, you
should change the router password from its default setting. Please write this password down for future reference

o 2. Check Connection

o 3. Configure Router O Keep current password
Enter a new router password: (At least 8 characters composed of lower and upper case letters as well as
numbers)

O Disable Password Strength Enforcement \

Back m Cancel
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VLAN Table
+ (&
Inter-
VLAN Device
& VLANID $# Name Routing Management |Pv4 Address/Mask
™ 1 VLANT1 (i ] 192.168.1.1/24
o 255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
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File Management

System Information

Device Model: RV345P

PID VID: RWV345P PP

Current Firmware Version: 1.0.03.15

Last Updated: 2019-Mar-22, 01:43:16 GMT
IJélogé 2
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Manual Upgrade

File Type: ® Firmware Image | O Language File O USB Dongle Driver
Upgrade From: O cisco.com ® PC USB o

Firmware Image Format: *.img (Maximum size: 100MB)
No file is selected
(O Reset all configurations/settings to factory defaults

The device will be automatically rebooted after the upgrade is complete.
IJ¢b9s 3
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Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver

Upgrade From: O PC OUSB &7

O Reset all configurations/settings to factory defaults

Ulolo|zle[sW The device will be automatically rebooted after the upgrade is complete.
Download to USB
IJg o9 4
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Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From:  ® ciscocom O PC O USB &5

O Reset all configurations/settings to factory defaults

Uele|=le[XW The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Confirm

Are you sure you want to upgrade the firmware right now?
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o ® @ Upgrade is in progress. Do not power off or

® @ reset the device. It may take a few minutes
®o® ocomplete.
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A\ Restarting

Please wait for 176 seconds...
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File Management

System Information

Device Model: R\W345P
FID WID: RV345P-K9 V01
(Current Firmware Version: 1.0.03.20 )
Last Updated: 2020-0ct-02, 11:10:50 GMT

Last Version Available on Cisco.com: 1.0.03.20
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System
Time
Log
Email

User Accounts

User Groups

IP Address Groups
SNMP
Discovery-Bonjour

LLDP
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Automatic Updates

Check Every: Week  w Check Now
MNotify via:

O Email t Naotifications will not be sent unless an email server is configured.
mail to _ . .
Click here to manage email server settings.
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Automatic Updates

Check Every: Week  w Check Now
MNotify via:
MNotifications will not be sent unless an email server is configured.

O Email to i i :
Click here to manage email server settings.
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Automatic Updates

Check Every: Week w Check Now
Motify wia:
MNotifications will not be sent unless an email server is configured.

¥ Email to @gmail.com ) . )
Click here to manage email server settings.
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Automatic Updates
Check Every: Week w Check Now

MNotify via:

Motifications will not be sent unless an

O Email to
Click here to manage email server seti
Automatic Update
Notify |+ Update (hh:mm) = Status =
System Firmware T4 MNever v | Version 1.0.03.20
USB Modemn Firmware o MNever v Version 1.0.00.02

Security Signature o 23:00 v | Version 2.0.0.001&
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Automatic Updates

Check Every: Week v

Motify via: o

& Email to

Automatic Update
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Notify =
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Never a
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It's time to sign up for a Smart Account

Easily view, store, and manage all your licenses.

Customize your account to match your organization.

Licenses are automatically added to your account when ordering.
Smart Accounts are required to use Smart Licensing

- ~ - . ~
Get a Smart Account \ Learn Mors ) | Mot Mow )

I3l Jp wdo &> slse o3l 1dguua) IJpuwed: spdod IJod) Jeswe vddo lUs Lolzs

logble Iz wlo 1J5ds. 95 weolz Ids ouwesd 1Ux29d wluwedsle vslole lgwels
cwwlod gds Cisco.com.

JJeuosd eds wdluosd luoldss zod IUgbsle lJpcedds wbde puvlud 1Usds.

o8, oul.
olds po pdlebs luupe euvlod pe wdluosd lJouvesd 1JiE)s.
odpse uwse: Bl Jlu pbdsol pud 52l peld sdsuw Josd peldc Sspdod el

cuslo IJwyss IIJdIe,)s0us 1JElue wd W yvdd name@domain.com. |Jubl$le
lJuulisgs os gmail 9 yahoo. |Jg: 998! JJuiyJs 19 1Jzos [Jp9ed,)6.

wess s el i Cisco Smart Llw>9 (CCO W 420) Cisco.com ol el 98 ol I pgall o0

RV ¢ bl

Jiwle oygsue lplo RV

Sew edsd Uile oigsue pu p9se Cisco Iy Liysd Cisco IUgluo wd. Jogass 9 8e
Jwsd Cisco: 1y 9, oul.

s&u2 1Jza9d bolo L8 Iz5e JJeésue.



wsll
Saoliall

()
4 Sal9
a9
olaylaill ]
w29 =LS-RV34X-SEC-1YR RV glol Lo 5
Mol
ilela>lg
P.e
aobing
Gatewa
y
AntiViru
pl.lb.iﬁ S

&A.D
Jlusdl
IPS

Jlsop eEld poole IJosgsuwe Os 1dpsze 1Uelue o polyins 9ddo wswe
wessuwo IJs zuwle Cisco Smart wes bdo [Je,gsue. swaded pdsl IUsde 1Jss
swwodrdo ldosgswe S Idboy, eds euwlod eds 1Usde 1Uss sded Iso
IJuinsd bdo Iddinle 9990 Jsle wlisg Idogise wovb Idoslzsue veuwlod: o0
€136 036 wuylog pu 24 |Js 48 Lwlgs.

oldss IJosgsue B "zunly 3"

lbedd Ids woVzs tuvle Idosgsue IU3ds: Sp lud) eds LoBRs wigsue IUwalez
IJ5Jds6 > 2y > o)lesuo.

L > Smart Software Licensing

Smart Software Licensing

Inventory

Virtual Account: S

Licenses

Manage Lice
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o Cisco Software Central A
- CIsco
Download & Upgrade Network Plug and Play License
Software Download Plug and Play Connect Traditional Licensing
Download new software or updates to your current software. Device management through PnP Connect portal Generate and manage PAK-based and other device licenses,
. including demo licenses.

eDelivery Learn about Network Plug and Play

Get fast electronic fulfillment of software, licenses, and Training, documentation and videos Smart Software Licensing 9

documentation. Track and manage Smart Software Licenses.

Product Upgrade Tool (PUT) Enterprise Agreements

Order major upgrades to software such as unified Generate and manage licenses from Enterprise Agreements.
communications.

Upgradable Products
Browse a list of all available software updates.
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Log in to your account

Username or email

Password

Forgot password? 9

Log in 3
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

General Product Instances Event Log

Available Actions ~ Manage License Tags License Reservation... 3
[] License Billing Purchased
| |
e RV-Series Security Services License e
[] Source: Sku:
Subscription Id: LS-RV34X-SEC-1YR=
Family:
GATEWAY
IJglo9s 4
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing Reports Preferences Satellites Activity

Virtual Account:

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

( New Token... ) e
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Create Registration Token ¢

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:

Description : o ((security license - web filiering )

* Expire After: 9 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: e

The token will be expired when either the expiration or the maximum uses is reached

( Allow export-controlled functionality on the products registered with this token ﬂ) o

‘ Create Token ' Cancel

J&> Seo IJlu Lluusle 5e) ppss Jouesd posd puce wuele.

Token Expiration Date Uses Export-Controlled Description Created By Actions
{ ItMGZiN.. B / 2019-Sep-08 09:46:20 (in 30... 0 of 10 Allowed security license - web filtering Actions »

The token will be expired when either the expiration or the maximum uses is reached
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(Press ctrl + ¢ to copy selected text to cﬁpboard,) e
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Actions

E0

Copy
Showin

Download...

Revoke...
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Smart Software Licensing Status
Y QoS

Registration Status: A% Unregistered e
#~ Configuration Wizards

License Authorization Status: A% Evaluation Modegf 81 days, 6 hours, 12 minutes, 16 seconds remaining )

1 Export-Controlled Functionality: Not Allowed
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Time
Status and Statistics

Administration

( Current Date and Time: 2019-] )

(Time Zone: i f ) v
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License

Configuration © You are currently running in evaluation mode, to register an account:

- Ensure this product has internet access.

« Click here to access your Cisco Smart Account.

+ Navigate to the Virtual Account section which contains licenses.

- Generate and copy a token for the specific license to be applied to this device. e
« Paste the token into the box bellow.

JEALTE 1NjcoMzUS5%0A0DAAMThBdFNO]

7

/

[ Register e Learn More about Smart Software Licensing

Smart Software Licensing Status

Configuration Wizards

Registration Status: 44 Unregistered
1 License Authorization Status: 44 Evaluation Mode ( 81 days, 6 hours, 12 minutes, 14 seconds remaining )
Export-Controlled Functionality: Not Allowed
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@ Registeration completed successfully
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License

To view and manage Smart Software Licenses for your Cisco Smart Account, go to Smart Licensing Manager

This product is registered for Smart Software Licensing
Smart Software Licensing Status

Registration Status: Registered '
| iti i i 2019 11:01:37 (Succeed)

Initial Registration
License Authorization Status: Authorized (4] Next Renewal Attempt: 2020 11:01:36
Registration Expire: 2020 10:55:01

Smart Account:

Virtual Account:
PID: RV340-K9

Export-Controlled Functionality: Allowed

cJouvesd Ulsds — ouis) 030 1Jpubds [Js obst 998 ouvesd IJosgsuo.
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Choose Smart Licenses

Choose Smart Licenses to be used by this product. Ensure you have a sufficient number of licenses in the Virtual Account associated
with this product, otherwise it will be out of compliance

Enable # Name (Version) % Description % Count %
4 Security-License Anti Threat Services: IPS, AppID, Dynamic W -

Save and Authorize Cancel
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Smart Licensing MEHBQE Actions ~ ' o
9 Refresh License State

Deregister

Ilo wes o Tuove Josd watsuod eds Idesze: sdipd luwedeld IJgbsle B
IJduse Wolds.

oo 9S6 IJssy gJs IUpoge RV345P

Jrsd 90 9l wed IJouuvsb Jlgwegsle ouodss 1Usse wigo wdJue. >
lJluosh Idoprsos Idpzlus: Bl oo orygo WS pologs [uogsle 030 IUps)é Oluw

weled 1ds uile wygsue. luds JJrzeg lJs o3l 18 we.
IJ¢b9s 1

Sp wouwesd 1Usgsd 1Js 116 1Jpguless IJpuwewss 1ds 1dsse slge, Idolpse >
IJogdp Vs IJobusd > ouodss lJysy.

Application Statistics

Client Statistics

3 Web Filtering
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Web Filtering

Web Filtering: ® On O Off

IJ¢b9o 3

lod, B9 lsdows 1] olss.
Web Filtering Policies

==

(J) Policies &

1Jg 196 4

Ibed lwe IJuoz: 9ldsob. 9¢lué IUIzesl, enable .

Policy Profile-Add/Edit

Policy Name: Weekdays
Description: Default-High
Enable: 1
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IP Group: Any v
Device Type: ANY v
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ANY

Android
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Linux
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Other
Device Type: Windows
0S5

IP Group:
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O Type % Always On
ANYTIME
BUSINESS B
EVENINGHOURS
WORKHOURS
Schedule: Always On v
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Web Filtering-Add/Edit Category Back

Level

O High
O Moderate
@ Low

O Custom
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Web Content
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URL Lookup:

Category: ==

Reputation Score: --

Status: ==
URL Rating Review: If you think that a URL is categorized incorrectly or is rated with an incorrect reputation score, click here
Blocked Page Message:  Access to the requested page has been blocked. (Max 256 characters)
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i Apps BB Cisco Small Business

ol | Il | |, Access to the requested page has been blocked.
cisco Web page: https://www.facebook.com

Category: Social Network

Please click here 1if vou think there has been an error

OK

RV345P UJoJI Jivy uuuua)ro UJasuo I,oILJ RV Juuodso I.J_9§U. drou IJpau,o.J I.JI
weole Ids Umbrella. Bl Joo o6 L§uo| Umbrella: Wle9) oul. 131 Yy J>s |p|u



JlBbs.

lwoduuld IJigble o] oJlzol

Bl Joo @ luveyse oygsuel 9dJduo Jl sbo)y Vs guwled Idbloys WuwsIIy
Jrsd gsblu:

1. 8p ldpologs pe Clisg Idogise Jbdo lle IJodd.

2. w9lued peol Suw9d vesluad pe ldolse.
p0 1Jolzss 1Jpeldss: Ju $doo edsd 1dBsle wls po 3Jdi 9JIo Bl 9uode [ds

p 90,8 IJb, 8 o3l ;.é!gg,l. wwesle .Jqung_x}! Jeed 1Jepdss poluwosd $o) IJlpdlu
woeolg lds selsy ldowas o wes 1dessd ledlo 933Jd oJd 1Upsozs bulo.

bl Jlw)| oo
ISV 2Ll e
el plas] a2y
wacLill
g9l J glixi 29
a5l gl I Cisco (o wlewall yol a9,
13 _le Joaxl
alas) bladl laail,
olgixo divliv
2o S, Linol) i Liv
:ﬁi 2:))“32 " Sl oladl" Lo i dxaal dili dlasl
iy <Ll
LVl ol asiwl
R[]

oS il 6,659

Jublo IUyslué

e 1u 8I90 DI Le) pps) 19 I3l Joo @sp wluveduld 1Jigbls sluodlzol.
S9uos wlgd Jubs Julyus Jidoglb peussle gulguved.

ool Uz edisle B 1lple 1dpbdse JIdedlb Jibs ol vs. lols, bole JJlbJlg
eds IUslob 1Ugluos woble 1Jouvgsd 1Uéloo o,

- 9509
- eld
. iPhone/iPad

- w98
oésue Umbrella RV Branch (Jgoshs)

Umbrella golys g0 puuos wuusbs. sJduol Belds 23l Jiels IJuvodle e Cisco.



ogpd Umbrella B 1Jswdsé 90890 wldesss pu Idgsple Ideoedds ldioly. po
lJoosss Iduluvs 1Js Idogdsdle wes Idere. o89pe Umbrella wldo il 1Jogplo
9eugol g gpse Idpulds sldeywsdsdic.

ouwwgde Umbrella ¢ bole iuuplc IJolbl@le (DNS) Jpogo sissuws JU>Ilg. guspl
$9e IJpuwodrpsu wbeld guslo URL O yissh [Jpuwogruo 1JEluo wop
Isuouw9u Enter. o vlyd Umbrella Ws gpodso IJudd. swp wpys) URL o3l |Js
pedJ DNS 1Jgluo o Umbrella. gl3l Jly weds) IJiplo pdesol wldpzld: sop 2,
IJbde. cudd vslule IJEslur g0 wgd 030 9s0p wrdsdol Vs 1dpsd)y wluss.
390 |uold6s |s jp0 9b09d drswl cuwedre vslule IUSSIw eo wed> uvedle sble
oowt pdshlo bdole DNS Ws zese logle IUgldp. g0spl ooy, 0do Idoslule.
Iy yobol gu) Ideldp Spdu pu Idluwelos Idguysed Jdogple gus wilswol. Hlze
wwslyws euesuass Cisco oul Jdeuesd eds pis> pu ldpedsple: wog Jlpd. luosly
o !al 0. &QJJ L9$ u;Slqu OO E I.JIUJJUC)I‘O E_J5 |UO| u..Slulu rDLyJurD)O PU I.Jl)_9|u
sldwedle.

udUD.J u_).,S'_)O Cisco Umbrella .Jro&)do |._Jro_).,5) _91uuU|9 auu|u l)|_9|aou Ls fOL).UkJ.Jluz
SO oul [BLYAR oul Llo >g o Umbrella.

IJgbogs 1

w8 uuwesd 1U>ged IUs guvle Umbrella: oo uluvé J9gé IUpgdsple 109, eds
Admin > pUlosz AP

Cisco Umbrella

Accounts

Log Management

Authentication

Bypass

Bypass Codes

APl Keys

© ik AP Keys 0@ ¢

Token: Created:
Legacy Network Devices afd . v


/content/en/us/about/legal/privacy-full.html
/content/en/us/about/legal/privacy.html
/content/en/us/about/legal/privacy.html
https://umbrella.cisco.com/
https://docs.umbrella.com/
https://umbrella.cisco.com/products/umbrella-enhanced-support-packages
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The APl dashboard can generate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APL. The Legacy Network Devices APl generates a token used for
integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generaled any AP keys vel

Documentation Our Legacy APIs Investigate
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What should this APl do? @

@® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

O Umbrella Reporting

Enables APl access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management API
-~

2]
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© Wik APl Keys @

The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices APl generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router

(ISR4K series) integrations.

Token; Created:
Legacy Network Devices oken reated

< Ke: Created:
Umbrella Network Devices i

The API key and secret here are used to perform API requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

P

Your Key: 64 U@ J
| &

S

Your Secret: 895

(0 To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

|Umbrella keys - Notepad - m} X

File Edit Format View Help

Umbrella Network Devices Key - 64
Umbrella Secret Key - 895
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N\
{ -—‘}‘ To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

[ {f"gck out the documentation for step by step instructions.
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Routing
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VPN
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Application Statistics
Client Statistics
Application Control
Web Filtering
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Y QoS

#~ Configuration Wizards

License
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Advanced Configuration
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Enter Credentials

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API| Keys page.
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Select An Organization

Organization Table

o (O (Cisco)

Cancel
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Select Policies

Policies Table

& Name &

) (I? Default Policy )
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Enter Device Info

Device Name:[[ RV345P-Lab D
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Success

Register... Success

Associating policies... Success

oldss
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SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser.

Malware protection has shiffed from the endpoint. deeper inta the network, in order to cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Security Business Group have jointly rolled out Umbrella protection for Cisco's corporate DNS infrastructure. This service will
block access to hosinames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, gpen a case providing the following information

» Text or screenshot of the corresponding debug information below
* Business justification for use of the websile

Block Reason: Umbrella DNS Block

| Date: July 26, 2018
| Time: 22:58:17
Host Requested: Not_Found
URL Requested: MNot_Found
| Client IP address: ¥
User-Agent: Mozilla'5.0 (Windows NT 10.0; WinG4, x84, rv:61,0) Gecko/20100101 Firefox/61.0
| Request Method: GET
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https://internetbadguys.com/
https://internetbadguys.com/
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5427-configure-ip-source-guard-on-the-rv34x-series-router.html
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VPN Passthrough

VPN Status

IPSec Passthrough: & Enable

IPSec Profiles
9 PPTP Passthrough: & Enable

Site-to-Site L2TP Passthrough: & Enable

Client-to-Site

Teleworker VPN Client

PPTP Server

L2TP Server

GRE Tunnel

SSL VPN

AnyConnect VPN

ould £36 pjlsl Jluwegsle Cisco AnyConnect:

(ACNZINIPNE Y RNYS
2. Jle - 1diso 1Jpesluod 9loddls Iduwsluwle

w
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LS8 p I pu irolg w95999d IJloe,ue (IPsec) sb w96 ples Ide9uasd IJlews (SSL)

N oo o B~

. S8 p w9weded Internet Key Exchange 1l o5l 2.0 (IKEV2.0)
oJd9su AnyConnect SSL VPN gJs RV345P
IJ¢logé 1

Ip wldouosd IJs 1Jisl6 lJpuwlesé lJpuwewsd IJs 1Jose JJpszo 9lgw, VPN > SSL
VPN.

1
VPN Status

IPSec Profiles

Site-to-Site

Client-to-Site
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o8y 9939 Jy oubgsd l)bsy Jupdsy ¢be Cisco SSL VPN.

stlist]ne _
i RV345P-RV345P

SSL VPN

General Configuration Group Policies

Cisco SSL VPN Server: ® On QO Off

lesble IJwslwe 1JlJ5lpssd

IJgbgé 1

lesblo IJodssu Idoldsé |Jjlpsé:

2o, 9lzos IJgohs po 1Bl p6 1Jpuuwsds. 03l Gusdou ldpsule 16 sIu luwes pde

o S 2096 0,9, euy IJ SSL VPN 686 IUzshle eoupes: WANT 9 WAN2 o USB1 g
USB2

pdo lbde lsuw 1o sdsw luwogpdo J I SSL VPN pxgd B IJuslus psule pzld

oolez pu 1 1Js 65535.

2oy pdd 1duiolss oo 1JBlises I po usds. ouolbb@ oo 1uiolsé 1dpuwogs psu

I3s0 Seladsw 1J9uo9d 1Us w9 Iduveds po gJld lowls VPN IJgl o6 o SSL.
oew9s IJBlses [Jpougwsds eds oo [WWe)loss gldvoble IJos swpe
luvaos,lsol.

edo IJeuslo pu 1djwso guslo w)yds B Ijwso eu9lo wuds peld. uusdou ol

lJogeg 09 ubly gulasy IP IJos uwsop wiuosueol Jepdle VPN IJogssrsu.

olds po o ubld gusle IP Jl seslgd pg s pu gulsse IP eds 1y Js
lJpeeJsé.

igen Buole 1dubuds 1Ugluo wldg psd pu 1UGlspé 1 pouusJs.
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Mandatory Gateway Settings

r ™
Gateway Interface: WVVANT w
Gateway Port: 8443
Certificate File: Default w
Client Address Pool: 192.168.0.0
Client Netmask: 255.255.255.0 w
Client Domain: yourdomain.com
Login Banner: Welcome to WideDomain!

. ”

IJglogs 2
bybgs sbuy.

Apply Cancel

IJg 1096 1
lesble IJedsso IJeldss leoshss:

1. i)'aJ BSpd wldoslos :Jroo.Jé lJge9d woslez pu 60 |Js 86400. juwodgy 030 o 1Jpero
5056 10 spdo o olbd 2duws SSL VPN #leJs.

2. 152 858 lJeslos B 28 pods gduws Idgpd. 031 09 IUgGe 13 suworo
lwole 2duws gpd wi9w9dsd Ideede s IJLuwld (TCP) Iy u9wedsd pebb wslule
Ipuweese (UDP) wes 98¢ 1Jge9d 1dpess. IJess from 60 to 1209600.

3. i)'a.J ISp6 wldeslus Vs z8d pods ClientDPD oo )lez pu 0 |Js 3600. wess oo
IJdspes IJLuwld 1d>9,s Jyuwlisd HELLO/ACK Jdeezdd pu gldo v VPN. szw
opdsu 030 1Jps)o eds JJl byds o g VPN.

4. b¢d Bspé LlJoslus B pdd pods GatewayDPD oo )loz o0 0 1Js 3600. wess 030
lJS8speo IJLuwld 1Us9,s Jyuwlisd HELLO/ACK JJwz 88 pu 2lds v VPN. szw
opdsyu 0o ldps o eds JJI byds v g VPN.

5. i)éJ I5p6 wldeglus Vs 2l¥d leddle el owslaz po 0 1Js 600. wopy 030 1Jps 6 io
lJeozo J>sd pood slsel oldlow,ue. guselod lghé logule logold VPN I3l wp
luvslbo.

6. i.)'aJ ISp6 wldeslos Jpss IJuwdd 1desb w9sosdoe WO 2dd p6 Idlselh. 1Jess from
600 to 1209600.



7. bed 22e IUzies wldulse 1Uss spdo busldo go, IUubods. 1Uess from 576 to 1406,

8. >¢Jdw Id relay WloJ 99 Vs I rekey Vlod peld. ouwez psi6 Rekey Jpdlo sz
SSL Llghs IJovdly o wes logile gduws IJgpd. 1Jess from 0 to 43200.

Optional Gateway Settings

Idle Timeout: | 3000 I\ sec. (Range: 60-86400)
Session Timeout: &0 sec. (Range: 0,60-1209600)
Client DPD Timeout: 350 sec. (Range: 0-3600)
Gateway DPD Timeout:| | 360 sec. (Range: 0-3600)
Keep Alive: 40 sec. (Range: 0-600)
Lease Duration: 43500 sec. (Range: 600-1209600)
Max MTU: 1406 bytes (Range: 576-1406)
Rekey Interval: 3600 sec. (Range: 0-43200)
L A

IJglogs 2

bob9s sbyd.
Cancel
odysu wwsluvle 1Upzeses
IJ3 o9 1

lud) W9 edlpé IJowsse uwsluwle 1Upeeses.

SSL VPN

General Configuration [ Group Policies ]
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SSL VPN

o T B P
aroup Folcies

SSL VPN Group Table

e

[J Policy Name =

O SSLVPNDefaultPolicy

dcgazall ag sz Loyl AiSay ledl le dcgazall ol dasld SSL VPN Group J9x> glasw

Slexl aoaiy sill Liol,idYl aeill o3 13 .SSLVPNDefaultPolicy ous _dly caailall _le JoVl

IJ¢b9s 3
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) i,)'aJ lwe IJuog IJpdod Jssd Vb 2 dd Iwpe IJuog.

N

bgd gwslo IP 1Jgluo o DNS 1JIgwlgwss s 1Jzdd 1pesd). wuvdd lde )l s,
SY9u gudlu IP 03l §> wp w9ds o wldded.

w

(Igoslis) bgd guslo IP I¢luo o DNS IJeloses Sis Ide S Idpes . pwesepd o3l
Jowds leeslbss Vs glds uvd DNS IUlwlws.

N

(lgoshs) bed guslo IP 1Jgluo o WINS Il wlwss B 1Jedd 1posdd,.

$)]

(lgoshs) i)?_J cu9ly IP 1Jgluo o WINS IJelyss Ws 1dzdd 1Jpw9s).

(o]

(I2osbs) bgd sp08l Jduoz B 2dd Isuods.
SSLVPN Group Policy - Add/Edit

Basic Settings

Policy Name: Group 1 Policy
Primary DNS: 192.168.1.1
Secondary DNS: 192.168.1.2
Primary WINS: 192.168.1.1
Secondary WINS] | 192.168.1.2

o Group policy with split tunne
Description:
~



IJelo9é 4 (It osbis)

oy 998 )y IBosl) voz 99Ysd IE Jupdsu leshle 9dsd Microsoft Internet Explorer
(MSIE) Jlouble o989 VPN. IUgshle os:

- none - suwpez Jdpuwogrue wluwedsle €30 9295 lesble sdsd.

s odiliss - suvee Jdpuro sy Cldounlo fesble ldsdsd odlssl.

- Bypass-local - s wpez JJpouoWe wogly leshle 1dsdsd IJos wp wdssuol gds
IJeuwoere IJoes>.

- pebd - celbsd leshle 9dsd MSIE.

|IE Proxy Settings

|E Proxy Policy: O None O Auto O Bypass-local |® Disabled

1Jg9s 5 (IReshs)
Vs pub@o "leshle cduwse IJlouold IJuwds" 2> glus IJIgesh opdsu
IJleuold 1Jodds Jduwele whuwld 2038 pr9) IJloc,oe 1Jpszes €8, pubd,6
puluiyo lJs IJloeyue. syuwd IJlouold IJovwds 1JJled 2596 py9) Idoslule 1Us

lJgols IJb,Bs 2SY Swp wzsool ued 3JI IJs p9lyy 1U9gos: ppl sOJJ pu v Idd
IJuinnds oo IJpuwl JJsuesd IUs 1Usse.

Split Tunneling Settings

» Enable Split Tunneling

IJg96 6 (lgoshis)

lod)y eds i loodle Jigosh ol I3l Joo o8> wuopsw 19 luvowel s i) g0
obosd ud IJluguwle.

® Include Trafic O Exclude Traffic

IJglo9s 7

WIS 229d wlduwse Iduvedo: lug) W99 Lségc,é luolwe Jlols | wosule oo ds
PIIE -}

Split Network Table

e

0 wps

IJ¢logs 8
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Split Tunneling Settings

¥ Enable Split Tunneling

Split Selection ® Include Traffic O Exclude Traffic

Split Network Table

+ @

&IP3

& [192.168.1.0
IJélb9s 9

B 229J Split DNS. 108, 893 s d9usé Juolds Jlolbs |uveeule DNS o8 wp.

Split DNS Table

 a

O Domain =

IJ¢bgs 10
bed luwe IJpeld B 1JzdJ 1dpessd) &p lud) B8 clbusd.

Split DNS Table

+ =

& Domain =

& | WideDaornain.com
sles IJeszo pi9sl Cleusy pu wolésue Elbe AnyConnect Cvdd 18, os. 903l

SEUS I.;,? Y YSP agogJéJ E)J-.S oylgsue AnyConnect client: spdod lugile 098s
VPN s lo 9les pg s pozo 13 pu IJuvduvdo RV340.
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AnyConnect Mobility Client
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Couey peddele 1dpuol>§6 odo luve ldpuvese Sldpldclz Idpuive,d puvodl 1d3s
WSUp lgwugslpeo JuuUngSJ lJoslole. gds euve |JP3dE |JJEJ5 Jduvodle
IJpsls wooosdol spdo 1o sdos gpsd Uwds VPN is ol zoljl JJizoss. szoe o0l
ehé |31 Jly |ouo|.J IJuveds 1Jglues IJbloysé (VPN) puwesel Josuosd
WeodoSUu BS pISESU puILLISU.

s¢&> Cisco AnyConnect Secure Mobility Client cbws9 wyulez JJlouold wuvedé
VPN cged eds 1obes Idouigsd 1dpeodds sodssole IJizess. sose obusd
IJesolee o3l ledloss 1Usuosd 1Js 1dpolhs 1duesss Juvwds igrs Jpl Js Jlo
IJpwwgse pouodl poluivybé vuvodoo 9JIJ wlb)ys 86 lews.

e’ wuwesd lJpszo sodssue wlywedsle AnyCclnnnect‘ Sedu Jdgpsd vovse
wleswe eds Idpszo pu preses IJesléswe 1dpwss s IJos wubessoli gldos swpe
o8Losdol Vs ldduwpe IJolds.
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Stw edsd Uile orgsue pu p9se Cisco ls yiuysd Cisco 1Jglue wd. g bo
CESLo: Sew &dsY w9ds) peyY ldeuwle 1U3Is pu Cisco lg pg 09 1dpzld Vs
JuvdJ name@domain.com.

I3l Jp s3I0 J>sd p9e 19 Uiy Cisco: Bspdud wpass p98e 9les oul.

WOs 99w Jolws o3l o @,s) Spdu luwedsle sedle Idlzevlb Cldegisu (SKU)
lJoldso IJ'aIyoé ldpuoeg Juisle w)lgsuo luolvss WS zip wodyy pu 25. Jigb ly
ould gsble s Jeslgswe gpsd AnyConnect eds 1duzy Idpssoe S >dsd bdo
Jile Cisco AnyConnect: 908 3JJ: gwsIIu per Idpuoe IJpssz 09 1des Idbus
Jecbdole Jdewesd eds 1dyblisos 1JdleJs.

Soes pdlebs 16 9236 2Wdb 1Jegi90 1JElLos wpuoe Seswe gpsd AnyConnect
IJp)_,ao I3JI‘ 09 oylgsue Jpso gle sle>c soobdo 2ol bos pu Uivyle 25 yeswel.
o9, Isuolga>|u eOb 1Jpgisu I._Jla)s lJglues vldpuoe sldos spdu wbousyol
eds pogole IJuwduwdsé RV340 pg puwosslo luvesld pouggs: Jol sds:

- LS-AC-PLS-1Y-81 — ¢, 22 £o5d AnyConnect Plus oy Cisco Jpesé glp 9lg>

. LS-AC-PLS-3Y-S1 — o ¢ su2 &£p5J AnyConnect Plus oo Cisco Jes6 3 Ig9le

. LS-AC-PLS-5Y-81 — ¢ )¢ sL0 £p5J AnyConnect Plus oo Cisco Jes6 5 Ig9le

- LS-AC-PLS-P-25-S — 25 206 pu Cisco AnyConnect LlJ|olW96 |Js wrgsue IJgpsd
lJ>lis o

- LS-AC-PLS-P-50-S — 50 2,6 oo Cisco AnyConnect LIJl_olé |Js eigsue 1Jepsd
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https://locatr.cloudapps.cisco.com/WWChannels/LOCATR/openBasicSearch.do
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5686-install-cisco-anyconnect-secure-mobility-client-on-a-windows.html

- Mac: wéuse AnyConnect .

- Ubuntu Desktop: wé&wse AnyConnect gl wogslpo g, Js Ubuntu Desktop

. I>I9Iaou puuUJ dspdud IJloedld 1Js o o bl 1 i3 ble
| wl, w56 9]l odlzol Vs |?Jo|c Cisco AnvConnect Secure Mobllltv Client.

IJoedd pu loueld AnyConnect VPN
IJgbgs 1

lud) £Js e AnyConnect Secure Mobility Client.

b wléss AnyConnect Secure Mobility Client. I>gJ gusle IP JJgwlié 9580 pouds
IJosles pd o9l o bl ods (0) & lud, B9 Connect.

| NN AnyConnect )
Secure Mobility Client ... GCISCO
o VPN:

Ready to connect.

- 10.10.10.1:8443 M Connect

wwsbo) Iduolez IJIo lue souad wlduvwds [Jwgss.

"N AnyConnect aifrat]is
—— Secure Mobility Client CISCO
@ VPN:

Contacting 10.10.10.1:8443.
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/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html
/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html

Please enter your username and password.

Username: Group1 user

Password: essscees

conce (D

Ny
wper wlowsuw Ilouold. gwsbo, Uigh cuvesd 10389d. 1od) 998 Gwad.

Cisco AnyConnect - Banner

Welcome to WideDomain!

Disconnect Accept

ST Io suins, lbl, AnyConnect IJIy JJs leueold VPN Jolez wlduveds.

AnyConnect o]
Secure Mobility Client ¢IsSCO

7 o VPN:

Connected to 10.10.10.1:8443..

~ Disconnect

00:03:49 IPvd

I3l Yoo IJlu euwegse AnyConnect VPN, Bspdod wibs gshle VPN IJig)s
sldlvedld [Us 1@ uwe IJolls.

Jiped VPN Jsub

ouwee JY yuods VPN J IPsec wldzuoad eds 1dpslhs 1degssé wuvdd lew po gdiJ
logble 08 pUbS,) gu) IJluwue. wgpd pozole RV34X series Jgglspe VPN IPsec
gusgp gpsd Core VPN Soft. s9 oz odl IdEuwe Jsso wdysu lJpsze 9ldepsd
lJbloys Jolpsu louold vuvedsé VPN.




el e Jgaxll ag JasVl el> )16 Shrew Soft

Spdud wujisd lzae [uosl) pu wulpe gpsd Microsoft VPN sy ool gds 1Jgwslo
https://www.shrew.net/download/vpn

odosu wdysu 1J9grd [Juplsé gJs pozo pu IUuvduvdé RV345P
ol wodsso Uiwds VPN e gpsd IJs p9de £Js RV345P.
IJgbogé 1

loodd lJs yuwdd VPN > oy gosd IJs p9de.

Ex @

VPN Status
IPSec Profiles

Site-to-Site

1J31096 2

luold8 pJd e sd Gvwds VPN py gposd [Js 98¢

Client to Site

IPSec Client-to-Site Tunnels ~

+

O Group/Tunnel Name % WAN Interface B Authentication Method &

IJ¢bgs 3

23> ¢sh) gpsd Cisco VPN.



Add a New Tunnel

® Cisco VPN Client O 3rd Party Client
IJgbogs 4

22> poot Idopdsu Jzed pdV wgrs gpsd VPN wuibl Jol jwodse vodssu
luwe ldpze9gs 908> 9leod WAN. 9s¢ld pldcle pubeyd puvwdl.

Jrasdl 055 sic 5> lagolasiuw| pisw cu> Lo Jyiisall plisall 9 degaxall pwl da>Vo s>l

Enable: o
Group Mame: Clients
Interface: WAN1

IKE Authentication Method

® Pre-shared Key: sesee

Minirmnum Pre-shared Key Complexity: [0 Enable
Show Pre-shared Key: [ Enable

O Certificate:

IJg1095 5

lo)d 229J preses IJpuwctdeso SLEl Ilu. o3l ¢luo wpzeses Ipuwodrpsy eds
UP_SCO‘ sdJuul -Jro udyyo gD u|~J> PU UESSU U,SUDE_ EJ-.S UE_pn.an |>CJ ub|d
IJogee Juvwedé LAN 1Jgluod wldgpsd. uvouwoespe po 172.16.10.1 |Js
172.16.10.10.
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User Group:

User Group Table

+ W

O Group Name =

Mode: lo Clientl O NEM
Pool Rﬁnge for Client LAN |
Start IP: l 172.16.10.1 I
End IP: | 172.16.10.10)
IJ¢byo 6

oul e vuvddJ I.Ji,_,u.Jg.,, ouwdsd gpdss lesls. 030 os Idleshle IJos
WO peol:

- ¢bbpo DNS IJigwlwes: 131 g Jssd ebp DNS sl Js 9 Juo wogu B luwagsle gbpe
DNS ¢hzs: spdod beldo ool $JIG 3Jd voce Ideduos, lJs 1J RV345P lan
euslu. uwouwedse IJIVe,)luos Vs poldul.

- oduwse IJuvsd: ozl Jopdsu oldunse Idleuald 1o 8s. swpe luwadsle 03l
Igsh Jozass 2096 1Jesg) IJos gu9d ey o) 088 VPN Luouwedse "oduwse
lJoww§" Vs peldul.

- dumse 229J IJudd: bed Iduvodle 1Jos sze 1o sdsu Jegpsd VPN 28 1dsuesd
IJesol g0y Lirods VPN, souegape 03l 1deeld Gbods LAN RV345P.

Mode Configuration

Primary DNS Server: I 192.168.1.1 l

Secondary DNS Server:

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: (IP Address or Domain Name)
Backup Server 2: {IP Address or Domain Name)
Backup Server 3: {IP Address or Domain Name)
Split Tunnel: &=

Split Tunnel Table

+ & W@

IP Address % Netmask #

& [192.168.1.0 | 1255.255.255.0 1
IJg 1096 7

w8 1Jud) W98 b spduul IJlbdlg gds pd IUog s Bs $lisps pepsele
gpdle |Us poldg IPsec.



Client to Site

IPSec Client-to-Site Tunnels

+

O Group/Tunnel Name + WAN Interface & Authentication Method +
O Clients WAN1 Pre-shared Key
IJélogs 8

wd9su prees puucidpsu Jipwodslpol Jpuob§s puveerps epsd VPN. opu
odasu IJublp > pzesele Jpuwcddrpsu: 108, 998 Les Plus Jlol9s pzpsed
PUVLLIPSU.

User Groups

Status and Statistics

Administration
User Groups Table

+|
System .
] Group ¥ Web Login/NETCONF/RESTCONF =
lime
admin Admin
Log :
guest Dizsabled

Email

User Accounts

IJ¢b9s 9

bed luwe pze9Es.

Overview
Group Name: §| VPN
IJ¢bgs 10

weo IJgsple > EzVPN/IJb,0 1Jelde: 1u8) eds Juolws J,ub pgp9es
lJeuwogrpsu 030 wpdd wg)sd IJgpsd IUs IJpsde 1Uss wp odasue pulodl.



Add Feature List

o pIU!l

IJglo95 11

Sew o ous 1o luve pze9ed po IJgpsd IS Ipsde S 1 Slsps J EZVPN/IJb 8
IJelJe.

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ 1
(0 # 5 GroupName =
O 1 Clients

IJglogs 12

w8 wbusd oIS presed IJpumctipsor wwosle Bs Slises preselo
lJpuwogdpst suwshbo, luveisle pzeses IJpuwotsrpsu IUzdsr6 pg pdd we)ss



IJeesd IJs IUpsde 1Uss logvleo puvodl.
User Groups

User Groups Tabla

& [#
1 Group = Wab Login/NETCOMNF/RESTOONF £ S25-VPN 2 EAVPNIIrd Party =
acimin: ddmin Disabled Disabled

IJglo9s 13

B8P wOIISU pun e 2280 B odosu [Juble > euslule IJpuuwedse. 108, W98
oe) &l IJgeg Jlouile puveisp o8>

Local Users

Local User Membership List

, _—

O #= User Name = Group ™ »
cisco admin
2 guest guest

* Should have at least one account in the " admin” group

IJs1o96 14

bed luwe Idpuwcsp 1zas> pe IJpd IJpasy 1Jz>$28. w288 pu wesso IUpzeses
eds pepsed Idpuworpsu 1Jersr6 Idos Ypo vodssuol Jdwy. lod) W8
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User Accounts

Add User Account

user Narnﬁ

Mew Password | s ( Range: 0 - 127 )
Mew Password Confirm | v

Group VPN ¥

IJglo9s 15
wwsbo) IJpuwoede [Jzr8> B Jlises Idpuwedpso Idpedsso.
Local Users

Local User Membership List

+F o &

O #% User Name = Group * =
11 cisco admin
O 2 guest guest

O 3 VpNuser VPN

* Should have at least one account in the " admin® group

S938 03l lds 1Jepld [Jodssy gds [Jpsze pu [duwduvds RV345P. Ces 3JJ.
W9 wodysy gpsd Shrew Soft VPN.

odysu gpsd Core Soft VPN
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- luwp Idpgosd Iy guslo IP: Iuuegse goglo 1P Juveds WAN (9 Iuue 1deuosed 1Jgluo
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+ 9028 Ipead: 22> luwedsle polsis Blojs 9gusle pesu
VPN Site Configuration

| General 1[L‘.‘.lnam'c INuma Flss-:ululin:ln_] Aulhanljmﬁan_] SRR
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VLAN Table
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Inter-
VLAN Device
O VLANID $# Name Routing Management IPv4 Address/Mask
O 1 VLAN1 (3] 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
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O Server
O Relay
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Inter-

VLAN Device
O VLANID $ Name Routing Management |IPv4 Address/Mask
O 1 VLANT1 (3] 192.168.1.1/24
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DHCP Server: 192.168.1.100-192.168.1.149

& 200 VLAN200 o IPv4 Address: 192.168.2.1 | 24

Subnet Mask: 255.255.255.0
DHCP Type: @ Disabled
O Server

O Relay
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Certificate O3 -

Generate CSR/Certificate

'L ™
Type: Self-Signing Certificate v
Certificate Name: TestCACertificate
Subject Alternative Name: spprtfrms

O IPAddress ® FQDN O Email

Country Name(C): US - United States v
State or Province Name(ST):| | Wisconsin

Locality Name(L): Oconomowoe o
Organization Name(Q): Cisco

Organization Unit Name(OU) Cisco Business

Common Mame{CN): cisco.com

Email Address(E): @cisco.com

Key Encryption Length: 2048 W

Valid Duration: \ 360 jjays (Range: 1-10950, Default: 360)
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Certificate Table ~
O Index # Certificate ¢ UsedBy* Type# SignedBy# Duration % Details Action
01 Default WebServ.. Local ... Self Signed From 2012-Jul-12, 00:00:00 GM = e
To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _‘!;
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 GN E _‘!‘_
To 2022-0ct-01, 00:00:00 GMT

M 4 TestCACert... - Local ... Self Signed From 2020-MNow-19, 00:00:00 Gh E _‘!;

o To 2021-Nowv-14, 00:00:00 GMT e
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Export Certificate

® Export as PKCSH12 format

Enter Password | seeeeess

Confirm Password | sseeeee

O Export as PEM format

Select Destination to Export:
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Certificate Table ~
)
O Index = Certificate + UsedBy 5 Type s SignedBy = Duration = Details Action
0 1 Default WebServ... Local ... Self Signed From 2012-Jul-12, 00:00:00 GM == X

To 2042-Jul-05, 00:00:00 GMT

o 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GN E _!‘_
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!;
To 2022-0ct-01, 00:00:00 GMT

O 4 TestCACert... - Local ... Self Signed From 2020-Nov-19, 00:00:00 Gh == o

To 2021-Nov-14, 00:00:00 GMT

| Import Certificate... ) Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...
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Certificate (3 Cancel

Import Certificate

Type: PKCSH12 encoded file v
Certificate Name:| cisco o

Import Password

Upload certificate file

® Import From PC

e TestCACertificate

Import From USB C
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Certificate Table ~
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O Index & Certificate 8 UsedBy s Type s SignedBy s Duration & Details Action
O 1 Default WebServ... Local .. Self Signed From 2012-Jul-12, 00:00:00 GM E _‘!‘_

To 2042-Jul-05, 00:00:00 GMT

0 2 TestCACert... - CAC.. Self Signed From 2018-Apr-04, 00:00:00 GM = e
To 2023-Apr-04, 00:00:00 GMT

O 3 Router - Local ... CiscoTest-... From 2020-Oct-01, 00:00:00 Gl E _!‘_
To 2022-0ct-01, 00:00:00 GMT

0O 4 TestCACert... - Local ... Self Signed From 2020-Mov-19, 00:00:00 Gh
To 2021-Nov-14, 00:00:00 GMT

[+
—

Import Certificate... Generate CSR/Certificate... Show Built-in 3rd-Party CA Certificates...
Select as Primary Certificate...
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CiscoBusiness-Setup
* Secured

v/ Connect automatically

| Connect

Airplane mode
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CiscoBusiness-Setup
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Enter the network security key
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@ f;lsanusrness—Setup

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No
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asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/for its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.
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MM
CISCO

Cisco Business

Welcoma! Ploase stant by creating an admin account.

3

B Show Password 4

Crgcantials will ba usad 10 manag h Access Point

Shart 5
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This site says...

ciscn a5 Username Password i not allowed 1o configure far
SECLEIRY FEAAONE.
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CISCO

Cisco Business Wireless Access Point

1 Set Up Your PrimasyAP

Primary AP Name | Test

Country United States (US) - © 9
Date & Time  04/09/2021 i 91z o
Timezone  Central Time (US and Canada) - © e

Mesh () © e

lWe,)luos sI9u pelbdl.

IJé¢bgs 7

(Ieshs) spdud wedso IP IJeloe J CBW140AC Uosd Jig)lu'a IJbLys. lo Je
SYu seued oo guslu po J DHCP gbhd. Jodysu IP wlow: bgd pl sds:

- gudlu IP 1Jgluo oldbslye
- Yule Idugveds 1Jd,e56
luB) 898 Next (IJelJs).

é:ﬂmhhﬂﬂhm AP (Wanagement Menwork)

Managemans B Addresf | 152 152 1. 50

Tuteen Menl | 2025, 225 2250 B

Doluu Gasewmry | 152.168.1.1 |
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lud) 99 Next (IJelds).

2 Create Your Wireless Network
v

Network Name [ CBWWian . eo
Security | WPA2 - ee
Passphrase | ecssesene ee
Confirm Passphrase | eesessee 0

@Show Passphrase ) e
Back l Next ' 6

s&wwy Wi-Fi Protected Access (WPA) IJlesl) 2 (WPA2) o9 Idpssh 1delds Joi,o§¢
Wi-Fi.
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cisco Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

Usermames Admin
Primary AP MName Test
Country United States (US)
Date & Time  04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No
Management IP Address DHCP assigned IP Address

MNetwork Name  Test123
Security  WPAZ2 Personal

Passphrase: *v*%*>

Back ' Apply ’

IJglogs 10
bébée okiu sboud lJgpdsé lesl.

Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

e
( OK ) Cancel

\_’
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Saving the configuration...

This may take a minute.
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Secured

+/ Connect automatically

7 @
Mobile
Airplane mode hotspot
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asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco

are regi ks or fr of Cisco Sy , Inc. and/or its affiliates in
the United States and certain other countries. Al third party trademarks are the property of
their respective owners.
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asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.

admin o
\

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered frademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in

the United States and certain other countries. All third party trademarks are the property of
their respective owners.
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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password
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Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless”
User Name:| h ‘
Password: ) ‘

0 0= o
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Shboud.
e T ) A ® & o
cisco Cisco Business Wireless 140AC Access Point — &=
*R Monitoring
?
£ (wireless Settings ? Q

N WLANs Mesh

% Access Points . m
& WLAN Users

& Guest WLANs

’

ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM
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e e CIISCIO Cisco Business Wireless 140AC Access Point A ® ] o
@& Monitoring
£ (Wireless Settings ?2 Q
N WLANs 1 WLAN Users
% Access Points
o
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% Guest WLANs (3
@ DHCP Server WLAN Users (Local MAC Addresses) (2)
¥ Mesh
Search
i Management (4] 12
Refresh Number of Blacklist:0 Number of Whitelist:2
& Advanced e
Action MAC Address Type Profile Name Description
@ x 68:ca:e4:6€:15:58 AllowList Any WLAN/RLAN GBW142 Mesh Extender
@ % a4:53:0e:11:04:88 AllowList Any WLAN/RLAN CBW140AC-€488
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Add MAC Address

MAC Address ( 68:ca:e4-6:15:38 ) o

Description (CBWMZ Mesh Extendeae 9

ype (O Block st ® Allow list ) €))

Profile Name (Any WLAN/RLAN v) o
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Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50
IJgbgs 2
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AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50

BlJdoow oyved i@o luosly pu Idesulpe Vspdud IUluodld 1ds Suwe luuble
uwodlo WLAN.

IJébgs 3
2o, b > cpdse IWwlpz po 1U8ksps.

Sop B Vl83s CeasE Idulez wade luosh Idwsulee IUelds Idesz W Idigds.

Software Update

<10.0.251.24>0

[ Management)
@ Access

% Admin Accounts

® Time

v Transfer Mode TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

Spdud opose wuulee CBW AP 9Ju swp 230 IJoYssule 1Jgldss eds uldbo
IJsue9d IUlgwlwss.

o0 1JBlispé 1JpouwsJé 9 o 1o 1w, Cisco.com.
Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )
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Transfer Mode Cisco.com v

Automatically Check For Updates CEnabled v)

ews lole IJezdd po Idosoler s3I JIu Tzae cease Jdusler 19 p9uos wo peyd,
eJs Cisco.com. Wgusss:

- wSIIU )L CUWSO SIS |J..,,J|roa lJp9z29> Vs ILYdo IJedss ULS.DU PU 9lzod
puvese IJsse 1202, 1Jdo (19 Hel3s). 858 1Jud) 998 1)) [Js 1dsuesd 1Js
WP 928 " Idwlee”

s Sop wpdsu iy Jopse 1deszss luwdd Loes ceose Iwlee.

el C
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q oo

Software update is

available for your
Cisco Business
Wireless AP/APs on
cisco.com

Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled -
Last Software Check ISERNER27044:292020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 9 (7]

=)

bl §s pdb. 335 3JY [Js pdb IUbglJle Iy IJogssle IJos Bpo wol bs JJ
PU 9L2E Idodd sldoee gu ldegrsaole oddlssl.
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Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0

(_seve L updae

seue tdd Ieeds igs po ldeilee 1dblog 105p0s JiE) c2dd s b9 29 pu
IJosolee. spdud gy00 edlzble IUluosble 1degrsuod lduds 998 sps edlpd
IJluveBolp 1Jp9z9> weoloe.

Transfer Mode Cisco.com v

Automatically Check For Updates = Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release
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Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ o

IJ¢gbgé 7

Jeologs vease Idwsvleed lud) 998 werse.

Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled

Recommended Software Release _ 9
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Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

131095 8

1o W98 wldso.

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated
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22 Juols v, Jé WLAN/RLAN z>856.

aljial i
e c||sclo Cisco Business Wireless 140AC Access Point

@R Monitoring

1
ﬂ Wireless Settings

2 W1 ANe




1J31096 2

wew edlps IJowsse gloc Bp el IUpedyple IJoldse:

+ 08,8 WLAN - 235 580l JJuvods 1Jppdss IJJlpuddss (WLAN)

- IJugg - wesss yvwdé WLAN

. |uufo ro.Jg9 |.Ju£)..5g9 - E_Q) l)aLJ Iu“r°‘ SO p u.J&l..S;Sl roJc SS|D g_;ogéuu |.J|u.uro. Scv

I SY9u Ul e a.é_,@.)lﬂJl Swozlys 31 2yl

op -;'.UGJ IJaLé_?J lJoldss J8sps Igé;",.Jlub@é Vs o3l IJpeld. _9qu Swp Juyd
lJowgws)lo s glds ol Bl Joo o e Bs wdgsuvol vuvdd pgodu.

- SSID - s pJ luwp IJoguos s ol Jeg 8 SSID. spdud wiss) o3l bl e, szu o

SI90 [Jluwpe B8l oldl sezles 31 2,8l

. enable - sz <ud 03l 1Jie, pedol JJuveds 1deedss IUJluvddss (WLAN) 2o

oEpd.

- owsluws 1U)bsg - gbo pl wyge Vs oy 03l Ydo zus swpdu IUgpdle 1U3s0 SEpdov
v 2.4 zseloyw 95 eselorws pu 19uosd s Iduvwds.

- Broadcast SSID - gl56 pl ¢y Os 1Joyuld SSID zos wygw Vs oy o3l Jppdu.

- pdO IJogrs Idpeds - wysd WEb wpdsy ol Idgsh Je)uo wble ldogvgsd 1Uss
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Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN 1D | 2 v o
Type  WLAN v 9

Profile Name * Engineering

SSID * Engineering e

WLANs with same S5ID can be configured, unless
layer-2 security settings are different.

Enable ()
Radio Policy | ALL v 9
Broadcast SSID ()
Local Profiling (2]
IJglo9é 3
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General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v
Passphrase *  VerySecure e
Confirm Passphrase *  VerySecure 9

0 Show Passphrase

Password Expiry 9

o @
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& WLAN Users

& Guest WLANs

¥ Mesh Add new WLAN/RLAN
ﬁ- Management Action Active Type Name ssio Securlty Pollcy Radio Policy
3 = % Enabled WLAN Personall (WPA2)
== Advanced
Lz x Enabled WLAN Engineering Engineering  Personal I(WPAZ)
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Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * CBWGuest

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

S510 | CBWGuest

Enable ()

Radio Policy | ALL - 0

Broadcast 551D ()

Local Profiling (2]
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Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Netwark () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v e

Access Type  Social Login v
ACL Name(IPv4) None v 2]
ACL Name(IPv6)  None v 2]
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Add new WLAN/RLAN

Genera WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network ()
Captive Network Assistant ()

MAC Filtering

Captive Portal | Internal Splash Page

Access Type  Social Login

Local User Account

ACL Name(lP
Web Consent

Email Address o
ACL Name(lP

RADIUS
WPA2 Personal
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© it Gisco Business Wireless 140AC Access Point ? Q A © & o

®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >
N Active wLANs [
& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2
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WLANSs

M Active WLANs |

Add new WLAN/RLAMN

Action Active Type M
' & 'x Enabled WLAN E.
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Edit WLAN

General

WLAN Security

VLAN & Firewall Traffic Shaping Scheduling

WLANID

Type WLAN

Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL

Broadcast 551D ()
Local Profiling () (]

@
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Edit WLAN

WLAN Security  VLAN & Firewall Traffic Shaping Scheduling

General

WLAN 1D

Type

Profile Name *

SSID *

1

WLAN

MAP

MAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL

Broadcast $51D ()
Local Profiling () ]

Lz

9> whbo, IJuilywé eds 1dugs IJelds:



General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps.

Per-client downstream bandwidth limit [} Maximum
No 1 2 E 4 s 3 7 8 E 10 500
limit
Per-B55ID downstream bandwidth limit l Maximum
No 1 2 E 4 s 5 7 8 E 10 500
limit
Per-WLAN downstream bandwidth limit (] Maximum
No 1 2 z 4 s 5 7 2 s 10 500
limit
Per-client upstream bandwidth limit I Maximum
No 1 2 E 4 s 3 7 2 s 10 500
limit
Per-BSSID upstream bandwidth limit I Maximum
No 1 z 3 4 s 3 7 8 a 10 500
limit
Per-WLAN upstream bandwidth limit ' Maximum
No 1 2 E 4 s 3 7 8 a 10 s00
limit
Fastlane | Disabled v

Enabling Fastlane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate
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Per-WLAN upstream bandwidth limit [ ] Maximum
No 1 2 2 4 5 ) T 8 El 10 500
limit
Fastlane Disabled v

Enabling Fastlane will update QoS5 value to platinum.

Application Visibility Control ( Disabled -) o
AVC Profile (Enabled ) 9

Add Rule

Action S.L No. Application Action Average Rate
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Application Visibility Control | Enabled

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate
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Applications ©

Applications ®| Groups @ Data Usage v Throughput
browsing 26 M8 1.1 Mops
outiook-web-service email 819.4 KB 233.1 kbps

isco voice-and-video 735.6 KB 00 ops
secul email 453.1 KB 0.0 bps
ms business-and-productivity-tools 238.2 KB 75.1 xops
web! eing  yoice-an d-video 1323 K8 0.0 bps
samsung browsing 79.4 KB 0.0 bps
backup-and-storage 74.0 KB 5.7 kbps
48.5 KB 0.0 bps
nnnnnnnnnn tarnet 47.3KB 0.0 bps
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Add AVC Rule

Application icloud

DSCP | Silver (Bast Effort) »
Select Al [J

AVC Profile @ WLAN 551D

0 EZ1KwWireless EZ1KWirelass
O cBWWirsless CBWWIireless

[0 DEFAULT_RLAN nong
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Add AVC Rule

Application  icloud
Action  Mark
Hl  Silver (Best Effort) »

select AIJC
Custom

AVC Profile
s Platinum (Vaice)

Gold {Video)

Bronze (Background) 5
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Add AVC Rule

Application icloud

Action  Mark v

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none
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®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >

N Active wLANs [
& WLAN Users
& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssiD Security Policy Radio Policy

K2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2

1Jg 195 2
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9 cllsclo Cisco Business Wireless 140AC Access Point

WLANSs

M Active WLANs B

Add new WLAN/RELAN

Action Active Type M
' & 'x Enabled WLAN E
|Jg 096 3
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Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?

- e
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Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::

11096 5
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Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID

Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]
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Client Identity - Device Type *  Usage ¥ * Throughput e

I & Anthonys-iPad Apple-iPad 1.0 GB 260.3 bps

2 @ Galexy-58 Android-Samsung-Galax 8.4 MB 1.2 kbps
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