od9su lJpu9s wlgwedsle bodle RLAN W
Jvudo CBW

lJo>wo

lJo>8 py 030 IJpdlJs 09 luuble b do ,ogb,jécroaJ.ﬂsé w&6>6 (RLAN) 9080 pulds
90298l LI 108 08J £ 0 Bbos 19 o8] IUlusl uss (AP) 1Jlusddse JJisdle (CBW)
ou Cisco.

Iize56 IJ@leds JJobusd | luosh Idwslee

- 145 BoJo pu Idosh) Ipe,ss (Lozseds [Joslole) | 10.4.1.0 (eujsd 1dizss)
- 240 BoJo pu ldosh IJeo,ss (Lozseds Iduslole) | 10.4.1.0 (eujsd IJizse)

IJp 9506

oewes udlb 1Jsueed JJbuwld gu) uiuudé CBW gJs b Js 802. 11 a/b/g/n/ac (Wave 2) pg
o9lsssle slgdss. OIE P uldlb 1Jgo9d 030 I@u eelss) 802.11ac Wave 2 Joglds, Isle I&Js
9lpdluse 9,09J |du_) suvedle gldse IJJels.

CUPS) u&lb lJso9d 145AC 9 240AC APs IJpeil) lJsol W o3l 1dpdld wIJ@s,0 eds
IJlgwegsle Vs Ubods ©9Js>86 |3 Wwods gudugussd. oguugde 0do IJpllds pesle Juouds
JlwdIsé & 8Js256.

131 Juu OHEw g_95 ug_Jp quluuslu IJovedle Idubodso: W)lze Cisco Business: pyzul o Vs
I

I I J.sé e, Cisco Business 8. I ueJisI 5Ju90.S0.

Bes Ui ds Jluwddiss 8186 sop luvepsle bods RLAN Jpob§s 1Jgpdle 1dpuddsso
oluwegsle u&bo lJyo9J IJququso Juper lugople IUgpsd UU»J-Js vuele s v 8o
1J90,09J Iiuwlwss: wzad pulds Liwds LAN 2,36 0,9, Iduslole wso i9uole 1dezasd
IJerdiss I9 1dpedss. sop lJogled pg 2096 09, Iduslole eu lJgesd IJuwdds eds Tuol 2,98
229 Epsd JigwdIs.

Souvd RLAN bJo 1deuols 86 Jeuolb 9 Idgpsd IduvdIdss. weled puobds Iepsd Iduvdds
Bes Lo ds RLAN 1Jg psJ 1dJlowd s 1Jpdies 13 cpe puob@co.

uuu-Jo RLAN 9@0 £Js 0 Bbs IJguogJ uuu-JJ I, Jlua& u.uudo VLAN UIUOLJ@ 1, on
Irolu P92 95U LESSU geSE IJpullds |Us yuwds RLAN oo wvdd 1)l os.

Bl de oo gds lse wldpuobdzle ldpuwegsps Sspdod p)lzes Cisco Business: o, w >
| bJzlo 1Jz>650.

Jlegpd svodle RLAN G Suods Luwds guods. Jl sop opdso IUgvwds wuvd
lWoslgos J3dd ol Jp sIu Irsd 0 dbs 19uesd wepd O 9,28 [Juveds po Gud: Swp
wwbd Jdluosld.


/content/en/us/products/collateral/wireless/business-100-series-access-points/smb-01-bus-140ac-ap-ds-cte-en.html
/content/en/us/products/collateral/wireless/business-200-series-access-points/smb-01-bus-240ac-ap-ds-cte-en.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2066-Config-Ethernet-Ports-Mesh-Mode.html
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2066-Config-Ethernet-Ports-Mesh-Mode.html
https://www.cisco.com/c/ar_ae/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html
https://www.cisco.com/c/ar_ae/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2331-glossary-of-non-bias-language.html

tbole IJodysy

Suwdb o3l IJ8uwe IJ8loed Jdowssd Iduo9s eds uuolisg Jdpowssso.

ogwesd [U>gsd

e wouwesd 105gsd [Us slzed puvese IUssyw (Ul) Judlos 1dsuesd IJiuwluwss. JJdsle
WIJIJ ooz puwoge 95w 9lgJ https://ciscobusiness.cisco. (9> wodds oSl Yol
IJpologs. bed wslole Il pls. Sedud ls ol IJs29d 1ds wbs 1Usosd Il wsé wlogld
https://[ipaddress] (ou v 9bé 19 09J IJiowl wss) B puvo e ldssy.

odpsele IJbsle

131 o Jrsd Iuwis s 29d 28d B 9lz06 lJpuwogs e wpldd pu odese IUbl6 1Uss swa9
JlJolds:

oJ w9lzo pU s B o> p93E s 89w 1 8lispd 15 suvsd IJpcaumess

lowdd s 18lses 1Jpszsss eds IJzlow IJlsuw po Idubluis: 131 e <)s b 1d8lses. Slog,

eJs 030 IJls @906 Jdeg Blispes lJuinsh Izluws.
obosd Cisco Business

Sz 030 IUlzojs eds whbusdle pldds wube,d B weup psile IbLs pg 9lz0d puuctsp
lJose. Ju wwys,) JIWé IJps)le 1Jpe9g9:6 WS 9lzod puweesp 95w Vs IJobuss.

ouisd wbus 808 wuisd wbus§ Android

IJiguesds IJpod )6

Il o dssd Iguisds Il ol Es) prswi Spdud 1doedd po puvous IJiuwisds IJpcslsds.

| wis o Lilisgd

IJ¢lbgs 1

e woubgsd udbs 1Jsuesd Il Jp oo 3> IJoubgsd oldsbed. 2dd pu 2lds Issle
IJpduin)-. el Suose Lose LED Llddso 12 o, o83 IJs 1Jgb9s 1Joldiss.

WSOEIS ©pos> udbs 1Usuesd el wso 81Js 10 58l $9pu2 eduby LED wlddso 1Jig o,
k9.5 lUP”D IDUE_))O‘ 96UU)J uuu_)&o CLJIJ IJlauD) -9|'J|af°.) _SIJJOJPIL);S L9UJ |u ..SUE_SJ ngS
l'JlanJ pJO |aJ;_S d) gSkJ_SU Ould uuj&lu UDE_LSJO k9.5 'Juldo .J_9u ID-9LJ"JJ LED _9uDuE_O I.JI.J_9|U

IJg o9 2

e wvouwesd 1dsgad IJs 9lgod puwcise 1dssw (Ul) Ju¥ls 1dsu09d Il wl wsé. I~._9ua
,ouuug,uo 95U9I>3J https //mscobusmess cisco @ wodds ol Bud ldeclugs. bed

ol spdud 1Jsuesd dsol eu bysd 1beld guslu IP Judlbos 1Jsuesd IUluwluwss B
PUNCEHLP IS


https://apps.apple.com/app/cisco-business/id1483862452
https://play.google.com/store/apps/details?id=com.cisco.business&pcampaignid=pcampaignidMKT-Other-global-all-co-prtnr-py-PartBadge-Mar2515-1
/content/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html
https://ciscobusiness.cisco

IJg o9 3

Jlspdo o edss udbs Isuesd Bs supe Uvwds pu lzd b sged RLAN. Jlsdls wubgsd
clde Iduveds: luod IJs lg)l)lo leJd§6 > Jbpdo. 225 03l Jlslv wuvesd Idyvede. 3l
Jloow udbo 1Usued 23830 19 Juo wgyd Iy 9uoe Iduveds g5, uuivl spdod Ul dld IJs
| J2lo9o 7.

0 Wireless Settings 4
N WLANSs Mesh

¥ Access Points

& WLAN Users

i Guest WLANSs
Y 2 e Mesh “

Iﬁ* Management o

-‘.’u Advanced

To add Mesh Extenders to the system, click
Wireless Settings == WLAN Users >> Local MAC Address
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Apply mesh configuration

By disabling the Mesh, all the mesh Extenders will be disconnected
from this network and wired APs will rejoin after few minutes. Are you
sure you want to continue?
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says

Are you sure you want to save configuration to flash so thaton a
reboot the AP retains the configuration?
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Add new WLAN/RLAN

General RLAN Security VLAN & Firewall Traffic Shaping

Network ID | 3 v

Type RLAN v o

Profile Name * RLANZ2

Enable ()
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Edit RLAN

General RLAN Security VLAN & Firewall Traffic Shaping

Guest Network

MAC Filtering e

Security Type  Open v o

@
IJgdo96 10a (Lluwegsle oleso 802.1X)
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Switch to Expert View
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Add new WLAN/RLAN

General RLAN Security  VLAN & Firewal Traffic Shaping

Guest Network

MAC Filtering e
Security Type | 802.1X A
Host Mode | Single Host A o
Authentication Server | External Radius hd |9 e

No Radius Server is configured for Authentication and Accounting. Radius Server can be configured from ‘Admin Accounts > RADIUS'(Expert view)

MAB Mode

RADIUS Server

Add RADIUS Authentication Server o

State Server IP Address Port
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¢' Wireless Settings{
N\ WLANs WLAN Users

o0 ;
&= Access Points

1
= 2

i Guest WLANs

¥ Mesh WLAN Users Local MAC Addresses @

5 Management
&

Search 0

Advanced =
@ Add MAC Address | Refresh g ';‘ Number of Blocklist:0 Number of Allowlist:3

Q A ® A

IJg 1095 12

Action MAC Address Type Profile Name Description

e @ x a4 20 Allowlist Any WLAN/RLAN CBW145AC-0b20
E x 4c 68 Allowlist Any WLAN/RLAN CBW141ACM-7468
F x 4c 1" Allowlist Any WLAN/RLAN CBW140AC-cbat

wew edlpd IJowsse VLAN 9zl IJzplsé spdod wesss luwwsle gdlele cpssi VLAN

902283 1 8p perS VLAN.

General RLAN Security  VLAN & Firewall Traffic Shaping

Client IP Management External DHCP Server v
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General RLAN Security  VLAN & Firewall Traffic Shaping

Client IP Management | External DHCP Server v

Use VLAN Tagging | Yes v
VLANID* 5 v
Enable Firewall . Yes v |°
r N
WLAN Post-auth ACL
ACL Name(IPv4) HNone v
9 ACL Name(IPv6) Naone v
VLAN ACL
ACL Name(IPv4) None v
ACL Direction Ingress v
. 7
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General RLAN Security VLAN & Firewall Traffic Shaping

Application Visibility Control | Enabled v | o

AVC Profile  RLANZ

Add Rule 9

Action S.L No. Application Action

< >
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Add new WLAN/RLAN

Stheduling
Schadule WLAN Ne Schedule v
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Apply to all weekdays

Day Avallatility From Te
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1 Add new group

General WLANS Access Points RF Profile Ports

e AP Group name | Warehouse

AP Group description
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Edit default-group

General WLANS Access Points Ports
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Edit Warehouse
’ . . :

Q e Habass

APy 2 "Warehoune™ group

AP Growp AN

AP M MAC Address AP Ny AP Groap name
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Seletted APs will be meved 1o Warehoure proup Cllests comaected b |
there APs may sxpariance aqteirk disruption Are you swe you waal 1o
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says

Are you sure you want to save configuration to flash so thaton a
reboot the AP retains the configuration?

n Cancel
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£ Wireless Settings @
B 2 WLANSs

% Access Points
N Active wLANs [N < Active RLANS I 3 )
& WLAN Users
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£ Wireless Settings @
B 2 WLANs

% Access Points
N Active WLANs [N o5 Active RLANs [
& WLAN Users

& Guest WLANs

# Mesh Add new WLAN/RLAN
ﬁ' Management Action Active Type Name SSID Security Policy Radio Policy
@ x Enabled WLAN EZ1K EZ1K Personal(WPA2) ALL
& Advanced " o "
Z x Enabled RLAN RLAN2 RLAN2 Open NiA
@ x Enabled RLAN DEFAULT_RLAN DEFAULT_RLAN Open NiA
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Edit RLAN

RLAN is in enable state. Editing the RLAN configuration will disrupt the
network momentarily. Do you want to continue.?
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IJ¢lbgs 3 (enable/disable)
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Edit RLAN

General RLAN Security VLAN & Firewall Traffic Shaping

Network ID
Type

Profile Name * RLANZ2

Enable () o

®
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General RLAN Security ~ VLAN & Firewall  Traffic Shaping
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