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- Functions App: Azure Functions os ¢306 uwgleso pu9d s sus Idbde w9, zpse [Jouss
IJlgluuss IUpeaes wluvo el sldeshs 1JJes Jogvgsd cbusdled. o d; eds dbe
IJoedsele IJuspess IJos wopd Jos,l soweled sldle Azure pg lds IJigle. spdod
lovwgsle 9blisd Azure Jlouile 9lzole w)pes wbosdle 9sw 9ldluwegles Jogss)lo
dleso Idoslule 9peldes wrww@le 10T 9blyo G9lse luwbl) Idy)uwlisd 986, 3JY. Vs o3l 1dzd
IU3s wp Bsluwo odilssl Wlo Azure Function os bdole pgodds oo AP Js FMC
Jlogvle Jlisole sowesdIJéle ouwesd FTDV. 9ldee 8l pu ldpedple: 9pl IJs 3JY.

- wbugsy Logic: wes wbus9le Azure Logic wedlud 306 uodle ouwlesd eds gr9Jé
IJpole 98 pdsle 1Jig pld 9p0lp wes) g od Slopewol seuumwsdol gus lewslzd IUs spe
IJobosdle sldoslule sldiubes slgsple gws 1dpduuunle 19 1dedguumle. ogpd
IJobosdle 1Jpobdss eds vounsl Jsdss wuopse slugble edsd Slods Jdobys,
pu led 202 IJobussle 930z IJuslole 930z 1lubes 930z wlousdle 1Jpduwanle (EAI)
sldlooldle vsu Iduidle (B2B): ywsle Yoo W6 Idubeds e slgd 1, Jds lp Bs
Jdsopl. 599, o3l 1dzd wuwduwndl pub@sl JJoblisw IJos gwsope cudssel Jogvgsd
lJed IJ3s wp 9slywe odllissl.

2lJdsle I s9w9) 2J AutoScale IJpw9e9, J NGFW ¢bs Isl)6 Jdlouold pe IP 1deeds 1Uglue 1Js
VNet gsolbde IP IJgle Joobd Idlouold wso pyds Iblye Firepower 9 NGFW.

S0>9 03l IJp Bl |Js 2d 030 IJpuvddo zos w9y, 1ded IUss wp ldozdd puo Jeud) o
FirePOWER sloold NGFW g IP 1JElo.

lJodosy

Jlogule gd NGFW p8luw odilissl swpe luwegsle s3dsd IJodosy ol

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/azure/ftdv-azure-gsq/ftdv-
azure-autoscale.html#Cisco Concept.dita cOb3cf0d-9690-4342-8cba-e66730e70c47

p€ 836 wersdlo vesy spdu peldesd eldle IJlguegsle lJoldsé:

- Sgw I SJgu wbos Function glsy,l eds IUlouold wpbg IP IUIRJS 1Uglue wldepsd

- Sew Il szess psbo IJozesd eds P gle

- St wobd 296 0,9, IJuslole 1dbhss wso NGFW g FMC g, pdlog IP 1Jgl 0.
in order to ¢J 8 mise a niveau gJ: pg 1Jp3Js, Iedlo luwogpld 2lds lue weole lo sesd o3l B
|lJ steps s34, WO CiSCO o, id Huwps:

1. $lJo Azure ARM

Swp luwodsle Yo ARM Jopdsy Idogvgsd Idodyliss Ws Azure. §>p0 Cisco $lde ARM
e 1Jozdd puo 9lUss Spdu Idlgwe s pue Jlugile 2d pdslur oddlss. sddo Slde ARM
o3l lJpulz gJs Public Github https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template su s wlbousd 9bliswd Jl
spdu zede Jdloold Cldyveods IblRdss Jdepsd eds 1 pu lpdlose IUsuesd IUso v
IquuIJIo lJuvsses. J3JY vew weles IJs wessd o3l §dsdl zos spdo wbosyd 1J9bsws
IJlo luwegsle IJ9sog Premium wodl po 908 IJlgweodlY. soldelds swswd) Blde oduso
Lo Iy ldodssss ldebdse gds 1desde
https://github.com/Madhuri150791/FunctionApp with Premiium Plan.git

2. obosd IUlJé


https://azure.microsoft.com/services/logic-apps
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-overview#logic-app-concepts
https://azure.microsoft.com/product-categories/integration/
/content/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
/content/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git

obusd 1Us1Js 09 pzesgs pu 9blisd Azure. so o o pu IUgbsés IUluwluss ol sds:

cNJlegoldNdez 88 po pdlssuy Azure wvdd 9)6.

- plBws 2ed wu9w9dsd FTDV 98ludsé wlys) Idpuied Jepdslo IbelNJobss,).

- ouwesd wulpg FTDV gaso pe FMC.

- odysu FTDv gos> gu, FMC.

- e wldéle ogwrsd (1Js) FTDV p9ug pu FMC.

Jpl 09 339, b5 lJpclbdu: sep lousle 31Js ppodds Jlogvle NGFW zwe IJbJo 9 zocdol
wole eds IP 1Jgle I NGFW. g ldelds veele IJs wessd Ides C# JJzuosd eds IP glus ool
pu IP1ele. wg> cedsd Idips 098, pdo Zip Jlugble obosd 1U51Js eds
https://github.com/Madhuri150791/FunctionApp with Premiium Plan.git

o€ 1Jluwe ASM_Function.zip. o3l spdu wbwsd [Jabliswd pu lJlouold wldesls 1UsIgJso wige
929> £u9lu IP IJgl .

3. IJobusy IJpobds
s&> "IJobosd ldpubds JJdsluw IJodilss” vplus gus) gpd: ks pzpses pu lUebsle s
ouwduwd. 9bliswe Azure os Jslule puwe9ds 9dl spduol IUIoLold wog ool IUogo. S99
03l orchestrator o uvduvd ©udSS 030 IJgblisd gowbd Idpedypele Bsel wswol.

s Suvopde IJobosd dpubds Joouwsd 9ops) Idpedsele wso sblsy 1Jpds!uw
lJoJsliss Azure.

- opoed JJ gbys 9bsos IJ9sluw IJod$liss Azure |_9 pubb® Vsluvs pipe.

cSop ouwdspe wbosd Logic JpJs JSON.

- Spdu cguosue IUebusd Idpubds eu gdld pJod GUI Iy JSON.

pdlebd: szo cedsd olluosd IJobosd Ipubds 1Jpesd,s eds
https://github.com/Madhuri150791/FunctionApp_with Premiium Plan.qgit vgulsé 9szw
luveosld IJeoluo, IJoldss vodluosd 1o sluwe FUNSTonapp sluwe pze9es 1Jpsls
9089 IJlgve,)ld.
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1. logble pdyole poub$ 1SSl IJeddliss.
lwese Slde ARM 99 wlouile VMSS. sobosy pubBs: sobosy dlJs soboss App
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lowdd IJs Iduodes 1yssuuss > lodble 09 > oz gu Sldw e 225 vy 18w lué)
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Home > New > Template deployment (deploy using custom templates) (preview) > Custom deployment

Edit template
Edit your Azure Resource Manager template

+ Add resource T Quickstart template T Load file L Download

& | 598 {
597 "rame”: “MNGT_NET_INTERFACE_MAME",
> 1% Parameters (32) 508 myalue™s "momtNic®
> [& Variables (34) 599 b
Gea {
b ] I 1
Resources (12) 601 “name®: "MNGT_PUBLIC_IP NAME",
LogicApp 622 “walue": “mgmtPublicIP"
(Microsoft.Logic/workflows) 603 b
o [variables'mgmtSecGrp’)] 604 {
" (Microsoft Network/networkSecuri. 605 “name™; "NAT_ID®,
s 606 "value"; “5678"
em [variables('dataSecGrp’) 507 ¥
~ (Microsoft.Metwork/networkSecuri 608 { )
= [variables('storageAccountMame’)]  6@g “mame*: “NETWORK_CIDR",
~ (Microsoft.Storage/storageAccoun. g1 “value": " [parameters('virtualNetworkCidr')]"
[variables("hostingPlanName’)] 611 e
(Microsoft Weby/serverfarms) 612 {
iables(functionAnoN ; 613 "name": "NETWORK_NAME",
lva_"a es(func SRR ame) 614 "value": "[concat(parameters('resourceNamePrefix']), '-vnet'}]"
(Microsoft.Weby/sites) 615 ¥
® [variables("appinsightsName’)] 616 {
(Microsoft.Insights/components) 617 “name": “POLICY_NAME",
. - . ann L ar . R1g MualiaMs Mlaacamatacel "aal {Aullamat V1Y



2.168) V939 eb.

Home > New > Template deployment (deploy using custom templates) (preview) >

Custom deployment

Deploy from a custom template
lempiate

171 Customized template &2
12 resources

Deployment scope

4

Edit template

4

Edit parameters

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription * (@

Resource group *

Parameters

Region* (@
Resource Name Prefix O
Virtual Network Rg @

Virtual Network Name (O

‘ Microsoft Azure Enterprise v I
| v |
Create new

| East US v |
 — ]
l madewang ]

| madewang-vnet

l < Previous l l Next : Review + create > |

Ip vlole IJogssilo IUpbdsws eds il IdBlJw slud, B9 polees Houble.

3. 8958 03l | logile JI86 1Jpdscle Gops pzesesd IJeshys 1Jpesds)s.



madewang =

Add Edit columns Delete resource group Refresh & Export to CSV Open query » Move Feedback

“ Essentials

Type all Location all i Add filter

Settings
Deployments Type TL Location T
= Policies EastUS

Properties

Cost Management

EastUS

ExstUS

4. owesd 1d>g9d IJs guslo URL
https://<function_app_name>.scm.azurewebsites.net/DebugConsole

Ie wogesd IJpds ASM_Function.zip sftdssh.exe |Js Idps demwwot/l ez d> (0 1J1dSles
wzesdo 1Js 1Upsde IUpes £s) 1o wbusd 9bsads ig)s Jl seas 9blisd ppoduss.)

Jdhe oIy pod olduo9,)é:

€ cC o --function—app.scm.azwewebsi[es.net-|:c:hu-_;f“.(-n-n'-lr-

../wwwroot + 18items A @ =

Name Modified Size
Y- ™ AutoScaleManager 12/4/2020, 9:18:25 PM
9 I— & 12/4/2020, 9:18:25 PM
EY-) C reFtdinterfaces 12/4/2020, 9:18:32 PM
FY-) = C 12/4/2020, 9:18:32 PM
Q9 [— 2 12/4/2020, 9:18:32 PM
Y- =0 12/4/2020, 9:18:32 PM
Y- 4 12/4/2020, 8:18:32 PM

Kudu Remote Execution Console
Type "exit' then hit "enter' to get a new CMD process.
Type 'cls' to clear the console

Microsoft Windows [Version 10.8.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\home>
C:\home\site>
C:whome\site\wwwroot>

5. 028 pu wbusd IUsbsuwé > 1Jgbsuss. szo o e)s zese IJgblisue.



Home > madewang -ful::t:l.".-;lup
(.} - function-app | Functions

Function App

£ Search (Crnd-+/) + add () Refresh
* Overview

B Acivitylog |2 Fiter by name

Fr Access contral (IAM)

- [ mame Trigger T4 Status Ty

£* Diagnase and solve problems [ AutoscaleManager i —

Q Security E] ConfigureFrdinterfaces HTTP Enabled
Evaits Goraiend O createstatichoutes HTTP Enabiled
) D DeletelnRegisteredFTD HTTP Enabled

Functions D DeplayConfiguration HTTP Enabled
:urx:nnn D DeviceDeRegister HTTR Enabled

S :p:‘ [ oeviceregister HTTP Enabled

- PPP “ D DisableHealthProbe HTTP Enabled
o O redscatein HTTP Enabled

Deploymant [ Fedscateout HTTP Enabled

i Deployment slots D GetFtdPubliclp HTTP Enabled

@ Duployment Ceniter O minimemconfigvenfication HTTP Enabled

@ Deploymint Center (Praviev D ‘WaitForDeploymentTask HTTP Enabled

Settings D WaitForftdToComelUp HTTP Enabled

Il Configuration
Authentication / Authorization

T Application Insights

6. 9p votss) buldsvesd vese spdu J VMSS wuvss IJybliswd sligd wbosd [Jybswds.

lowdd |Js <prefix>-vmss> |Jozdp B [J9uo9d (IAM) > | olus wesso 1Ud9). w9ds, VMSS
03l 9,09 puwlop |Js <prefix>-function-app



Add role assignment *

Tk
. ’
P YT P % T 15525 O TG
Tugieey LT
L sk & ah h
oo
£ fiubracript () = LM OE I TED
e P
o .\""'.l.'.:. R T TOE 316 ‘] 5
Seleried memiben
i aps
£ Subcmphe A

byl s p8b.

7 loodd s obusd pubds > 8yue Idogdsele [Uv)prsd IJpubdss 985, wogss)
IJogdsele IUospzss deobdss pe w909 Idogdsele Idopzss eds
https://qithub.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Sew luvowld Igbo,ld Azure slgwe pzp9gs 1Jesho sluwe Slbowsyd 1U21Js Sod Idlpvasle: 9l
OJu suvee wldevb wuele.

8. byl 96 pdb. luwdd IUs w6 glps gds wbosd Logic 99 vopdsy wbwsd Logic.

lJoz2dd pu lJuors
wp? wpdsu lJobusd lJpublds: swil lJobousd Wyl Bs IJoudss B WBe )6 5 58liss.

Bl op odysu JJ Ubvse wuvdd wogse: Wlud oys lplele IJpubvgd wpdd IJozle.


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Home > madewang >

|+, EEEEEE-logic-app
Legic app
«

1% Overview

B Acttylog

A Access control (LAM)

& Tags

&2 Disgnase and sobve problems

Ed

b= RunTrigger () Refresh o* Edit [§] Delete (%) Disable

O To improve traffic flow, we're acding mew cutbound 1P addresses for Logic Apps. Review action needed if you

Recunmence

FREQUENCY
Runs svery 5 minutes.

EVALUATION
Evaluated 285 times, fired 286 times in the last 24 hours
See trigger history

Update Schema

[ Clone & Export

v IP addresses with lings befone 08/31/2020. Click to beam maore. =+

36 actons
Wiew in Logic Apps. designes

Development Tools
s Logic app designer Runs history
P Logic app code view Al w | tart time earler than | Pick a date 0] | Pick atime
r"- Versions L Sbﬁtlﬁr the Fun dentifier 1o apen MonItor \ntwdlft{tl,’

EARE Conmal Status Start time Identifier Duration Static Results
b Qubck 2art gdes O Succeeded 12/8/2020, 1241 AM 0858504238582773095 39021 SO41BCUEY 968 Secandt
Settings S Succeeded 12/8/2020, 12:36 AM OESE5 942350857 BA91 024 TEIETARCUG 9.99 Seconds
@ Workfow settings © Succesded 12/8/2020, 1231 AM 0858504239 1894090466 08406056042 1053 Seconds
T Authorization S Succeeded 12/8/2020, 12:26 AM DB5E5942354931 ITEE602125T64 140043 5.63 Seconds
@ Access keys O Succonded 12/8/2020, 1221 AM (8585042397071 65223 3385542405095 976 Secands

Identity @ Succeeded 12/8/2020, 1216 AM OE5E5942401002 50748 5558564356008 10,88 Seconds

Il Propertees O Succeeded V/8/2020, 1211 AM 0858594 2404034 1465707688291 400U46 10,04 Seconds.
£ Locks © Succeeded 12/8/2020, 1206 AM D85859424070648 345849314592 70CUGE 1023 Seconds
Mo S Suxceeded 12/8/2020, 12201 AM 0B585942410101813534 775025693 0UT 10.24 Seconds
P © Succeeded 12772020, 1156 PM 085859424131 2468437417847 1703CUET 9.69 Secands

H . -
lsuol ¢Joe VM weo VMSS.
Home > madewang » W v
2 [lllout-vmss | Instances x
Virtual machine scale set
|2 Seasch Emden ] « ctart  Restat [ Stop O Reimage (3 Delete Brotection Po
W Overiew |i’mr&hwwwm¢-nwmﬂ J
B Activity log Hame Computer name Status Health state Provisioning state Protection policy Latest madel
. Access contral (1AM) (W] - reiss000000 © Running Succeeded Yos
@ T jm| TR [ s 000002 © Running Succeeded Yes
&2 Disgnase and soive probilems
Settngs
3 instances
& Networking
# Scaling
¥ Dl
& Operating system
O Security
B size
& Extersiont

B Benctios

wed 10589J 1Js FMC 50288 po louald FMC 9 NGFW g, IP 1J3lLo o FTDV:



Overview Analysis Policies ghIaii<d8 Objects AMP Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig

BElout-vmss_0
Cisco Firepower Throat Defense for Azure

Deploy System Help + madewang v

Mode: routed
System w e
Compliance Mode: Kone
Model: Cisco Firepower Threat Defense for
TLS Crypto Acceleration: Disabled Azure
Serial: SADMGN24KRE
Time: 2020-12-08 14:06:09
Time Zone: UTC (UTC+0:00)
Version: 6.6.0
Time Zone setting for Time based +0:
Rules: UTC (UTC+0:00)
Health Management s Wl
Status: Host: 10.6.0.9
Initial Health Policy 2020-11-1 Status: L
Policy: nll 1_Heal Jicy. ]
042806
Blacklist: Kong
Inventory Details <
Cpu Type: CPU Xeon ES series 2400 MHz
Cpu Cores: 1 CPU (16 cores)
Mamory: 56832 MB RAM

leule Bslpd wouvesd 1U3g9d 1Js sleoé wlb, 1Uisle, (CLI IJos wigp wble NGFW. spdyd
roumo.)é r°| §J§ :

Cisco Fire Linux 0S vé6.6.0 (build 37)
Cisco Firepower Threat Defense for Azure v6.6.0 (build 990)

> ex
exit expert
> expert

admin@@@inout-vmss-0:~$ netstat | grep 8305
tcp 0 o Iinout-vmss-0:8305 madewangfmc.inter:41997 ESTABLISHED

tcp 0 O gmginout-vmss—0:8305 madewangfmc.inter:54513 ESTABLISHED
adminCE nout-vmss-0:~$
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Home > madewang

I logic-app  #
Logic app

Search (Cmd-+/) | [> RunTrigger () Refresh 7 Edit [ Delte (S Disable 1 h [ Clone S Export
0 To improve traffic flow, we'ne adding new outbound IP addnesses for Logic Apps. Review action nesded if you're fltering IP addresses with firgwall settings before 08/31/2020. Click to: leam more, —*
B Activity log

Subscription (change) : Microsoft Azure Enterprise Runs last 24 hours 284 successful, 1 failed
. Access control (LAM)

: 9d5ea202-TI70-4366-529-041 759181710 Integration Account : -- -
¢ Tags
£» Diagnose and sobve problems SR
Tri i
Development Tools il fetions
= . RECURRENCE COUNT
+ Logic app designer Recurrence 36 actions
View in Logi Apps designer

o Logic app code view FREQUENCY

D Versions Runs every 5 minutes

AP connections EVALUATION

Evaluated 285 tirmes, fired 285 times in the Last 24 hours

&3 Quick start guides See trigger history
Settings Runs history
& Woridiow settings Failed w Start time earlier than b Pick a date Y | Pickatime

Authorization | Specity the run identifier to open monitor view diretly ] @
D Accous kers Status Start tirme Identifier Duration Static Results
= ety D Failed 12/7/2020, 32 AM 0858594293 16267 1908622801 0944CUTD 10.25 Seconds
- Properies D Failed 12/4/2020, 324 PM 0B585945095539047222488931533CUEE 1.96 Seconds
& Lods © Failed 12/4/2020, 9:23 PM 08585945096662968875411868431CU59 145 Seconds
Manitering O Failed 12/4/2020, %23 PM 08585945096 7486456530 305058 T0CULE 1.74 Seconds
R Alerts

o) eds Idpuved 11

— Microsoft Azure £ Search resources, services, and docs (G+/)

Home > madewang [ ‘ogic-app > Runs history

(21 Runs history - Logic app run
(&)
I o5ic-app 0858594293 16267 190862280 10944 CUT0
() Refresh 70 Run Details (%) Resubrmit Cancel Run (D) Info
[ Failed vl \L
Start time earlier than ~ | n
AutoSealeManager | 2
Pick a date [ Pick a time ﬂ
[ Search to fiter items by identifier A g
Start time Duration
i rati | INPUTS Show raw inputs >
O 12/7/2020, %32 AM  10.25 Seconds
Funetion name
@ 12/4/2020, 924 PM  1.96 Seconds I 1 urction-app/AutoScaleManager
© 12/4/2020, 923 PM 145 Seconds
© 12/4/2020, 923 PM 174 Seconds
OUTPUTS Show raw oulputs
Status code
400
Headers
Key Value
Bady
ERROR: Failed to connet to FMC..Can not continue
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