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Certificate
Certificate Table ~
File Manag
Reboot Index Certificate Used by Type Signed By Duration Details Action
) ) ] From 2018-Sep-17, 2
agnostic o Default Local
Diag I D0:00:00 To 2048-Sep = =
- Cerificate
09, 00:00:00
il O
2 CertT CA Sell-Signed "'”"‘_" 'T”' 4 = X W
Certficate 00:00:00 To 2023-Apr
04, 00:00:00
® 3 Certlmport NETCONE Local CiscoTest From 2018-Aug ’\"" = X
WebServer  Certificate DG1-CA li_[“:":“[: '_“"’i“"" Aug
RESTCONF 02, 00:00:00
o 4 AnthonyRouterim... - Local CiscoTest- | oM 2018-Sep-18, = X @
- 00:00:00 To 2020-Sey
Cerfificate  DC1-CA

Generate CSR/Certificate

/CA Certificate

Cert_Test_CA

Status and Statistics

e Cancel

Type:

File Management

Certificate Name
Reboot

Subject Alternative Name: 192.168.1.50

Diagnostic
@ IP Address ©Q FQDN Q Email

Country Name (C): o United States o
State or Province Name (ST):

System Configuration

WAN Locality Name (L)

LAN Organization Name (O):

Wireless Organization Unit Name (OU): Training

uti
Routing Common Name (CN): Cert Test CA

Firewall

VPN

Security

Ernail Address (E):

Key Encryption Length:

@cisco.com
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Certificate
Status and Statistics
Certificate Table ~
File Management
Reboot Index Certificate Used by Type Signed By Duration Details  Action
Diagnostic o 1 Default Local From 2018-Sep-17, = X
\ 00:00:00 To 2048-Sep-
Certificate
09, 00:00:00
) 2 CentT cA Sell-Signed o 2018-Apr-04 = &
Configuration . 00:00:00 To 2023-Apr
M Certificate / A
lanagement 04, 00:00:00
System Configuration ® 3 Certimport NETCONF  Local CiscoTest-  From Z"lj”“"‘f:,g'rfj' = X
WebServer  Certificate DC1-CA ?5\ [:.vun(;\Ti]Z 020-Aug
WAN RESTCONF )2, 00:00:0
LAN o 4 AnthonyRouterim Local CiscoTest 'l""” ?‘“'*"jﬂ;'““-‘ = LW
Certificate  DC1-CA 00:00:00 To 2020-Sep-

%) Routing
Firewall

VPN

¢ Getting Started

@ Status and Statistics

17, 00:00:00

(1)
e ot
1U2 1096 5. & @55p bdo JJzuo9d £Js Uivolsé 09886 oo Sod Uivolsé CA.

Generate CSR/Certificate

e

/Cemﬁcme Signed by CA Certificate \

Type:
GisiManagoment Autharize External CSR: a
Reboot
Certificate Name: CertTest_CA

Diagnostic

Configuration
Management

System Configuration

Subject Alternative Name:

Country Name (C):

State or Province Name (ST):

192.168.1.50

United States

@ IP Address O FQDN O Email

WAN
Locality Name (L):
LAN
Wireless Organization Name (O)
Routing Organization Unit Name (OU):
Firewall Common Name (CN) Cert Test CA|
VPN
Email Address (E): com
Security
Key Encryption Length: 2048 v
QoS
Valid Duration: 360 daps (Range: 1-10950, Default 360)

Certificate Authority:

.
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Getting Started

User Groups Cancel
Status and Statistics
Administration 1
0@ s
Web Login

Initial Router Setup INETCONF Lobby S2SIPSec C2S IPSec Captive

O Group /RESTCONF Ambassa.. 802.1x VPN VPN OpenVPN  PPTP Portal
System
T O Ambassa.. Disable Enable Disable Disable Disable Disable Disable Enable
ime
Log O  admin Admin Enable Enable Enable Enable Enable Enable Enable
Email O guest Disable Disable Disable Disable Disable Disable Disable Disable

User Accounts

IJgbo96 7. 1>gd luwe 1Upzeogs: &p lody 998 cubésd i IJesh Jouugsd OpenVPN. béb s
Sbod.

User Groups e Cancel
st (o) @

Local User Membership List -~

-+

O # User

* Should have at least one account in the ‘admin’ group.

Services

Web Legin/NETCONF/RESTCONF: @ Disable O Readenly O Admin
Site to Site VPN:

+ W

O # Connection Name

Client to Site VPN:
+ W

0O # Group Name

OpenVPN: 9 n O off

PPTP VPN: O On @ Off
802.1x: O On @ Off
Lobby Ambassador: O On ® Off
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¢ Getting Started

Status and Statistics

Administration

Initial Router Setup

User Accounts

Apply Cancel

Minimal Password Length: 8 (Range: 0-64, Default: 8)

Minimal Number of Character Classes: 3 (Range: 0-4, Default: 3)

The four classes are: uppercase (A,B,C...), lowercase (a,b,c...), numbers (1,2,3...) and special characters (|{@#S...).

System
& The new password must be different from the current one.: O Enabled
Time
Password Aging Time: 180 days (Range: 0-365, 0 means never expires)
Log
Email
Local Users ~
User Groups 9 EfgE 4 1
IP Address Groups 0% username Group
SNMP O Test_Admin Ambassador
Discovery-Bonjour 0O cisco admin
LLDP
0O  guest guest

Automatic Updates
P * Should have at least one account in the "admin’ group

Schedules

IJg1096 9. 1ol IJpeJsple bbolo. wlds po weass OpenVPN oo 1JS8lispé 1puuwsJs. bdb9s
sbod.

Add user account

The current minimurm requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username: o /UF’N \

Mew Password:

Confirm Password: | 00000000000000| |

Password Strength meter:

Grr_}up: DFJEFIUPN hid /
9 Apply Cancel
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%) Getting Started

OpEanN Cancel
B Status and Statistics
Administration Enable: ~
System Configuration Interface: All v
WAN
CA Certificate: A_Trust_ ~
LAN
Server Certificate: >
= Wireless
AR . Client Authentication Password Only ~
(#) Routing
Client Address Pool: 10.1. Netmask: 256.256.255.0
Protocol upP ~ | |Port: 1194
VPN Setup Wizard -
g Encryption AES-256 v
» IPSec VPN
Tunnel Mode: O Full Tunnel, routing all client traffic through VPN
:] . @ Split Tunnel, routing client traffic destined to the following subnets through VPN
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-+ 23> ywolé CA pu 1IJ8lispé 1JpouwsJsé

c 2 wwobd IJgbp ldos Bpw voujsdol pu IUSlspesd |JpouusJé

- 23 puob 96 IJgpsd. o sSueds [ JJpd seule io Su2d9 p& JJps. I3l oo JJped
IJe,9) + Iduiolsé. Bszow 1o sJso Jss 1Jg psd Lol ks ol 903l 1l 1de, Telul
9JIduo suosY s wdJids Iduvwds 1Jglues Idbloyss (VPN) pse uuseolzou lJs
Jinle prze puodS pUS L.

- bed cepe eolaso Igpdle. e, guslo IP eds uvwds Byess JJubwds Jl sop
loweeslpol Bs s pdlo Ty B IJuinds. w89p woesss the Idobléle 1Jpeesss slew,
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IJled S IJelJle 1Jigss gospl woss 1o wp) zese 2298 pa9) IJepsd Evn Lo ds
VPN.

108095 1. Bp Uldemns U Iovdd 1026 986 wogwiss v Ieeld SDNST.
Domain Name: Openvpn.net]

DNS1: 192.168.1.1

pdlebos: spdo 1o 90 euslo DNSTIP ¢l DNS slgdis pgouol 19 obuw guslo IP Igluo
ulJu_9|UO |.J|L9u_)|u0g50 IJU6 gS_9k.9J°| P—9d) @Ioo I,Jluu)uu (ISP) EJ§ COb b|0)6‘ |_9 CbP DNS
P99 wo ghe ldlue,ue.
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Export setting:

O Include client certificate:

Please choose the method you want to export:

Email client configuration template (.ovpn) to recipients
(rmultiple email addresses separated by comma):

Email Subject:

b
Generate

lJglogs 14. luodd s IJelde sldleuslissle > 2lds yveds VPN. Ussd 19,6 eds Idee)s)
Jluwdd JJzuesd eds 058 pu ldpedsple ldodLosdss.

System Summary

Pyl

WAN (Coppe | use

——— Cabiesct

m m Mo Amached

VPN Status
Tyoe Active Confgured Maa Suppored Connected
Firewall Setting Status Log Setting Status

nar e g ]

Evadl Log
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Your connection is not private

Attackers might be trying to steal your information from .net (for example, passwords,
messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

| Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

ADVANCED BACK TO SAFETY

WSOe Doz Ul s 23536 98 1Jud) B9 pelwgs [Js yourwebsite.net (&) Tow)

This server could not prove that it is .net; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker intercepting your
connection.

[ Proceed to .net (unsafe) ]

Ispl sds pold eds 1dsuosd [Us weidsy IJzols gus luvwgale Firefox Jouegruo 9sw. lud)
eJs ésblo po@sps.

% Your connection is not secure

The owner of net has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

lod) W98 |uolds [pwowule...

.net:50 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[ Add Exception... ]

slesle sceso edsd IJud, B9 cldes [uuvosuls Wielo.



You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask you to do this.
Server
Location: | https:// /login.html | | Get Certificate

Certificate Status
This site attempts to identify itself with invalid information. i

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel

op wdssu lJeszoe IUlo oluwegsle zese Idpedele 1Uuo)986 Jogp louold gesd OpenVPN.
ob)l Jlvd Gpo woujsd Slde wdssu IJepsd oldded IJs zolid 9ldss suwos Vs .ovpn.
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lJgpdle zos spduop lUlesh eds Idzols IUgluo wop. szole ldgpdle lJs lesble pogsss ped
lJeszo zos sopdusl pu IJlouqlJ. Ig:éu'oJ 2Jjs 09 luo Spdud luw 9091699d |uwgsle
IJlocsoe slple IJlgpld wuvdd 1Y lelol LlBd oddws.
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@ ‘luih Rv2so-PopDemo @ Aert ciscoladmin) [Engish v| @ @
& Getting Started .
Certificate
[} Status and Statistics
1
Certificate Table ~
File Management
Reboot Index Certificate Used by Type Signed By Duration Details Action
. N From 2018-Sep-17, 4
Di t o 1 Default - Local - (=]
SO Certificate 00:00:00 To 2048-Sep- =
09, 00:00:00
N o 2 CertT CA Self-Signed From 2018-Apr-04, 2@
Configuration Certificate 00:00:00 To 2023-Apr-
Management 04, 00:00:00
S CeaEaen ® 3 Certimport NETCONF  Local CiscoTest-  Ffom 2018-Aug-03, =] 2
WebServer  Certificate  DC1-CA 00:00:00 To 2020-Aug-
WAN RESTCONF 02, 00:00:00
LAN o 4 AnthonyRouterlm... - Local CiscoTest-  'om 2018-Sep-18, 20w
Certificate DC1-CA 00:00:00 To 2020-Sep-
17, 00:00:00

Routing

Firewall

VPN Import Certificate... Generate CSR/Certificate... Show built-in 3rd party CA Certificates... Select as Primary Certificate...

IJeb9s 3. c§osp bdo Jdeuosd eds uiols 09966 pu God uiobs CA. spdu ey, eds
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& Getting Started y
Generate CSR/Certificate 0 Cancel

@ Status and Statistics

1 Type Certicate Signing Reausst .

File Management

Router

Reboot

192,168
Diagnostic

l 2 © IP Address O FQDN O Email

Configuration

Management

United States v

System Configuration
WAN
LAN

& Wireless

uting
Firewall

VPN

Key Encryption Length; 2048 v
Security

e bdo ©99s€ IJuvolé pu 1J8lised 1JpouwsJsé

- bed luwpe Juol>é

cbed g0l IP s luwe IJezld 1dpsed wldIled (FQDN) s IJo s IUIJIe 00 1béld
guslo IP o9 1Jgsh IJ1Je, Ginssel-

- bed v

Ield 1Jzlds 1Jglos o

- bed lgwe pulb§od Ipedss: gbs prsued

- bed luwe pSuwuwod

- beld lgwpe 1J9zré IJoubspess |Jglues o

- bgd guslo wssd IIJdensus
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lJglo9s 4. 235 03l IJgsh Jouersyo g0 bysd IJud) B899 Idwope Jig_Js oo ldlg)le.
Certificate

Certificate Table

Indle Certificats Used by Type Signad By Duration Details  Action
[ Default - Local Certificate = - 3
2 GertTast_CA - CA Certificats Self-Signed B I m
. e To 2023-Apr-04, 00:00:00
018-Aug-03, 00:00:00
@ 3 Certimport NETCONF Local Certhcate  CiscoTest-DC1- o 2018-Aug-03, 000000 g E )
o ol - o 2020-Aug-02, 00:00:00
RESTCONF 9
WAN @ 4 [y AnthanyRouterimport Local Cenificate  CiscoTest-DC1 Eml";\i{ﬂ':{il‘v:liﬂlﬂqﬂlﬂnﬂﬂ = @!y
A o 2020-Sep-17, 00:00:00

cA
LAN

Impor Cenificate... Genaerate CSR/Cenificate. .. Show built-in 3rd party CA Centificates... | H.mﬁ'-_nn..
|Jglogs 5. ywolbo, oo I ul s, b o 96 Suod).
Export Certificate

Exporl as FEM format
Export to

®pPCc Ousa ¥

Export Cance

12196 6. 23> Vo wluwegsle 9 Notepad (IU1G el uos) po 1USlses 1Jpouwsds. 9lud@, W99 OK.



Cpening AnthanyRouter,pem H

You have chosen to cpen:

| AnthonyRoutenpem
which is: PEM file (1.2 KE)
frarme blob:

What should Firefox do with this Tde!

®i0pen with:  Motepad (default) >

[ Save File

ko this automatically for files like this from now on

IJgb9s 7. pwswp Sog pJd XML.
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
Saved Request box

Saved Request:
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Submit > |
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Certificate |ssued

The certficate you requested was rssued to you.

' DER encoded or ®Base 64 encoded

ﬁ Download cerihcale
Download cerbificate chain
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Do this auvtornatically for files like this from now on.
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GRE Tunnel
Encryption: AES-256 v
VPN Passthrough
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Export setting:

Include client certificate: AnthonyRouterimport

Please choose the method you want to export:
o O Export client configuration template (.ovpn)
end Email Click here to configure Email settings. e

Email client configuration template (.ovpn) to recipients [ nick@cisco.com )
(multiple email addresses separated by comma):

Email Subject: [OpenVPN Client Config

o

IJglbogs 20. (gsh 2). 225> wuorsy Slde odasu Idgpsd (-ovpn) slud, 898 loble.

Export setting:

O Include client certificate: e

Please choose the method you want to export:

o:-cpnrt client configuration template (.ovpn)

O Send Email Click here to configure Email settings.

Email client configuration template (.ovpn) to recipients
(multiple email addresses separated by cormmay:

Email Subject:

(2]

Generate
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Information

ﬂ Export Clent conhguration template downloaded successtully!
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i) Dpenwith  Browse.

i®Rave File |

Do this autarnatically for files like this from now an.
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Cumet Shate: Connecling

Fit -.; 10 13:37:.40 2018 CpenVPN 246 :i:-E-_?-iwl':-‘-m'*r.wEIE (550 KpenSSLN [L20] [L24] [PRCS1T) [EA
Fee Bgg 10 1.3:35: 240 2018 Windows wersion 6.2 (Windowa 2 or greater) Eahk

P Aug 10 13:31:30 A 1':'I|'r.1r:.- versions: OpenS5L 110k 27 Mar 2018, LA0 210

r- = I' I'l.'| 1 "I I" P '-._.n.._.\_..ﬁ..l_.-.l...\._--.._.\:..\_.... hoa been anabl=d - _:.:. 2
Fr Bug 10 13:31 "E-E:'I? 'I'I:" UDF: Preserang recently used mmote addness: [AF SET]T92.168.7.118:1134
Fe Bug 10 13:37:40 20718 UDF nk kocal inol bound b

e Rug 10 133740 2018 ULDF bnk remata. [&F_| 'JI:I ]:!.d'llz-H 1.178 'I]:h'-

i Hug 10 130 18 WaBRNIN B T Y I Oy SR LR L e
R g 10 1.3:31:40 -'-"1“ |'l.|1h'.'|} .,r Frr:'lf'rrrﬁ*rr .rr..lﬁ'l .-.-1h |1- INET]1592 1651 112"‘%-1

Fe Aug 10 13:31:42 2018 open_fun

Fr Aug 10 13:31:42 2018 TAP-Y ifi ‘J"i‘ device [Ethemet 3] openead: V. WGEokal 001930 1-B586-4568-0256-F
Fr Bug 10 13:31:42 2018 S=t TAP-Yindows TUMN subnet mode network Aocalinetmesk = 10.1.4.0010.1.4.3525
Fr Bug 10 13:371:42 2018 Nathed TAP-Windows diveric s=t a DHCF IF netmesk of 10.14.3°255.255.255 00
R Aug 10 13:31:42 2018 Succsseful ARF Flush on inbedace [21] ICD015301-E50 456 E-H2A5-Fad1 B1AC5E1
R Aug 10 13:371:42 2018 do_flearfig, f-=dd_fconfig_pwvb_selup={

< >

L
Bytesin: A oul- 14 B OperV@M GLI 1110000 0v2.4.6
Dsconmect Fecomedct Hid=

IJgb96 5. szw 1o suwo uwed IJouble w9z o old.

opervpn_client_tmpl is now

connected,

1:31 PM

N L
i I'I_'l-'lllI =

1Jg1096 6. szw 1o s3I0 gpsd Uuwds VPN Gl Llele eds 0dd 1pedsele 1Usl)56 9ldols,6
o0 ¢JId OpenVPN. spdy wessy 03l [Js Idlouold oddliss! W leslble OpenVPN.

IJg98 7. suwebse lJpuwdsd oldss elds Iduvwds 1Jgluos IUblo,ss (VPN) oo U IJowdd
IJs 1Jeldo gldlzuelissle > glds Idgbede 1Ugluoé Idbloysé (VPN) eds 1Jeszo.

System Summary

PvE
WAN (Conper ) usa
L]
— S
[ oo | ter | ot
VPN Status
Type Active Contgursd Maa Supported Cornected
=
]
Firewall Setting Status Log Setting Status

i FAGRCNOF Sywicg Searvet

Emad Log:




lJs,b

Sew 1o odoy B luwese IUlL po wowse OpenVPN Luzle eds 1eszo RV160 Iy RV260 Jssd
99s p93E Epsd U ds VPN.

Jeulduwle ldezops eJs OpenVPN: 1o, oul 99, wldoze g OpenVPN.

..dlaall 0ig §l=io 9049 Lo,0

Cisco 0 5,3Vl duaill olslall o, Ld il



https://community.cisco.com/t5/small-business-support-community/ct-p/5541-small-business-support

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



