lesl> VPN IJIwl us eJs RV130 9 RV130W

lJo>wo

Bl ol cimetsp Wuindle Uisods 81,08 100l os8 (VPN) Js s Joaomst pbodle
Iloc,oe 1glues olduindle: 90s p9lde puopps JJluvedsle pu Swd p9lbds Iy, Jds B §b.
VPN os o dJs ¢luos wpe lugblael Lopy wusd luuluuss Juvwds gles. Vs wsise Idyiydle
lJuogs)o IJuessess: spdo Jduvedle 1Jgloo IUbloyss (VPN) wauwse Idleuold 1dzé)ls:
soddesd wdldsd ldogvgsd pdled Juvedle 1dslgwes IJe3dsss6 (WAN) sozuwsy
Iloelzss Os uvs) gpd [Jpsbsu.

st JJ Lowgs lesh u:,vd{s VPN |Jiuu|uu§6 !rodnlo‘gé lesl 09§ VPN pu ldeclye 1Us
IJo9led wuwogds Lluwosle lzoss eubié IUesde IUIs. Jol sumpz 088 VPN Jdpuwerpsu
lIJogsrsu wldsvesd s vvods yuods 1deub s 1deedsé (LAN) Jdeszo IUglue o
wluwegsle wyolee gpsd Uuods VPN,

pdlebd: s>gp IJbyl; RV130 9 RVI30W o ulpe VPN oo luwle 206 Ehess $38p wi9w9dd
IPSec. Jejs> pu ldpedsple: bze 1Us s>dsd bhs ldpucg.

IJos9 oo 03l Idpwews 09 ying Js9ss wdsu Iduveds IUgluos IUblo,ss (VPN) IJlwl wsé
eJs lzoj6 RV130.

IJize6 IUSluJs JJobusd | luesh Idwyolee IUelue
- 1Jlo,l5 RV130 | v 1.0.3.28 (oo s 1Jlz8)
. 1Jb,l; RVI30W | v 1.0.3.28 (cuisd IJlzoe)

&2 lesble VPN IJlv el osé

IUgloss 1. Ilgwegspe 118 Ieuwless Jodsso IUpsze Jigesh, VPN > IPSec VPN oo p9 e [Js
293¢ > |eslb VPN IJl wlws. wbo, Lowes lesls VPN IJlwl wsé:


/content/en/us/support/routers/rv320-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv325-dual-gigabit-wan-vpn-router/model.html#~tab-downloads

Basic VPN Setup

About Basic VPN Setup

The basic VPM setup sets most parameters to defaults as proposed by the VPN Consortium (WPHC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPM Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Connection Mame:

FPre-Shared Key:
Endpoint Information
Femaote Endpaoint: IP Address

Femote WAN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remaote LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Remote LAM (Local Metwork) Subnet Mask: (Hint: 255.255.255.0)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAN (Local Metwaork) Subnet Mask: (Hint: 255.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPN Setup

The basic VPM setup sets most parameters to defaults as proposed by the VPN Consortium (WPHC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPM Setup,
you can always update the parameters through the Policies menu

G Wiew Default Settings D

Connection Name and Remote IP Type

Mew Connection Mame:
FPre-Shared Key:
Endpoint Information

Femaote Endpaoint: IP Address

Femote WAN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remaote LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Remote LAM (Local Metwork) Subnet Mask: (Hint: 255.255.255.0)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAN (Local Metwaork) Subnet Mask: (Hint: 255.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

Basic VPN Setup Default Values for IKE

Exchange Maode: Main

Local WAN (Internet) 1D: Local WAN (Internet) IP Address
Remaote WAN (Internet) ID:  Remote WaAN (Internet) IP Address
Encryption Algorithm: AES-128

Authentication Algorithm: MO5

Authentication Method: Pre-Shared Key

Diffie-Hellman (DH) Group:  Group2 (1024 bit)

SA-Lifetime: 8 Hours
Basic VPN Setup Default Values for VPN

Encryption Algorithm: AES-128

Integrity Algorithm: MO5

SA-Lifetime: 1 Hours

PF3S Key Group: Group 2(1024 bit)
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Basic VPN Setup

Basic VPN Setup Default Values for IKE

Exchange Mode: Main

Local WaN (Internet) ID: Local WAN (Internet) IP Address
Remaote WAM (Internet) ID:  Remaote WAN (Internet) IP Address
Encryption Algorithm: AES-128

Authentication Algorithm: MD5

Authentication Method: Pre-Shared Key

Diffie-Hellman (DH) Group:  Group2 (1024 bit)

ShA-Lifetime: 2 Hours
Basic VPN Setup Default Values for VPN

Encryption Algorithm: AES-128

Integrity Algaorithm: MD5

SA-Lifetime: 1Hours

PF3 Key Group: Group 201024 bit)

lesls VPN 1Jiwlus



IUgbogs 1. Ipwegspe 11516 IUpuwless Jodsso IUpszo Jigesl, VPN > IPSec VPN pu p9de [Us
298¢ > lesh VPN IJigwlgws. oo,y Lowes lesh VPN IJlwlwso:

Basic VPN Setup

About Basic VPN Setup

The basic VPM setup sets most parameters to defaults as proposed by the VPN Consortium (WPHC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPM Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Connection Mame:

FPre-Shared Key:
Endpoint Information
Femaote Endpaoint: IP Address

Femote WAN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remaote LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Remote LAM (Local Metwork) Subnet Mask: (Hint: 255.255.255.0)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAN (Local Metwaork) Subnet Mask: (Hint: 255.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPN Setup

The basicVPM setup sets most parameters to defaults as proposed by the VPN Consartium (VPMNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Caonnection Mame: E::isc:n_sh ]

Pre-Shared Key:

Endpoint Information

Remaote Endpoint: IP Address -

Remote WARN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remaote LAM (Local Network) IP Address: (Hint: 1.2.3.4)

Remaote LAM (Local Network) Subnet Mask: (Hint: 255.255.255.0)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAN (Local Metwork) Subnet Mask: (Hint: 255.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPN Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPMN Consordium (VPMNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Connection Mame: cisco_sh

Fre-Shared Key: [passwnrdﬂ J

Endpoint Information

Remaote Endpoint: P Address -

Remaote WaAN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remaote LAM (Local Metwark) IP Address: (Hint: 1.2.3.4)

Remaote LAM (Local Metwark) Subnet Mask: (Hint: 2565.255 255.0)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAM (Local Metwork) Subnet Mask: (Hint: 265.255 256.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPH Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPMN Consortium (VPRNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the BasicVPM Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Connection Name: cisco_sb

Fre-Shared Key: passwordi

Endpoint Information

Remaote Endpoint: IP Address E|

Femote WARN (Internet) IP Address: (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Femaote LAM (Local Network) IP Address: (Hint: 1.2.3.4)

Remaote LAM (Local Metwork) Subnet Mask: (Hint: 2565.255.255.0)

Local LAMN (Local Metwark) IP Address: (Hint: 1.2.3.4)

Local LAN (Local Metwark) Subnet Mask: (Hint: 2565.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPH Setup

The basic VPN setup sets most parameters to defaults as proposed by the VPN Consartium (VPMNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

Wiew Default Settings

Connection Name and Remote IP Type

Mew Connection Mame: cisco_sb

Pre-Shared Key: password1

Endpoint Information

Remaote Endpoint: P Address -
Remote WAN (Internet) IP Address: ('— =i T ] (Hint: 1.2.3.4 or abc.com)
Secure Connection Remote Accessibility
Remaote LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)
Remate LAM (Local Metwork) Subnet Mask: (Hint: 255255 255.0)
Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)
Local LAM (Local Metwork) Subnet Mask: (Hint: 2565.2556.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPN Setup

The basic VPM setup sets most parameters to defaults as proposed by the VPN Consortium (WPNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

View Default Settings |

Connection Name and Remote IP Type

Mew Connection Mame: cisco_sb

Pre-Shared Key: passwordi

Endpoint Information

Remote Endpoint: IP Address -

Remote WARN (Internet) IP Address: 1234 (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remote LAN (Local Metwork) IP Address: 192 168.2 100 (Hint: 1.2.3.4)

Remote LAN (Local Metwork) Subnet Mask: 255 255 255 0 (Hint: 255 255 255 1)

Local LAM (Local Metwork) IP Address: (Hint: 1.2.3.4)

Local LAM (Local Metwork) Subnet Mask: (Hint: 255.255.255.0)
| Save || Cancel |
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Basic VPN Setup

About Basic VPN Setup
The basic VPN setup sets most parameters to defaults as proposed by the VPN Consortium (WVPNC),

and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,
you can always update the parameters through the Policies menu

View Default Settings

Connection Name and Remote IP Type

Mew Connection Name: cisco_sb
Pre-Shared Key: password
Endpoint Information

Remote Endpoint: IP Address -

Remote WAN (Internet) IP Address: 1234 (Hint: 1.2.3.4 or abc.com)

Secure Connection Remote Accessibility

Remote LAM (Local Network) IP Address: 192.168.2.100 (Hint: 1.2.3.4)

Remote LAN (Local Metwork) Subnet Mask: 2552552550 (Hint: 255.255.255.0)

Local LAM (Local Metwork) IP Address: 192.168.8.100 (Hint: 1.2.3.4)

Local LAN (Local Network) Subnet Mask: 255.255.255.255 (Hint: 255.255.255.0)
| Save | | Cancel |
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Basic VPN Setup

About Basic VPN Setup

The basic VPM setup sets most parameters to defaults as proposed by the VPN Consortium (VPMNC),
and assumes a Pre-shared Key, which greatly simplifies setup. After creating the policies through the Basic VPN Setup,

you can always update the parameters through the Policies menu

View Default Settings

Connection Name and Remote IP Type
MNew Connection Mame:

Pre-Shared Key:

Endpoint Information

Remote Endpoint:

Remote WAN (Internet) IP Address:
Secure Connection Remote Accessibility

Remote LAN (Local Metwork) IP Address:

Remote LAM (Local Metwork) Subnet Mask:

Local LAN (Local Network) IP Address:

Local LAN (Local Network) Subnet Mask:

cisco_sb

password

IP Address -

1234

192.168.2.100
255.255.255.0
192.168.8.100

255.255.255.255

(Hint: 1.2.3.4 or abc.com)

(Hint: 1.2.3.4)
(Hint: 255.255.255.0)
(Hint: 1.2.2.4)

(Hint: 255.255.255.0)

Save |l Cancel
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