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Advanced VPN Setup

NAT Traversal: ] Enable

IKE Policy Table

1 | Marne | Laocal ID | Remote D Exchange Mode | Encryption Algorithm | Authentication Algaorithm DH Group

Mo data to display
|AddRow || Edit || Delete |

VPN Policy Table

1 | Status |Name | Policy Type | Encryption Algorithm | Authentication Algorithm | Local Remaote
Mo data to display
[LAddRow, |[ Edit  |[ Enable || Disable || Delste |
| Save || Cancel |

| IPSec Connection Status |
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IKE Policy Table

1 | MNarme | Local ID | Rermate 1D Exchange Mode | Encryption Algorithm | Authentication Algaorithm OH Group

Mo data to display

'IAddRow m Edt_ || Delete |
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Add / Edit IKE Policy Configuration

IKE Mame: testpolicy

Exchange Mode: flain -

lJglo9é 4. pu IJSlispd IJpuuw>dé 908 Exchange. ié_o_) lJsog 1U3s swpe Vso !uuo?_)lp
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Add / Edit IKE Policy Configuration
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Local
Local [dentifier Type: Local WYWAMN [P | -
Local [dentifier: IP Address
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Local ldentifier Type: Local WWAN IF -

E_I:n:al l[dentifiar: 192.168.10.1 ]
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Hemote

Femote [dentifier Type: Femote WWARN [F n

Femote WWARN [F

Femote |dentifier: F Address /
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Remote
Femaote ldentifier Type: Remote WARN [P -
Cﬁemnte |dentifier: 192 168 2100 J
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IKE SA Parameters

Encryption Algarithm:

Authentication Algarithm: 3DES

AEZS-128
Pre-Shared Key: AES-192
AES-256 |
OH Graup: Groupl (7B8 bit) -
SA-Lifetime: 28600 Seconds (Range: 30 - 86400, Default: 23500)
Dead Peer Detection: Enahle
DFD Delay: 10 (Range: 10 - 999 Default; 10)
OPD Timeout: a0 (Fange: 30 - 1000, Default: 30)

soe v IJesble Ipolzs del sds eo bus Is leds puvess po ldelpsy:

- pEsh wuvs) IJoslule — DES.

- pesh 3DES — lJpgsh Idedles Jogvids) IJoslolo.

IJb,l; AES-128 — s wegse pesh IJouvds) ldpedsp plolz [uosl) 128 wo.
“1do,l; AES-192 — s wedsp pesh IJogivds) ldpedse pdolz luosl) 192 Lo.
“Idb,ly AES-256 — s weéde pesh lJogvds) IJpe@sp poulz luosl) 256 wo.

odlzbs: AES o 1Jlb,s96 1J@sluwsé JJouuds,) ewy DES 9 3DES Jjslsé bliso gloyo.
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IKE SA Parameters

Encryption Algarithm: AES-128 -
Authentication Algarithm:

Fre-Shared Key:

OH Graup: Groupl (7B8 bit) -

SA-Lifetime: 28600 Seconds (Range: 30 - 86400, Default: 23500)
Dead Peer Detection: Enahle

DFD Delay: 10 (Range: 10 - 999 Default; 10)

OPD Timeout: a0 (Fange: 30 - 1000, Default: 30)

Sup wedsy lJgshlo 1Jpolzs eds 1Jouzs IJolds:

"MDS5 — ozw9s 9liesd pdéue [huwlds eds 9spd wgiss 128 wo.

- SHA-1 — zess 89hps6 IJozisé IUlews eJs Bspd wgjssé 160 wo.
- SHA2-256 — ¢91,5056 1Jwzisé 1Jleud pg BSps wzjss 256 wo.

pdlelbs: MD5 9 SHA ol sldol wzjiss puvd)ole. olés Bbes pu lduslule: oupgbol.
9ouubs peoele uwluwss guiyso W0 Jl Spdy lebs Juwlzol. JI g9, MDS L udJ
Iuwlgws s lelo Los IJouobele IJeziiss 9szw luveéslee Wb B lesl wsss Idigpld
lJuogsy6 ese Jl odyy ould glzd |ds pll9pes [Jouole. 958> IUbyl; SHAT gsbl
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IKE SA Parameters

Encryption Algorithm:

Authentication Algarithm:

AES-128 -

SHA -

[F're-Shared Key:

DH Group:
oA-Lifetime:

Dead Peer Detection:
DFD Delay:

DPD Timeout;

Groupl (760 hit) -
28800

Enahble

10

30

seconds (Fange: 30 - 86400, Default: 25500)

(Range: 10 - 999, Default: 10)

(Fange: 30 - 1000, Default: 307

1Je96 12. pu IJSlisps IJpuwsds ezeses DH. g, pzeses DH. subsy £33 922l v lds
punds IUlplo. sze lu sdas Il by Bs IUlogald Bs odyw [Upzeses.

IKE SA Parameters

Encryption Algarithrm:
Authentication Algarithm:
Fre-Shared Key:

OH Group:

oA-Lifetime:

Cead Peer Detection:
OFD Delay:

DPD Timeaout:

AES-120 -

SHAA -

Group1 (768 bit) | =}

Group2 (1024 bit)
Grouph (1536 bit)

Enahle

10

30

meconds (Hange: 30 - 86400, Default: 28300)

(Hange: 10 - 393, Default: 10}

(Range: 30 - 1000, Default: 30)

IJglogé 13. Bes z8d SA-Lifetime. bpJ 1Jps8 IJos uvsdsw Bsol I, lo IJlelo Loldel B

o9ly. IJowuos) 28800 wlus.



IKE SA Parameters
Encryption Algorithm:

Authentication Algarithm:

Pre-Shared Key:

AES-128 -

SHA -

}ecunds (Range: 30 - 86400, Default: 28500)

DH Group: Groupl (760 hit) -
(SA—Lifetime: 28800

Dead Peer Detection: Enable

DFD Delay: 10

DFD Timeout: 30

(Range: 10 - 999, Default: 10)

(Fange: 30 - 1000, Default: 307

el9s 14. (IRosbs) Szuow I spdu w2888 Leu29s Vs Dead vbs) Juvd peld lu
Sus2 low 1o sge) wavosd pe vbs) g5y uuvb. wibs IJebys 17 I3l Jp 0 ¥p wopdsy

"Jeuwld 1Jobs) s

IKE SA Parameters
Encryption Algorithrm:

Authentication Algarithm:

Pre-Shared Key:

AES-128 -

SHA -

OH Group: Group1 (763 hit)
Sh-Lifetime: 28800

@ead Feer Detection: Enahle)
DRD Delay: 10

DPD Timeout: 30

-

Seconds (Range: 30 - 86400, Default; 28300

(Range: 10 - 999, Default: 10)

(Range: 30 - 1000, Default: 307

- 1déless 15. (IRoshs) Bl $eo wopdsu Juvd IJubs, lJpse: Bbgd Bspé B 2o
wlgs) DPD. guoess 030 IJB8sp6 1Jpr6 IJos gvsuob) Bsol IJesze JJwzdd pu loueld

IJepsd.



Dead Peer Detection: Enable

(DF'D Delay: 10 (Range: 10 - 999, Default: 10) J

DPD Timeout: 30 (Range: 30 - 1000, Default: 307

IJg1096 16. (Ioshs) BBl $po wopdso Juvd IUubs,) sy IJuoese: Bbed Bsps Bs
c9d podo DPD. Juwess 030 1J9spes [Jpsd IJos ywsbd Idgpsd gdldol posodl zus
ouwos lJpods.

Dead Peer Detection: Enable
DPD Delay: 10 (Fange: 10 - 999 Default: 10)
[DF'D Tirneout: 30 (Range: 30 - 1000, Default: SDJ)

1Jglb9o 17. o) 9938 e b Jewb IJogss)lo.

IKE S& Parameters

Encryption Algarithm: AES-128 -
Authentication Algorthm:  SHA- -

Fre-Shared Key:

OH Group: Groupl (763 hit) -

o8-Lifetime: 26800 Seconds (Range: 30 - BB400, Default: 28300)
Dead Peer Detectian: Enable

DRPD Delay: 1 (Range: 10 - 999, Default: 10)

DFD Timeout: 30 (Range: 30 - 1000, Default: 30}
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