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Add a New Tunnel
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Tunnel Name : thneI_newi
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Tunnel Mo. 2

Tunnel Mame : tunnel_new

Interface WANA W
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Local Group Setup

Local Security Gateway Type : IP Cnly W
IP Addrass : 0.00.0
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Local Group Setup

Local Security Gateway Type :

Email Address :

[P Address ;

Lacal Security Group Type :

IF + Email Address(LISER FQDM) Authentication

abcd @ |mail.com
0.0.0.0
IP W

IP Address : 192 168.1.1
IE«atmn:ntet Group Setup
Remote Security Gateway Type : IP Cnly
IP Address W
Femote Security Group Type : Subnet W
IP Address :
Subnet Mask : 255255 255 0
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IPSec Setup

keying Mode :

Phase 1 DH Group :
Phase 1 Encryption :
Phase 1 Authentication :
Phase 1 SA Life Time :
FPerfect Forward Secrecy :
Phase 2 DH Group :
Phase 2 Encryption :

Phase 2 Authentication :

Phase 2 5A Life Time :

Freshared Key :

Minimum Preshared Key Complexity

Freshared Key Strength Meter :

Advanced +

Save Cancel

IKE with Preshared key W

Group 1-768 bit
DES

MD5

28800

Group 1-763 bit

Enable

seconds

seconds
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kKeying Mode : IKE with Preshared he_}' v"
| Manual .
Phase 1 ODH Group :
Phase 1 Encryption : DES W
Phase 1 Authentication : MD5 W
Phase 1 5A Life Time : 28800 seconds
Perfect Forward Secrecy
Phase 2 DH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 5A Life Time : 3600 seconds

Freshared Key :

Minimum Preshared Key Complexity Enahble

Freshared Key Strength Meter :
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IP5ec Setup

Keying Mode : Manual W
Incoming 5P : 101

Cutgoing 3PI : 101

Encryption : DES W
Authentication : MD5 W

Encryption Key :

Authentication Key :
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Keying Mode : Manual W
Incoming SPI : 101
Outgoing SPI : 101
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keying Mode : Manual W
Incoming 3P ; 101
Outgaing SPI : 101
Encryption : 3DES W
Authentication : MD5 W

MD5
Encryption Kay | SHA1

Authentication Key
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Keying Mode : Manual W

Incoming 3PI : 101

Cutgoing SPI : 101

Encryption : 3DES W

Authentication : SHA1 v

Encryption Key : acbh1230000000000| ab456foc00000000 | B7VE00bcal0oOooon
Authentication Key acbd1234000000000000000000000000C
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IPSec Setup

Keying Mode : IKE with Preshared key W

Group 1 - 768 bit W

Group 1 - 768 bit _
Group 2 - 1024 bit
Group 5 - 1536 bit

1

FPhase 1 DH Group :

Phase 1 Encryption :

FPhase 1 Authentication :

Phase 1 5A Life Time : 28800 seconds
Perfect Forward Secrecy :

FPhase 2 DH Group : Group 1 - 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 SA Life Time : 3600 seconds

Freshared Key :

Minimum Preshared Key Complexity : Enahble

Freshared Key Strength Meter :



IJgbos 1. 1¢e) preses DH IJpoluwws Jdeeds 1Isds po 1JSkses Ideuuwsds Jezeses
DH JJeseds IJisds. sop luvegsle IJeseds 1 Jlousle boulb IJlslo 1Jpobds Idogushb
(SA) s byds IJod s Jsgp IJlouold IUlew IJpuesé. Diffie-Hellman (DH) o9 9999
oobd pllose puind) sop luwedlpo Jogass §98 Idedulz Ieuls 1Jp)zds 1309 subhd

Isuol ldpdelz Iduwss Jeuohds Iloald.

1Jpreses 1-768 o —IlJeBdole 1U1SJ 896 9pze988 Ideob$s IUISJ Tplul 9dopl
ool 18d ¥ pu ldsde Jeuwle pudlese IKE. s od o3l IJgsh bl Jluo Guygsd
lJubedo pugdoo.

 pep9Esd 2- 1024 Lo — pBclz leds polus 9eze9e8 pLob§8 19, Talul pu IUpzeses 1
9JIJu suwe 8 euvle pBlese IKE sgel Ibyd.

1Jpep9es 5-1536 wo — lgds pdule (896 9020986 IJpLolb 86 11, lelul. weolz 1Us
£38> pu IU99e Jewwle pBlose IKE. s od Js Jlve yuyes Iduveds gldss.



IPSec Setup

Keying Mode :

Phase 1 DH Group :

IKE with Preshared key W

Group 2 - 1024 bit W

Phase 1 Encryption : DES

DES
Phase 1 Authentication : ADES

AES-128
Fhase 1 SA Life Time : AES-192

 AES-256

FPerfect Forward Secrecy :

FPhase 2 DH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 5A Life Time : 2600 seconds

Freshared Key :

Minimum Preshared Key Complexity : Enahle

Freshared Key Strength Meter : s
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keving Mode :
Phase 1 DH Group :
Fhase 1 Encryption :

Phase 1 Authentication :

Phase 1 SA Life Time :

Perfect Forward Secrecy :

Phase 2 DH Group :
Phase 2 Encryplion :

Phase 2 Authentication :

Phase 2 SA Life Time :

Freshared Key :

Minimum Preshared Key Complexity

Freshared Key Strength Meter :
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IKE with Preshared key W
Group 2 - 1024 bit W
3DES W

Graup 1 - 768 bit W
DES W
MD5 w
3600 seconds
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IPSec Setup

Keying Mode : |[KE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : ADES W
Phase 1 Authentication : MD5 W
Phase 1 SA Life Time : 27800 seconds
Perfect Forward Secrecy

Phase 2 DH Group - Group 1- 768 bit W
FPhase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 SA Life Time : 2600 seconds

Freshared Key :

Minimum Preshared Key Complexity Enable

Freshared Key Strength Meter : R
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IP5ec Setup

keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : 3DES W
Phase 1 Authentication : MD5 W
Phase 1 SA Life Time : 27800 seconds
Perfect Forward Secrecy

Phase 2 DH Group : Group 1- 768 bit W

Group 1- 768 bit
| Group 2 - 1024 bit

Group 5- 1536 bit _
Phase 2 Authentication : = v

Phase 2 Encryption :

Fhase 2 SA Life Time : 3600 seconds

FPreshared Key :

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter : B
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IPSec Setup
Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : 3DES W
Phase 1 Authentication : MD5 W
Phase 1 SA Life Time : 27800 seconds
Perfect Forward Secrecy :
Phase 2 DH Group : Group 2 - 1024 bit W
Phase 2 Encryption : DES W
NULL |
Phase 2 Authentication : Des |
3DES
Phase 2 SA Life Time : AES-128
AEZ-192
AES-256

Freshared Key :

Minimum Preshared Key Complexity : Enable

FPreshared Key Strength Meter :
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IPSec Setup

keying Mode : |[K.E with Preshared key W
Fhase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : ADES v
Phase 1 Authentication : MD5 W
Phase 1 SA Life Time : 27800 seconds
Perfect Forward Secrecy

Fhase 2 DH Group : Group 2 - 1024 bit W
Phase 2 Encryption : DIES W

Phase 2 Authentication :

Phase 2 SA Life Time :

Freshared Key :

Minimum Preshared Key Complexity Enable

Freshared Key Strength Meter : o
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : 30ES W
Fhase 1 Authentication : MD5 W
Phase 1 SA Life Time : 27800 seconds
Perfect Forward Secrecy :

Phase 2 DH Group : Group 2 - 1024 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : SHA W
III'F'_hasma 2 SA Life Time : 3700 seconds h
Freshared Key : abcd1234

Minimum Preshared Key Complexity : Enahle

freshared kKey Strength Meter : I |
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