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Legacy Network Devices

Documentation

Read here to get authentication
set up for your first endpoint
queries, explore what you can
do and search for any answers
you need.

Token:
af4

4]
Our Legacy APIs

Some of our older legacy APIs
use a different authentication
mechanism than what you are
setting up here and have
unique functions.

Created:

Investigate

Looking for information about the
Investigate API? That APl is managed
separately.

VIEW DOCS VIEW DOCS

VIEW DOCS

ouinse uilus pilose AP (Gluuosle plclz APl p929> puvwdl) -

1. luolWo pdClz 9lz06 wypzs IJobusyle - wie lugile pdClz 238> JJluweéslp pg 9lzos
wyped wbousyle Umbrella.

2. pedople |Loldss - 1o3J8 JisdsiJiwdd Cluwagsle bls oduus, Joso Iyl is.

3. Token Well - szw9s eJs gese ldpdlose 9ldedlple 1Jppsio lJos wp logilyel woluwlbs
o3l Idguwle. (sop 1oy weznd logile pcle)

4. 90158 1dogp - 9lob [Js IUselis§ 1Jpsz926 B eabe Umbrella sldpoed§s wldesluose
IJe2,zs O IJ Suwe.
IJg 1096 2. 108, 898 1)) luolds pdele APl B 151956 1JgJ9sé IJspus: 19 108, 99,9
I logble pdolz APL. Jdlopl sgvogdlo vodw 1Jb)s96.
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The APl dashboard can gensrate authentication for two types of integration. A key and secret are generated for
access to the Umbrella Network Devices APl The Legacy Network Devices APl generates a token used for
Iintegration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router (ISR4K series)
integrations.

You have nol generaled any API keys yel

Documentation Investigate

pdlebé: uodss JBbs I bl s ledle puiluoé Jel ualo g0 Bog 030 1U8lses Jigd
£J0-

Our Legacy APIs
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What should this API do? @

® Umbrella Network Devices

To be used to integrate Umbrella-enabled hardware with your erganization. In addition, allows you to create, update, list and delete identities in Umbrella.

You can only generate one token. Refresh your current token to get a new token.

QO

Umbrella Reporting

Enables API access to query for Security Events and traffic to specific Destinations

O Umbrella Management

Manage organizations, networks, roaming clients and more using the Umbrella Management AP|
oY
<o

()
|
=]
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The APl dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices API.
The Legacy Network Devices API generates a token used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router
(ISR4K series) integrations.

Token: Created:
Legacy Network Devices " nIA o

Key: Created:
Umbrella Network Devices y '

The API key and secret here are used to perform APl requests against your Umbrella organization, such as identity management, reporting and more. If you are using an
Umbrella-integrated hardware device that uses basic authentication, this allows management of Umbrella from the device and vice versa.

s

Your Key: f64 l@
.\ @

() To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.

Your Secret: 895

“Umbrella keys - Notepad = O X

File Edit Format View Help
Umbrella Network Devices Key - 64
Umbrella Secret Key - 895
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P
| __'\‘} To keep it secure, we only display your key's secret once. For future reference, copy this secret and keep it in a safe place. Tick this box to acknowledge this.
"y
ﬁ‘gck out the documentation for step by step instructions. -
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LAN
Routing
Firewall

VPN

Application Statistics
Client Statistics
Application Control
Web Filtering
Content Filtering

IP Source Guard

Y QoS

#~ Configuration Wizards

License
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Cisco Umbrella

Cisco Umbrella is a cloud security platform that provides the first line of defense against threats on the internet \
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrellz

{E,/ Enable )

 Block LAN DNS query

In Umbrella Dashboard, you can create policies for different identities:
® If you use " Network" as this router's identity.
1. Go to DNS-O-MATIC website, create an account and add your OpenDNS account to it.
2. Go to DNS-O-MATIC Settings to enable DNS-O-MATIC so your WAN IP change can be propagated to O

—Advanced Configuration

Local Domain To Bypass +
(Optional):
DNSCrypt: 0 Enable

Public Key:

B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:¢

O If you use "Network Device" as this router's identity. (Preferred, if available in your Umbrella subscription)

IJ¢b9o 3. (loshs) Ws Uguog_ IJIe,)luos g wpdss lgwegdlelo DNS 1UElLos wldz b,
Iesewgs ©d9p 030 1dpsi6 1Jlusds wddlss! vlogsle Golise ldopde B 1Usuosd eds
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Cisco Umbrella Cancsl

Cisco Umbrella is a cloud security platform that provides the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

& Enable
& Block LAN DNS query

In Umbrella Dashboard, you can create policies for different identities:
O If you use " Network" as this router's identity.

® If you use " Network Device" as this router's identity. (Preferred, if available in your Umbrella subscripzion))
Getting Started

1Jg1096 5. 108 1JIo W98 wae" Jude wuvésd Idpeldz Iduoés).
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Cisco Umbrella Cancel

Cisco Umbrella is a cloud security platform that provides the first line of defense against threats on the internet wherever users go.
With an Umbrella account, this integration will transparently intercept DNS queries and redirect them to Umbrella.

& Enable
& Block LAN DNS query

In Umbrella Dashboard, you can create policies for different identities:
O If you use "Network" as this router's identity.

G)evice” as this router's identity. (Preferred, if available in your Umbrella subscription)

IJgb9s 6. 11y 1rgd pldole AP sldpdole IJuuss 1Js povele IJoue.

Enter Credentials

Key: [ Current key

Secret: | Current secret

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>AP| Keys page.

1J21o96 7. we> 152ld 9lzod w)prd Idobosdle (API) sldesdclz Iduwss: lody ©98 1))
IJolds.



Enter Credentials

Secret:

* Go to Cisco Umbrella, copy/paste the Key/Secret from admin>API Keys page.

-

IL.JE_Jo_gé 8. Vs IJunlyws IJoldss: 25> IJpdguuwd IJos o) 18)luel wldesze: &p lod)
9938 IJolds.

Select An Organization

Organization Table

Name %

o (O (Cisco)

1Jg1096 9. 235 1JIu [ ywslws IJos gusop wbosdel gds 2yds _Uro_)g_) lJos Sup
o9gsool u9luwlbs RV34X. wldouwed Jegbe ldpuwegspsu: s99) [Juoe IUlV )l os
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Select Policies

Policies Table

& Name &

o (I? Default Policy )

IJglo9s 10. $p wogssu luve JJzoli zos spdu wessuo Vs wiéhs, Umbrella. Jé§s
Jpul Vs gpdso Idlesh vogssy "RV340-lab”.

Enter Device Info

Device Name:[ RV340-lab|

(2]
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Success

Register... Success

Associating policies... Success

c;id..s.) JJ Jbvse Vs pJlue IJuozse

wolusul lue IJIy peeséd pu Cisco Umbrella. 1o iuoS sgol volds po ¢l 1o 888
lJejs9e uluuua.)ho pold 2 Wlpw Cisco wlugile 98¢ 9Sw peuoL? Jua>§> o3l IJlg)le
CUIES pod |E_«°U lJuowes. 1u ) oul I9 IJoo https://internetBadGuys.com s ivyslb
IJeuwogruo.

Bl e wdysy Umbrella ouvdd Lozse: Suwsop luwodoldd wyilvs ppeleds!

€2 C 0 (@ sinkhole-umbrellagsco.comTclient ip sty = plishiBu = ug see o | Q Search nm =

nimm
cisco

SECURITY THREAT DETECTED AND BLOCKED

Based on Cisco Umbrella security threat information, access fo the web site Not_Found has been blocked to prevent an altack on
your browser,

Malware protection has shifted from the endpoint, deeper inta the netwerk, in order fo cater to a growing number and variety of
devices. In order to offer the most effective protection to computing assets on the Cisco network, Infosec, Cisco IT, and the
Secunty Business Group have jointly rolled out Umbrella protection for Cisco’s corporate DNS infrastructure. This senvice will
block access to hosinames that are known bad and has been deployed to prevent malicious actors from serving malware or
content otherwise harmful to users of the Cisco corporate network

If you believe this page should not be blocked, open a case providing the following information

# Text or screenshot of the corresponding debug information below
+ Business justification for use of the websile

Block Reason: Umbrella DNS Block

Date: July 26, 2018

| Time: 22:58:17

Host Requested: Not_Found

URL Requested: Mot_Found

Client IP address

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x84, rnv.61,0) Geckal20100101 Firefox/61.0
Request Method: GET

E)u2 VOS8>S9 poedd wodo lJpdlJs...
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