odysy gpsd Microsoft VPN JJloold wpe9go
ou lJuwduvJé RV34X
lJo>wo

lJo>8 py 03l lJpuwows 09 w9oSe Js9s6 luwwgsle gposd Show Soft VPN JJleuold wpe9zo
o Iduwduwds RV340.

Spdoud wuisd lzae [uosl) pu wyulez Shrew Soft VPN Client o0 oul:

https://www.shrew.net/download/vpn

Iize56 IJ@leds JJobusd | luosh Idwslee

RV340 | 1.0.3.17 (ouisd Idizse)

RV340W | 1.0.3.17 (cuisd 1Jizo8)
RV345 | 1.0.3.17 (wuisd Jizaw)

IJbo, 15 RV345P | 1.0.3.17 (cuisd IJizao)
P 9206 [ 2lJd [uvodlp

ouwee JY IJubeds 1Jgluos IUblo,ss (VPN) J IPSec (IuuvwJs 1Jglos
blox58) ldeuesd s IJpbs Idegsrs wundd Tow po gl logble o3
P eu) Iluc)ue. ogped pozole RV34X series Jgglse VPN IPSec 9osgp
gpsd Core VPN Soft. 9 oe 03l IUsdsd JY JsI9s6 odasu 1Upsro 9ldepsd
IJouwshk Jolpsu logold vuvedsé VPN.

Sew9s 03l ldpuwowd gJs gissu:
od9su pszo uvduwds RV340

oJosu gpsd Core Soft VPN

od9sy p9ze pu IJusduuds RV34X:


https://www.shrew.net/download/vpn
/content/en/us/support/routers/rv340w-dual-gigabit-wan-wireless-ac-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv345-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv345-dual-gigabit-wan-vpn-router/model.html#~tab-downloads

uuov>i vodssu yvods VPN oy gpsd IJs p9de eJs RV34x
1Jglo9s 1

B IJubeds 1Jgluos Ibloyss (VPN) > o0 gpsd [Js 098¢

VPN Status

IPSec Profiles

Site-to-Site

IJ31096 2

luolds pJ wg s VPN oo gpsd IJs p9 e
° Client to Site Aoply. Gancsl

O Greup/Tunnel Neme & WAN Interfacs & Authenticaton Mathod &

VPN Status

IPSec Profiles

Site-to-Site

IJélogé 3

23> ¢sh) gpsd Cisco VPN.

Add a New Tunnel

® Cisco VPN Client O 3rd Party Client

IJglo9é 4

2> powe Mopdso Jeed pdo wersd gpsd VPN wuubl. Jpl jwod9e wodsso luwpe Ipzesgs
90283 9lgod WAN. 9ls¢ld polz puboyd puswedl.



pdlebs: IUyzle pdlebd lwp Ipzesed slpdcle Idpuicyd puwedl 2 wsop luvsslpopl
Jledl evs odssu IUgpsJ.

Enable: =
Group Mame: Clients
Interface: WWANT

IKE Authentication Method

® Pre-shared Key: [T T

Minimum Pre-shared Key Complexity: [J Enable
Sshow Pre-shared Key: [0 Enable

O Certificate:

IJg 196 5

lo)d 239 pzeses IJpuwcgdpse BLENJIL. o3l ¢luo wpzeses Ipumwedspso eds IUpszo:
sdIJduul Jp vdsuo ugs. olds pu wessu lJagog eds IJgpsd. bed ublg IJogps JubeJs LAN
IJéluos wldgpsd. pvouweese po 172.16.10.1 |Js 172.16.10.10.

pdlebs: szu lu suwcese ubld IUozee Uvwds WB)ess B)$36 £8) puweedesd B ls pdlu eds
NEor

User Group Table

+

0O Group Name =%

Mode: @ Client] O NEM

Pool Range for Client LAN

Start IP: 172.16.10.1
End IP 172.16.10.10|
IJ¢bgs 6

oul s wubId Wigwdsw oubdsd gpdss lesls. 030 os IUlgsble IJos uouwaéseol:

¢ DNS IJigwlws: 131 Jlo Jssd ¢bbp DNS 1lgds s Joo e IS lywedsle ¢lbe DNS
thes spdud bgldo oul. ¢JIVW 3JY wooe IJodues) IJs I RV340 lan guoglo.
wogwogde IJlve)ljos Vs peldul.

wduwse IJuE: ©2dd Jopdsu oduwse IJlouald IJudds. sop luvatsle o3l 1Jgsh
Jogdsd s 1des9) Idos g ey gwy 098 VPN, pwogwedse "oduwse IJudd" ds
puldul.



oduwse 229d IJudd: bed Iduvedle Ides see o sdss Jepsd VPN 28 1Jsuo9d 1Jsol
o Ubods VPN, s uoise 03l IUpold Lvods Goods LAN RV340.

Mode Configuration

Primary DNS Server: 192.168.1.1
Secondary DNS Server

Primary WINS Server:

Secondary WINS Server:

Default Domain:

Backup Server 1: {IP Address or Domain Name)
Backup Server 2: {IP Address or Domain Name)
Backup Server 3: {IP Address or Domain Name)
Split Tunnel: =

Split Tunnel Table

+ & m
& IP Address % Netmask %
& [192.168.1.0 255.255.255.0|

I bogs 7

w8 o) 998 pdb. spduol IIbJlg eds edod IJogrssd s Blses pzasels eosd s
p99¢ IPSec.

Client to Site

IPSec Client-to-Site Tunnels

+
O Group/Tunnel Name & WAN Interface & Authentication Method
O Clients WAN1 Pre-shared Key

IJg 196 8

wod9e I wodasu preses punedpso Jluvesleol Jeolb3s puucises gpsd VPN. B
sy [Juble > pegele IJpuwogrpsu 108 998 + Jluol96 pze9gs puvcrpsu.



User Groups

Status and Statistics

Administration

User Groups Table

Bz a
L1 Group = Web Login/NETCONF/RESTCONF =
O admin Admin
O guest Dizabled

User Accounts

IJ1095 9

bed luvp pre9gs.

Overview

Group Name: | VPN

1196 10

s Guwe IU@ple > EZVPNIJL,S IJelJe: 108, B98 [uolds Lol pzpses Ipumoispsy oo
wedd ogrsY IJgpsd IUs IUpade 1U3s Beul vodssue gwlodl.

Add Feature List

IJglo95 11



Sew i oS Il luwpe p2eoesd pu lJgpsd IJs 1Jpade Bs 1Uslses J EZVPN/IJbL,W IJelJe

EzVPN/3rd Party

EzVPN/3rd Party Profile Member In-use Table

+ 0

O # & GroupName %

01 Clients
|96 12

w8 obwsd cdIsu presesd IJpuwoirpsu puenlo Bs Blises presele [Jpuwogrps
Jumshbo, luwopsle presed ldpuverpsu IUersr6 pg pdo wersw Idepsd Ids 1des e 1Uds
logulole ywlodl.

User Groups

User Groups Table

1 Group ‘Web LoginMETCONF/RESTOONF £ SZ5-VPN = EZVPNIInd Party

IJébgs 13

wodse IIu codssy puwedse 228> Vs odssu IJublp>eunlule [Jpuvodse. 105 896 +
Jlogile puuedde 2382.

Local Users

Local User Membership List

@ = «

O #= Lser Mame » Group ™ =
cisco admin
2 guest guest

* should have at least one account in the ™ admin® group



IJglogs 14

bed luwe IWpuwcdp IJeos> pe IJpd IJpag) IJzas38. 0288 pu wesso IJpzeded s preses
lJpuwedpsu 1Uers6 IJos Ypul vodysuel JJws. lug) W9l wbusd sus lJluwole.

User Accounts

Add User Account

IJ¢lbgs 15

wwsho, Idpuwedsp [Jzrss BOs Glisps IJpuwedpsu lJpedsso.

Local Users

Local User Membership List

+ L
] #%  UserName % Group *
1 Tin
2 Jue =]
* Should have at least one account in the " admin”™ group

o3l sep lJogvdsd eds IU RV340 sery puwele w@sss. gwodse IJIo vodsso gpsd Shrew Soft
VPN.

oJ9su gpsd ShrewSoft VPN

wodse IJlu wodssy gpsd Shrew Soft VPN.
1Jébo9s 1

9wz ShowSoft VPN Access Manager 9lo ) 899 luolds Jlolds pJd wg)sd. B uldsé
odssu p99€ VPNIJos wbo) §p vodssy edles IJowssy gle:

luwe IJpuosyd 9 guslo IP: Tuuegse guslo WAN IP (Is |uwpe IJpoos® 1UglLo o RV340)
lJodssu IJodblisg: wersy uvey IJodssy

9u2e [Jpzad: 22> luwedlp polsis blo,s 9gwlu pesU



VPN Site Configuration X

| General [Cllant _]_Nama Fbasnluh'an_] Aumenljl:uﬁun_] Elid >

Remote Host
Host Mame or IF Addrass Fort

192.166.75.113 500

Auto Configuration ke config pull -

Local Host
Adapter Mode

Usa avirtual ns:luplar and assigned addrass

|+ Obtain Autormatically
1380 Address

Metmask

[ save ][ conce

IJ31096 2

O vodssy gdles IJowssy IJgpsd. gvouwegsp BGb IJlgshble IJlve,ljoss.

VPN Site Configuration |. 28 .|

General | Client |Name Fesolution |Authenticati0n | Bt

Firewall Options

MNAT Trawversal [enable - ]

MNAT Travarsal Fort 4500

Keep-alive packet rate 15 Secs

IKE Fragmentation enable -

Maximum packet size 540 Bytes
Other Options

Enable Dead Peer Detection
Enable ISAKMP Failure MNotifications
Enable Client Lagin Banner

Save I [ Cancel

IJ1o96 3

VI edlpo IJow9se Name Resolution > DNS. 255 |Je, g Enable DNS gle, 9 o, gl Obtain

PT0.



VPN Site Configuration XS

MName Resolution | Authentication | P < | >

DNZ  [WiNS

[¥] Enable DMNS [¥] Obtain Autormatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Dbtain Automatically
DMNE Suffix

Save I [ Cancel

IJg1095 4

WO gdlps IJowss Name Resolution > WINS. 235 o)0g wpdso WINS glo,d ¢lus IJIzos)
Obtain o JSlissl.

VPN Site Configuration XS
MName Resolution | Authentication | P < | >
DS WIS

[¥] Enable 'wiNG [¥] Obtain Autormatically

Server Address #1

Server Address #2

Save I [ Cancel

|Jg 96 5

Op wodssu edlpd ldowsse IJpuolh 9o > edlpd wusse 1Jogss IJpedss:
U9E IJog)rsud: w6 pe)ys IJpdoly
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: Ganaral] Client INems Fbasoluljun: Authentication ;P |

VPN Site Configuration

Authentication Methad | Mutual PSK + XAuth -

' Local Idertity | Remote Identity | Credentials

I Key Identfier -
I Clignts |

o [ oo

IJ¢ 9o 6
VO edlps IJowssy puolb 36 > 0986 wgs26: wwuw,d Idlgsble IJlve,loss.

W9 IJog)sd: gusly IP
wwduwds IJgosly: <blank>

luvedsle prwe 80l pLLEY LESS pIoUbd: p2o>

f' Ganaru]] Clignt [Nama Flasoluljcnj Authentication :P Ak

VPN Site Configuration

Autheniication Method | Mutual PSK + XAuth -

| Local identity| Remote Identity | Cradentials

ldentification Type
lP Address - I

Address Sting

a_lse a discovered remate host address

[ save J[ conca

IJglog6 7

VI3 edlpd IJowsse puobds > welule leo el §p wodssy el sds:

Iuvdow IJpuols§6: wzass PSK peulsd + XAuth

pBCle pucyd puwodl: e IpBcle IUpubesd puvedl IUpdso B pdd cersd epsd
RV340



; Ganamjl Client [Nams Flasolul.iun: Authentication iP Ak

VPN Site Configuration

Authentication Method [Mulun] FPSE + XAuth -

: Local Idenmy] Remote Identﬂy: Credentials

Servar Carlificate Autorty File
Clienm Certificate File

Client Private Key File

Pra Sh E)

IJglogs 8

Jedles IJowsse IJeeds 1 pwoosd Idleshle 1Jlve,loss Ws pdlyol:
u9g Exchange: g0
owbd DH: 1Jpge9e6 2
pss IJouvds): oddlss

&bpsd IJogise: odylss

| Client | MName Resolution | Authentication | Phase 1 I =R s

VPN Site Configuration

Froposal Parameters
Exchange Type [aggressive v]
DH Exchange [groupE v]
Cipher Algorithm [autu v]
Cipher Key Length ¥ | Bits
Hash Algorithm [autn v]
Key Life Time limit 86400 Secs
Ky Life Data limit U Kiytes
[]Enable Check Point Compatible Yendor D

Save ] [ Cancel

1Jglogs 9




wwouwoese lsuol Idlesble IJIbe,)loss Jedles IJowssy 1Jppds 2:
29lpso IJozasd: odilss
29lypso6 HMAC: wJsliss
owlbJ PFS: pg o

wotb 1Ug9lpss: pelbd

VPN Site Configuration lé]
Name Resolution | Authentication | Phase 1 | Phase 2 u
Froposal Farameters
Transtorm Algorithm [autu vJ
Transform Key Length ¥ | Bits
HMAC Algarithm auto v|
PFS Exchange disabled -
Compress Algorithm ldisabled vJ
Key Life Time limit 3600 Secs
Key Life Data limit 0 Kintes
Save l \ Cancel
IJg L9 10
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P o9s lugvle IJuwslgws: oJilss
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VPN Site Configuration

| Authentication | Phase 1 | Frese 2| Policy |
IFSEC Folicy Confiquration

sintain Persistent Security Assonstions
thlm:n Topology Automatically or Tunnel Al

Ramote Netwark Resource

v

e ldlpwoled lu§) B9 pdb.
IJgbss 11

oew IJlo zlojse Jigool) IUlouold. B 038y 9009J VPN, 5350 eds pd og)rsd IUesuosd
sludy eds iy wagosd-

Y VPN Access Manager

View Help

Add Modify Delete
onnection Name - Host Name Authenticat...

€)192.16875.113 192.168.75.113 mutual-psk...

IJgbgs 12

s |Jlbl, VPN Connect |3 sbo. |.>C_._J luwe IJpuweede 99Jpd 1Up)9) wluvegsle vslule
IJlg el Jeuwle Idpuwedse 1J3s lugblule gJs RV340 (IUglbbgs 13 9 14).



) VPN Connect - 192,168.75.113 [l S

Connect | Network

config loaded for site "192.168.75.113"

Credentials
Lisername vpnusar

FPaszword wessssese

ews IJluwoele: lu @, eds wouosJ.
131095 13

02dd pU louald IJuBE. szv 1o s IJuds ppdu.
9 VPN Connect - 192.168.75.113 el | S

Connect |NBMD|1:.|

local id configured -
remote id configured

pre=shared key configured

bringing up tunnel

netenrk desdee configured
tunnel enabled

Credenfials

Lisermname  vpnuser

Password

Disconnect Cancel

lJa,b

ould loue IUly s> IJlesh Jdlouold vuvedod o,y VPN
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