s gluoé bloysé (VPN) o0 0988 s 098¢
p& &plo 9w Amazon
lJo>wo

lJo>8 py 030 IJpdlds 09 Luubd pu gJIJ lugile gboJo ¢luos bloyss (VPN) oo p9 88 IJs
299& wsSu pygole ywduwdsé Cisco RV g¢sple lU9sw eJs Amazon.

IJiz0j6 IJ8lwJs JJebusd | luosh IUwlez
RV160| 1.0.00.17
RV260|1.0.00.17
RV340| 1.0.03.18

RV345| 1.0.03.18

lJp 9500

ouwee IJuieds 1Jgluos 1Jblo,ss (VPN) pu p9de IJs pode widlouald wubwdosy ls 1de,.
el Spuz Iduindle 9ldpgwespsu Ieleso 18,6 eds IUlouold vuvedle pgodus. w9,
eple 1Jsse Vs Amazon (AWS) 1Jgsss pu IJ1obes 1Jlwl juss JJzouwed g Iduvwds puve
IJbdo: wel O 3Jd Idubodle 1Ugluos IJbloyss (VPN) o p9de IUs p9de: sldos cose JI
IJsuo9d [Js Tubpé AWS 1JIowl usé Jssd. pusuwlesd o3l Iusdsd Bs odasu Ipsde 1Js
Uuwds VPN gds JJ pu Ipsze RV16X 9 RV26X 9 RV34X |Js ¢30le 95w Amazon.

99spl sds IUzslu:

lealy oo VPN o0 0998 1S 09,98 £Js g0l 950 Amazon

lesh oo VPN oy 09,98 1Js 0998 £Js 09z0 RVI6X/RV26X. RV34X

lesh U ds ¢luod bloyss (VPN) oo 098¢ s p9de eds @xple
9Sw Amazon
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¢JBo VPC 2355 s&,8 IPV4 CIDR $ldu: bs veo Jlzdl ssuw IJ lan sgwegpd wel lo bsol
AWS LAN. 25> [ouwle.


/content/en/us/support/routers/rv160-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv260-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv340-dual-gigabit-wan-vpn-router/model.html#~tab-downloads
/content/en/us/support/routers/rv345-dual-gigabit-wan-vpn-router/model.html#~tab-downloads

VPCs > Create VPC
Create VPC

AVPC is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances. You must specify an IPv4 address range for your VPC. Specify the IPv4 address range as a Classless Inter-Domain Routing (CIDR)
block; for exami\e‘ 10.0.0.0/16. You cannot specify an IPv4 CIDR block larger than /16. You can optionally associate an IPv6 CIDR block with the VPC.

Name tag I Cisco_Lab I [i]

e IPv4 CIDR block* I 172.16.0.016 I o

IPVE CIDR block @ No IPv6 CIDR Block
O Amazon provided IPv6 CIDR block

Tenancy —Default - O

~ Required e @

IJglogé 2

g louble IJuvwds 18 )e86. olds po weass VPC IUss wp luuilio puuwdl. 8p wopsss
Jvwdo W)es6 11gd Ubwdo 116 1dp9z956 IJos wpe luublgel puwedl. WOs 03l IUpeldc sop
lwegsle 172.16.10.0/24.

Subnets > Create subnet
Create subnet

Specify your subnet's |P address block in CIDR format; for example, 10.0.0.0/24. IPv4 block sizes must be between a /16 netmask and /28 netmask, and can be the same size as your VPC. An IPv6 CIDR block must be a /64 CIDR block.

Nametag = AWS_LAN [i]

ovpc:'l "ﬁ

Q Filter by attributes

Availability Zone

o

Cisco_Lab

VPG CIDRs Status Status Reason

172.16.0.0116 associated

9 1Pv4 CIDR block® | 172.16.10 0124 o

IJ1o96 3

Sp wlouile w9lwé gpsd: Jozass guslo IP eJs lue gusly IP IJgle Jpszo Cisco RV 1Jgluo wd.
Create Customer Gateway

Specify the Internet-routable IP address for your gateway's external interface; the address must be static and may be behind a device performing network address translation (NAT). For dynamic routing,
also specify your gateway's Border Gateway Protocel (BGP) Autonomous System Number (ASNJ; this can be either a public or private ASN (such as those in the 54512-65534 range).

VPNs can use either Pre-Shared Keys or Certificates for authentication. When using Certificate authentication, an IP address is optional. To use Certificate authentication, specify a Certificate ARN when
you create your Customer Gateway. To use Pre-Shared Keys, only an IP address is required

Name l ToCiscolLab Iﬂ

Routing O Dynamic

® static
e IP Address l 68.227 227 57 Io
Certificate ARN | Select Certificate ARN *C O
Device I Lab_Routerd l [i]

* Required Cancel
IJglogé 4
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Virtual Private Gateways > Create Virtual Private Gateway
Create Virtual Private Gateway
Avirtual private gateway is the router on the Amazon side of the VPN tunnel.

o Nametag | AWS_WaN| o

asn © Amazon default ASN @
O Custom ASN

* Required

IJ 1096 5

Sp wbBIS sl 1Jgl0s 1Ubloyss o VPC IJss wp louilie puuudl.

Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway Id

o~

Q Filter by attributes

* Required

Cancel [EEREL=L]
Cisco_Lab

1Jglogs 6

louile louold VPN 2383 902385 IJwslus 1Jgluos IUBblosss Jose Idwslus [Jesd. Lol louold
VPN ¢ 1Josles 1gluos IdBlosss [Jes < p louslioel uulodl.

VPN Connections > Create VPN Connection

Create VPN Connection

Select the target gateway and customer gateway that you would like to connect via a VPN connection. You must have entered the target gateway information already.

Name tag = ToCiscoLab [i]

Target Gateway Type @ Virtual Private Gateway

o O Transit Gateway
9 Virtual Private Gateway

Q Filter by attributes

Customer Gatewa
Y VPN Gateway ID Name tag VPCID

IJgbgs 7

22> wilwd IJgpsd IUe9z936. 235 wolwé IJgpdle IJos wp luublol puwe @l

o Customer Gateway @ Existing
O New

9 Customer Gateway 1D I - ' C

Q Filter by attributes

Routing Options

Customer Gateway ID Name tag IP Address Certificate ARN

ToCiscolab

IJélbgs 8



Jesblo IJoszso: olds po weass Slow. bedls wbsle IP wpel B 3JY wedspe CIDR Jis

Jrodlo 0Es6 wu9de leesly yvwds VPN. [o30 os Iduvodle 1Jesz9s6 eds pogo Cisco IUglo
wd ]

o Routing Options O Dynamic (requires BGP)
® static

Static IP Prefixes  |p prefixes Source State i

9 10.0.10.0/24 - . Q

Add Another Rule

IJ1096 9

Ju uébs ls pu gsble IJodd B o3l 1dsJsd - 223 louile louold VPN.

Tunnel Options

Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazon.
Inside IP CIDR for Tunnel 1 | Generated by Amazon
Pre-Shared Key for Tunnel 1 | Generafed by Amazon

Inside IP CIDR for Tunnel 2 | Generated by Amazon

e @ e ¢

Pre-shared key for Tunnel 2 = Generated by Amazon

Advanced Options for Tunnel 1 ® Use Default Options
O Edit Tunnel 1 Options

Advanced Options for Tunnel 2 ® Use Default Options
O Edit Tunnel 2 Options

VPN connection charges apply once this step is complete. View Rates

IJg1o96 10

S wlogvle 239d puwl 9l8)lo VPC IUss wp logilso wlo@l. luogb ¢Js Create.
Route Tables = Create route table
Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

o Name tag I CiscolLab Io

e VPC* l | v l C O
Q, Filter by attributes
*ReqUirEd Ganee! m
vpc-0e3159af82fecfad Cisco_Lab

vpc-791fectf

1Jg 1095 11
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Create route table Actions ¥

> Q Filter by tags and attributes or search by keyword

Name * Route Table ID « Explicit subnet associatior  Edge associations Main
0[. - — - — D — = - ] Yes
Yes
Route Table:
Summary Routes [ Subnet Associations ] Edge Associations Route Propagation Tags

9[ Edit subnet associations

IJ31o95 12

pu Loz vy lBulule IJubeds 1JW)gsé: 235 IJubwds I-Jgé)e..:sé lJos op lugblel
puvodl. 225 239d Idpuul 13 e luublio puwodl. &p 22> 29b.

Route Tables = Edit subnet associations

Edit subnet associations

Route table

Associated subnets | SRR

Q Filter by attributes or search by keyword 1to10f1

Subnet ID ~  IPv4 CIDR ~  IPv6 CIDR

Current Route Table
o (= [Aws LaN | 172161004 -

* Required

Cancel E
IJ3lo95 13
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Create route table Actions ¥

Q Filter by tags and attributes or search by keyword

4
Name ~ Route Table ID + Explicit subnet associatior =~ Edge association
o [ [ ] . - S D — - ] -
Route Table:
Summary Routes Subnet Associations Edge Associations [ Route Propagation ]
9[ Edit route propagation |
Virtual Private Gateway Propagate
| AWS_WAN No

IJglo9s 14

22> IJw9leé 1Ugluos IUbloyss IJos e loilyel puvedl.

Route Tables > Edit route propagation

Edit route propagation
Route table

Route propagation virtual Private Gateway Propagate

o [ | AWS_WAN ]
* Required Cancel @
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VPC Security Groups - AllowCiscoLab Edit inbound rules
Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Type Info Protocol Port range  Info Source Info Description - optional  Info

Info

o 10.0.10.0/24 X

Add rule

/A NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on that rule to be dropped for a very
brief period of time until the new rule can be created.

IJglogs 16

23 louold VPN s Togiloo gulodl slee, cujsd IJodaso.

(o5 RS e B Bl | Download Configuration || Actions v

Q Filter by tags and attributes or search by keyword

[ ] Name + VPNID +«  State +  Virtual Private Gateway -

(@ ToCiscoLab - available | AWS_WAN |

lesls p9 e IJs p9de £Js pozo RVIEX/RV26X, RV34X
1J31095 1
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eds ls9ws IUluolds (+).

Getting Started
IPSec Profiles Cancel
@ Status and Statistics
48 Administration
@m::
System Configuration
O Neme Policy IKE Version InUse
WAN
O Default Auto IKEV1 Yes
LAN
= . O Amazon_Web_Senvices Auto IKEV1 No
@) Routing
O Microsoft_Azure Auto IKEV1 No

Firewall

VPN Setup Wizard

Site-to-Site
Client-to-Site
OpenVPN
PPTP Server
GRE Tunnel
VPN Passthrough

Resource Allocation

& Security

Y QoS

IJgbys 3

wodse o Clogble pJud wg,sd IPSec IUgluo wul. gus luuile pJd og s IPsec s pozo
lJlg pld 108 s,6: olds po wedss peesgd DH 2 JJp,zds 1.

SHA2- 9 AES-256 plasiwl aiy (Jliall 13® 3 - a830aally il oo sl Slgiue AWS aciw :dla>o
256

Add/Edit a New IPSec Profile

Profile Name: AWS_Lab
Keying Mode: Auto Manual
IKE Version: IKEv1 IKEv2

Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: AES-256 v
Authentication: SHAZ2-256 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

IJg1095 4

AR pu wblod dshle 1Jeyzds IJeluss pe odd ldos wp lzloel Ws 1dpyzds IJing.
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Phase |l Options

Pratocol Selection:
Encryption:
Authentication:

SA Lifetime:

Perfect Forward Secrecy:

DH Group:

IJg 196 5

ESP ~
AES-256 ~
SHAZ2-256 ~
3600

Enable

Group? - 1024 bit v

sec. (Range: 120 - 28800. Default: 3600)

lusgb gds "clbusy" suwsep IJlvedld IJs wodzs IPSec. olds pu ldoogb eds "obusy"

ISLEISK

IPSec Profiles

Apply Cancel

+ [w]

O Name Policy IKE Version In Use
O Default Auto IKEv1 Yes
O  Amazon_Web_Services Auto IKEv1 No

IJ¢ 9o 6

lowdd s e ds VPN</Client to Site (Juwds IJgpsd [Us 1desde) 9eds wodzs "Idepsd s
lJes9e" luoglo eds ups edled IUzee (+).

Getting Started
@ Status and Statistics
4% Administration

System Configuration
®
WAN

&
Q
& LAN
= Wireless

& Routing

B Fiewal

VPN Setup Wizard

IPSec Profiles

Client-to-Site
OpenVPN
PPTP Server
GRE Tunnel
VPN Passthrough

Resource Allocation

IJglogs 7

Site-to-Site Apply Cancel
Number of Connections: 0 connected, 1 configured, maximum 19 supported.

O  Connection Name Remote Endpoint Interface IPSec Profiles Local Traffic Selection Remote Traffic Selection Status Actions

0 s2s01 172.17.82.109 WAN Default 192.168.1.1 172.17.82.109 Disconnect ted Q<)

gwd lu.JUlC louold IPsec oy pgdg lJs p99¢: olds PU w28 pdVd uf)§d IPsec U)s P
[uu.ulgo O I.Jalaglu I.Juuludo I.J.:ua),o U9E udbo IJuo|§o LJUE..,s)o JIP lJuluugl)a.J
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Local Group Sertup
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Remote Group Setup

Remote Identifier Type: Remote WAN IP v
Remote Identifier: o 13.56.216.164
Remote IP Type: Subnet v

172.16.10.0

IP Address: 9 Ao
255.255.255.0

Subnet Mask:

Aggressive Mode: (]

IJ31o95 10

£26 £Js p9de IP 1Us Lodzs IUpsde obusd.
Site-to-Site Cancel

Number of Connections: 0 connected, 1 configured, maximum 19 supported

+Ea
O Connection Name Remote Endpoint Interface IPSec Profiles Local Traffic Selection Remote Traffic Selection Status Actions
o s2s_01 172.17.92.109 WAN Default 192.168.1.1 172.17.92.109 Disconnected Qe

lJa,b
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