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18,1z s, Isle, gl SNMP Walk:

[ SNMP WAl k Server]$ snnpwal k -c ' xxx' 172.16.0.52 <<< SNWP Wal k of the Physical IP of F
snnpwal k: No securityNane specified <<<<<<<<<<<<<<<<< No network errors so successful reply
[ SNMP WAl k Server]$ snnpwal k -c ' xxx' 172.16.0.53 <<< SNWP Wal k of the Virtual IP

snnpwal k:  Ti neout <<<<K<K<KKKKLKLKLKLKLKLLILKLKLLLLLLLL<<<<<<<< Networ k Error

IJodlb 2506 FI:

Fl -B(nxos)# ethanal yzer local interface ngnt capture-filter "host 10.0.45.154" |imt-captured-
franes 0

Capturing on ethO

2020-01-06 11:44:00.739413 10.0.45.154 -> 172.16.0.52 SNWP get-request <<< SNWP Wl k of the
Physical |IP of FI

2020-01-06 11:44:01.274570 172.16.0.52 -> 10.0.45. 154 SNWP report <<<<<<<< F| replies with
Physical IP of Prinmary Fl

Fl -B(nxos)# ethanal yzer local interface ngnt capture-filter "host 10.0.45.154" |limt-captured-



frames 0O

Capturing on ethO

2020-01-06 11:44:50.886972 10.0.45.154 -> 172.16.0.53 SNWP get-request <<< SNVMP Wl k of the
Virtual IP

2020-01-06 11:44:50.887350 172.16.0.52 -> 10.0.45.154 SNWP report <<<<<<<< F| Replies with the
IP of the Primary FI Physical IP Stateful Firewall may block this reply

2020-01-06 11:44:51.886878 10.0.45.154 -> 172.16.0.53 SNWP get-request

2020-01-06 11:44:51.887223 172.16.0.52 -> 10.0. 45. 154 SNWP report

2020-01-06 11:44:52.887808 10.0.45.154 -> 172.16.0.53 SNWP get-request

2020-01-06 11:44:52.888161 172.16.0.52 -> 10.0. 45.154 SNWP report

2020-01-06 11:44:53.888741 10.0.45.154 -> 172.16.0.53 SNWP get-request

2020-01-06 11:44:53.889087 172.16.0.52 -> 10.0.45.154 SNWP report

2020-01-06 11:44:54.889477 10.0.45.154 -> 172.16.0.53 SNWP get-request

2020-01-06 11:44:54.889816 172.16.0.52 -> 10.0. 45.154 SNWP report

2020-01-06 11:44:55.890280 10.0.45.154 -> 172.16.0.53 SNWP get-request

2020-01-06 11:44:55.890623 172.16.0.52 -> 10.0. 45. 154 SNWP report

FI 6454 og IJoolpe IJeleo UCSM 4.0.4D

I&)le uubo, 19l glse SNMP Walk:

[SNWP Wal k Server]$ snnpwal k -c ' fgl NGsdf' 172.16.0.94 <<< SNWP WAl k of the Physical IP of FI
snnpwal k: No securityName specified <<<<<<<<<<<<<<<<< No network errors so successful reply
[SNWP Wal k Server]$ snnpwal k -c ' fgl NGsdf' 172.16.0.93 <<< SNWP WAl k of the Virtual IP
snnpwal k: No securityName specified <<<<<<<<<<<<<<<<< No network errors so successful reply

IJedlb 2506 FI:

st ha99ull- B(nx- os)# et hanal yzer | ocal interface ngm capture-filter "host 10.0.45.154" |imt-
captured-frames 0O

Capturing on ngmtO0

2020-01-06 12:01:31.866959 10.0.45.154 -> 172.16.0.94 SNWP get-request <<< SNWP WAl k of the
Physi cal 1P of FI

2020-01-06 12:01:31.868620 172.16.0.94 -> 10.0.45.154 SNWP report 1.3.6.1.6.3.15.1.1.4.0 <<< FI
replies fromPhysical |P no issues with Stateful Firewall

2020-01-06 12:01:47.647205 10.0.45. 154 -> 172.16.0.93 SNWP get-request <<< SNWP Wal k of the
Virtual IP

2020-01-06 12:01:47.648800 172.16.0.93 -> 10.0.45.154 SNWP report 1.3.6.1.6.3.15.1.1.4.0 <<< FI
replies fromIP of Virtual IP no issues with Stateful Firewal
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