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ucs # scope security

ucs /security # scope ldap

ucs /security/ldap # show configuration
ucs /security/ldap # show fsm status
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/content/en/us/td/docs/unified_computing/ucs/sw/gui/config/guide/2-2/b_UCSM_GUI_Configuration_Guide_2_2/b_UCSM_GUI_Configuration_Guide_2_2_chapter_01000.html
/content/en/us/td/docs/unified_computing/ucs/sw/sample_configurations/UCSM_1_4_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD/b_Sample_Configuration_LDAP_with_AD_chapter_01.html

ucs # scope security
ucs (nxos) # show ldap-server
ucs (nxos) # show ldap-server groups

IWod ppbuwle odssy LDAP

1. 8p Clouble pzldle puols 86 |uoldss wadl po cEss, wbld "lde ol $6 IUiLoJss"

2. iu,uoé)p lJpeld IJ'oa._:J\g slspl J "puol>§6 930 [Joedp" Vs 2lds pug ldpuwedde pu
lawele "ldeuobd6 IUluodss" pusbd Ideundsd Sl eds 1dsuosd ldsol pu 9226 Idozde.

3. sVW9uud UCSM slispl W 129 1Us IJpuob 86 IUpedss 131 Wubdo zese 1JEgbp 1Ue9z9ro

Vs peld puolb$d e Vs IUlpwezlus lovle p2lads cumzsd 1Usgsd (s Blods Jdobosd
gds ley AAA JJize o))

lJoz 9l pu od9su LDAP

I2ow, puol> 86 LDAP Cluwosle lo) NX-0S. sc98, 1Jie, 'test aaa' B sl oy 9lzod 9lgos 9lzod
wvlo) 1JIsle, (CLI) Juble IJouugsd NX-OS.

1. 1Joedd o wors IJodssu IJelue wpzeses LDAP.

Sou 1oy 1delds o) Blispes zpse £9050 LDAP IJos wp odosuol luvoobl 1Us 1dle) 1Jss op
wJdgsyo.

ucs (nxos) # test aaa group ldap <username> <password>
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ucs (nxos)# test aaa server ldap <LDAP-server-IP-address or FQDN> <username> <password>
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(nxos)# test aaa server ldap <LDAP-server> <user-name> <password>
error authenticating to server
bind failed for <base DN>: Can't contact LDAP server
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ucs# connect local
ucs-local-mgmt # ping <LDAP server-IP-address OR FQDN>
ucs-local-mgmt # telnet <LDAP-Server-IP-Address OR FQDN> <port-number>
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ssh ucs-<domain-name>\\<username>@<UCSM-IP-Address>
ssh -1 ucs-<domain-name>\\<username> <UCSM-IP-address>
ssh <UCSM-IP-address> -1 ucs-<domain-name>\\<username>
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Login as: ucs-<domain-name>\<username>
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scope security

show authentication

set authentication console local

set authentication default local

commit-buffer
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ucs # connect nxos
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ucs (nxos) # debug aaa all <<< not required, incase of debugging authentication problems.
ucs (nxos) # debug aaa aaa-requests

ucs (nxos) # debug ldap all <<< not required, incase of debugging authentication problems.

ucs (nxos) # debug ldap aaa-request-lowlevel
ucs (nxos) # debug ldap aaa-request
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ucs (nxos) # undebug all
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ucs (nxos)# ethanalyzer local interface mgmt capture-filter "host
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httpd.log
svc_sam_dcosAG
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NX-0S commands or from <FI>/sw_techsupport log file
ucs- (nxos)# show system internal ldap event-history errors

ucs- (nxos)# show system internal ldap event-history msgs
ucs- (nxos)# show log

pelsesy Ipe9ds

CSCth96721 :
Sew lu suvpe luodl) ¢bpe LDAP gds SAM LIy, po 128 2,0l

Se9s luosly UCSM IJIGsp po 2.1 £ds wpass pu 127 2,081 JuwduwJsé DN/ BIND 1Jlwl ju.sé.

http://www.cisco.com/en/US/docs/unified computing/ucs/swi/cli/config/quide/2.0/b UCSM CLI Co
nfiguration Guide 2 0 chapter 0111.html#task OFC4E8245C6D4A64B5A1F575DAEC6127

— snip — : :

IUluwe Idpps) Ipess O Idesyz IJosps LDAP 2 szw lu ool 1dghe Idoze gusel s89p
PUNOEP wESS wouwesd 1Uxged selad IJuble 1dzuo9d eds DN IUElLo ldpuwese _
lovoubl Ids luve Idpuwose IUElue wo. Ides 1Ulguos Jbed IJuwdunds 1Jpe>8906 09 127 2,091.

op luadlz IeuvdJs B 1Uluosl 2.1.1 sldl sl igdlo

CSCuf19514
oebd oyolez LDAP
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