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) oy A dcnisg ISE (o Sludl dg® clogles 3l il aiSayy PXgrid JsSsig 8.7 jluo¥l WSA aca,
ISE (o 13wl a5 Ll (TrustSec (SGT ylol degaxo lole wlegaxo Il xiiws & lwlw clisl, WSA

dawlwVl olllazall

wlllaioll
1£9:090 138 0 duwlwVl 49,209 JuSuis CiSCO ise go 643 il Laliy ol (s, Cisco

sausaill (19859 ISE i wllac -

VPN g TrustSec _JI Jsosl (ASA) cassill L&)l (CLIY LoloVl law g1y oS -
WSA (oS5 -

TrustSec i cllag) wlwVl agall -

do 13l & ligSall
bl dplall GlsSally aoll olluol Il xiwall 13id (8 65,l0)l &logleall xiiuws

Microsoft Windows 7 il plas -

&>Vl ol 1.3 5l (Cisco ISE Software aob, -

&Yl oblaoYlg 3.1 )laoYl .Cisco AnyConnect Mobile Security -

&Yl ooyl Cisco o 9.3.1 )luoYl ASA -

&Yl ooyl 8.7 oYl .Cisco WSA -

65e>V o> oly aols dlose S 639290l 636>V o diwall 13D 9 65,l9)l ologleall elis| o
Y Jaizall Ll ogd o a5T8 16 uilo cliSuis cilS 131 .(Liol,i81) pouas (oS ditwall 13D (8 dorziuoll
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oSl

50loVl Jg> wlogleall o Ao le Jaaxll (lasd el eMasll) LoloVl oy 8151 paciuwl :das>Mo
paudl] 13D 9 dorZiuoll

oLl 490 45> (9959 aSuil) laglazill o)l

ororziuall gloil grox) @83kas w315 paimsll ISE dlawlg, TrustSec o awll SGT wlole o ai

asio 0lgs e pg8rlan pis Gl (SLoMl S Ludl poxismall (paisi, 1389 il iSais I wshay 3l
.8>5Lanll ISE (goainn il 6xsdl VPN aSuis goasiae Ll ISE 9l 802.1x

Sl ) pasiauall Jowog @i ag Y WSA Il duuilly

i 38 Cpoaismall £¥58 ASA-VPN e Jac dul> clgl sosds ouill szl VPN Loasiue Jloll 13D i,
83lely (dloxdl laz) ASA-FW Usd (o eVl LI HTTP 49,0 ol,> a> Lobyicl pisw .ool> wd) pginss
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//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

T T Cisco

. -
[‘f— h‘} Anyconnect
f internet b Mobile
\ K Security VPN
ey J
""H-.._\_______.-ﬂ—"'
Outside: :
. Inside:
Gig0/1172.16.33.110 Qutside:; ;
Inside:
Gig0/1172.16.32,110
ASA-FW ASA-VPN

ISE
172.16.31.202

WSA
172.16.32.204

59 il 93

piz ASA-VPN _le (SSL) &Vl Juosdl 33l atbs Jac dml> clgl, AnyConnect VPN pasiuwe pod; .1
b )l aoMe dagd cuss piy VPN _oaiamo @935kas) ISE pasiuys TrustSec J ASA-VPN (955
iSaivs opo IP Glsic pasimall pliwy (Clogleall = awdl) 2 = aidslas e sill pasiwall
(Jbadl 13 9 172.16.32.50) 24/172.16.32.0

ol 6,515 eYlasl JoSgig ) ASA-FW (085 ais il (9 w9 dxtwo I Jgogll pasiumall Jylx, .2
WSA I ol 19,0 85,5 agi u2s sl (WCCP) cusll euddall

paziuall IP Olgic s @3 ISE o wlogleall Jjid pxGrid pasiuwy 689 ISE JolSi WSA (655 a5 .3
2 a8, ) 172.16.32.50

9SS pi9 PolicyForlT Jawogll gg Il Jaogll pe8,9 paiumall 0 HTTP Llb dxlleo, WSA g4, 4
o0 I osais ¥ cpdll) SVl Guoaisall JS ol 1 g8loall LI joall 85,5 o) duludl 030
ol @81gall JI JolSUl Jguogll dslSoly gxiay dwol,idYl Jgog)l dwluw yoida, (2

ASA-VPN

il AoVl I @)l il 138 $llos 2,15 _luaddl (050l . TrustSec J leisSs ai VPN 6,le 0id

Le>MNolg ellasVI WLiSiwl JJs9 Catalyst 3750X Series Switch TrustSec 9 ASA 055 Jls -



/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

bl 055 Jliog ASA 9.2 5lao)l (VPN) dy ,@Uall duoll dSuidl aclue (auisas -

99-Lwi

TrustSec o jlel 13® alz, ¥ WSA _JI WCCP azgs 6slel (e J9gmo ASA dla> la>

interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 172.16.33.110 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.32.110 255.255.255.0

access-list wccp-routers extended permit ip host 172.16.32.204 any
access-1list wcep-redirect extended deny tcp any host 172.16.32.204
access-list wccp-redirect extended permit tcp any any eq www

access-1list wcep-redirect extended permit tcp any any eqg https

wcep 90 redirect-list wcep-redirect group-list wcep-routers
wcep interface inside 90 redirect in

(ISE) dyegll caidsS oloas >0

0908y il corzimall grazx) cud )l Slode Gusiy poii cu> TIUSISEC s S &5 50 dais _d ISE
panill 133 (8 awlwVl oppoSil) dygllnall clglazidl s ais lgle d835Laally aSuill I Jeosll,

31 dcg0m09 Clogleall LizgleiSs wud) .1 Solasil

rd )l elinl p89 BVl wlegamo < LoVl dcgamro Jguog < it < dwlpw i


/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/117694-config-asa-00.html

fﬁ‘l Home Operations | ¥

Authentication Authorization @ Profiling Posture @ Client Provisio
Dictionaries Conditions m
Results Security Groups

For Policy Export go to Administration > System
| P
avi k= Sy J Edit dJbAdd | @almport @ Export v
> @Aumen.ﬁca.ﬁ:n ' Name | SGT (Dec / Hex)
PR O IT 210002
* P]"-Dl'ﬂu'ilg
. %Pa&!m [J Marketing 3/0003
» £ Giont Provisioni ] Unknown 0/0000
- _Q_ TrustsSec

» [ Security Group ACLs
v [ Becurity Groups
&
(G Marketing
@ Unknown

» [ Security Group Mappings

(IT) 2 = d )l a5 L3l (VPN) audlall dolsdl aSasdl | Jsosll Jaysidl sacls .2 sglazil

(VPN) apdlall doll aSaidl oYlas] gra> Jaxiw idio VPN nz; J 62e clisly Jues < dwlaw o is]
A (IT) 2 8, wud )l uss @i (PermitAccess) JolsJl Jgog)l e ASA-VPN aSuis e 5Lis] iy Ll
- . |

¢y Home  Operaions |*  Policy | *  GueslAccess | ¥ Administration | ¥ =

| 2] Autnenticatian 3 |5] Prannng | =y Posmre |5 ©hem Provisianing | Tustsen o Policy Elements
e - o e e o e o e

Aunthorization Policy

Diefine the Aulhonzaon Policy by configuring rules bassd on idendily groups andfor olber condilions. Dwag amd drop rules Lo changs e order
For Podicy Expodt go o Administration = System = Backup & Hestore = Policy Export Page

First Matched Rule Appliss -

k Exceplions (0)

Standand
Status  Rule Namea Candibians (identity greups and other cendisans) Permissions
ASHVEH T DEVICEDevice Type EQUALS ANl Device TrpasdbSa- VPN the Parmilbeeess SN0 0T

ASA-VPN J PAC wils clisly i jlg> @lo] .3 gl

Lo, (PAC) JsSsll _slaldl ¢eSill calo clinl 5,9, oo (TrustSec Jlxo _JI ASA-VPN @l J>i o



ASA e Galol 138 51 uiw] piuw

099 TrustSec whblac] JI JawY 5,0l 08 ASA @dlo) asy .aSuidl 6_-,@.>_i < HbYl o LeusSs Sy i
(adl Hlio) Jrasio diis 9 dxivge N3 Juolai .PAC calo clinl,

pxGrid 49> 150i .4 oglazdl

9> PXxGrid JI wiSo in order to g,j9i<6,] o i3

Identity Services Engine e
R n #y Home  operations |« Policy | = Guast Accass | r Adminisiration | ¥
XN 58 entty Managsment i Metwork Rozources £ Device: Porisl Managemant [5] prerid Servicas £ Feed Sanvics
eployime Licensing Cediicalzs Lagaing Mainl=znance Bachup & Reslara Admin Aocass Selings
Dieplovment MNodes 1358 2= 1se1d
Deployment o ) o
Edit Node
=g T S TProfiling Configuration

# otz Deployment
afs PN Faitwar
Hostnama jseld
FQOM iseld. example.com
1P Address 172.16.31.202
Mode Type ldentity Services Engine [ISE)

Pergonag

| Administration Rolz STANDALONE Make Primary

+ Monitoring Role  PRIMARY - Cither Manitoring Node
Y EEEVICE
| Enable Session Servicests

Inchede Mode in Mode Group None v | M

+| Enable Profiling Service

[ pxGrid

pxGrid 5,959 6,>W 6>lgds eliss| .5 69lazl

imall ooleidl (oS sl agall o 31l Jsasll o JSJ 63lgiull @85Lan PXGHid JsS6i9 @iy
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oblgd < 8)b] wwhbleiw el in order to ¢ sl
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' Jal 13D go Microsoft CA plasiw] a5 Jlall 13id 5



ﬁl Certification Authaority (Local) Marne Interded Purpose

4 gi LABCA 2 |3E-peegrid Server Suthentication, Secure Email, En...
1 Revoked Certificates =il

[ Issued Certificates
7] Pending Requests
| Failed Requests

| Certificate Ternplates Certificate Template

I, Er...

>

General

I, En...

Certificate Purposes:

Server Authentication i
Secure Emal ' nh_c...
Ernicrppting File System nitic...
Client Svthentication

I'Itil;m

(iiher [nfomation: Ertic...

Include email addiezs  Yes pil, Cl..
Public ey Uzage List  Digital Signatune

Key Encipherment ping..
Public ey Uszage Critical ez

L oS dgled] dgall 9y 28

g
o1 Home  Operabora | ® Feluy | T G ooy T Admincdimion | T
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Ty . . - ] 5 = o
TR & Bt = b eIt Sgnad Certificata | [ Luport | (@2 Export | M Delote || 03 view

Frim=dd bk Flames e My Pordal gmop b rraimd T Ierae=d Fry

Sywmn Cartioaims

T el
mdrmin EAP turhen | carfion, Coxbu L P2l Cerdicae Qip e T4 mamp leocom Ll CaA
Entcon Goiliasaics adiin, Paikl
- ok peland peonid pemge ke omn Laag CA

Tnwws Cad fralar,

172.16.31.202 _JI juiw il pxgrid.example.com g ise14.example.com J DNS A & Muw clisl Guis ¥

PxGrid J _slaldl Jouuill .6 69lazll
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©@Enable Auto-Registration Disable Auto-Reqgistration
View By Capabilities

WSA

a5 oolely Blak wolwl .1 59zl

'ASA Ul oo g5 63lely 8l Lol «opy6 6,bY1 laas go Sy WSA JI Jbo 13D 5

stlusilie Cisco SO00W

CISCO Web Securty Virtual Appliance

A Reparting Wieb Secunty Manager Security Services Nebwaork Systerm Administration

Transparent Redirection

Transgparent Redirection Device

Typa: | WCCP w2 Router

Edit Revice, ..

WCCP v2 Services
Add Service... i

Service Profile Mame Service 1D Houter 1P &ddresses Ports Delete

wiocpsn a0 172.16.32.110, 172.16.32.110 HO,443 T}

&3lgdull elis] .2 solasl

‘9000 8240 63lgis a8loY whblgdll 6,b] < aSuis ,i31 .o blgid] gro> 2891 CA (5 WSA 55 ol wxy

dlualn Cisco S000V

CISCO W rity Virtual Appliance

Reparting Wieb Secunty Manager Security Services Nebwaork Systerm Administration

Manage Trusted Root Certificates

Custom Trusted Rool Certificabes

Impart... |

FTrusted roat cermiNcates arg used fo defermine whether HITEER sites’ signing certiicates shawld be tresred based an their chaun of cermificate
awthorities, Certificates imported here are added o the trusted root certificate fist. Add certificates to this st in order to brust certifficetes with
igning Futhanties nat raccgnized on the Cisce fsL

Certilicat Expiration Dale On Cisco List Delate

I LAE CA Fab 12 07:48:12 2025 GMT Ho o

Cancel Subrmit




Identity Services < aSuis i3l .pxGrid e adslaall WSA lgoasimiw 65l elin] Loyl $,9,)1 (o
A CA Ul go a=u99i; a9 (CSR JI caals in order to éslgd ¢gsj WSA < (d,9¢)l oloas J,=0) Engine
22> o a6 eiwl9 quxo (ISE-PXGRID)

PxGrid 65lgis olaial) CA 65lgin shuiwly o8 MISE PXGrid 63lgi"y "ISE 151 63lgi" _JI duwilly Liayl

avaln Cisco S000VW

CISCO Web Securty Virtual Appliance

(ISE (0 doiall

Reparting Wieh Securty Manager

Security Services Matsork

System Administration

Identity Services Engine

Identity Services Engine Settings

ISE Server:
WA Client Certificana;

ISE Admin Certificane:

15E PxGrid Certificars;

I72.16.31.202

Using Generated Certificals:

Cormmaen name:
Organization:
Organizational Unit:
Country

Expiration Date:

Basic Constraints:

Comman name:
Orpanization:
Drganizatienal Unlk:
Country:

Expiration Data!

Baskc Constraints;

Cormimaen narme:
Qrganization;
Organizational Unit:
Country:

Expiration Dabs:

Basic Constraints:

wea.example.com

TAL

Krakow

FL

May § 15:57 36 2018 GMT

Mot Critical

LAB A

Feb 12 07:48:12 2025 GMT
critical

LAE CA

Feb 12 0748112 2025 GMT

Critical

Edit Seftings...

ISE Jlasl i3] .3 sglazil

ISE JI Juogill 51 Identity Services Engine in order to<aSud i3



Test Communication with ISE Server

Start Test |

Checking connection to ISE PxGrid server...
Success: Connection to ISE PxGrid server was successful. Retrieved 4 5GTs

Checking connection to ISE REST server...
Success: Connection to ISE REST server was successful.

Test completed successfully.

ISE Gy, olilo .4 sglazl

ol "ddolaally iy uedl e Joaxl ISE J 3a> Gayuei wile d8loY wayyes olale < wygll Glol juas Lisi
Lddlosiy ISE o (poasiiwnl] oy 0

sl Cisco SO00V

CISCO Web Securty Virtlual Appliance

ﬁ Eaparting Wok Security Manager SaCunty Scrviccs Metwark Systiem Administration

Identification Profiles

Client f User Tdentification Profiles

Add [dentification Profile... |

End-LIsar
Order | Transaction Criteria Authentication / [dentificaion Decision Acknewledgement Delete

ISE Be 1dentity Users Transparently:
Frotocals: HTTP/HTTPS

Identity Services Engine [glabal profile) T

Guest privileges for users falling ransparent user idendfcatan

Global Identification Profile

Exempl from Authentication / User Identification Mok Available

Edit Qrder

w9l dode e dasli)l dawlul J| Jowogll .5 dglazl

ISE Gayyei alo dyguinsl] pactian 630> dwluw 8loY Jeogll olwlw < wygll Glol s Lisi



o

riual Spoliance

Feporting Viek S=ouriy Managers Security Servioes Metwork System Adminiwration

Access Policy: PolicyForIT

| Enable Pollcy

Poilcy Mame: -2

FalcyForlT
feug e IT poinoy)

Cazacs gtinn!

[nserl Abces Palicy: |4 (Riehal Policy] w0

sal e el fiow rhe palicy I ke aflieer

A e aniae

Idencricadion Profles and USErs!  cejact Ore o More Ldentiicaton Frodliss «

IdentFlcatdon Profllke Authorizes Uszrs and Groups Acd Identification Praflc

LSE - Al Batrenbicabed Jsers

o Selecied Groups and Users #
[5E Secure Group Tags:

T W

Lhgra: Ma mers anlerad

Guests (users fallng authentcation)

(IT) b b aoll 2 aoMall a8Lo| piiw «poaimally 63330l wlegazal duuill,



viltailie Cisco SO

CISCO Wab Security Virual Appliance

Reporting Wb Security Manager Security Services Hebmork System Administration

Access Policies: Policy "PolicyForIT": Edit Secure Group Tags

Authorized Secure Group Tagse

Uze the search funchion below o add Secure Group Tags., To remove Secore Group Tags from this polficy, wse the Defele opiion.

1 Secure Group Tag(s) currently included in this palicy.

Dealels
Secure Group Tag Mame BET Mumber SET Descripbon

Al
I 2 __HOWE__ i

L

D lete

Secure Group Tag Search

Enter any bext o search for 3 Secure Group Tag nama, nuwmber, or descrighion. Select one oF morg Sacure ESroup Tags from the st amnd
use the Agd bulton bo add ta this policy.

Search x
Add |
Select
Eecure Group Tag Name SGET Mumber SGET Descripion

Al
Unkonawm o Unknown Sacurity Group =
WMarkehng 3 —MORNE —

HL 2 __NONE__

AN G5535 Any Security Group

agol | @8laall &1 I Jsuosll oo logleall b>e)eiSs b cueild] (uoxiamall duwluwll 03D o359

Access Policies

Add Palicy...

Protocals and
Order | Group User Agents URL Filtering | Applications Objects Ant-Malware and Reputation Delete

PolicyFarlT
I ]
1 | Identilicaticn Profile: ISE | (global policy) Block: 2

) [abebal policy) | (global policy) [alabal policyd i}
L tag (I Monitar: 8

Glabal Policy : : ) : Weh Reputaton: Enabled
T N Mo blocked ik Monitar; 79 Maonitar; 377 Mo blocked ite F : .
[dentification Profile; All ke fhEms Sl mnar RERERNEEMS | pnt-Malware Scanning: Disabled

Edit Policy DOrder,

- " o.o - __"
2o JSuin ousSil Jac S pud)l 13D paziwl



VPN Sy daul> .1 selal

‘ASA-VPN ol VPN duwl> digy VPN aSui pasius pos,

@ Cisco AnyConnect Secure Mobility Client = = |&]

Connected to 172, 16,32, 100,

172.16.32.100 Disconnect

00:29:05 IPv4

Networle
Connected (192. 168. 10.67)

wired

(IT) bl 2 doMel Led ey Joo dunl> clisl ISE Jssinl ol pgi, .a850anll ASA-VPN ISE pasiu,

SRR S8R¥Ice: Engine 4> Home Cperstions| v  Policy| ¥ GuestAccess |v  Administration | v

2] Authensications = Repors ha.ﬂ.dnp‘.mn Metwnork Contred "~ Troubleshoot

E Show Live Authentications I_-"_lﬁ &dd or Remowe Columns -+ 135- Hefrash

Cos .
Sesslon Status Endpoint 10 ldentit IF Address Secunty Group
Initiated Updated m - | Actic | L - | | =
n
B0 2015-05-06 L&:;17:50.., 20150505 1%:17:55.., Started r-f?___g - 192.16B.10.67 g 172.16.32.50 T

auss 9 leel> )l i Ll) 2 )l doMe plaiwl VPN dwl> clisl ASA-VPN o4, (ax>ll a8sLaoll sz
:(Cisco-av g9 RADIUS _JI Jgwogll

asa-vpn# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : cisco Index : 2

Assigned IP : 172.16.32.50 Public IP : 192.168.10.67

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 12979961 Bytes Rx : 1866781

Group Policy : POLICY Tunnel Group : SSLVPN

Login Time : 21:13:26 UTC Tue May 5 2015



Duration : 6h:08m:03s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none
Audt Sess ID : acl020640000200055493276

Security Grp : 2:IT

i, 6000l e LU ASA-VPN . TrustSec oS ud ASA-FW 9 ASA-VPN o bliyVl o L
(aié> a5 53l CMD/TrustSec Ja> plagiwl, GRE co iVl ehlsl cusss e 1l 655, o)) elb 49l

WSA ilawls; Jas)l dul> clogleo 315 imw] pi .2 solall

(PXGrid JoS939,: 1) wd Iy pasiuall puwly IP wlsic o ladasill WSA Ll ol won >0l 03

WSA I y9,0)l &> aes 6le] .3 selazll

:ASA-FW alawls, anlicl o sills Sport.pl o Jlasl ean VPN &ui pasiase poi;

asa-fw# show wccp

:Global WCCP information
:Router information
Router Identifier: 172.16.33.110
Protocol Version: 2.0

Service Identifier: 90

Number of Cache Engines: 1
Number of routers: 1
Total Packets Redirected: 562

Redirect access-list: wcep-redirect



Total Connections Denied Redirect: 0

Total Packets Unassigned: 0
Group access-list: wccp-routers
Total Messages Denied to Group: 0
Total Authentication failures: 0
Total Bypassed Packets Received: 0

asa-fw# show access-list wccp-redirect

access-1list wcep-redirect; 3 elements; name hash: 0x9bab8633

(access-list wcep-redirect line 1 extended deny tcp any host 172.16.32.204 (hitcnt=0
0xfd875b28

(access-list wcecp-redirect line 2 extended permit tcp any any eq www (hitcnt=562
0x028ab2b9

(access-list wcecp-redirect line 3 extended permit tcp any any eq https (hitcent=0
Oxe202alle

(4S5 @5 IP wlsie el ¢® WCCP Router-id ol la>Y) WSA _JI GRE % lgid clisly

asa-fw# show capture
[capture CAP type raw-data interface inside [Capturing - 70065 bytes
match gre any any

asa-fw# show capture CAP

packets captured 525

ip-proto-47, length 60 :172.16.32.204 < 172.16.33.110 03:21:45.035657 :1
ip-proto-47, length 48 :172.16.32.204 < 172.16.33.110 03:21:45.038709 :2
ip-proto-47, length 640 :172.16.32.204 < 172.16.33.110 03:21:45.039960 :3
259 PolicyForlT _ouuall gl JI Joogll pi «lli dxisyg .GET b glleyg TCP axSlao WSA Juwolg,
D9l &S > >

€ MNotification: Policy: Destination - Windows Internet Explorer

@ O * |E http://sport.pl/

File Edit View Favorites Tools Help

¢ Favorites ‘& Notification: Policy: Destination

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site ( hitpidsport.pl ) has
been blocked.

If vou have guestions, please contact your organization's network administrator and provide the
codes shown Delow.
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Web Tracking

| prowy sarces | b nticltontin it Rt

Avallabie: 06 May 2015 11:22 te 06 May 2015 18:0F (GMT 0000}

Tirne Range: Hour W
UseriClient TPwd or TPvE: (7 Jeisco (e jioe, DOMAIMGdoe, 101,10, or 2001:420:80:1::5)
el it I (e, gealecaind
Transaction Tvpe: | | Blacked e

B odvanced | oy eanr Criperia: Policy: Poboylorl T

Frintubde Dowwniond
Gonerated: 08 May 3005 1A03 [GHT)

Displayiteg 1 - 3 4l 3 ilerms,

ime (R +00:00] = Website [count) Cisplay All Details... Cisposmhon EBandwidih User J Chent 12
{6 May 2015 18:02:2% hitp: fesport.pl (] Bleck - URL Cak ;] clseo 172.16.32.50
06 May 2015 17:50:15 It fs poar pl (2] Block - URL Car ] cisce 172.16.32.50

G May 2015 17:48:36 hittp: fésport.pl Block - URL Cat ap cisco 172.16.32 80

Disptaying 1 - 3 af 3 lberms,

pasiwall puwl Lo,y ISE ol >y

le>Nol9 ellasVl BLisiwl

Le>Woly oSl elas] GliSiw lgolasiuw] diSay ologles pumall 13D 9,

o s oble

JISE Jlasl Juind HLis] woy o JSuin WSA (wbleiv) digi pac dl> 9



Test Communication with ISE Server

Start Test |

Validating ISE Portal certificate ...
Success: Certificate validation successful

Checking connection to ISE PxGrid server...
Failure: Connection to ISE PxGrid server timed out

Test interrupted: Fatal error occurred, see details above.

JISE pxgrid-cm.log &l

[2015-05-06T16:26:51Z] [INFO ] [cm-1.jabber-172-16-31-202]
TCPSocketStream: : _doSSLHandshake] [] Failure performing SSL handshake: 1]

2 lguwd 2o Juiaddl 13D 159 ] s ol ligawgs9

SOUrCE Cestination | Prntm:a'll Infa

172, 1632, 204 172.16.3] . 202 TP 34491 = engp-client [ACK] Seq=1 Ack=1 Win=131712 Len=0 TS¢e|=S54200G7 TSecr=21743402
172.16.32. 204 172, 16.3]. 202 APPSEML STREAR = sarid.cisco.con

172.16.31.302 172, 16_32_304 TF ampp-cliznt = 34491 [ACK] Seq=1 Ack=121 Win=14582 Len=0 TSwe|=21743403 TSecr=56470052
172.16.51_3202 172, 1652 304 WMPP/HML STREAK = xgrid.cilsco.con

172.16.3E.204 172.16.31.302 T 34491 = snppeoclient [ACK] S=q=121 Ack=173 Win=131584 Len=0 Taval=GEA29032 TS2cr=21743403
172.15.31.202 172.16_32_ 264 AMPRSEML FEATLRES

172.16.3Z.204 172.16.31. 262 TP 34451 = smpp-client [ACK] Ssq=121 Ack=362 Win=1315841 Len=0 TSyal=GE4259032 TS2cr=21743403

172, 16.32_204 172.16.31_2062 AR SEML STARETTLS
172.15.31.202 172.16.32_ 264 PR SEML. PRCCEED
172.16.32_204 172.16.31_2Z062 TF 34451 » gmpp-client [ACK] Ssgq=172 Ack=412 Win=13171Z Len=0 TSwal=GE4Z5072 TSscr=21743451
172.16.32.204 172. [TCF =segnemt af 3 reassencled POU]

172.16.31.202 172, [TCF segnemt af a reassentled POU]

172.16.31.202 172, [TCF segnemt af a reassencled POU]

152, 16.32..209 152, 24451 = gnpp-client [ACK] Seg=280 Ack=1HE0 Win=13G504 Len=0 |Sval=te428082 [Sacr=217/43450
152, 1632209 152, 24451 = gmpp-client [ACK] Seg=250 Bck=3260 Win=130565 Len=0 |Sval=te428002 Sacr=21743450
172, 16,32 404 172, [TCF segnemt of a reassenbled POU)

172, Sarver Hello, Certificate, Certificate Reguest

1 [LSwvl Ianored T Fecord

TLEvl Client Hellu, Alert (Level: Fatal, Cescription: Unknown CAl, Alert (Lewel: Fatal, Descrip

» Serwer Hells Done, Ignored Unknown Fecord

|* Frame Z1: BO oytes on wire (542 bits), B0 bytes captured (640 oits)
|* Ethernet II, Src: Vmware cO:00:01 {09:5C0:56:cD:02:01), bst: vmwsre_SS:ch:ad (00:0c0:29:58:ch: ad)
|* Internet Protoool version 4, Src: 172.16.32.204 [172.16.32.204), Dst: 17Z.16.31.202 (17E.16.31.282)
|* Transmissipn Control Protocol, Src Port: 34481 [34491), Ost Port: =zmpp-client [%222), Seq: 2499, Ack: 3310, Len: 14
|+ I3 Beasserbled 10P Segments (139 bytes): #130118), #1000, #21014)1]
= Sacure Sockets Layer

To5wl Record Laver: Handshake Protocol: Client Hello

kTSl Rocord Layer: Alert (Lewel: Satal, Description: Unknown CA)
TZS¢1 Record Layer: Alert (Lewel: =atal, Descriptior: Unknown CAal
T_Swl Record Laver: Alert (Lewvel: Sstal, Descriplise: Unknown CA

U6 oo paziiuall) (XMPP) sxiaall dhul,ells a2 leill JsS559 Jsls dlaz) doximel] SSL dul) dpill,
3Ll o dorio @89 ,20 & whlei dbubw ey SSL Jisd e Jsao)l gly (pxGrid

S ld| xuzuas

:ISE pxgrid-controller.log _J| Jo> I Jiuws oty cguuall 9o luwd)



INFO [Thread-7][] cisco.pxgrid.controller.sasl.SaslWatcher 18:40:09,153 2015-05-06
Handling authentication for user name wsa.example.com-test_client -:::::-

tixgall oLVl iias WSA sl pliad (GUI) dwogu )l pasimell dg>ly pxés las

siliat]i
e ¥4 RoilRe {a* [Home Docralang | = Dadicy | = Cucsl Ailcia T Adiinsalen | *

-:I-.'I\-"'.-fal\.lll -'-;::'-IJ-\.l'II;. Kunarnenl iH'.'.l.'.L'lh Przsuaca ﬂl.'l.‘ll.l.‘l'.- | P ol !p:-:-'_inl-til."n:ui -E'lh'"'-' |=HL LY :.»:'.F o ek Fapreg

—| L Log

W En & e [~ EE B virep WD E0clete = | 4 Huiraxh | Tobal Panding Approvalill =
1 Client Hame Cliept Description Capabalibes Shatus Clhent Sroup Log
0w HTIE i B | il | il
| = -0 | [ 1 b rrnisars oy 1
O W AN o - prelirid Coanacden fromn WRA Capabdlities|O Fah, 2 Sub) Cmlina Seeasinn L
Cupability Tietail 1-2cf2 Show i »
Cupulality Miams Tupahilily Warsios Pescaamginy Toode Beraign Filler
[ SesashonTriracinmy 1 Sih
0 Trustsecstaliat [ Euh
<
L1 ®  waneeampdecom.trst_chent piarid Coamection from WHA  Capakalibes|0 Fah, O 5ub) Cifiime Seaslan Ve

do old Ologles

ISE 955 Jtis 20 VPN Posture 9.2.1 ,la.oYl ASA -

WSA 8.7 _oasiun > -

Le>Mooly cllasVI WLuSiwl , JJ>9 Catalyst 3750X Series Switch TrustSec 9 ASA ;65 Jbo -
Cisco TrustSec g9 :Cisco TrustSec Joxo 955 Ju> -

AR e Jayedil 2B 2 ¢

9.1 jlaoYl Cisco ASA Series VPN ,olgVl Jlow dg2l9 5055 Ju> -

1.2 ,lao] (Cisco o deg)l Cloas J o padiums Ju)> -

Cisco Systems - laiiwelly ,_usill acal -



/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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