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VPN#show run
...Building configuration

Current configuration : 2170 bytes

!

version 12.4

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

no service password-encryption

!

host nane VPN

!

boot - st art - mar ker

boot - end- mar ker

1

1

Enable authentication, authorization and accounting ---!
(AAA) !--- for user authentication and group
authorization. aaa new-model

!

In order to enable Xauth for user authentication, ---!
. !--- enable the aaa authentication commands

aaa authentication login userauthen local

In order to enable group authorization, enable !--- ---1!
. the aaa authorization commands

aaa authorization network groupauthor local

!

aaa session-id comon

!

resource policy

!

!

For local authentication of the IPsec user, !--- —--1!
create the user with a password. username user password
0 cisco

Create an Internet Security Association and !--- ---1!
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

Create a group that is used to specify the !--- ---!
WINS and DNS server addresses to the VPN Client, !---
along with the pre-shared key for authentication. crypto
isakmp client configuration group vpnclient

key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

!

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des




esp-md5-hmac
!

Create a dynamic map and apply !--- the transform ---!
set that was created earlier. crypto dynamic-map dynmap
10

set transform-set myset

reverse-route
|

Create the actual crypto map, !--- and apply the ---!
AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen

crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
1

1

1

!

Create the loopback interface for the VPN user ---!
traffic . interface Loopback0

ip address 10.11.0.1 255.255.255.0

ip nat inside

ip virtual-reassembly

1

interface Ethernet0/0

i p address 10.10.10.1 255. 255.255.0

hal f - dupl ex

ip nat inside

Apply the crypto map on the interface. interface ---!
FastEthernetl1l/0

ip address 172.16.1.1 255.255.255.0
ip nat outside

ip virtual-reassembly

ip policy route-map VPN-Client
dupl ex auto

speed auto

crypto map clientnmap

1
interface Serial2/0

no i p address

!
interface Serial 2/1

no i p address

shut down

!
interface Serial 2/2

no i p address

shut down

!
interface Serial 2/3

no i p address

shut down

Create a pool of addresses to be !--- assigned to ---!
the VPN Clients. ! ip local pool ippool 192.168.1.1
192.168.1.2

ip http server
no ip http secure-server
1

ip route 10.0.0.0 255.255.255.0 172.16.1.2




Enables Network Address Translation (NAT) !--- of ---!
the inside source address that matches access list 101
!--- and gets PATed with the FastEthernet IP address. ip
nat inside source list 101 interface FastEthernetl/0
overload

!

The access 1list is used to specify which traffic is ---!
to be translated for the !--- outside Internet. access-
list 101 permit ip any any

Interesting traffic used for policy route. access- ---!
list 144 permit ip 192.168.1.0 0.0.0.255 any
Configures the route map to match the interesting ---!

traffic (access list 144) !--- and routes the traffic to
next hop address 10.11.0.2. ! route-map VPN-Client
permit 10

match ip address 144

set ip next-hop 10.11.0.2
!

!
control -pl ane

l'ine con
i ne aux
line vty O

= h O O —

end
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# status: Disconnected | YPN Client - Version 4.8.01.0300 - =10] x|

Connection Entries Status Certificates Log Options Help
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Connection Entyy  © Host Transport
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# ¥PN Client | Properties for "vpn"
Connection Entry: I

Dezcrption: | vphclient

Hast |172.16.1.1

Authentication ITranspDrt Backup Servers | Dial-Up I

f* Group Authentication £ Mutual Group Authentication
Marme: wphclient
Fazzword: R

HEHEEEER

Canfirm Password:

™ Certificate fAuthentication

Name:l ;I

[T Send C& Certificate Chair

Erase User F'asswnru:ll Save I Cancel ]
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# status: Disconnected | YPN Client - Yersion 4.8.01.0300 I = 0] x|

Connection Entries  Status  Certificates Log Cptions  Help
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# ¥PN Client | User Authentication for “¥pn™ x|

The gerver has requested the following infarmation b complete the wser
authentication.
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. Pazzword: [

Ok Cancel
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# status: Connected | ¥PN Client - Yersion 4.8.01.0300 = | O] X
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# ¥PN Client | Statistics X|

Tunnel Detalls: IFh:uute Dietails | Firewall I

e e i

Addrezs Information Connection Information

Cliert; 192.168.1.2 Enitry: uly

Server 1721611 Tirne: 0 day[=). 00:01.43
Bytes Crypto

Received: 2016 E ncrvption: 163-bit 3-DES

Sent: a137 Authentication: HRAC-MD5
Packets Tranzport

Encrypted: 71 Tranzgparent Tunneling: Inactive

Decrypted: 36 Local LAaM: Dizabled

Dizcarded: 21 Comprezsion: Mone

Bypazzed: 37

Reset |
Cloze I

USJ
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2,2 (OIT) 23Vl a2 io 6131 pasiuwl .ShOW Lolol ass (l0ad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 >

s (8 (SAs) il IKE glol wblLidl gao> Lo =, —show crypto isakmp sa -

VPN#show crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: clientmap, local addr 172.16.1.1

(protected vrf: (none
(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(renote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0
current_peer 10.0.0.2 port 500

{}=PERM T, fl ags
pkts encaps: 270, #pkts encrypt: 270, #pkts digest: 270#
pkts decaps: 270, #pkts decrypt: 270, #pkts verify: 270#
pkts conpressed: 0, #pkts deconpressed: O0#
pkts not conpressed: 0, #pkts conmpr. failed: O#
pkts not deconpressed: 0, #pkts deconpress failed: 0#
send errors 0, #recv errors O#

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 10.0.0.2
path nmtu 1500, ip ntu 1500, ip ntu idb FastEthernetl/0
(current outbound spi: OxXEF7C20EA(4017889514

;i nbound esp sas

(spi: Ox17EOCBEC(400608236
, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunne
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conn id: 2001, flow.id: SW1, crypto nmap: clientmap

(sa timng: remaining key lifetime (k/sec): (4530341/3288
IV size: 8 bytes

replay detection support: Y

Status: ACTI VE

:inbound ah sas
:inbound pcp sas

:out bound esp sas
(spi: OXEF7C20EA(4017889514
, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunnel
conn id: 2002, flow_.id: SW2, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4530354/3287
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

:out bound ah sas

:out bound pcp sas

.=l SAs 9 o doariwadl wllaeyl Lo ,2,—show crypto ipSec -
VPN#show crypto isakmp sa
dst src state conn-id slot status
QM I DLE 15 0 ACTI VE 10.0.0.2 172.16.1.1
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