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version 12.4
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption
|
host nane Rout er A
|
boot - start - mar ker
boot - end- mar ker
|
| oggi ng buffered 4096 debuggi ng
enabl e password ci sco
|
usernane gl enn password O ciscol23
no network-cl ock-participate slot 1
no network-cl ock-participate wic 0
aaa new node
|
!
aaa authentication login userlist local
aaa authorization network groupauthor local
aaa session-id comon
i p subnet-zero
ip cef
!
i p dhcp-server 172.17.81.127
|
!
crypto isaknp policy 1
encr 3des
aut henti cation pre-share
group 2
!
crypto i saknp keepalive 20 10

Group definition for the EzVPN server feature. !--- —--—- !
VPN Clients that connect in need to be defined with this
! --- group name/password and are allocated these




attributes. crypto isakmp client configuration group
VPNCLIENTGROUP
key mnbvcxz
domain nuplex.com.au
pool vpnl
acl 150
1
1
IPsec profile for VPN Clients. crypto isakmp ---!
profile VPNclient
description VPN clients profile
match identity group VPNCLIENTGROUP
client authentication list userlist
isakmp authorization list groupauthor
client configuration address respond
1
1
crypto ipsec transform-set 3des esp-3des esp-sha-hmac
1
1
Configuration for EzVPN Client configuration. These ---!

parameters !--- are configured on RouterB. ACL 120 is
the new "multiple-subnet" !--- feature of EzVPN. This
allows the router to build an additional !--- SA for

traffic that matches the line in ACL 120 so that traffic
!--- from VPN Clients are routed over the EzVPN Client
tunnel !--- to RouterB. Without this, VPN Clients are
only able to !--- connect to subnets behind RouterA, and
.not RouterB

crypto ipsec client ezvpn china

connect auto

group china key mnbvcxz

mode network-extension

peer 10.66.79.105

acl 120

1

1

crypto dynamic-map SDM_CMAP 1 99
set transform-set 3des
set isakmp-profile VPNclient
reverse-route
|
!
crypto map SDM CMAP 1 99 ipsec-isakmp dynamic SDM_CMAP_ 1
|
|
1
interface FastEthernet0/0
description CQutside interface
i p address 10.66.79. 102 255. 255. 255. 224
ip nat outside
ip virtual -reassenbly
dupl ex auto
speed auto
crypto map SDM_CMAP_1
crypto ipsec client ezvpn china
|
1
interface FastEthernetl1/0
description Inside interface
ip address 10.1.1.1 255.255.255.0
ip nat inside
ip virtual -reassenbly




dupl ex auto

speed auto

crypto ipsec client ezvpn china inside

1

1

IP pool of addresses. Note that this pool must be ---!
!--- a different supernet to any of the split tunnel !--
- networks sent down from RouterB. ip local pool vpnl
192.168.1.1 192.168.1.254

ip classless

iproute 0.0.0.0 0.0.0.0 10.66.79.97

1

no ip http server

no ip http secure-server

ip nat inside source list 100 interface FastEthernet0/0
overl oad

1

access-1list 100 deny ip 10.1.1.0 0.0.0.255 192.168.1.0
0.0.0. 255

access-list 100 permit ip 10.1.1.0 0.0.0.255 any

Access-1ist that defines additional SAs for this !- ---!
-- router to create to the head-end EzVPN server
(RouterB). !--- Without this, RouterA only builds an SA
for traffic !--- from 10.1.1.0 to 10.2.2.0. VPN Clients
! --- that connect (and get a 192.168.1.0 address) !---
are not able to get to 10.2.2.0. access-list 120 permit
ip 192.168.1.0 0.0.0.255 10.0.0.0 0.255.255.255

Split tunnel access-list for VPN Clients. access- ---!
list 150 permit ip 10.1.1.0 0.0.0.255 any
access-list 150 permit ip 10.2.2.0 0.0.0.255 any
dialer-list 1 protocol ip permt
|
1
control - pl ane
1
|
|
!
line con O
exec-timeout 0 O
| ogi n aut henticati on nada
line aux O
nmodem | nQut
nodem aut oconfigure type usr_courier
transport input al
speed 38400
line vty 0 4
transport preferred al
transport input al
|
1
end

B a>gall

version 12.4

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane Rout er B




boot - st art - mar ker
boot - end- mar ker
!
| oggi ng buffered 4096 debuggi ng
1
aaa new node
!
!
No XAuth is defined but can be if needed. aaa ---!
authorization network groupauthor local
aaa session-id comon
i p subnet-zero
ip cef
!
1
1
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isakmp keepalive 10
1
1
Standard EzVPN server configuration, !--- matching ---!
parameters defined on RouterA. crypto isakmp client
configuration group china
key mnbvcxz
acl 150
!
!
crypto ipsec transform-set 3des esp-3des esp-sha-hmac
1
crypto dynamic-map dynmap 1
set transform-set 3des
reverse-route
1
1
1
crypto map mymap isakmp authorization list groupauthor
crypto map mymap client configuration address respond
crypto map mymap 10 ipsec-isakmp dynamic dynmap
1
1
1
1
interface Ethernet0/0
description Qutside interface
i p address 10.66.79. 105 255. 255. 255. 224
hal f - dupl ex

crypto map mymap
!

|
interface Ethernet0/1
description Inside interface
i p address 10.2.2.1 255.255.255.0
hal f - dupl ex
|
no ip http server
no ip http secure-server
ip classless
iproute 0.0.0.0 0.0.0.0 10.66.79.97
|
|




access-1list 150 permit ip 10.0.0.0 0.255.255.255 any
!

!

line con O
exec-tinmeout 0 O

line aux 0

line vty 0 4

!

!

!

end
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