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290l 4alSS cisco 9 puwlS Cisco go I0S a>go e =20 pasuiws -
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T2(15)12.2 )luo¥l iy 3640 5l a>go -
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oLl a>gall _le show version ;oY ¢0 21,3Vl Lo,e piy

3640#show version

Ci sco Internetwork Operating System Software

, 108 (tm 3600 Software (C3640-JKOCBS-M, Version 12.2(15)T2
(RELEASE SOFTWARE (fc2

TAC Support: http://ww. cisco.comtac

. Copyright (c) 1986-2003 by cisco Systens, Inc

Conpi | ed Wed 30- Apr-03 05:42 by nmasa

| mage text-base: 0x60008950, data-base: 0x6202E000

, ROM System Bootstrap, Version 11.1(20)AA2
(EARLY DEPLOYMENT RELEASE SOFTWARE (fcl

uptinme is 21 hours, 29 mnutes 3640
Systemreturned to ROM by rel oad
"Systeminmage file is "flash: c3640-j k903s-ne. 122-15. T2. bin

Thi s product contains cryptographic features and is

subject to United States and | ocal country |aws governing

i mport, export, transfer and use. Delivery of Cisco cryptographic
, products does not inply third-party authority to inport, export
di stribute or use encryption. Inporters, exporters, distributors
and users are responsible for conpliance with U S. and | ocal
country laws. By using this product you agree to conmply with
applicable laws and regulations. If you are unable to conply
.with U S and local laws, return this product inmediately

A sunmary of U S. | aws governing
:Cisco cryptographic products may be found at
http://ww. ci sco. conf wM / export/crypto/tool/stqrg. htm

If you require further assistance pl ease contact us
.by sending email to export@isco.com

(cisco 3640 (R4700) processor (revision 0x00
.with 126976K/ 4096K byt es of nenory
Processor board | D 22789386
R4700 CPU at 100Mhz, Inplenmentation 33, Rev 1.0
. Bridging software
. X. 25 software, Version 3.0.0
. (Super LAT software (copyright 1990 by Meridian Technol ogy Corp



. TN3270 Enul ati on software

(Ethernet/| EEE 802.3 interface(s 2

(Serial network interface(s 4

. DRAM configuration is 64 bits wide with parity disabl ed

. 125K bytes of non-volatile configuration nmenory

(32768K bytes of processor board System flash (Read/ Wite
(16384K bytes of processor board PCMCIA Slot0O flash (Read/ Wite

Configuration register is 0x102

3640#
65>V ul.\; a3 ddoso diy ) | 6;e>V1 2] 13 aorinll olo | eliw]
36>V gio> 9 639>5all 6562V 0 9 9lsol | pi

) lagd oo ST 16l & (S Jams S 13] (Lo i8) pomin (oS dituall 13D 9 dortiall
ol il S ol sV ool

il 13D 9 d&xugall el (1655 wlogles <l pad pudll 13D 9

eMazll) 4oloVl ey 6151 pasiwl citwall 13D 8 doaiwall 4olgVl Jo> adlo] logles e jgiell :ia>Vo
(laas sl

iSuitl) _loglasill ol
ol ozl pu )l 8 piogall @aidl slac] xiiwall 13D o

172.18.124.159
l 172.18.124.0/24

14.38.0.016

3640 Router

VYPH Client 3.x
ol Sl
oLl axigall & liygSil xituall 13D oy

3640 a>g0ll oSS -
VPN 3.X Lac eSS -

3640 a>goll 1SS

3640 azgall

3640#show run
.. Buil ding configuration

Current configuration : 1884 bytes
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version 12.2

service tinmestanps debug uptine

service tinestanps |og uptinme

no service password-encryption

!

host nane 3640

!

Enable Authentication, Authorizing and Accounting ---!
(AAA) !--- for user authentication and group
authorization. aaa new-model

!

To enable X-Auth for user authentication, !--- ---!
. enable the aaa authentication conmmands

aaa authentication login userauthen local

To enable group authorization, !--- enable the aaa ---!
. authorization conmmands

aaa authorization network groupauthor local

!

For local authentication of the IPSec user, !--- —---1!
create the user with password. username cisco password 0
cisco

1

i p subnet-zero

1

1

!

ip audit notify |og

ip audit po max-events 100

!

Create an Internet Security Association and !--- ---!
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

!

Create a group that will be used to specify the !-- ---!
- Windows Internet Naming Service (WINS) and !--- Domain
Naming Service (DNS) server addresses to the client, !--
- along with the pre-shared key for authentication.
crypto isakmp client configuration group 3000client

key ciscol23

dns 14.1.1.10

wins 14.1.1.20

domain cisco.com

pool ippool

!

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-sha-hmac

!

Create a dynamic map and !--- apply the transform ---!
set that was created above. crypto dynamic-map dynmap 10
set transform-set myset

!

Create the actual crypto map, !--- and apply the ---!
aaa lists that were created earlier. crypto map
clientmap client authentication list userauthen

crypto map clientmap isakmp authorization list
groupauthor




crypto map clientmap client configuration address
respond
crypto map clientmap 10 ipsec-isakmp dynamic dynmap
1
!
fax interface-type fax-mail
nma receive maxi mumrecipients 0
1
1
!
Apply the crypto map on the outside interface. ---!
interface Ethernet0/0 ip address 172.18.124.159
255.255.255.0
hal f - dupl ex
crypto map clientmap
1
interface Serial0/0
no i p address
shut down
!
interface Ethernet0/1
i p address 14.38.100.201 255.255.0.0
no keepalive
hal f - dupl ex
!
nterface Serial 1/0
no i p address

shut down
|

nterface Seriall/l
no i p address

shut down
|

nterface Serial 1l/2
no i p address

shut down
|

nterface Serial 1l/3
no i p address

shut down
|

nterface Serial l/4
no i p address

shut down
|

nterface Serial 1l/5
no i p address

shut down
|

nterface Serial 1l/6
no i p address

shut down
|

nterface Seriall/7
no i p address

shut down
!

Create a pool of addresses to be assigned to the ---!
VPN Clients. ip local pool ippool 14.1.1.100 14.1.1.200

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.124.1
ip http server

i p pi mbidir-enable

1




!

!

!

call rsvp-sync

!

!

nmgcp profile default
!

di al - peer cor custom

line con O
exec-timeout 0 O
line aux O

line vty 0 4

|

1

end

3640#

VPN 3.X o€ oS

VPN 3.X JioC (955 astsS punidl] 13 auds,

Jeosi Bl ol 3z céladl s asy wer; VPN JI calbl .1



# Cisco Systems VPN Client

Cisco Svsrems Y il

Connection Entry:

s

e | Clptions -

Host name or IP address of remate server;
17218124154

Connect I Close

sie W 898 il 2 S 13] caoy J15sl Lyl iy l5sY punl Gusiy @ «lidllas sic .2
lgol



New Connection Entry Wizard il

The VPN Client lets you create secure connections to remote
networks. This wizard helps you create & connection entry for
Ciscd Svstims connedling to & specific remote network,

Mame of the new connechion enfry:

IIDS

Descrption of the new connection entry (optianal).

IE‘unnediun ta an 105 router

ek | Next» Cancel Help |

aie JWI 898 il .azgall dololl dgzlolly Lol IP lgic 551 .3
clesVl
x|

New Connection Entry Wizard

The following information identifies the server to which wou
connect for access to the remote netwark.

Cised SrYSTEMS

M Haost name or IF address of the serer:
. |1?2.1a_1 24159

< Back [Mext > Cancel Help




icgazo JUl JUall giog, 19,0l dalSs dcgazall gl J331 dcganall JI Jgogll clogleo w4
Sl 899 Lail i 9,0l dalS ATy 8 ."Cisco123" 59, o)l dalSs " ioc 3000" auwdl
New Connection Entry Wizard - x]

Your administrator may have provided yvou with group
parameters or a digital cerificate to authenticate your
access to the remote server. If so, selectthe appropriate
authentication method and complete yvour entries .

& Group Access Information

Cisco SYsSTEMS

HName: 3000client
|Administrator Microsof) ]
alicete Cerlificate I
<Back |  Next> Concel |  Hep |

o9 =il Glo lhaxl elgl e sl .5
Jaadl



MNew Connection Entry Wizard

Cisco SrsTEMS
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# Cisco Systems VPN Client : x|

Gisco Svsrems

Connection Entry:

= A

New | Cptions -

Haost name or IF address of remote server:
17218124154

Connect I Close

"oV

.. aail JLasVl .- .

oLl Jliall U8 .azgall _lc 8950 Joo9 dasld 5629 0 25T VPN oYlasy puudiall Laail JlasVl ¢ uSail
B8l u0S5 a9 il JlasVl ue Jlasl wloid elis] Jol,eY dcgozall, access-list 108 oVl 18] i,
Lle) 108 Jguogll ansld 8 63929a)l jue 65621 JI 6 880 & 59,0)l &,> 3925 X.X /16.14.38 aSuid

(ol Jball Juw

access-list 108 permit ip 14.38.0.0 0.0.255.255
0.0.0.255 14.1.1.0

degazall yaslas e Jgogll daild Gulai o9 i

crypto isakmp client configuration group 3000client
key ciscol23
dns 14. 38.100. 10
wi ns 14. 38. 100. 20
domai n ci sco.com
pool i ppoo



acl 108

- " . - ..I

2o JSuiy Jay oueSil ol o 3Tl Lgolaziw] diSoy ologles puudll 13D 499,
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dst
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ool Lol zI,2|

3640#show crypto isakmp sa
src state conn-id sl ot
3 0 172.18.124.96 172.18.124. 159

3640#show crypto ipsec sa
interface: Ethernet0/0

Crypto map tag: clientrmap, |ocal addr. 172.18.124.96

(1 ocal

:protected vrf

i dent (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

:(renote ident (addr/mask/prot/port

(14.1.1.106/255. 255. 255. 255/ 0/ 0)
current _peer: 172.18.124.159: 500
{}=PERM T, flags

pkts encaps: 6, #pkts encrypt: 6, #pkts digest 6#
pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconmpress failed: O#

sl ot:

(sa timng:

sl ot:

(sa timng:

0

0

send errors 0, #recv errors O#

,local crypto endpt.: 172.18.124.96
renpte crypto endpt.: 172.18.124.159

path mu 1500, nedia ntu 1500

current outbound spi: DO26EOBA

;i nbound esp sas

(spi: Ox84E901CB(2229862856

, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunnel

conn id: 2002, flow_.id: 3, crypto map: clientmap
remai ning key lifetine (k/sec): (4450694/3532

IV size: 8 bytes
replay detection support: Y

“inbound ah sas

i nbound pcp sas

:out bound esp sas

(spi: OxDO26EOBA( 3492208826

, transform esp-3des esp-nd5-hmac
{ ,in use settings ={Tunnel

conn id: 2003, flow.id: 4, crypto map: clientmap
remai ning key lifetine (k/sec): (4450699/3532

IV size: 8 bytes
replay detection support: Y

:out bound ah sas
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ID Interface
Et hernet 0/ 0
Et hernet 0/ 0
Et hernet 0/ 0
Et hernet 0/ 0
Et hernet 0/ 0

172.
172.
172.
172.
172.

:out bound pcp sas

:protected vrf

:(local ident (addr/mask/prot/port
(172.18.124. 159/ 255. 255. 255. 255/ 0/ 0)

:(renpte ident (addr/mask/prot/port
(14.1.1.105/255. 255. 255. 255/ 0/ 0)

current _peer: 172.18.124.159: 500

{}=PERM T, fl ags

pkts encaps: 6, #pkts encrypt: 6, #pkts digest 6#

pkts decaps: 6, #pkts decrypt: 6, #pkts verify 6#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#

send errors 0, #recv errors O#

,local crypto endpt.: 172.18.124.159
remote crypto endpt.: 172.18.124.96

path mu 1500, nedia ntu 1500

current outbound spi: ESB8E398F8

;i nbound esp sas

(spi: OxDFE24DFC(3756150268

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2000, flow.id: 1, crypto map: clientmap
(sa timng: remaining key lifetime (k/sec): (4572253/3530
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
;i nbound pcp sas

:out bound esp sas

(spi: OxEBE398F8(3907229944

, transform esp-3des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2001, flow.id: 2, crypto map: clientmp
(sa timng: remaining key lifetime (k/sec): (4572253/3528
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

3640#show crypto engine connections active

| P- Addr ess State Algorithm Encrypt Decrypt
18.124. 159 set HVAC_MD5+3DES_56_C 0 03
18.124. 159 set HVAC_MD5+3DES_56_C 0 6 2000
18.124. 159 set HVAC_MD5+3DES_56_C 6 0 2001
18.124. 159 set HVAC_MD5+3DES_56_C 0 6 2004
18.124. 159 set HVAC_MD5+3DES_56_C 6 0 2005

Le>Molg ez BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolazinwl liSay ologleo pumill 13D 9,

3640#debug crypto ipsec



Crypto | PSEC debugging i s on
3640#debug crypto isakmp
Crypto | SAKMP debugging is on
3640#

ISARKMP (0:0): received packet from 172.18.124.96
dport 500 sport 500 Global (N) NEW SA

| SAKMP: Found a peer struct for 172.18.124.96, peer port 500

| SAKMP: Locki ng peer struct Ox63B2EAE4, |KE refcount 1 for
crypto_iknp_config_initialize_sa

| SAKMP (0:0): (Re)Setting client xauth list and state

| SAKMP: | ocal port 500, remote port 500

| SAKMP: insert sa successfully sa = 63972310

| SAKMP (0:1): processing SA payl oad. nmessage ID =0

| SAKMP (0:1): processing | D payl oad. nmessage ID =0

| SAKMP (0:1): peer matches *none* of the profiles

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): vendor |ID seenms Unity/DPD but major 215 m smatch

| SAKMP (0:1): vendor IDis XAUTH

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): vendor IDis DPD

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): vendor |ID seenms Unity/DPD but major 123 m smatch

| SAKMP (0:1): vendor IDis NAT-T v2

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): vendor |ID seenms Unity/DPD but major 194 m smatch

| SAKMP (0:1): processing vendor id payl oad

| SAKMP (0:1): vendor IDis Unity

| SAKMP (0:1) Authentication by xauth preshared

| SAKMP (0:1): Checking | SAKMP transform 1 against priority 1 policy

| SAKMP: encryption AES-CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP: aut h XAUTHI ni t PreShar ed

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B

| SAKMP: keyl engt h of 256

'l SAKMP (0:1): Encryption algorithmoffered does not match policy

| SAKMP (0:1): atts are not acceptable. Next payload is 3

| SAKMP (0:1): Checking | SAKMP transform 2 against priority 1 policy

| SAKMP: encryption AES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: aut h XAUTHI ni t PreShar ed

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B

| SAKMP: keyl ength of 256

'l SAKMP (0:1): Encryption algorithmoffered does not match policy

| SAKMP (0:1): atts are not acceptable. Next payload is 3

| SAKMP (0:1): Checking | SAKMP transform 3 against priority 1 policy

| SAKMP: encryption AES-CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B

| SAKMP: keyl ength of 256

'l SAKMP (0:1): Encryption algorithm offered does not match policy

| SAKMP (0:1): atts are not acceptable. Next payload is 3

| SAKMP (0:1): Checking | SAKMP transform 4 against priority 1 policy

| SAKMP: encryption AES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share



| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
| SAKMP: keyl ength of 256
| SAKMP (0:1): Encryh of 128
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 7 against priority 1 policy
| SAKMP: encryption AES-CBC
| SAKMP:  hash SHA
| SAKMP: default group 2
| SAKMP: auth pre-share
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
| SAKMP: keyl ength of 128ption al gorithm offered does not
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 8 against priority 1 policy
| SAKMP: encryption AES-CBC
| SAKMP:  hash MD5
| SAKMP: default group 2
| SAKMP: auth pre-share
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
| SAKMP: keyl ength of 128
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 9 against priority 1 policy
| SAKMP:  encryption 3DES- CBC
I'l SAKMP: hash SHA match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform5 against priority 1 policy
| SAKMP: encryption AES-CBC
| SAKMP:  hash SHA
| SAKMP: default group 2
| SAKMP: aut h XAUTHI ni t PreShar ed
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
| SAKMP: keyl ength of 128
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 6 against priority 1 policy
| SAKMP: encryption AES-CBC
| SAKMP:  hash MD5
| SAKMP: default group 2
| SAKMP: aut h XAUTHI ni t PreShar ed
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
| SAKMP:  keyl engt
| SAKMP: default group 2
| SAKMP: aut h XAUTHI ni t PreShar ed
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 O0xC4 0x9B
'l SAKMP (0:1): Encryption algorithm offered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 10 against priority 1 policy
| SAKMP:  encryption 3DES- CBC
| SAKMP:  hash MD5
| SAKMP: default group 2
| SAKMP: aut h XAUTHI ni t PreShar ed
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 O0xC4 0x9B
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 11 against priority 1 policy



| SAKMP: encryption 3DES- CBC
| SAKMP:  hash SHA
| SAKMP: default group 2
| SAKMP: auth pre-share
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 12 against priority 1 policy
| SAKMP:  encryption 3DES- CBC
| SAKMP:  hash MD5
| SAKMP: default group 2
| SAKMP: auth pre-share
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
'l SAKMP (0:1): Encryption algorithmoffered does not match policy
| SAKMP (0:1): atts are not acceptable. Next payload is 3
| SAKMP (0:1): Checking | SAKMP transform 13 against priority 1 policy
| SAKMP: encryption DES-CBC
| SAKMP:  hash MD5
| SAKMP: default group 2
| SAKMP: aut h XAUTHI ni t PreShar ed
| SAKMP: |ife type in seconds
| SAKMP: |ife duration (VPI) of Ox0 Ox20 OxC4 0x9B
ISAKMP (0:1): atts are acceptable. Next payload is 3
| SAKMP (0:1): processing KE payl oad. nmessage ID =0
| SAKMP (0:1): processing NONCE payl oad. nessage ID =0
| SAKMP (0:1): vendor IDis NAT-T v2
| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_AM EXCH
| SAKMP (0:1): Od State = | KE_READY New State = | KE_R_ AM AAA_ AVAI T
| SAKMP: got cal | back 1
| SAKMP (0:1): SKEYID state generated
| SAKMP (0:1): constructed NAT-T vendor-02 ID
| SAKMP (0:1): SA is doing pre-shared key authentication
pl us XAUTH using id type |ID_| PVA_ADDR
| SAKMP (1): | D payl oad
next - payl oad : 10
type : 1
addr : 172.18.124.159
protocol : 17
port : O
length : 8
| SAKMP (1): Total payload Iength: 12
| SAKMP (0:1): constructed H S NAT-D
| SAKMP (0:1): constructed M NE NAT-D
| SAKMP (0:1): sending packet to 172.18.124.96 ny_port 500
peer_port 500 (R) AG_I N T_EXCH
| SAKMP (0:1): Input = | KE_MESG FROM AAA, PRESHARED_KEY_REPLY
| SAKMP (0:1): Od State = | KE_LR AM AAA AWAIT New State = | KE_R AM2
| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R) AG I N T_EXCH
| SAKMP (0:1): processing HASH payl oad. nessage ID =0
| SAKMP (0:1): processing NOTIFY | NI TI AL_CONTACT protocol 1
spi 0, nmessage ID = 0, sa = 63972310
, | SAKMP (0:1): Process initial contact
bring down existing phase 1 and 2 SA's with |ocal 172.18.124.159
remote 172.18.124.96 renote port 500
| SAKMP (0:1): returning |P addr to the address pool: 14.1.1.105
| SAKMP (0:1): returning address 14.1.1.105 to pool
| SAKVP: r ecei ved payl oad type 17
| SAKMP (0:1): Detected NAT-D payl oad
| SAKMP (0:1): recalc ny hash for NAT-D
| SAKMP (0:1): NAT match M NE hash
| SAKVP: r ecei ved payl oad type 17



| SAKMP (0:1): Detected NAT-D payl oad

| SAKMP (0:1): recalc his hash for NAT-D

| SAKMP (0:1): NAT match H' S hash

| SAKMP (0:1): SA has been authenticated with 172.18.124.96

| SAKMP: set new node 1397605141 to CONF_XAUTH

| SAKMP (0:1): sending packet to 172.18.124.96
ny_port 500 peer_port 500 (R) QV.IDLE

| SAKMP (0:1): purging node 1397605141

| SAKMP:  Sendi ng phase 1 responder lifetine 86400

| SAKMP (0:1): peer matches *none* of the profiles

| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_AM EXCH

| SAKMP (0:1): Od State = | KE_LR AM2 New State = | KE_P1_COWLETE

... I PSEC(key_engi ne): got a queue event

| SAKMP (0:1): Need XAUTH

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PHASE1_COVPLETE

| SAKMP (0:1): O d State = | KE_P1_COWLETE
New State = | KE_XAUTH_AAA START_LOG N_AWAI T

| SAKMP: got cal | back 1

| SAKMP: set new node 1446280258 to CONF_XAUTH

| SAKMP/ xaut h: request attribute XAUTH _USER_NAME V2

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD V2

| SAKMP (0:1): initiating peer config to 172.18.124.96. 1D = 1446280258

| SAKMP (0:1): sending packet to 172.18.124.96
my_port 500 peer_port 500 (R) CONF_XAUTH

| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA START_LOG N

| SAKMP (0:1): Od State = | KE_XAUTH_AAA START_LOG N_AVAI T
New State = | KE_XAUTH _REQ SENT

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R) CONF_XAUTH

.1 SAKMP (0:1): processing transaction payload from 172. 18. 124. 96
nmessage | D = 1446280258

| SAKMP: Config payl oad REPLY

| SAKMP/ xaut h: reply attribute XAUTH USER NAME V2

| SAKMP/ xaut h: reply attribute XAUTH USER_PASSWORD V2

| SAKMP (0:1): deleting node 1446280258 error FALSE
"reason "done with xauth request/reply exchange

| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG REPLY

| SAKMP (0:1): Od State = | KE_XAUTH REQ SENT
New State = | KE_XAUTH_AAA CONT_LOG N_AWAI T

| SAKMP: got cal | back 1

| SAKMP: set new node 117774567 to CONF_XAUTH

.1 SAKMP (0:1): initiating peer config to 172.18.124.96
ID = 117774567

| SAKMP (0:1): sending packet to 172.18.124.96 ny_port 500
peer_port 500 (R) CONF_XAUTH

| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA CONT_LOG N

| SAKMP (0:1): Od State = | KE_XAUTH AAA CONT_LOG N_AWAI T
New State = | KE_XAUTH_SET_SENT

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R) CONF_XAUTH

.1 SAKMP (0:1): processing transaction payload from 172. 18. 124. 96
nmessage | D = 117774567

| SAKMP: Confi g payl oad ACK

| SAKMP (0:1): XAUTH ACK Processed

| SAKMP (0:1): deleting node 117774567 error FALSE
"reason "done with transaction

| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG ACK

| SAKMP (0:1): Od State = | KE_XAUTH_SET_SENT
New State = | KE_P1_COWPLETE

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PHASE1_COVPLETE

| SAKMP (0:1): Od State = | KE_P1_COWLETE
New State = | KE_P1_COWPLETE

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE



| SAKMP: set new node 188739171 to QW I DLE
.1 SAKMP (0:1): processing transaction payload from 172. 18. 124. 96
nmessage | D = 188739171
| SAKMP: Config payl oad REQUEST
1 SAKMP (0:1): checking request
| SAKMP: | P4_ADDRESS
| SAKMP: | P4_NETMASK
| SAKMP: | P4_DNS
| SAKMP: | P4_NBNS
| SAKMP:  ADDRESS_EXPI RY
| SAKMP:  APPL| CATI ON_VERSI ON
| SAKMP:  UNKNOWN Unknown Attr: 0x7000
| SAKMP:  UNKNOWN Unknown Attr: 0x7001
| SAKMP:  DEFAULT_DOVAI N
| SAKMP:  SPLI T_I NCLUDE
| SAKMP:  UNKNOWN Unknown Attr: 0x7003
| SAKMP:  UNKNOWN Unknown Attr: 0x7007
| SAKMP:  UNKNOMWN Unknown Attr: 0x7008
| SAKMP:  UNKNOMWN Unknown Attr: 0x7009
| SAKMP:  UNKNOMN Unknown Attr: Ox700A
| SAKMP:  UNKNOMWN Unknown Attr: 0x7005
| SAKMP (0:1): Input = | KE_MESG FROM PEER, |KE_CFG REQUEST
| SAKMP (0:1): Od State = | KE_P1_COWLETE
New State = | KE_CONFI G_AUTHOR_AAA AWAI T
| SAKMP: got cal | back 1
1 SAKMP (0:1): attributes sent in nmessage
Address: 0.2.0.0
| SAKMP (0:1): allocating address 14.1.1.106
| SAKMP:  Sendi ng private address: 14.1.1.106
| SAKMP:  Sendi ng | PA_DNS server address: 14.1.1.10
| SAKMP:  Sendi ng | PA_NBNS server address: 14.1.1.20
| SAKMP:  Sendi ng ADDRESS EXPI RY seconds left to
use the address: 86396
| SAKVP:  Sendi ng APPLI CATI ON_VERSI ON string: Ci sco
Internetwork Operating System Software
, 105 (tm 3600 Software (C3640-JK9C3S-M, Version 12.2(15)T2
(RELEASE SCFTWARE (fc2
TAC Support: http://ww.cisco.comtac
. Copyright (c) 1986-2003 by cisco Systens, Inc
Conpi |l ed Wed 30- Apr-03 05:42 by nnasa
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7000
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7001
| SAKMP:  Sendi ng DEFAULT_DOMAI N default domain name: cisco.com
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7003
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7007
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7008
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7009
(I SAKMP (0/1): Unknown Attr: UNKNOAN (0x700A
(I SAKMP (0/1): Unknown Attr: UNKNOM (0x7005
.1 SAKMP (0:1): responding to peer config from 172.18. 124. 96
ID = 188739171
| SAKMP (0:1): sending packet to 172.18.124.96 ny_port 500
peer _port 500 (R) CONF_ADDR
"" | SAKMP (0:1): deleting node 188739171 error FALSE reason
| SAKMP (0:1): Input = | KE_MESG FROM AAA, | KE_AAA GROUP_ATTR
| SAKMP (0:1): O d State = | KE_CONFI G_AUTHOR_AAA AVAI T
New State = | KE_P1_COWPLETE
| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE
| SAKMP: set new node -1836135476 to QM I DLE
| SAKMP (0:1): processing HASH payl oad. nessage ID = -1836135476
| SAKMP (0:1): processing SA payl oad. message | D = -1836135476
| SAKMP (0:1): Checking | PSec proposal 1
| SAKMP: transform 1, ESP_AES



: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 1
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes 256 esp-nd5-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 2
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 2
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf



| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes 256 esp-sha-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 3
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: key length is 128
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 3
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0O 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_t ransform proposal ): transform proposa
:not supported for identity
{ esp-aes esp-nd5-hmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 4
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: key length is 128
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 4
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm= esp-aes esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)



, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes esp-sha-hnmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 5
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transforne esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes 256 esp-nd5- hmac}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 6
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes 256 esp-sha- hmac}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 7
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: key length is 128
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1



, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes esp-md5- hnac}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 8
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: key length is 128
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-sha- hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-aes esp-sha-hnac}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 9
| SAKMP: transform 1, ESP_3DES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 9
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientnmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity
{ esp-3des esp-nd5- hmac conp-1I zs}
| SAKMP (0:1): IPSec policy invalidated proposa



| SAKMP (0:1): Checking |IPSec proposal 10
| SAKMP: transform 1, ESP_3DES
:I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking |IPSec proposal 10
| SAKMP (0:1): transform1, |PPCP LZS
:I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-3des esp-sha-hnac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_t ransform proposal ): transform proposal
:not supported for identity
{ esp-3des esp-sha-hmac conp-I zs}
| SAKMP (0:1): IPSec policy invalidated proposal
| SAKMP (0:1): Checking |IPSec proposal 11
| SAKMP: transform 1, ESP_3DES
:I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 172.18. 124. 159/ 255. 255. 255. 255/ 0/ 0 (type=1
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-3des esp-nd5- hnac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| SAKMP (0:1): processi ng NONCE payl oad. nessage ID = -1836135476
| SAKMP (0:1): processing | D payl oad. message | D = -1836135476
| SAKMP (0:1): processing | D payl oad. message | D = -1836135476
| SAKMP (0:1): asking for 1 spis fromi psec
, | SAKMP (0:1): Node -1836135476, |nput = | KE_MESG FROM PEER
| KE_QM_EXCH
| SAKMP (0:1): AOd State = | KE_LQV READY
New State = | KE_QMV SPI _STARVE
| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE
| SAKMP: set new node -1171731793 to QV I DLE
| SAKMP (0:1): processing HASH payl oad. nessage ID = -1171731793
| SAKMP (0:1): processing SA payl oad. message |ID = -1171731793
| SAKMP (0:1): Checking | PSec proposal 1



| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 1
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-nd5-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2
= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_t ransform proposal ): transform proposa
:not supported for identity
{ esp-aes 256 esp-nd5-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposa
| SAKMP (0:1): Checking | PSec proposal 2
| SAKMP: transform 1, ESP_AES
: I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: key length is 256
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
| SAKMP (0:1): Checking | PSec proposal 2
| SAKMP (0:1): transform1, |PPCP LZS
: I SAKMP: attributes in transform
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-aes 256 esp-sha-hmac
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 256, flags= 0x2
, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs
,1ifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2



= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->jivrf

| PSEC(val i dat e_transform proposal ): transform proposa
:not supported for identity

{ esp-aes 256 esp-sha-hmac conp-|zs}
| SAKMP (0:1): IPSec policy invalidated proposa

| SAKMP (0:1): Checking | PSec proposal 3

| SAKMP: transform 1, ESP_AES

: I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP: key length is 128

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B

.1 SAKMP (0:1): atts are acceptable

| SAKMP (0:1): Checking | PSec proposal 3

| SAKMP (0:1): transform1, |PPCP LZS

: I SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B

.1 SAKMP (0:1): atts are acceptable

, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)

, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-aes esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

, | PSEC(val i dat e_proposal _request): proposal part #2
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = PCP, transform= conp-Izs

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf
| PSEC(val i dat e_t ransform proposal ): transform proposa

:not supported for identity

{ esp-aes esp-nd5-hmac conp-1zs}
| SAKMP (0:1): IPSec policy invalidated proposa

| SAKMP (0:1): Checking | PSec proposal 4

| SAKMP: transform 1, ESP_AES

: I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKMP: encaps is 1

| SAKMP: key length is 128

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable

| SAKMP (0:1): Checking | PSec proposal 4

| SAKMP (0:1): transform1, |PPCP LZS

: I SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0x0 0x20 OxC4 0x9B
.1 SAKMP (0:1): atts are acceptable

, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)
, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm= esp-aes esp-sha- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x2

, | PSEC(val i dat e_proposal _request): proposal part #2



,key eng. nmsg.) I NBOUND | ocal = 172.18.124. 159, renote= 172.18.124.96)

, (local _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4

, (renote_proxy= 14. 1. 1. 106/ 255. 255. 255. 255/ 0/ 0 (type=1

, protocol = PCP, transform= conp-Izs

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

= | PSEC(kei _proxy): head = clientmap, map->ivrf =, kei->ivrf

| PSEC(val i dat e_t ransform proposal ): transform proposal
:not supported for identity

{ esp-aes esp-sha-hnmac conp-1zs}

| SAKMP (0:1): IPSec policy invalidated proposal

| SAKMP (0:1): Checking | PSec proposal 5

| SAKMP: transform 1, ESP_AES

:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP: key length is 256

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0x0O 0x20 OxC4 0x9B

| SAKMP (0:1): processing | D payl oad. message ID = -1171731793

| SAKMP (0:1): processing | D payl oad. message ID = -1171731793

| SAKMP (0:1): asking for 1 spis fromipsec

, | SAKMP (0:1): Node -1171731793, Input = | KE_MESG FROM PEER
| KE_QM _EXCH

| SAKMP (0:1): Od State = | KE_QV READY
New State = | KE_QM SPI _STARVE

... I PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi 3756150268 for SA

from 172.18.124.159 to 172.18.124.96 for prot 3

... I PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi 2229862856 for SA

from 172.18.124.159 to 172.18.124.96 for prot 3

(I SAKMP: received ke nmessage (2/1

(I SAKMP: received ke nmessage (2/1

| SAKMP (0:1): sending packet to 172.18.124.96 ny_port 500
peer _port 500 (R) QM IDLE

, | SAKMP (0:1): Node -1836135476, |nput = | KE_MESG FROM | PSEC
| KE_SPI _REPLY

| SAKMP (0:1): Od State = | KE_QV SPI _STARVE
New State = | KE_QV R Qw2

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE

, | SAKMP:  Locki ng peer struct Ox63B2EAE4
| PSEC refcount 1 for for stuff_ke

ISARMP (0:1): Creating IPSec SAs

i nbound SA from 172.18.124.96 to 172.18.124.159 (f/i) 0/ O

(proxy 14.1.1.106 to 172.18.124.159)

has spi OxDFE24DFC and conn_id 2000 and flags 2

lifetine of 2147483 seconds

has client flags 0x0

| SAKMP (0:1): Od State = | KE_QV SPI _STARVE
New State = | KE_QV R Qw2

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE

, | SAKMP:  Locki ng peer struct Ox63B2EAE4
| PSEC refcount 2 for for stuff_ke

| SAKMP (0:1): Creating |PSec SAs

i nbound SA from 172.18.124.96 to 172.18.124.159 (f/i) 0/ O

(proxy 14.1.1.106 to 0.0.0.0)

has spi 0x84E901C8 and conn_id 2002 and flags 2

lifetine of 2147483 seconds

has client flags 0x0

out bound SA from 172.18.124.159 to 172.18.124.96 (f/i) 0/ O
( proxy 0.0.0.0 to 14.1.1.106)



has spi -802758470 and conn_id 2003 and flags A

| PSEC(add ntree): src 0.0.0.0, dest 14.1.1.106, dest_port O

, | PSEC(create_sa): sa created

,sa) sa_dest= 172.18.124.159, sa_prot= 50)

, (sa_spi = 0x84E901C8(2229862856

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2002

, | PSEC(create_sa): sa created

,sa) sa_dest= 172.18.124.96, sa_prot= 50)

, (sa_spi = 0xDO26EOBA( 3492208826

sa_trans= esp-3des esp-nd5-hmac , sa_conn_i d= 2003

| SAKMP (0:1): received packet from 172.18.124. 96 dport 500
sport 500 G obal (R QV.IDLE

| SAKMP: set new node 839140381 to QW I DLE

| SAKMP (0:1): processing HASH payl oad. nessage | D = 839140381

| SAKMP (0:1): processing NOTIFY R_U THERE protocol 1

spi 0, message | D = 839140381, sa = 63972310

| SAKMP (0:1): deleting node 839140381 error FALSE
"reason "informational (in) state 1

| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_I NFO_NOTI FY

| SAKMP (0:1): O d State = | KE_P1_COWLETE
New State = | KE_P1_COWPLETE

, I SAKMP (0:1): DPD/R_U THERE received from peer 172.18.124.96
sequence OxA5A4632A

| SAKMP: set new node 760238809 to QM I DLE

| SAKMP (0:1): sending packet to 172.18.124.96 ny_port 500
peer _port 500 (R) QM IDLE

| SAKMP (0:1): purging node 760238809

, I SAKMP (0:1): Input = | KE_MESG FROM PEER
| KE_MESG _KEEP_ALI VE

| SAKMP (0:1): Od State = | KE_P1_COWLETE
New State = | KE_P1_COWPLETE

| SAKMP (0:1): purging node 188739171

| SAKMP (0:1): purging node -1836135476

| SAKMP (0:1): purging node -1171731793

3640#

| oMuw

o) "Jle" e dnaill Jolo pusi oo 5L VPN Jrae e LogViewer i o8 oMol Lo )
obol ol 23905 2131 ose pis - lgiusSs pi (il o lial

Sev=I nfo/ 6 DI ALER/ 0x63300002 02/26/02 10:24:17.492 1
.Initiating connection

Sev=l nfol 4 CM 0x63100002 02/26/02 10:24:17.492 2
Begi n connection process

Sev=l nfol 4 CM 0x63100004 02/26/02 10:24:17.512 3
Est abli sh secure connection using Ethernet

Sev=l nfol 4 CM 0x63100026 02/26/02 10:24:17.512 4
"Attenpt connection with server "172.18.124.159

Sev=I nfo/ 6 | KE/ 0x6300003B 02/26/02 10:24:17.512 5
.Attenpting to establish a connection with 172.18.124. 159

Sev=Infol 4 | KE/ 0x63000013 02/26/02 10:24:17.562 6
( SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, i, VID, VID
to 172.18.124. 159

Sev=l nf o/ 4 | PSEC/ 0x63700014 02/26/02 10:24:17.962 7
Del eted all keys



Sev=Infol/5 | KE/ 0x6300002F 02/26/02 10:24:18.223 8
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=I nfol 4 | KE/ 0x63000014 02/26/02 10:24:18.223 9
, RECEI VI NG <<< | SAKMP QAK AG (SA, VID, VID, VID, VID, KE

$I D, NON, HASH) from

Sev=Infol/5 | KE/ 0x63000059 02/26/02 10:24:18.223 10
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100
Sev=Infol/5 | KE/ 0x63000001 02/26/02 10:24:18.223 11
Peer is a G sco-Unity conpliant peer

Sev=Infol/5 | KE/ 0x63000059 02/26/02 10:24:18.223 12
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100
Sev=Infol/5 | KE/ 0x63000001 02/26/02 10:24:18.223 13
Peer supports DPD

Sev=Infol/5 | KE/ 0x63000059 02/26/02 10:24:18.223 14
Vendor | D payl oad = 4C72E0B594C3C20DFCB7F4419CCEBOBE
Sev=Infol/5 | KE/ 0x63000059 02/26/02 10:24:18.223 15
Vendor | D payl oad = 09002689DFD6B712

Sev=I nfol 4 | KE/ 0x63000013 02/26/02 10:24:18. 263 16
(SENDI NG >>> | SAKMP OAK AG *(HASH, NOTI FY: STATUS_ | NI TI AL_CONTACT
to 172.18.1%

Sev=Infol/5 | KE/ 0x6300002F 02/26/02 10:24:18. 283 17
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=Infol 4 | KE/ 0x63000014 02/26/02 10:24:18.283 18
(RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: STATUS_RESP_LI| FETI ME
$.from 172

Sev=Infol/5 | KE/ 0x63000044 02/26/02 10:24:18.283 19

RESPONDER- LI FETI ME notify has val ue of 86400 seconds

Sev=I nfo/5 | KE/ 0x63000046 02/26/02 10:24:18
$This SA has already been alive for 1 seconds,

283 20

setting expiry to 86399 second

Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10: 24:18. 303 21
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=I nf o/ 4 | KE/ 0x63000014 02/26/02 10:24:18. 303 22
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 172.18.124. 159
Sev=l nfol 4 CM 0x63100015 02/26/02 10:24:18. 303 23
Launch xAut h application

Sev=l nfol 4 CM 0x63100017 02/26/02 10:24: 20. 546 24
xAut h application returned

Sev=I nf o/ 4 | KE/ 0x63000013 02/26/02 10: 24: 20. 546 25
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 172.18.124. 159
Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10: 24: 20. 566 26
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=I nf o/ 4 | KE/ 0x63000014 02/26/02 10: 24: 20. 566 27
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 172.18.124. 159



Sev=Info/ 4

Established Phase 1 SA. 1 Phase 1 SAin

Sev=l nf o/ 4 | KE/ 0x63000013 02/26/02 10:24: 20.
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 172.
Sev=l nf o/ 4 | KE/ 0x63000013 02/26/02 10:24: 20.
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 172.
Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10:24: 20.
Recei ved | SAKMP packet: peer = 172.

Sev=l nf o/ 4 | KE/ 0x63000014 02/26/02 10:24: 20.

RECEI VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from 172.

Sev=Info/5
MODE_CFG REPLY: Attribute

| NTERNAL_| PV4_ADDRESS: , val ue

Sev=l nfo/5
MODE_CFG _REPLY: Attribute

= INTERNAL | PV4 DNS(1): , value = 1

Sev=Info/5
MODE_CFG REPLY: Attribute

| KE/ 0x63000010 02/26/02 10:24:20

$

Sev=Info/5 | KE/ 0XA3000017 02/26/02 10:24:20
$) MODE_CFG REPLY: The received (| NTERNAL_ADDRESS EXPI RY) attri but

Sev=Info/5 | KE/ 0Ox6300000E 02/26/02 10:24:20
$ MODE_CFG REPLY: Attribute APPLI CATI ON_VERSI ON, val ue Cisco |
$I1CS (tm C2600 Software (C2600-JKIBS-M, Version 12.2(8)T,

TAC Support: http://ww. ci

. Copyright (c) 1986-2002 by cisco Systens,

CM 0x6310000E 02/26/02 10: 24: 20.

| KE/ 0x63000010 02/26/02 10: 24: 20.

| KE/ 0x63000010 02/26/02 10: 24: 20.

I NTERNAL | PV4_NBNS(1) (a.k.a. WNS)

566 28
the system

576 29
18. 124. 159

586 30
18. 124. 159

636 31
18. 124. 159

636 32
18. 124. 159

636 33
14.1.1.102

636 34
4.38.100. 10

. 636 35

val ue

. 636 36
e and val ue

. 636 37
nt er net wor k

RELEASE SCFTWAR

sco.con'tac
I nc

:50 by ccai
. 636 38
= ci sco.com
. 646 39
ta received
. 676 40
GWIP = 17%
. 676 41
.18.124. 159
. 676 42
GWIP = 172
. 676 43
.18.124. 159
. 967 44
ed all keys
. 987 45
.18.124. 159
. 987 46
SA, NON, ID

Conpi | ed Thu 14- Feb-02 16
Sev=Info/5 | KE/ 0Ox6300000E 02/26/02 10:24:20
MODE_CFG REPLY: Attribute = MODECFG UNI TY_DEFDOVAI N: , val ue
Sev=l nfol 4 CM 0x63100019 02/26/02 10:24:20
Mode Config da
Sev=Info/5 | KE/ 0x63000055 02/26/02 10:24:20
Recei ved a key request fromDriver for |P address 172.18.124. 159,
Sev=I nf o/ 4 | KE/ 0x63000013 02/26/02 10:24:20
SENDI NG >>> | SAKMP OAK QM *(HASH, SA, NON, ID, ID) to 172
Sev=Info/5 | KE/ 0x63000055 02/26/02 10:24:20
$. Received a key request fromDriver for IP address 10.10.10. 255,
Sev=I nf o/ 4 | KE/ 0x63000013 02/26/02 10:24:20
SENDI NG >>> | SAKMP OAK QM *(HASH, SA, NON, ID, ID) to 172
Sev=I nf o/ 4 | PSEC/ 0x63700014 02/26/02 10:24:20
Del et
Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10:24:20
Recei ved | SAKMP packet: peer = 172
Sev=I nf o/ 4 | KE/ 0x63000014 02/26/02 10:24:20
, RECEl VI NG <<< | SAKMP QAK QM * ( HASH,
$I D, NOTI FY: STATUS_RESP_LI FE
Sev=Info/5 | KE/ 0x63000044 02/26/02 10:24:20

RESPONDER- LI FETI ME noti fy has val ue of 3

. 987 47
600 seconds



Sev=Info/5 | KE/ 0x63000045 02/26/02 10: 24: 20. 987 48
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=I nfol 4 | KE/ 0x63000013 02/26/02 10: 24:20. 987 49
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.18.124.159

Sev=Infol/5 | KE/ 0x63000058 02/26/02 10: 24:20. 987 50
$ Loading I Psec SA (Message | D = 0x49D93B33 QUTBOUND SPI = 0x4637A127 | NBOUND

Sev=Infol/5 | KE/ 0x63000025 02/26/02 10: 24: 20. 987 51
Loaded OUTBOUND ESP SPI: 0x4637A127

Sev=Infol/5 | KE/ 0x63000026 02/26/02 10: 24:20. 987 52
Loaded | NBOUND ESP SPI: OxCE633EA8

Sev=I nf ol 4 CM 0x6310001A 02/26/02 10:24:20.987 53
One secure connection established

Sev=I nfo/ 6 DI ALER/ 0x63300003 02/26/02 10:24:21.017 54
. Connection established

Sev=I nfo/ 6 DI ALER/ 0x63300008 02/26/02 10:24:21. 357 55
MAPI 32 Information - Qutl ook not default mail client

Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10:24:21.617 56
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=I nfol 4 | KE/ 0x63000014 02/26/02 10:24:21.617 57
, RECEI VI NG <<< | SAKMP CAK QM *(HASH, SA, NON, ID
$I D, NOTI FY: STATUS_RESP_LI FE

Sev=Info/5 | KE/ 0x63000044 02/26/02 10:24:21.617 58
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

Sev=Info/5 | KE/ 0x63000045 02/26/02 10:24:21.617 59
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=Infol 4 | KE/ 0x63000013 02/26/02 10:24:21.617 60
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.18.124.159

Sev=Infol/5 | KE/ 0x63000058 02/26/02 10:24:21.617 61
$ Loading I Psec SA (Message | D = 0x41AC9838 OQUTBOUND SPI = 0x287931C6 | NBOUND

Sev=Infol/5 | KE/ 0x63000025 02/26/02 10:24:21.617 62
Loaded OUTBOUND ESP SPI: 0x287931C6

Sev=Infol/5 | KE/ 0x63000026 02/26/02 10:24:21.617 63
Loaded | NBOUND ESP SPI: 0x26EC8782

Sev=I nf o/ 4 CM 0x63100022 02/26/02 10:24:21.617 64
. Addi tional Phase 2 SA established

Sev=Info/5 | KE/ 0x63000055 02/26/02 10:24:21.617 65
$. Received a key request fromDriver for IP address 14.38.100.10, GWNIP = 172

Sev=Infol 4 | KE/ 0x63000013 02/26/02 10:24:21.617 66
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.18.124.159

Sev=Info/5 | KE/ 0Ox6300002F 02/26/02 10:24:21.948 67
Recei ved | SAKMP packet: peer = 172.18.124.159

Sev=Infol 4 | KE/ 0x63000014 02/26/02 10:24:21.948 68
, RECEI VI NG <<< | SAKMP CAK QM *(HASH, SA, NON, ID



Sev=Info/5

Sev=Info/5

Sev=Infol/ 4

Sev=Info/5

Sev=Info/5

Sev=Info/5

Sev=Info/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4
Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

Sev=Infol/ 4

$I D, NOTI FY: STATUS_RESP_LI FE

| KE/ 0x63000044 02/26/02 10: 24:
RESPONDER- LI FETI ME noti fy has val ue of 3600 seconds

| KE/ 0x63000045 02/26/02 10: 24:
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

| KE/ 0x63000013 02/26/02 10:24:
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.18.124.159

| KE/ 0x63000058 02/26/02 10:24:
$ Loading I Psec SA (Message | D = OxCDCA76F0 OUTBOUND SPI = OxFDE4BA9C | NBOUND

| KE/ 0x63000025 02/26/02 10:24:
Loaded OUTBOUND ESP SPI :

| KE/ 0x63000026 02/26/02 10: 24:
Loaded | NBOUND ESP SPI :

CM 0x63100022 02/26/02 10: 24:
Phase 2 SA established

. Addi tiona

| PSEC/ 0x63700010 02/26/02 10: 24:

Created a new

| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPlI =0x27a13746

| PSEC/ 0x63700010 02/26/02 10: 24:

Created a new

| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPl =0xa83e63ce

| PSEC/ 0x63700010 02/26/02 10: 24:
| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPlI =0xc6317928

| PSEC/ 0x63700010 02/26/02 10: 24:

Created a new

| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPlI =0x8287ec26

| PSEC/ 0x63700010 02/26/02 10: 24:

Created a new

| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPlI =0x9cbae4fd

| PSEC/ 0x63700010 02/26/02 10: 24:

Created a new

| PSEC/ 0x6370000F 02/26/02 10: 24:

Added key with SPlI =0x8462a4de

21.948 69

21.948 70

21.948 71

21.948 72

21.948 73
OxFDE4BASC

21.948 74
OxDEA46284

21.948 75

22.248 76
key structure

22.248 77
into key list

22.248 78
key structure

22.248 79
into key list

22.248 80
22.248 81
into key list

22.248 82
key structure

22.248 83
into key list

22.248 84
key structure

22.248 85
into key list

22.248 86
key structure

22.248 87
into key list

do olbd ol
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