opIdSy dep Vo Blispd |Lbld I veble gJs
oy VPN 3000 Series

Slhgizall

doiall
dawlw VI o lllaioll

o Wlnial|

doasiumall o ligSall

oMoyl

Gauanll g2 50l Lo LDAP pc5 -Sas
VPN 3000 ;S0 _le dgell 65lei b
VPN e Je dgell 83lei Llb
VPN 3000 ;S0 _lec CRL pc> uSai
HTTP

LDAP

Ja3 3| L) DN

1920l dals

HTTP ol LDAP ,-,9lic

caazill 199

AW coaxill o ,8

cllsV] i

VPN 3000 ;S ,0

VPN aSuis Juac

o o3 ologles

dosall

VPN 3000 Series ;5,0 _le pcl oo gaxill (CRL) whblgidl Jlayl daild ¢iSoi dyisS siiaoll 13D xung,

daw L) o lllasoll
olllaiall

Aol [ag) dol> olllbio 1295 Y

a0l & LSl

bl dpladl GlisSally aoll olhluol e xiiwall 13 (S 65,lg)l &logleall Gaais

x.4.1 ,lxo¥l Cisco VPN 3000 ;S 0 zoli , -



x.4 5laoYl (Cisco 0 VPN éSuis Juoe -

Microsoft whlgin p5 -
31 ol plasiwly ollgidl Sy ol e . Jlall 133 8 Microsoft wlslgi psls plaiwl e tda>Ye
3.0 )lao¥l Windows J VPN Loc 9 dogeanll CA pslgs 1265 . Jilow (CA) Baaall g2 50l

65e> VI o> ol .aols alaso &y (9 639>90)1 632V o ximwall 13D 8 65,lo)l wlogleall elis| o
Y Joaizoll Ll ogd o a5T8 16,uilo cliSuis cilS 13] .(Liol,i81) pouian (oS diwall 13D 9 dorziwoll
ol

wbMaol

usil] Cisco obuali obMavl | g2l wwhituall olbMasl Jg> logleall (o 3o e Jguaxll

90l | LDAP

oS 3] .1aad (LDAP) ujgll wawas Jdal JI Jgog)l JsS6i90 I diwall CRL axs VPN 3000 ;S0 pc
Active Directory aoa> uSai go Windows 2000 Jasisi 0 2SS (Microsoft o Lol CA o515 pasiawi

oS> 62>9 aidl:aJlll olglazdl JoST .LDAP JgSgi90 Laxd o ST «esll le LDAP ac (uSaid .1
il a3 (CA o313 puwl 999 ol Luglall 5 Lail.ollgd @20 wioly (Microsoft (MMC (0 &,15Y
b laiol cugill doMe 33>.0,1955 898 Ll o5 Madnaill aeil 63>9" uguill dode 31>, ailas §g8
LDAP 332 0 2SLg X509

e Lorsole | - |[omake Root {estibic stion Autharky (Lscal) o] =101 ]
B Coracke  Erdos ek D@ @ e
Mon Wew Prwtes (4= o O@ FEOREH R |+ @

Tree: | Faspetes | ™ _ |
) Conachs Roct jais-p Properties- 1=
: f-'r:‘::;“-"-” " General Polcy Modude | £ Mockie | ;m;-|suu-_.|

" i oo Cortfe oy ok et Propees 21

o) Inmumd Cortificnt

-~ Foame Eriepene and Standhsioe  [sfimult Aotion 506 Estenrs |
- _’*‘-‘:'“__:_."I"”"" [ Erimpems and Shandiaiy - CFL Ditrénon Pores
= g Spocly ko abora ban whech usent can abler & corilicsbs peeos alon et
oy i0 oL
Coppight 1998, Missenoh Caip ot
Bl e VVE N RTA_NABSE_HASHEATAL_SUFFX CHaASERVER
Corfigan I

L

adi(DP. |  Remow |

Bty Infomal pn deceis
Specly locstom bom wiech usen can oblen e cabicsie lor the 04

Lacahans

B i TS MAMIE_ MASMT M whlf, CHsPubk: Fay Senaoe

‘ | ¥
[ ] - Adds. | Penow |

[Dr]l:uh:dl |

o 151

I viwall oblgidl e e alall I situsdl 63lginl] Jius pey 0> 65lgis way e dals clis] .2


//www.cisco.com/univercd/cc/td/doc/product/vpn/client/rel_3_0/index.htm
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

622> 63leis A8Loly pd i agill whblag] G99 Lol wslall 1 Lail Windows 2000 duwwwés
oy 6glazl 03D ol Jiiue CA o315 pasius ¢S 13] 1da>Vo. 1)l noY

.49 )9 )0

e | o] - [ orease B ool e et ation dat by (0ocalT aal-pe ) Pollcy el Eirags |

| conscle  wetom ke
Dan yew fwoes (& | OW DR @

DE@ E el

| Tepued Carafirstes [
| Persdeng Requests
L] Falesd Baquests.

=3

L) I— L]

Tree | Favortes | [ reended Pupose
Ll Cormols Rt wrfusrigs Ereolimest Agerdt (0FFine reui. . Certicats Reguast Bger
= B Cortif abon fasthrty Locel) |UBIFPSEC (OFF i raquast] (ETRELEEE
= A jaibpe CEP Encrypeon Certhoate Reouast Sk
| Pavobed Carticaber 5 R iy B Fi D vde v

Encrypang Fis iydem
Clesrd dsutheriicalion, Serve duthericston
Servef Authentcation
el Baitanhoabint, Seivai Aol b st

Encrypiing Fla Syatem, Secure Emad, Cler .

ok Sagrarg, MCTosnt Trest Lk Sagring, ..

[EF S KLY EE]

k] Cartfpne Tamplans to the ber of Cartfiste Tarmplstes s iy th Csmfesnon tthorey
p315 e IPSec J| aiwall 85lgid] oy ye5 alo adlo] .3
bl




___ DRI e

Seet a coticsie empiste 10 isnae ool stes
| ]
Eruplimasn sigery Cratific sim Flogues! dgert
Ersolimenl Agerd |Conpatet] Dot sie Flogues! Agent
136155822
Fondus (DTl nacuesat] Dl dsst b avoes
Exchargm Lim Snciem Erngd Cleed Scdlri ghior
Encharge Sograstre Orly  Secuse Emad| Clesnt Sastheriic shor
| | "
[T ] cece |
LT I— ]

(| i L ertila at b stk ity [ Local arth -pf - Pol y SEbbengs

[ o e 30

| ben e Brete | = |(EE X FE

|Jnug|
]

Tooe | Pantes | [ reerded Purpese
7] coreoe Roo : e Ereclimens: Sgenk (0#in ... Cortifizgbe Doy
E.;nmw,m Ui PRLC { OFFine recpaest] L3k LES.022




VPN 3000 ;S 0 _Jc diogll 6ol b

Jo> logleo e Jgaxll a9 6oleiv _Je Jaaxll Cisco VPN 3000 Concentrator 3.0.X 655 &>1)
wlb) IPSec Lax9 0 35U (VPN) da,@Uall daoldl éaSuid] jS 0 a9 65lgin b aic .da9d o5lgi b aasS
S3lgidl JB oo (Jlasl 9>
EH?EEIM!_ .JH

i - o - G ] A Oees ifewss Jgemer O d
lﬁ.?}:u. R LR L T L e p— :I e | ek ™

Bulbmk & Eaved Regueat

Pasle & basels anopded PH L] SR CaEe regquesl of FRCS 8T renevel reques| genermied Dy a9 esdenal Spgho mboe [SU0n & 8 vwel S| inio T necuesst Bokd b subemet the
Sl | P i alOn aulonty (LA

Sipaid Hieguisl

L] I [JETE T -
LTRGBS AR TS TRV L A AR
Binsfd Eronded [ed-dyb ) Vel ToF LTIV D0ET L1 TAIN B4 EocINOTVL
i e Heguesl |[SoiVBigTia Sy TIP: [ ENEomibow VS LB aw T DTV 00
LS A W [ B YO el e ST T P e KTkl

ok, T W 2 L A E VL AL
Ll | [

=it I $hs In nsard

eicae lomplaw
ST T .

Asfeipen ] B b iens

= 2

|5|u-n|

VPN ioc e di09)l dolgd b

99 65lgis b &S Jo> wlogles e Jooxl) wuad) dlgi _Je Jouanll VPN 3.0.X hac (uoSs g2,
S0 Jio) "6:lgiull JB" ouo (Juasl ¢9> wilb) IPSec jaxd (o 5L VPN asl o)l 63lgi b aic
.(VPN 3000



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_tech_note09186a00800946f1.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_configuration_example09186a008009468a.shtml

g B Vs Fewes oom el

[ T T e ﬂ
IR FER el R

ﬂ-h1lllr\.-_-| SRR ETY T P — ﬂ e L =

Subemit & Baved Reguent

Paste & basels anopded PRCS FID Cetloale requisl of FRCS ¥T rensvasl requesl generaied by o external apphc sbon |00 & 8 vwel e into T neguissl Bold o subemal e
P sl Lo T Ol glon UGNy A

Sl Heguest

-= e —RiG I WET CEFTIFICATE REGIERT----—
FITER i 10 AFD I AFTE v TFEEIRT dod iR EATAw
Bansfd Snonded [bikSyt ) Vol ToF A TIVOET L1 TaiN by bocINOINL
- il iy Heguesl |Soi R Lg T Sy DIFC [ O mfarw 5 B o 0 TR (0
P D W) O YOO el o el L T TN Fref KT ukel
Cirk - TN MU 2B I RLRAT IS .'\...—If naLkgr. &
| _"I-|

st lor a ble Io mesrd

Lendcse | el
Mabafefiren | A | baifwm:

lai | i

VPN 3000 ; CRL pc>

6>lgaidl 9 CRL _le Lail pi .oblgidl<oblgidl 6,05] < 8)05] 52> VPN 3000 S50 e CRL pes ol
03D i piy ¥ 28 .8, bl lig) dxyb 63lgain pubuiiy IKE Lulns ooy ol Say < J9VI al>all axdleo clisl izl
2lowl) deylidl CA chblgis Joud [LisVl &5 >a> (VPN) a,dlall dawv 3l éSuidl 35,0 e deall 6slgill
SVl &1 ayaz elell p8 .65l Hlwo oo gazill 9 ac 8l oblgidl 04D Jio plasiwl, VPN iS5 55 00
8500l 2low] pas)
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Certificate Acceptance | CRL Retrieval | CRL Protocol | CRL Caching

Certificate| RTF_VFPH_2003_CA
Certificate Acceptance Policy
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7 lLDAP filter. (For roere mformaten, chck Belp ) Ifvou choose LDAEF,
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Verlfy Wendy the pazswerd Ear the login T

LDAF or HITF URLs
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e Enter each TTEL on 2 new hne.

| Apphy || Cancel |
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HTTP URL: http://1.1.1.2/CertEnroll/TestCA6-8.crl -
LDAP URL: Idap://100.199.7.6:389/CN=TestCA6-8,CN=2KPDC,CN=CDP,CN=Public ylgic -
oozl
baseS certficateRevocationListCCN=Services.CN=Configuration.DC=qa2000.DC=com.&uw L.V
ob jectclass=cRLDistributionPoint$
pis o 950 051> jiwl pi S CRLS 550 VPN S, 2lowal) u8ai HLis Yl 65 aaxs J9guel) Say
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CRL Caching
Certificate| BT _VII_2003_Ch
CRL Caching
Enabled| [ Check to enable CHL caching Thsabling wall clear CFL cache
Refresh Timel 0 Enber the refresh tome i munetes (5 - 1440 Enter 0 to use ooly the et Update Beld i the cached
o ! ZEL
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P Update vahie or a Mest Update waluz that haz lapsed
' Apply | | Cancel |
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VPN 3000 ;S ;0

SEV=8 | KEDBG 0 RPT=261 172.18.124.96 15:24:04.680 08/27/2001 1

RECEI VED Message (nsgi d=0) with payl oads

HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NONE (0) ... total |eng
th . 964

SEV=9 | KEDBG 0 RPT=262 172.18.124.96 15:24:04.680 08/27/2001 4
processi ng SA payl oad

SEV=8 | KEDBG 0 RPT=263 172.18.124.96 15:24:04.680 08/27/2001 5
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
:Parsing received transform
: Phase 1 failure against global |KE proposal # 1
:Msmatched attr types for class DH G oup
Recv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=264 172.18.124.96 15:24: 04. 680 08/27/2001 10
: Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class DH G oup
Rev' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=265 172.18.124.96 15:24:04.680 08/27/2001 13
:Phase 1 failure against global |KE proposal # 3
:Msmatched attr types for class DH G oup
Recv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=266 172.18.124.96 15:24:04.680 08/27/2001 16
: Phase 1 failure against global |IKE proposal # 4
:Msmatched attr types for class DH G oup
Recv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=267 172.18.124.96 15:24:04.680 08/27/2001 19
: Phase 1 failure against global IKE proposal # 5
:Msmatched attr types for class DH G oup
Recv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1
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SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDBG 0 RPT=268 172.18.124.96 15:24:04.680 08/27/2001 22
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

| KEDBG 0 RPT=269 172.18.124.96 15:24:04.680 08/27/2001 25
:Phase 1 failure against global |IKE proposal # 7
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 2

| KEDBG 0 RPT=270 172.18.124.96 15:24:04.680 08/27/2001 28
Proposal # 1, Transform# 2, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

| KEDBG 0 RPT=271 172.18.124.96 15:24:04.680 08/27/2001 33
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

| KEDBG 0 RPT=272 172.18.124.96 15:24:04.680 08/27/2001 36
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

| KEDBG 0 RPT=273 172.18.124.96 15:24: 04. 680 08/27/2001 39
:Phase 1 failure against global I|IKE proposal # 4
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

| KEDBG 0 RPT=274 172.18.124.96 15:24:04.680 08/27/2001 42
:Phase 1 failure against global IKE proposal # 5
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 1

| KEDBG 0 RPT=275 172.18.124.96 15:24:04.680 08/27/2001 45
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

| KEDBG 0 RPT=276 172.18.124.96 15:24:04.680 08/27/2001 48
:Phase 1 failure against global |IKE proposal # 7
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

| KEDBG 0 RPT=277 172.18.124.96 15:24:04.680 08/27/2001 51
Proposal # 1, Transform# 3, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2



SEV=8 | KEDBG 0 RPT=278 172.18.124.96 15:24:04.680 08/ 27/ 2001 56
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=279 172.18.124.96 15:24:04.680 08/27/2001 59
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=280 172.18.124.96 15:24:04.680 08/27/2001 62
:Phase 1 failure against global |IKE proposal # 4
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=281 172.18.124.96 15:24:04.680 08/ 27/ 2001 65
:Phase 1 failure against global |IKE proposal # 5
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=282 172.18.124.96 15:24:04.680 08/ 27/ 2001 68
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

SEV=8 | KEDBG 0 RPT=283 172.18.124.96 15:24:04.680 08/27/2001 71
:Phase 1 failure against global |IKE proposal # 7
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=284 172.18.124.96 15:24:04.680 08/ 27/ 2001 74
Proposal # 1, Transform# 4, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=285 172.18.124.96 15:24:04.680 08/27/2001 79
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=286 172.18.124.96 15:24:04.680 08/27/2001 82
:Phase 1 failure against global I|IKE proposal # 3
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=287 172.18.124.96 15:24:04.680 08/ 27/ 2001 85
:Phase 1 failure against global |IKE proposal # 4
:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=288 172.18.124.96 15:24:04.680 08/27/2001 88
:Phase 1 failure against global IKE proposal # 5



:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=289 172.18.124.96 15:24:04.680 08/27/2001 91
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 7

SEV=8 | KEDBG 0 RPT=290 172.18.124.96 15:24:04.680 08/ 27/ 2001 94
:Phase 1 failure against global |IKE proposal # 7
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=291 172.18.124.96 15:24:04.680 08/ 27/ 2001 97
Proposal # 1, Transform# 5, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg' d: M5

SEV=8 | KEDBG 0 RPT=292 172.18.124.96 15:24:04.680 08/27/2001 101
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=293 172.18.124.96 15:24:04.680 08/27/2001 104
:Phase 1 failure against global I|IKE proposal # 3
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=294 172.18.124.96 15:24:04.680 08/27/2001 107
:Phase 1 failure against global |IKE proposal # 4
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=8 | KEDBG 0 RPT=295 172.18.124.96 15:24:04.680 08/27/2001 109
:Phase 1 failure against global IKE proposal # 5
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

SEV=8 | KEDBG 0 RPT=296 172.18.124.96 15:24:04.680 08/27/2001 112
:Phase 1 failure against global |IKE proposal # 6
:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 7

SEV=8 | KEDBG 0 RPT=297 172.18.124.96 15:24:04.680 08/27/2001 115
:Phase 1 failure against global |IKE proposal # 7
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 0 RPT=298 172.18.124.96 15:24:04.680 08/27/2001 117
Cakl ey proposal is acceptable

SEV=9 | KEDBG 47 RPT=7 172.18.124.96 15:24:04.680 08/27/2001 118



SEV=9

SEV=9

SEV=9

SEV=9

SEV=9

SEV=9

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

processi ng VI D payl oad

| KEDBG 49 RPT=7 172.18.124.96 15:24:04.680 08/27/2001 119

Recei ved xauth V6 VID

| KEDBG 47 RPT=8 172.18.124.96 15:24:04.680 08/27/2001 120

processi ng VI D payl oad

| KEDBG 49 RPT=8 172.18.124.96 15:24:04.680 08/27/2001 121

Recei ved DPD VI D

| KEDBG 47 RPT=9 172.18.124.96 15:24:04.680 08/27/2001 122

processi ng VI D payl oad

| KEDBG 49 RPT=9 172.18.124.96 15:24:04.680 08/27/2001 123

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

Received Cisco Unity client VID

RPT=299 172.18.124.96 15:24: 04. 680 08/27/2001 124
processi ng | KE SA

RPT=300 172.18.124.96 15:24:04.680 08/27/2001 125
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=301 172.18.124.96 15:24:04.680 08/27/2001 130

:Phase 1 failure against global |IKE proposal # 2

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=302 172.18.124.96 15:24:04.680 08/27/2001 133

:Phase 1 failure against global I|IKE proposal # 3

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=303 172.18. 124. 96 15: 24: 04.680 08/ 27/2001 136

:Phase 1 failure against global |IKE proposal # 4

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=304 172.18.124.96 15:24:04.680 08/27/2001 139

:Phase 1 failure against global IKE proposal # 5

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=305 172.18.124. 96 15:24: 04.680 08/ 27/2001 142

:Phase 1 failure against global |IKE proposal # 6

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

RPT=306 172.18.124.96 15:24:04.680 08/27/2001 145

:Phase 1 failure against global |IKE proposal # 7

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2



SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

RPT=307 172.18.124.96 15:24:04.680 08/27/2001 148
Proposal # 1, Transform# 2, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=308 172.18.124. 96 15:24: 04.680 08/27/2001 153

:Phase 1 failure against global |IKE proposal # 2

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=309 172.18.124.96 15:24: 04.680 08/27/2001 156

:Phase 1 failure against global I|IKE proposal # 3

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=310 172.18.124.96 15:24: 04.680 08/27/2001 159

:Phase 1 failure against global |IKE proposal # 4

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=311 172.18. 124. 96 15:24: 04.680 08/27/2001 162

:Phase 1 failure against global |IKE proposal # 5

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=312 172.18. 124. 96 15:24: 04.680 08/27/2001 165

:Phase 1 failure against global |IKE proposal # 6

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

RPT=313 172.18. 124. 96 15: 24: 04. 680 08/ 27/2001 168

:Phase 1 failure against global |IKE proposal # 7

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 2

RPT=314 172.18.124.96 15:24:04. 680 08/27/2001 171
Proposal # 1, Transform# 3, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=315 172.18. 124. 96 15: 24: 04. 680 08/ 27/ 2001 176

:Phase 1 failure against global |IKE proposal # 2

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=316 172.18.124.96 15:24:04.680 08/27/2001 179

:Phase 1 failure against global |IKE proposal # 3

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1



SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

RPT=317 172.18.124. 96 15:24: 04.680 08/27/2001 182

:Phase 1 failure against global |IKE proposal # 4

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=318 172.18. 124. 96 15: 24: 04.680 08/ 27/2001 185

:Phase 1 failure against global IKE proposal # 5

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 1

RPT=319 172.18.124. 96 15:24: 04.680 08/27/2001 188

:Phase 1 failure against global |IKE proposal # 6

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

RPT=320 172.18.124.96 15:24:04.680 08/27/2001 191

:Phase 1 failure against global |IKE proposal # 7

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=321 172.18.124.96 15:24:04. 690 08/27/2001 194
Proposal # 1, Transform# 4, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=322 172.18. 124. 96 15: 24: 04.690 08/27/2001 199

:Phase 1 failure against global I|IKE proposal # 2

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=323 172.18. 124. 96 15: 24: 04. 690 08/ 27/ 2001 202

:Phase 1 failure against global |IKE proposal # 3

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 5
Cfg'd: Cakley Goup 1

RPT=324 172.18.124. 96 15: 24: 04.690 08/27/2001 205

:Phase 1 failure against global |IKE proposal # 4

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=325 172.18. 124. 96 15: 24: 04. 690 08/ 27/2001 208

:Phase 1 failure against global IKE proposal # 5

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 1

RPT=326 172.18.124.96 15:24:04.690 08/27/2001 211

:Phase 1 failure against global |KE proposal # 6

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 7

RPT=327 172.18.124. 96 15:24: 04.690 08/ 27/2001 214

:Phase 1 failure against global |IKE proposal # 7



SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

| KEDBG 0

:Msmatched attr types for class DH G oup
Rcv' d: Gakley G oup 5
Cfg'd: Cakley Goup 2

RPT=328 172.18. 124. 96 15:24: 04. 690 08/27/2001 217
Proposal # 1, Transform# 5, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1

:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg' d: M5

RPT=329 172.18. 124. 96 15:24: 04.690 08/27/2001 221

:Phase 1 failure against global |IKE proposal # 2

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

RPT=330 172.18.124.96 15:24:04.690 08/27/2001 224

:Phase 1 failure against global |IKE proposal # 3

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

RPT=331 172.18.124. 96 15:24: 04.690 08/ 27/2001 227

:Phase 1 failure against global |IKE proposal # 4

:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

RPT=332 172.18. 124. 96 15: 24: 04.690 08/ 27/2001 229

:Phase 1 failure against global IKE proposal # 5

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 1

RPT=333 172.18. 124. 96 15: 24: 04. 690 08/ 27/ 2001 232

:Phase 1 failure against global |IKE proposal # 6

:Msmatched attr types for class DH G oup
Rcv' d: Gakl ey G oup 2
Cfg'd: Cakley Goup 7

RPT=334 172.18.124. 96 15: 24: 04.690 08/27/2001 235

:Phase 1 failure against global |IKE proposal # 7

:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 28 RPT=3 172.18.124.96 15:24:04.690 08/27/2001 237

| KE SA Proposal # 1, Transform# 6 acceptable
Mat ches gl obal IKE entry # 1

SEV=8 AUTHDBG 1 RPT=7 15:24:04.690 08/27/2001 238
AUTH_Open() returns 6

SEV=7 AUTH 12 RPT=7 15:24:04.690 08/27/2001 239
Aut henti cati on session opened: handle = 6

SEV=9 | KEDBG 0 RPT=335 172.18.124.96 15:24:04.690 08/27/2001 240

constructing | SA_SA for isakmp

SEV=8 | KEDBG 0 RPT=336 172.18.124.96 15:24:04.690 08/27/2001 241

SENDI NG Message (nsgi d=0) with payl oads
HDR + SA (1) ... total length : 84



SEV=8 | KEDBG 0 RPT=337

HDR + KE (4) + NONCE (10) + NONE (0)

SEV=8 | KEDBG 0 RPT=338

HDR + KE (4) + NONCE (10) + NONE (0)

SEV=9 | KEDBG 0 RPT=339

SEV=9 | KEDBG 0 RPT=340

SEV=9 | KEDBG 1 RPT=41

SEV=9 | KEDBG 0 RPT=341

SEV=9 | KEDBG 1 RPT=42

SEV=9 | KEDBG 46 RPT=8

SEV=9 | KEDBG 46 RPT=9

SEV=9 | KEDBG 48 RPT=5

SEV=9 | KEDBG 38 RPT=3

: Constructing VPN 3000 spoofing

SEV=9 | KEDBE 46 RPT=10

SEV=9 | KEDBG 48 RPT=6

SEV=9 | KE/ 0 RPT=5

SEV=8 | KEDBG 0 RPT=342

SEV=8 | KEDBG 0 RPT=343

+ (HDR + ID (5) + CERT

SEV=9 | KEDBG 1 RPT=43

SEV=9 | KEDBG 0 RPT=344

SEV=9 | KEDBG 0 RPT=345

172.18.124.96 15:24:04.730 08/ 27/ 2001 242
RECEI VED Message (nsgi d=0) with payl oads
total length : 184

172.18.124.96 15:24:04.730 08/ 27/ 2001 244
RECEI VED Message (nsgi d=0) with payl oads
total length : 184

172.18.124.96 15:24:04.730 08/ 27/ 2001 246
processi ng ke payl oad

172.18.124.96 15:24:04.730 08/ 27/ 2001 247
processing | SA KE

172.18.124.96 15:24:04.730 08/ 27/ 2001 248
processi ng nonce payl oad
172.18.124.96 15:24:04.780 08/ 27/ 2001 249
constructing ke payl oad

172.18.124.96 15:24:04.780 08/27/2001 250
constructing nonce payl oad
172.18.124.96 15:24:04.780 08/ 27/ 2001 251
constructing Ci sco Unity VID payl oad
172.18.124.96 15:24:04.780 08/ 27/ 2001 252
constructing xauth V6 VID payl oad
172.18.124.96 15:24:04.780 08/ 27/ 2001 253
Send 10S VID

172.18.124.96 15:24:04.780 08/ 27/ 2001 254
| CS Vendor |ID payl oad (version
(capabilities: 20000001 ,1.0.0
172.18.124.96 15:24:04.780 08/ 27/ 2001 256
constructing VID payl oad
172.18.124.96 15:24:04.780 08/ 27/ 2001 257
Send Altiga GNVID

172.18.124.96 15:24:04.780 08/ 27/ 2001 258
...Cenerating keys for Responder

172.18.124.96 15:24:04.790 08/ 27/ 2001 259
SENDI NG Message (nsgi d=0) with payl oads
HDR + KE (4) total length : 395

172.18.124. 96 15:24:04.850 08/ 27/ 2001 260
RECEI VED Message (nsgi d=0) with payl oads
(6) + CERT_REQ (7) + SIG (9) + NOTIFY (11

NONE ( 0) total length : 1901

172.18.124. 96 15:24:04.850 08/ 27/ 2001 263
Processing I D

172.18.124. 96 15:24:04.850 08/ 27/ 2001 264
processing cert payl oad

172.18.124. 96 15:24:04.850 08/ 27/ 2001 265
processing cert request payl oad



SEV=9 | KEDBG 1 RPT=44 172.18.124.96 15:24:04.850 08/ 27/ 2001 266
processi ng RSA signature

SEV=9 | KEDBG 0 RPT=346 172.18.124.96 15:24:04.850 08/27/2001 267
conputing hash

SEV=9 | KEDBG 0 RPT=347 172.18.124.96 15:24:04.860 08/27/2001 268
Processing Notify payl oad

SEV=9 | KEDBG 23 RPT=3 172.18.124.96 15:24:04.860 08/27/2001 269
Starting group | ookup for peer 172.18.124.96

SEV=9 | KE/ 21 RPT=3 172.18.124.96 15:24:04.860 08/27/2001 270
No Group found by matching | P Address of Cert peer 172.18.124.96

SEV=8 AUTHDBG 1 RPT=8 15:24:04.860 08/27/2001 271
AUTH_Open() returns 7

SEV=7 AUTH 12 RPT=8 15:24:04.860 08/27/2001 272
Aut henti cati on session opened: handle =7

SEV=8 AUTHDBG 3 RPT=8 15:24:04.860 08/27/2001 273
(AUTH_Put Attr Tabl e(7, 6laf64

SEV=8 AUTHDBG 6 RPT=3 15:24:04.860 08/27/2001 274
(AUTH_Gr oupAut henti cate(7, 7398828, 42dd5c

SEV=6 | KE/ 0 RPT=6 15:24:04.860 08/27/2001 275
MM recei ved unexpected event EV_ACTI VATE NEWSA in state
MM BLD_MSG6

SEV=8 AUTHDBG 59 RPT=6 15:24:04.860 08/27/2001 276
(AUTH_Bi ndSer ver (3ea0278, 0, 0

SEV=9 AUTHDBGE 69 RPT=6 15:24: 04.860 08/27/2001 277
Aut h Server e5d99c has been bound to ACB 3ea0278, sessions = 1

SEV=8 AUTHDBG 65 RPT=6 15:24:04.860 08/27/2001 278
(AUTH_Cr eat eTi ner (3ea0278, 0, 0O

SEV=9 AUTHDBG 72 RPT=6 15:24:04.860 08/27/2001 279
Reply timer created: handle = 2A0017

SEV=8 AUTHDBG 61 RPT=6 15: 24: 04.860 08/27/2001 280
(AUTH_Bui | dMsg(3€a0278, 0, 0

SEV=8 AUTHDBG 64 RPT=6 15:24:04.860 08/27/2001 281
(AUTH_St art Ti ner (3ea0278, 0, 0

SEV=9 AUTHDBG 73 RPT=6 15:24:04.860 08/27/2001 282
,Reply timer started: handl e = 2A0017, tinmestanp = 902538
ti meout = 30000

SEV=8 AUTHDBG 62 RPT=6 15:24:04.860 08/27/2001 283
(AUTH_SndRequest (3ea0278, 0, 0

SEV=8 AUTHDBG 50 RPT=11 15:24:04.860 08/27/2001 284
(I nt DB_Decode(37f cbac, 112

SEV=10 AUTHDECODE/ 12 RPT=26 15:24:04.860 08/27/2001 285
IntDB: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 13 RPT=26 15:24:04.860 08/27/2001 286
(IntDB: Length = 8 (0x08



SEV=10 AUTHDECODE/ 14 RPT=15 15:24:04.860 08/27/2001 287
= (IntDB: Value (String

SEV=10 AUTHDECODE/O RPT=15 15:24:04.860 08/27/2001 288
63726C67 726F7570 crlgroup :0000

SEV=10 AUTHDECODE/ 12 RPT=27 15:24:04.860 08/27/2001 289
IntDB: Type = 5 (0x05) NAS-Port

SEV=10 AUTHDECODE/ 13 RPT=27 15:24:04.860 08/27/2001 290
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=12 15: 24:04.860 08/27/2001 291
(I'ntDB: Value (Integer) = 0 (0x0000

SEV=10 AUTHDECODE/ 12 RPT=28 15: 24:04.860 08/27/2001 292
IntDB: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 13 RPT=28 15: 24:04.860 08/27/2001 293
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=13 15: 24:04.860 08/27/2001 294
(I'ntDB: Value (Integer) = 2 (0x0002

SEV=10 AUTHDECODE/ 12 RPT=29 15: 24:04.860 08/27/2001 295
IntDB: Type = 7 (0x07) Franed-Protocol

SEV=10 AUTHDECODE/ 13 RPT=29 15: 24:04.860 08/27/2001 296
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=14 15: 24:04.860 08/27/2001 297
(I'ntDB: Value (Integer) = 1 (0x0001

SEV=10 AUTHDECODE/ 12 RPT=30 15:24:04.860 08/27/2001 298
IntDB: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 13 RPT=30 15:24:04.860 08/27/2001 299
(I'ntDB: Length = 13 (0x0D

SEV=10 AUTHDECODE/ 14 RPT=16 15:24:04.860 08/27/2001 300
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=16 15:24:04.860 08/27/2001 301
3137322E 31382E31 32342E39 36 172.18.124.96 : 0000

SEV=10 AUTHDECODE/ 12 RPT=31 15:24:04.860 08/27/2001 302
IntDB: Type = 4118 (0x1016) Authentication-Server-Type

SEV=10 AUTHDECODE/ 13 RPT=31 15:24:04.860 08/27/2001 303
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=15 15:24:04.860 08/27/2001 304
(I'ntDB: Value (Integer) = 5 (0x0005

SEV=8 AUTHDBG 47 RPT=11 15:24:04.860 08/27/2001 305
(I nt DB_Xnt (3ea0278

SEV=9 AUTHDBG 71 RPT=6 15:24:04.860 08/27/2001 306
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=12 15:24:04.860 08/27/2001 307
(I nt DB_Xnt (3ea0278



SEV=8 AUTHDBG 49 RPT=6 15: 24: 04. 960 08/27/2001 308
(I nt DB_Mat ch(3ea0278, 1ff 6140

SEV=8 AUTHDBG 63 RPT=6 15:24:04.960 08/27/2001 309
(AUTH_RcvRepl y(3ea0278, 0, O

SEV=8 AUTHDBG 50 RPT=12 15:24:04.960 08/27/2001 310
(I nt DB_Decode( 1f f 6140, 42

SEV=10 AUTHDECODE/ 12 RPT=32 15:24:04.960 08/27/2001 311
IntDB: Type = 1 (0x01) User- Nanme

SEV=10 AUTHDECODE/ 13 RPT=32 15:24:04.960 08/27/2001 312
(IntDB: Length = 8 (0x08

SEV=10 AUTHDECODE/ 14 RPT=17 15:24:04.960 08/27/2001 313
= (IntDB: Value (String

SEV=10 AUTHDECODE/O RPT=17 15:24:04.960 08/27/2001 314
63726C67 726F7570 crlgroup :0000

SEV=8 AUTHDBG/48 RPT=6 15:24:04.960 08/27/2001 315
(IntDB_Rcv(3eal278

SEV=8 AUTHDBG/66 RPT=6 15:24:04.960 08/27/2001 316
(AUTH_DeleteTimer (3ea0278, 0, 0

SEV=9 AUTHDBG/74 RPT=6 15:24:04.960 08/27/2001 317
Reply timer stopped: handle = 2A0017, timestamp = 902548

SEV=8 AUTHDBG/58 RPT=6 15:24:04.960 08/27/2001 318
(AUTH_Callback(3ea0278, 0, O

SEV=6 AUTH/39 RPT=5 172.18.124.96 15:24:04.960 08/27/2001 319
,Authentication successful: handle = 7, server = Internal
group = crlgroup

SEV=7 IKEDBG/0 RPT=348 172.18.124.96 15:24:04.960 08/27/2001 320
[Group [crlgroup
(Found Phase 1 Group (crlgroup

SEV=8 AUTHDBG/4 RPT=4 15:24:04.960 08/27/2001 321
(AUTH_GetAttrTable(7, 6lafac

SEV=7 IKEDBG/14 RPT=4 172.18.124.96 15:24:04.960 08/27/2001 322
[Group [crlgroup
Authentication configured for Internal

SEV=8 AUTHDBG/2 RPT=7 15:24:04.960 08/27/2001 323
(AUTH_Close(7

SEV=8 CERT/14 RPT=3 15:24:04.960 08/27/2001 324
(CERT_Authenticate(6, 7398828, 42722c

SEV=8 AUTHDBG/60 RPT=6 15:24:04.960 08/27/2001 325
(AUTH_UnbindServer (3ea0278, 0, 0

SEV=9 AUTHDBG/70 RPT=6 15:24:04.960 08/27/2001 326
;Auth Server e5d99c has been unbound from ACB 3ea0278
sessions = 0

SEV=8 AUTHDBG/10 RPT=7 15:24:04.960 08/27/2001 327
(AUTH_Int_ FreeAuthCB(3eal0278



SEV=9 AUTHDBG/19 RPT=7 15:24:04.960 08/27/2001 328
instance = 8, clone_instance = 0

SEV=7 AUTH/13 RPT=7 15:24:04.960 08/27/2001 329
Authentication session closed: handle = 7

SEV=7 CERT/5 RPT=3 15:24:04.960 08/27/2001 330
Checking revocation status: session = 6

SEV=8 AUTHDBG/3 RPT=9 15:24:04.960 08/27/2001 331
(AUTH_PutAttrTable(6, £2£754

SEV=8 CERT/51 RPT=3 15:24:04.960 08/27/2001 332
(CERT_CheckCRLConfig(3eb7914, 0, 0

SEV=7 CERT/1 RPT=3 15:24:04.970 08/27/2001 333
Certificate is valid: session = 6

SEV=8 CERT/55 RPT=2 15:24:04.980 08/27/2001 334
(CERT_CheckCache (3eb7914, 0, 0

SEV=8 CERT/53 RPT=2 15:24:04.980 08/27/2001 335
(CERT_OpenSession(3eb7914, 0, 0

SEV=8 AUTHDBG/1l RPT=9 15:24:04.980 08/27/2001 336
AUTH_Open() returns 8

SEV=7 AUTH/12 RPT=9 15:24:04.980 08/27/2001 337
Authentication session opened: handle = 8

SEV=8 CERT/57 RPT=2 15:24:04.980 08/27/2001 338
(CERT_SndRequest (3eb7914, 0, 0

SEV=8 AUTHDBG/3 RPT=10 15:24:04.980 08/27/2001 339
(AUTH_PutAttrTable (8, £2£494

SEV=8 AUTHDBG/5 RPT=2 15:24:04.980 08/27/2001 340
(AUTH_Authenticate(8, 3eb7914, 47ed40

SEV=8 AUTHDBG/59 RPT=7 15:24:04.980 08/27/2001 341
(AUTH_BindServer(3ea0278, 0, 0

SEV=9 AUTHDBG/69 RPT=7 15:24:04.980 08/27/2001 342
,Auth Server f£162bc has been bound to ACB 3eal278
sessions = 1

SEV=8 AUTHDBG/65 RPT=7 15:24:04.980 08/27/2001 343
(AUTH_CreateTimer (3ea0278, 0, 0

SEV=9 AUTHDBG/72 RPT=7 15:24:04.980 08/27/2001 344
Reply timer created: handle = 2B0017

SEV=8 AUTHDBG/61 RPT=7 15:24:04.980 08/27/2001 345
(AUTH_BuildMsg(3ea0278, 0, O

SEV=8 AUTHDBG/100 RPT=1 15:24:04.980 08/27/2001 346
(Ldap_Build(3ea0278

SEV=8 AUTHDBG/122 RPT=1 15:24:04.980 08/27/2001 347
Ldap connecting to host 172.18.124.96:389

SEV=8 AUTHDBG/123 RPT=1 15:24:04.980 08/27/2001 348
Ldap socket 2 connected to host 172.18.124.96



SEV=8 AUTHDBG/107 RPT=1 15:24:04.980 08/27/2001 349
Ldap directory server 172.18.124.96 is up

SEV=7 AUTHDBG/143 RPT=1 15:24:04.980 08/27/2001 350
.Ldap Lookup - 16 bytes successfully received

SEV=8 AUTHDBG/106 RPT=1 15:24:04.980 08/27/2001 351
(Ldap bind success(f162bc

SEV=8 AUTHDBG/64 RPT=7 15:24:04.980 08/27/2001 352
(AUTH_StartTimer (3ea0278, 0, 0

SEV=9 AUTHDBG/73 RPT=7 15:24:04.980 08/27/2001 353
,Reply timer started: handle = 2B0017, timestamp = 902550
timeout = 30000

SEV=8 AUTHDBG/62 RPT=7 15:24:04.980 08/27/2001 354
(AUTH_SndRequest (3ea0278, 0, 0

SEV=8 AUTHDBG/101 RPT=1 15:24:04.980 08/27/2001 355
(Ldap_Xmt (3ea0278

SEV=8 AUTHDBG/114 RPT=1 15:24:04.980 08/27/2001 356
:Ldap search

DN: CN=jazib-pc,CN=jazib-pc,CN=CDP,CN=Public
,Key Services,CN=Services,CN=Configuration,DC=rtp-vpn
DC=cisco,DC=com

Filter: objectclass=cRLDistributionPoint

Scope: LDAP_SCOPE_BASE

SEV=9 AUTHDBG/71 RPT=7 15:24:04.980 08/27/2001 360
xmit_cnt = 1

SEV=7 AUTHDBG/143 RPT=2 15:24:05.080 08/27/2001 361
.Ldap Lookup - 497 bytes successfully received

SEV=7 AUTHDBG/143 RPT=3 15:24:05.180 08/27/2001 362
.Ldap Lookup - 16 bytes successfully received

SEV=8 AUTHDBG/112 RPT=1 15:24:05.180 08/27/2001 363
Ldap poll got final result

SEV=8 AUTHDBG/103 RPT=1 15:24:05.180 08/27/2001 364
Ldap_Match(3ea0278, 1fe8108), id = 0x02, rcvd = 0x02

SEV=8 AUTHDBG/63 RPT=7 15:24:05.180 08/27/2001 365
(AUTH_RcvReply(3ea0278, 0, O

SEV=8 AUTHDBG/102 RPT=1 15:24:05.180 08/27/2001 366
(Ldap_Rcv(3eal278

SEV=12 AUTHDBG/0 RPT=1 15:24:05.180 08/27/2001 367

LDAP: Number of lists = 1, Rcv data length = 326

.*...3081ED0O2 0101300D 06092A86 0..BO0..... 0 30820142 :0000
.4886F70D 01010505 00308183 3120301E Heeeeonnw 0..1 0 :0010
06092A86 4886F70D 01090116 116A6672 ee* Heveeeono jfr :0020
.6168696D 40636973 636F2E63 6F6D310B ahim@cisco.coml :0030
..0B300906 0...U....US1.0 02555331 55040613 30090603 :0040
.13024E43 310C300A 06035504 .U....NC1.0...U 03550408 :0050
...55040A13 ...RTP1.0...U 30140603 54503116 07130352 :0060

SEV=8 AUTHDBG/98 RPT=1 15:24:05.180 08/27/2001 375
(LdapApiIntClose(3eal278



SEV=8 AUTHDBG/66 RPT=7 15:24:05.180 08/27/2001 376
(AUTH_DeleteTimer (3ea0278, 0, 0

SEV=9 AUTHDBG/74 RPT=7 15:24:05.180 08/27/2001 377
Reply timer stopped: handle = 2B0017, timestamp = 902570

SEV=8 AUTHDBG/58 RPT=7 15:24:05.180 08/27/2001 378
(AUTH_Callback(3ea0278, 0, O

SEV=6 AUTH/4 RPT=2 15:24:05.180 08/27/2001 379
sAuthentication successful: handle = 8, server = crl_server
= user

SEV=8 AUTHDBG/4 RPT=5 15:24:05.180 08/27/2001 380
(AUTH_GetAttrTable(8, £395e0

SEV=7 CERT/7 RPT=1 15:24:05.180 08/27/2001 381
Retrieved revocation list: session = 6

SEV=8 AUTHDBG/60 RPT=7 15:24:05.180 08/27/2001 382
(AUTH_UnbindServer (3ea0278, 0, 0

SEV=9 AUTHDBG/70 RPT=7 15:24:05.180 08/27/2001 383
,Auth Server f£162bc has been unbound from ACB 3ea0278
sessions = 0

SEV=8 CERT/58 RPT=1 15:24:05.180 08/27/2001 384
(CERT_RcvReply(3eb7914, 0, O

SEV=8 CERT/54 RPT=2 15:24:05.180 08/27/2001 385
(CERT_CloseSession(3eb7914, 0, 0

SEV=8 AUTHDBG/2 RPT=8 15:24:05.180 08/27/2001 386
(AUTH_Close(8

SEV=8 CERT/52 RPT=1 15:24:05.180 08/27/2001 387
(CERT_CheckCRL(3eb7914, 0, O

SEV=8 AUTHDBG/10 RPT=8 15:24:05.180 08/27/2001 388
(AUTH_Int_ FreeAuthCB(3eal0278

SEV=9 AUTHDBG/19 RPT=8 15:24:05.180 08/27/2001 389
instance = 9, clone_instance = 0

SEV=7 AUTH/13 RPT=8 15:24:05.180 08/27/2001 390
Authentication session closed: handle = 8

SEV=7 CERT/2 RPT=1 15:24:05.180 08/27/2001 391
Certificate has not been revoked: session = 6

SEV=8 CERT/56 RPT=3 15:24:05.180 08/27/2001 392
(CERT_Callback(3eb7914, 0, O

SEV=5 IKE/79 RPT=2 172.18.124.96 15:24:05.180 08/27/2001 393
[Group [crlgroup

Validation of certificate successful

(CN=userl, SN=61A1D542000000000009)

SEV=7 IKEDBG/0 RPT=349 172.18.124.96 15:24:05.180 08/27/2001 395
[Group [crlgroup
(peer ID type 9 received (DER_ASN1_ DN

SEV=9 IKEDBG/1l RPT=45 172.18.124.96 15:24:05.190 08/27/2001 396
[Group [crlgroup



SEV=9

SEV=

SEV=9

SEV=9

SEV=8

SEV=9

SEV=9

SEV=8

SEV=8

constructing ID

IKEDBG/0 RPT=350 172.18.124.96 15:24:05.190 08/27/2001 397
[Group [crlgroup
constructing cert payload

9 IKEDBG/1l RPT=46 172.18.124.96 15:24:05.190 08/27/2001 398
[Group [crlgroup
constructing RSA signature

IKEDBG/0 RPT=351 172.18.124.96 15:24:05.190 08/27/2001 399
[Group [crlgroup
computing hash

IKEDBG/46 RPT=11 172.18.124.96 15:24:05.200 08/27/2001 400
[ Group [ crlgroup
constructing dpd vid payload

IKEDBG/0 RPT=352 172.18.124.96 15:24:05.200 08/27/2001 401
: SENDING Message (msgid=0) with payloads
HDR + ID (5) ... total length : 1504

IKEDBG/0 RPT=353 172.18.124.96 15:24:05.200 08/27/2001 402
[Group [crlgroup
constructing blank hash

IKEDBG/0 RPT=354 172.18.124.96 15:24:05.200 08/27/2001 403
[Group [crlgroup
constructing gm hash

IKEDBG/0 RPT=355 172.18.124.96 15:24:05.200 08/27/2001 404
: SENDING Message (msgid=feb4acac) with payloads
HDR + HASH (8) ... total length : 100

IKEDBG/0 RPT=356 172.18.124.96 15:24:09.460 08/27/2001 406
: RECEIVED Message (msgid=feb4acac) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85

SEV=9 IKEDBG/1l RPT=47 15:24:09.460 08/27/2001 408
Iprocess_attr(): Enter

SEV=9 IKEDBG/1l RPT=48 15:24:09.460 08/27/2001 409
.Processing cfg reply attributes

SEV=8 AUTHDBG/1l RPT=10 15:24:09.460 08/27/2001 410
AUTH_Open() returns 9

SEV=7 AUTH/12 RPT=10 15:24:09.460 08/27/2001 411
Authentication session opened: handle = 9

SEV=8 AUTHDBG 3 RPT=11 15:24:09.460 08/27/2001 412
(AUTH_Put Attr Tabl e(9, 6laf 64

SEV=8 AUTHDBG 5 RPT=3 15:24:09.460 08/27/2001 413
(AUTH_Aut henti cate(9, 2f1b9a0, 45d68c

SEV=8 AUTHDBG 59 RPT=8 15:24:09.460 08/27/2001 414
(AUTH_Bi ndSer ver (3eb81a4, 0, 0

SEV=9 AUTHDBGE 69 RPT=8 15:24:09. 460 08/27/2001 415
,Auth Server e5d99c has been bound to ACB 3eb81la4

sessions = 1

SEV=8 AUTHDBG 65 RPT=8 15:24:09. 460 08/27/2001 416



(AUTH_Cr eat eTi nmer (3eb81a4, 0, 0

SEV=9 AUTHDBG 72 RPT=8 15:24:09. 460 08/27/2001 417

Reply timer created: handle = 2D0017

SEV=8 AUTHDBG 61 RPT=8 15:24:09. 460 08/27/2001 418

(AUTH Bui | dMsg(3eb81ad4, 0, 0

SEV=8 AUTHDBG 64 RPT=8 15:24:09. 460 08/27/2001 419

(AUTH_St art Ti ner (3eb81a4, 0, 0

SEV=9 AUTHDBG 73 RPT=8 15:24:09.460 08/27/2001 420
,Reply timer started: handl e = 2D0017, tinmestanp = 902998

timeout = 30000

SEV=8 AUTHDBG 62 RPT=8 15:24:09. 460 08/27/2001 421

(AUTH_SndRequest (3eb81a4, 0, 0

SEV=8 AUTHDBG 50 RPT=13 15:24:09. 460 08/27/2001 422

SEV=10

SEV=10

SEV=10

(I nt DB_Decode(37f 8938, 101

AUTHDECCODE/ 12 RPT=33 15: 24: 09. 460 08/27/2001 423
IntDB: Type = 1 (0x01) User- Nane

AUTHDECCODE/ 13 RPT=33 15: 24: 09. 460 08/27/2001 424
(IntDB: Length = 9 (0x09

AUTHDECCDE/ 14 RPT=18 15: 24: 09. 460 08/27/2001 425
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=18 15:24:09.460 08/27/2001 426

i psecuser

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

SEV=10

72 63757365 69707365 : 0000

AUTHDECCODE/ 12 RPT=34 15: 24: 09. 460 08/27/2001 427
IntDB: Type = 5 (0x05) NAS-Port

AUTHDECCODE/ 13 RPT=34 15: 24: 09. 460 08/27/2001 428
(IntDB: Length = 4 (0x04

AUTHDECCODE/ 15 RPT=16 15: 24: 09. 460 08/27/2001 429
(IntDB: Value (Integer) = 1003 (0x03EB

AUTHDECODE/ 12 RPT=35 15: 24: 09. 460 08/27/2001 430
IntDB: Type = 6 (0x06) Service-Type

AUTHDECODE/ 13 RPT=35 15: 24: 09. 460 08/27/2001 431
(IntDB: Length = 4 (0x04

AUTHDECCODE/ 15 RPT=17 15: 24: 09. 460 08/27/2001 432
(I'ntDB: Value (Integer) = 2 (0x0002

AUTHDECCODE/ 12 RPT=36 15: 24: 09. 460 08/27/2001 433
IntDB: Type = 7 (0x07) Franed-Protocol

AUTHDECCODE/ 13 RPT=36 15: 24: 09. 460 08/27/2001 434
(IntDB: Length = 4 (0x04

AUTHDECCODE/ 15 RPT=18 15: 24: 09. 460 08/27/2001 435
(I'ntDB: Value (Integer) = 1 (0x0001

AUTHDECODE/ 12 RPT=37 15: 24: 09. 460 08/27/2001 436
IntDB: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

AUTHDECODE/ 13 RPT=37 15:24:09. 460 08/27/2001 437



SEV=10 AUTHDECODE/ 14 RPT=19

SEV=10 AUTHDECODE/ 0 RPT=19

3137322E 31382E31 32342E39 36

SEV=8 AUTHDBG 47 RPT=13

SEV=9 AUTHDBGE 71 RPT=8

SEV=8 AUTHDBG 47 RPT=14

(I'ntDB: Length = 13 (0x0D

15: 24: 09. 460 08/ 27/ 2001 438
= (IntDB: Value (String

15: 24: 09. 460 08/27/2001 439
172.18.124.96 : 0000

15: 24: 09. 460 08/ 27/ 2001 440
(I nt DB_Xnt ( 3eb81a4

15: 24: 09. 460 08/ 27/ 2001 441
xmt_cnt =1

15: 24: 09. 460 08/ 27/ 2001 442

(I nt DB_Xnt ( 3eb81a4

SEV=8 AUTHDBG 49 RPT=7 15:24:09.560 08/27/2001 443

(I nt DB_Mat ch( 3eb81a4, 2001040

SEV=8 AUTHDBG 63 RPT=8 15:24:09.560 08/27/2001 444

SEV=8 AUTHDBG 50

SEV=10 AUTHDECODE/ 12

SEV=10 AUTHDECODE/ 13

SEV=10 AUTHDECODE/ 14

SEV=10 AUTHDECODE/ 0

i psecuser

SEV=10 AUTHDECODE/ 12

SEV=10 AUTHDECODE/ 13

SEV=10 AUTHDECODE/ 14

SEV=10 AUTHDECODE/ 0
63726C67 726F7570

(AUTH_RcvRepl y(3eb81a4, 0, O

RPT=14 15:24:09.560 08/27/ 2001 445
(1 nt DB_Decode( 2001040, 60

RPT=38 15:24:09.560 08/ 27/ 2001 446
IntDB: Type = 1 (0x01) User- Nane

RPT=38 15:24:09.560 08/27/ 2001 447
(IntDB: Length = 9 (0x09

RPT=20 15:24:09.560 08/27/2001 448
= (IntDB: Value (String

RPT=20 15:24:09.560 08/27/2001 449
72 63757365 69707365 : 0000

RPT=39 15:24:09.560 08/27/2001 450
IntDB: Type = 25 (0x19) d ass

RPT=39 15:24:09.560 08/27/2001 451
(IntDB: Length = 8 (0x08

RPT=21 15:24:09.560 08/27/2001 452
= (IntDB: Value (String

RPT=21 15:24:09.560 08/27/2001 453
crlgroup :0000

SEV=8 AUTHDBG 48 RPT=7 15:24:09.560 08/27/2001 454

(I'ntDB_Rcv(3eb8la4

SEV=8 AUTHDBG 66 RPT=8 15:24:09.560 08/27/2001 455

(AUTH_Del et eTi mer (3eb81a4, 0, 0

SEV=9 AUTHDBG 74 RPT=8 15:24:09.560 08/27/2001 456

Reply timer stopped: handle =

2D0017, timestanp = 903008

SEV=8 AUTHDBG 58 RPT=8 15:24:09.560 08/27/2001 457

SEV=6 AUTH 4 RPT=3 172.18.
, Aut henti cati on successf ul

(AUTH_Cal | back(3eb81a4, 0, O

124. 96 15:24:09.560 08/27/ 2001 458
handle = 9, server = Interna



user = ipsecuser

SEV=8 AUTHDBG 3 RPT=12 15:24:09.560 08/27/2001 459
(AUTH_Put At trTabl e(9, f39688

SEV=8 AUTHDBG 60 RPT=8 15:24:09.560 08/27/2001 460
(AUTH_Unbi ndSer ver (3eb81a4, 0, O

SEV=9 AUTHDBG 70 RPT=8 15:24:09.560 08/27/2001 461
,Aut h Server e5d99c has been unbound from ACB 3eb81la4
sessions = 0

SEV=8 AUTHDBG 59 RPT=9 15:24:09.560 08/27/2001 462
(AUTH_Bi ndSer ver (3eb81a4, 0, 0

SEV=9 AUTHDBGE 69 RPT=9 15:24:09.560 08/27/2001 463
,Auth Server e5d99c has been bound to ACB 3eb8la4
sessions = 1

SEV=8 AUTHDBG 65 RPT=9 15:24:09.560 08/27/2001 464
(AUTH_Cr eat eTi nmer (3eb81a4, 0, 0

SEV=9 AUTHDBG 72 RPT=9 15:24:09.560 08/27/2001 465
Reply timer created: handle = 2E0017

SEV=8 AUTHDBG 61 RPT=9 15: 24: 09. 560 08/27/2001 466
(AUTH Bui | dMsg(3eb81ad4, 0, 0

SEV=8 AUTHDBG 64 RPT=9 15:24:09.560 08/27/2001 467
(AUTH_St art Ti ner (3eb81a4, 0, 0O

SEV=9 AUTHDBG 73 RPT=9 15:24:09.560 08/27/2001 468
,Reply timer started: handl e = 2E0017, tinmestanp = 903008
timeout = 30000

SEV=8 AUTHDBG 62 RPT=9 15:24:09.560 08/27/2001 469
(AUTH_SndRequest (3eb81a4, 0, 0

SEV=8 AUTHDBG 50 RPT=15 15:24:09.560 08/27/2001 470
(I nt DB_Decode(2000eb0, 42

SEV=10 AUTHDECODE/ 12 RPT=40 15:24:09.560 08/27/2001 471
IntDB: Type = 1 (0x01) User- Nane

SEV=10 AUTHDECODE/ 13 RPT=40 15:24:09.560 08/27/2001 472
(IntDB: Length = 8 (0x08

SEV=10 AUTHDECODE/ 14 RPT=22 15:24:09.560 08/27/2001 473
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=22 15:24:09.560 08/27/2001 474
63726C67 726F7570 crlgroup :0000

SEV=8 AUTHDBG 47 RPT=15 15:24:09.560 08/ 27/ 2001 475
(I nt DB_Xnt ( 3eb81a4

SEV=9 AUTHDBG 71 RPT=9 15:24:09.560 08/27/2001 476
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=16 15:24:09.560 08/27/2001 477
(I nt DB_Xnt ( 3eb81a4

SEV=8 AUTHDBG 49 RPT=8 15: 24: 09. 660 08/27/2001 478
(I nt DB_Mat ch( 3eb81a4, 20014f0



SEV=8 AUTHDBG 63 RPT=9 15:24:09.660 08/27/2001 479
(AUTH_RcvRepl y(3eb81a4, 0, O

SEV=8 AUTHDBG 50 RPT=16 15:24:09.660 08/27/2001 480
(I nt DB_Decode(20014f0, 42

SEV=10 AUTHDECODE/ 12 RPT=41 15:24:09.660 08/27/2001 481
IntDB: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 13 RPT=41 15:24:09.660 08/27/2001 482
(IntDB: Length = 8 (0x08

SEV=10 AUTHDECODE/ 14 RPT=23 15:24:09.660 08/27/2001 483
= (IntDB: Value (String

SEV=10 AUTHDECODE/O RPT=23 15:24:09.660 08/27/2001 484
63726C67 726F7570 crlgroup :0000

SEV=8 AUTHDBG 48 RPT=8 15:24:09.660 08/27/2001 485
(I'ntDB_Rcv(3eb8la4

SEV=8 AUTHDBG 66 RPT=9 15:24:09.660 08/27/2001 486
(AUTH_Del et eTi nmer (3eb81a4, 0, 0

SEV=9 AUTHDBG 74 RPT=9 15:24:09.660 08/27/2001 487
Reply timer stopped: handle = 2E0017, tinmestanp = 903018

SEV=8 AUTHDBG 58 RPT=9 15:24:09.660 08/27/2001 488
(AUTH_Cal | back(3eb81a4, 0, O

SEV=6 AUTH/39 RPT=6 172.18.124.96 15:24:09.660 08/27/2001 489
,Authentication successful: handle = 9, server = Internal
group = crlgroup

SEV=8 AUTHDBG 3 RPT=13 15: 24: 09. 660 08/ 27/ 2001 490
(AUTH_Put At trTabl e(9, f39688

SEV=8 AUTHDBG 60 RPT=9 15:24:09.660 08/27/2001 491
(AUTH_Unbi ndSer ver (3eb81a4, 0, O

SEV=9 AUTHDBG 70 RPT=9 15:24:09.660 08/27/2001 492
,Aut h Server e5d99c has been unbound from ACB 3eb81la4
sessions = 0

SEV=8 AUTHDBG 59 RPT=10 15:24:09.660 08/27/2001 493
(AUTH_Bi ndSer ver (3eb81a4, 0, 0

SEV=9 AUTHDBGE 69 RPT=10 15:24:09. 660 08/ 27/2001 494
,Auth Server e5d99c has been bound to ACB 3eb8la4
sessions = 1

SEV=8 AUTHDBG 65 RPT=10 15:24:09.660 08/27/2001 495
(AUTH_Cr eat eTi ner (3eb81a4, 0, 0

SEV=9 AUTHDBG 72 RPT=10 15:24:09.660 08/27/2001 496
Reply timer created: handle = 2F0017

SEV=8 AUTHDBG 61 RPT=10 15:24:09.660 08/27/2001 497
(AUTH Bui | dMsg(3eb81ad4, 0, 0

SEV=8 AUTHDBG 64 RPT=10 15:24:09.660 08/27/2001 498
(AUTH_St art Ti ner (3eb81a4, 0, 0



SEV=9 AUTHDBG 73 RPT=10 15:24:09.660 08/27/2001 499
,Reply timer started: handl e = 2F0017, tinmestanp = 903018
ti meout = 30000

SEV=8 AUTHDBG 62 RPT=10 15:24:09.660 08/27/2001 500
(AUTH_SndRequest (3eb81a4, 0, 0

SEV=8 AUTHDBG 50 RPT=17 15:24:09.660 08/27/2001 501
(1 nt DB_Decode(2000d20, 42

SEV=10 AUTHDECODE/ 12 RPT=42 15:24:09.660 08/27/2001 502
IntDB: Type = 1 (0x01) User- Nanme

SEV=10 AUTHDECODE/ 13 RPT=42 15:24:09.660 08/27/2001 503
(IntDB: Length = 8 (0x08

SEV=10 AUTHDECODE/ 14 RPT=24 15:24:09.660 08/27/2001 504
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=24 15:24:09.660 08/27/2001 505
63726C67 726F7570 crlgroup :0000

SEV=8 AUTHDBG 47 RPT=17 15:24:09.660 08/27/2001 506
(I nt DB_Xnt ( 3eb81a4

SEV=9 AUTHDBG 71 RPT=10 15:24:09.660 08/27/2001 507
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=18 15:24:09.660 08/27/2001 508
(I nt DB_Xnt ( 3eb81a4

SEV=8 AUTHDBG 49 RPT=9 15:24:09.760 08/27/2001 509
(I nt DB_Mat ch(3eb8la4, 2000eb0

SEV=8 AUTHDBG 63 RPT=10 15:24:09.760 08/27/2001 510
(AUTH_RcvRepl y(3eb81a4, 0, O

SEV=8 AUTHDBG 50 RPT=18 15:24:09.760 08/27/2001 511
(I nt DB_Decode(2000eb0, 42

SEV=10 AUTHDECODE/ 12 RPT=43 15:24:09.760 08/27/2001 512
IntDB: Type = 1 (0x01) User- Nane

SEV=10 AUTHDECODE/ 13 RPT=43 15:24:09.760 08/27/2001 513
(IntDB: Length = 8 (0x08

SEV=10 AUTHDECODE/ 14 RPT=25 15:24:09.760 08/27/2001 514
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=25 15:24:09.760 08/27/2001 515
63726C67 726F7570 crlgroup :0000

SEV=8 AUTHDBG 48 RPT=9 15:24:09.760 08/27/2001 516
(I'ntDB_Rcv(3eb8la4

SEV=8 AUTHDBG 66 RPT=10 15:24:09.760 08/27/2001 517
(AUTH_Del et eTi mer (3eb81a4, 0, 0

SEV=9 AUTHDBG 74 RPT=10 15:24:09.760 08/27/2001 518
Reply timer stopped: handle = 2F0017, tinmestanp = 903028

SEV=8 AUTHDBG 58 RPT=10 15:24:09.760 08/27/2001 519
(AUTH_Cal | back(3eb81a4, 0, O



SEV=6 AUTH/39 RPT=7 172.18.124.96 15:24:09.760 08/27/2001 520
,Authentication successful: handle = 9, server = Internal
group = crlgroup

SEV=8 AUTHDBG 4 RPT=6 15:24:09.760 08/27/2001 521
(AUTH_Get At tr Tabl e(9, 61afac

SEV=7 IKEDBG/14 RPT=5 172.18.124.96 15:24:09.760 08/27/2001 522
[Group [crlgroup] User [ipsecuser
Authentication configured for Internal

SEV=8 AUTHDBG 2 RPT=9 15:24:09.760 08/27/2001 523
(AUTH_C ose(9

SEV=4 IKE/52 RPT=2 172.18.124.96 15:24:09.760 08/27/2001 524
[Group [crlgroup] User [ipsecuser
.User (ipsecuser) authenticated

SEV=9 IKEDBG/0 RPT=357 172.18.124.96 15:24:09.760 08/27/2001 525
[Group [crlgroup] User [ipsecuser
constructing blank hash

SEV=9 IKEDBG/0 RPT=358 172.18.124.96 15:24:09.760 08/27/2001 526
[Group [crlgroup] User [ipsecuser
constructing gm hash

SEV=8 IKEDBG/0 RPT=359 172.18.124.96 15:24:09.760 08/27/2001 527
: SENDING Message (msgid=b£f771120) with payloads
HDR + HASH (8) ... total length : 60

SEV=8 AUTHDBG/60 RPT=10 15:24:09.760 08/27/2001 529
(AUTH_UnbindServer (3eb8la4, 0, 0

SEV=9 AUTHDBG/70 RPT=10 15:24:09.760 08/27/2001 530
Auth Server e5d99c has been unbound from ACB 3eb8la4, sessions = 0

SEV=8 AUTHDBG/10 RPT=9 15:24:09.760 08/27/2001 531
(AUTH_Int_ FreeAuthCB(3eb8la4

SEV=9 AUTHDBG/19 RPT=9 15:24:09.760 08/27/2001 532
instance = 10, clone_instance = 0

SEV=7 AUTH/13 RPT=9 15:24:09.760 08/27/2001 533
Authentication session closed: handle = 9

SEV=8 IKEDBG/0 RPT=360 172.18.124.96 15:24:09.770 08/27/2001 534
: RECEIVED Message (msgid=bf771120) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 56

SEV=9 IKEDBG/1l RPT=49 15:24:09.770 08/27/2001 536
Iprocess_attr(): Enter

SEV=9 IKEDBG/1l RPT=50 15:24:09.770 08/27/2001 537
Processing cfg ACK attributes

SEV=8 IKEDBG/0 RPT=361 172.18.124.96 15:24:09.770 08/27/2001 538
: RECEIVED Message (msgid=826be32d) with payloads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 142

SEV=9 IKEDBG/1l RPT=51 15:24:09.770 08/27/2001 540
Iprocess_attr(): Enter

SEV=9 IKEDBG/1l RPT=52 15:24:09.770 08/27/2001 541
Processing cfg Request attributes



SEV=9 IKEDBG/1l RPT=53 15:24:09.770 08/27/2001 542
IReceived IPV4 address request

SEV=9 IKEDBG/1l RPT=54 15:24:09.770 08/27/2001 543
IReceived IPV4 net mask request

SEV=9 IKEDBG/1l RPT=55 15:24:09.770 08/27/2001 544
IReceived DNS server address request

SEV=9 IKEDBG/1l RPT=56 15:24:09.770 08/27/2001 545
IReceived WINS server address request

SEV=6 | KE/ 130 RPT=3 172.18.124.96 15:24:09.770 08/ 27/ 2001 546
[Goup [crlgroup] User [ipsecuser
Recei ved unsupported transaction node attribute: 5

SEV=6 | KE/ 130 RPT=4 172.18.124.96 15:24:09.770 08/ 27/ 2001 548
[Goup [crlgroup] User [ipsecuser
Recei ved unsupported transaction node attribute: 7

SEV=9 IKEDBG/1l RPT=57 15:24:09.770 08/27/2001 550
!Received Banner request

SEV=9 IKEDBG/1l RPT=58 15:24:09.770 08/27/2001 551
IReceived Save PW request

SEV=9 IKEDBG/1l RPT=59 15:24:09.770 08/27/2001 552
IReceived Default Domain request

SEV=9 IKEDBG/1l RPT=60 15:24:09.770 08/27/2001 553
IReceived Split Tunnel Include request

SEV=9 IKEDBG/1l RPT=61 15:24:09.770 08/27/2001 554
IReceived PFS request

SEV=4 IKE/131 RPT=2 172.18.124.96 15:24:09.770 08/27/2001 555
[Group [crlgroup] User [ipsecuser
Received unknown transaction mode attribute: 28680

SEV=9 IKEDBG/l1l RPT=62 15:24:09.770 08/27/2001 557
IReceived UDP Port request

SEV=9 IKEDBG/31l RPT=2 172.18.124.96 15:24:09.770 08/27/2001 558

SEV

SEV

[Group [crlgroup] User [ipsecuser
Obtained IP addr (10.10.10.1) prior to initiating Mode Cfg
(XAuth enabled)

=9 IKEDBG/0 RPT=362 172.18.124.96 15:24:09.770 08/27/2001 560
[Group [crlgroup] User [ipsecuser
constructing blank hash

=9 IKEDBG/0 RPT=363 172.18.124.96 15:24:09.770 08/27/2001 561
............... OAOAOAO1 F0010000 F0O070000 00010004 :0000

=9 IKEDBG/0 RPT=364 172.18.124.96 15:24:09.770 08/27/2001 562
[Group [crlgroup] User [ipsecuser
constructing gm hash

=8 IKEDBG/0 RPT=365 172.18.124.96 15:24:09.770 08/27/2001 563
: SENDING Message (msgid=826be32d) with payloads
HDR + HASH (8) ... total length : 72

SEV=9 IKEDBG/21l RPT=2 172.18.124.96 15:24:09.810 08/27/2001 565



[Group [crlgroup] User [ipsecuser
Delay Quick Mode processing, Cert/Trans Exch/RM DSID in progress

SEV=7 IKEDBG/22 RPT=2 172.18.124.96 15:24:09.810 08/27/2001 567
[Group [crlgroup] User [ipsecuser
Resume Quick Mode processing, Cert/Trans Exch/RM DSID completed

SEV=4 IKE/119 RPT=2 172.18.124.96 15:24:09.810 08/27/2001 569
[Group [crlgroup] User [ipsecuser
PHASE 1 COMPLETED

SEV=6 IKE/121 RPT=2 172.18.124.96 15:24:09.810 08/27/2001 570
Keep-alive type for this connection: DPD

SEV=7 IKEDBG/0 RPT=366 172.18.124.96 15:24:09.810 08/27/2001 571
[Group [crlgroup] User [ipsecuser
(Starting phase 1 rekey timer: 82080000 (ms

SEV=4 AUTH/21 RPT=6 15:24:09.810 08/27/2001 572
User ipsecuser connected

SEV=9 IKEDBG/0 RPT=367 172.18.124.96 15:24:09.810 08/27/2001 573
[Group [crlgroup] User [ipsecuser
sending notify message

SEV=9 IKEDBG/0 RPT=368 172.18.124.96 15:24:09.810 08/27/2001 574
[Group [crlgroup] User [ipsecuser
constructing blank hash

SEV=9 IKEDBG/0 RPT=369 172.18.124.96 15:24:09.810 08/27/2001 575
[Group [crlgroup] User [ipsecuser
constructing gm hash

SEV=8 IKEDBG/0 RPT=370 172.18.124.96 15:24:09.810 08/27/2001 576
: SENDING Message (msgid=b6a9bf96) with payloads
HDR + HASH (8) ... total length : 88

SEV=8 IKEDBG/0 RPT=371 172.18.124.96 15:24:09.810 08/27/2001 578

: RECEIVED Message (msgid=67342bd4) with payloads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0
total length : 792 ...

SEV=9 IKEDBG/0 RPT=372 172.18.124.96 15:24:09.810 08/27/2001 581
[Group [crlgroup] User [ipsecuser
processing hash

SEV=9 IKEDBG/0 RPT=373 172.18.124.96 15:24:09.810 08/27/2001 582
[Group [crlgroup] User [ipsecuser
processing SA payload

SEV=9 IKEDBG/1l RPT=63 172.18.124.96 15:24:09.810 08/27/2001 583
[Group [crlgroup] User [ipsecuser
processing nonce payload

SEV=9 IKEDBG/1l RPT=64 172.18.124.96 15:24:09.810 08/27/2001 584
[Group [crlgroup] User [ipsecuser
Processing ID

SEV=5 IKE/25 RPT=3 172.18.124.96 15:24:09.810 08/27/2001 585
[Group [crlgroup] User [ipsecuser

:Received remote Proxy Host data in ID Payload

Address 10.10.10.1, Protocol 0, Port 0

SEV=9 IKEDBG/1l RPT=65 172.18.124.96 15:24:09.810 08/27/2001 588



[Group [crlgroup] User [ipsecuser
Processing ID

SEV=5 IKE/24 RPT=2 172.18.124.96 15:24:09.810 08/27/2001 589
[Group [crlgroup] User [ipsecuser

:Received local Proxy Host data in ID Payload

Address 172.18.124.132, Protocol 0, Port 0

SEV=8 IKEDBG/0 RPT=374 15:24:09.810 08/27/2001 592
QM IsRekeyed old sa not found by addr

SEV=5 IKE/66 RPT=3 172.18.124.96 15:24:09.810 08/27/2001 593
[Group [crlgroup] User [ipsecuser
IKE Remote Peer configured for SA: ESP-3DES-MD5

SEV=9 IKEDBG/0 RPT=375 172.18.124.96 15:24:09.810 08/27/2001 595
[Group [crlgroup] User [ipsecuser
processing IPSEC SA

SEV=8 IKEDBG/0 RPT=376 15:24:09.810 08/27/2001 596
Proposal # 2, Transform # 1, Type ESP, Id Triple-DES
:Parsing received transform
:Phase 2 failure
:Mismatched attr types for class HMAC Algorithm
Rcv'd: SHA
cfg'd: MD5

SEV=7 IKEDBG/27 RPT=3 172.18.124.96 15:24:09.810 08/27/2001 600
[Group [crlgroup] User [ipsecuser
IPSec SA Proposal # 3, Transform # 1 acceptable

SEV=7 IKEDBG/0 RPT=377 172.18.124.96 15:24:09.810 08/27/2001 602
[Group [crlgroup] User [ipsecuser
IIKE: requesting SPI

SEV=9 | PSECDBG 6 RPT=11 15:24:09.810 08/27/2001 603

, | PSEC key nessage parse - nsgtype 6, len 192, vers 1, pid 00000000
,seq 3, err 0, type 2, node 0, state 32, |label 0, pad 0, spi 00000000
,encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype O
lifetimel 7631924, lifetine2 0, dsld 300

SEV=9 | PSECDBG 1 RPT=37 15:24:09.810 08/27/2001 607
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=3 15: 24:09. 810 08/ 27/2001 608
Reserved SPI 52918993

SEV=8 | KEDBG 6 RPT=3 15:24:09.810 08/27/2001 609
| KE got SPI from key engine: SPlI = 0x03277adl

SEV=9 | KEDBG 0 RPT=378 172.18.124.96 15:24:09.810 08/27/2001 610
[Goup [crlgroup] User [ipsecuser
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=379 172.18.124.96 15:24:09.810 08/27/2001 611
[Goup [crlgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=380 172.18.124.96 15:24:09.810 08/27/2001 612
[Goup [crlgroup] User [ipsecuser
constructing | SA _SA for ipsec

SEV=5 | KE/ 75 RPT=3 172.18.124.96 15:24:09.810 08/ 27/ 2001 613
[Goup [crlgroup] User [ipsecuser



Overriding Initiator's I PSec rekeying duration from 2147483 to
seconds 28800

SEV=9 | KEDBG 1 RPT=66 172.18.124.96 15:24:09.810 08/27/2001 615
[Goup [crlgroup] User [ipsecuser
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=67 172.18.124.96 15:24:09.810 08/27/2001 616
[Goup [crlgroup] User [ipsecuser
constructing proxy ID

SEV=7 | KEDBG 0 RPT=381 172.18.124.96 15:24:09.810 08/27/2001 617
[Goup [crlgroup] User [ipsecuser
:Transmitting Proxy |d

Renot e host: 10.10.10.1 Protocol 0 Port O

Local host: 172.18.124.132 Protocol 0 Port O

SEV=7 | KEDBG 0 RPT=382 172.18.124.96 15:24:09.810 08/27/2001 621
[Goup [crlgroup] User [ipsecuser
Sendi ng RESPONDER LI FETI ME notification to Initiator

SEV=9 | KEDBG 0 RPT=383 172.18.124.96 15:24:09.810 08/27/2001 623
[Goup [crlgroup] User [ipsecuser
constructing gm hash

SEV=8 | KEDBG 0 RPT=384 172.18.124.96 15:24:09.820 08/ 27/ 2001 624
SENDI NG Message (nsgi d=67342bd4) with payl oads
HDR + HASH (8) ... total length : 172

SEV=8 | KEDBG 0 RPT=385 172.18.124.96 15:24:09.820 08/ 27/2001 626

RECEI VED Message (nsgi d=7102b770) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (O
total length : 796 ...

SEV=9 | KEDBG 0 RPT=386 172.18.124.96 15:24:09.820 08/27/2001 629
[Goup [crlgroup] User [ipsecuser
processi ng hash

SEV=9 | KEDBG 0 RPT=387 172.18.124.96 15:24:09.820 08/27/2001 630
[Goup [crlgroup] User [ipsecuser
processi ng SA payl oad

SEV=9 | KEDBG 1 RPT=68 172.18.124.96 15:24:09.820 08/27/2001 631
[Goup [crlgroup] User [ipsecuser
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=69 172.18.124.96 15:24:09.820 08/27/2001 632
[Goup [crlgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 25 RPT=4 172.18.124.96 15:24:09.820 08/27/2001 633
[Goup [crlgroup] User [ipsecuser

:Received rembte Proxy Host data in | D Payl oad

Address 10.10.10.1, Protocol 0, Port O

SEV=9 | KEDBG 1 RPT=70 172.18.124.96 15:24:09.820 08/ 27/2001 636
[Goup [crlgroup] User [ipsecuser
Processing I D

SEV=5 | KE/ 34 RPT=2 172.18.124.96 15:24:09.820 08/27/2001 637
[Goup [crlgroup] User [ipsecuser
: Received local |IP Proxy Subnet data in |ID Payl oad

Address 0.0.0.0, Mask 0.0.0.0, Protocol 0O, Port O



SEV=8 | KEDBG 0 RPT=388 15:24:09.820 08/27/2001 640
QM | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=4 172.18.124.96 15:24:09.820 08/ 27/ 2001 641
[Goup [crlgroup] User [ipsecuser
| KE Renot e Peer configured for SA: ESP- 3DES- MD5

SEV=9 | KEDBG 0 RPT=389 172.18.124.96 15:24:09.820 08/27/2001 643
[Goup [crlgroup] User [ipsecuser
processi ng | PSEC SA

SEV=8 | KEDBG 0 RPT=390 15:24:09.820 08/ 27/ 2001 644
Proposal # 2, Transform# 1, Type ESP, Id Tripl e-DES
:Parsing received transform
:Phase 2 failure
:Msmatched attr types for class HVAC Al gorithm
Rcv' d: SHA
Cfg' d: M5

SEV=7 | KEDBG 27 RPT=4 172.18.124.96 15:24:09.820 08/ 27/ 2001 648
[Goup [crlgroup] User [ipsecuser
| PSec SA Proposal # 3, Transform# 1 acceptable

SEV=7 | KEDBG 0 RPT=391 172.18.124.96 15:24:09.820 08/27/2001 650
[Goup [crlgroup] User [ipsecuser
I'l KE: requesting SPI

SEV=9 | PSECDBG 6 RPT=12 15:24:09. 820 08/27/2001 651

, | PSEC key nessage parse - nsgtype 6, len 192, vers 1, pid 00000000
,seq 4, err 0, type 2, node 0, state 32, |label 0, pad 0, spi 00000000
,encrKeyLen 0, hashKeyLen 0, ivlien 0, alg 0, hmacAlg 0, lifetype O
lifetimel 7633504, lifetine2 0, dsld 300

SEV=9 | PSECDBG 1 RPT=38 15:24:09.830 08/27/2001 655
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=4 15:24:09.830 08/27/2001 656
Reserved SPI 1672252832

SEV=8 | KEDBG 6 RPT=4 15:24:09.830 08/27/2001 657
| KE got SPI from key engi ne: SPI = Ox63ac8dal

SEV=9 | KEDBG 0 RPT=392 172.18.124.96 15:24:09.830 08/27/2001 658
[Goup [crlgroup] User [ipsecuser
oakl ey constucting qui ck node

SEV=9 | KEDBG 0 RPT=393 172.18.124.96 15:24:09.830 08/27/2001 659
[Goup [crlgroup] User [ipsecuser
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=394 172.18.124.96 15:24:09.830 08/27/2001 660
[Goup [crlgroup] User [ipsecuser
constructing | SA _SA for ipsec

SEV=5 | KE/ 75 RPT=4 172.18.124.96 15:24:09.830 08/27/2001 661
[Goup [crlgroup] User [ipsecuser

Overriding Initiator's I PSec rekeying duration from 2147483 to
seconds 28800

SEV=9 | KEDBG 1 RPT=71 172.18.124.96 15:24:09.830 08/27/2001 663
[Goup [crlgroup] User [ipsecuser

constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=72 172.18.124.96 15:24:09.830 08/27/2001 664



SEV=7 | KEDBG 0 RPT=395 172. 18.

Renpt e host:

Local subnet: 0.0.0.0

SEV=7 | KEDBG 0 RPT=396 172.18.
Sendi ng RESPONDER
SEV=9 | KEDBG 0 RPT=397 172.18.

SEV=8 | KEDBG 0 RPT=398 172. 18.

[Goup [crlgroup] User [ipsecuser
constructing proxy ID

124.96 15:24:09.830 08/ 27/ 2001 665
[Goup [crlgroup] User [ipsecuser
:Transmitting Proxy |d
10.10.10.1 Protocol O Port O
mask 0.0.0.0 Protocol O Port O

124.96 15:24:09.830 08/27/2001 669
[Goup [crlgroup] User [ipsecuser
LI FETI ME notification to Initiator

124.96 15:24:09.830 08/27/2001 671
[Goup [crlgroup] User [ipsecuser

constructing gm hash

124. 96 15:24:09.830 08/27/2001 672

SENDI NG Message (nsgi d=7102b770) with payl oads

HDR + HASH (8)

SEV=8 | KEDBG 0 RPT=399 172. 18.

total length : 176

124. 96 15:24:09.830 08/27/2001 674

RECEI VED Message (nsgi d=67342bd4) with payl oads

HDR + HASH (8) + NONE (0)

SEV=9 | KEDBG 0 RPT=400 172. 18.

SEV=9 | KEDBG 0 RPT=401 172. 18.

SEV=8 AUTHDBd 2

SEV=9 | KEDBG 1 RPT=73 172.18.

SEV=9 | KEDBG 1 RPT=74 172.18.

SEV=7 | KEDBG 0 RPT=402 172. 18.

SEV=4 | KE/ 49 RPT=3 172.18.

(Security negoti

Responder, | nbound SPI

SEV=9 | PSECDB{J 6

= 0x03277adl, CQutbound SPI

total length : 48
124.96 15:24:09.830 08/ 27/ 2001 676
[Goup [crlgroup] User [ipsecuser

processi ng hash

124.96 15:24:09.830 08/27/ 2001 677
[Goup [crlgroup] User [ipsecuser
| oading all |PSEC SAs

RPT=10 15:24:09.830 08/27/2001 678
(AUTH_C ose(6

124.96 15:24:09.830 08/27/2001 679
[Goup [crlgroup] User [ipsecuser
I Generating Quick Mbde Key

124.96 15:24:09.830 08/27/2001 680
[Goup [crlgroup] User [ipsecuser
I Generating Quick Mbde Key

124.96 15:24:09.830 08/27/2001 681

[Goup [crlgroup] User [ipsecuser

: Loadi ng host
172.18.124. 132
Src: 10.10.10.1

Dst :

124.96 15:24:09.830 08/27/2001 683

[Goup [crlgroup] User [ipsecuser
ation conplete for User (ipsecuser
0x45e0f 379

RPT=13 15: 24: 09. 830 08/27/2001 686

, | PSEC key nessage parse - nsgtype 1, len 604, vers 1, pid 00000000
,seq 0, err 0, type 2, node 1, state 64, |abel 0, pad 0, spi 45e0f379
,encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype O

lifetinel 7633504,

SEV=9 | PSECDBG 1

lifetine2 0, dsld O

RPT=39 15:24:09.830 08/27/2001 690
I Processi ng KEY_ADD msg



SEV=9 | PSECDBG 1 RPT=40 15:24:09.840 08/27/2001 691
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=41 15:24:09.840 08/ 27/ 2001 692
No USER filter configured

SEV=9 | PSECDBG 1 RPT=42 15:24:09.840 08/27/2001 693
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=43 15:24:09.840 08/ 27/ 2001 694
KeyProcessAdd: Addi ng out bound SA

SEV=8 | PSECDBG 1 RPT=44 15: 24:09. 840 08/ 27/2001 695
KeyProcessAdd: src 172.18.124.132 mask 0.0.0.0, dst 10.10.10.1
mask 0.0.0.0

SEV=8 | PSECDBG 1 RPT=45 15:24:09.840 08/ 27/ 2001 696
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=14 15:24:09. 840 08/ 27/ 2001 697

, | PSEC key nessage parse - nsgtype 3, len 326, vers 1, pid 00000000
,seq 0, err 0, type 2, node 1, state 32, label 0, pad 0, spi 03277adl
,encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype O
lifetinel 7631924, lifetine2 0, dsld O

SEV=9 | PSECDBG 1 RPT=46 15:24:09.840 08/27/2001 701
I Processi ng KEY_UPDATE mnsg

SEV=9 | PSECDBG 1 RPT=47 15:24:09.840 08/27/2001 702
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=48 15:24:09.840 08/27/2001 703
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=49 15:24:09.840 08/ 27/ 2001 704
No USER filter configured

SEV=9 | PSECDBG 1 RPT=50 15:24:09. 840 08/27/2001 705
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=51 15:24:09. 840 08/27/2001 706
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=3 15:24:09.840 08/27/2001 707
| KE got a KEY_ADD nsg for SA: SPI = 0x45e0f 379

SEV=8 | KEDBG 0 RPT=403 15:24:09.840 08/27/2001 708
pitcher: rcv KEY_UPDATE, spi 0x3277adl

SEV=4 | KE/ 120 RPT=3 172.18.124.96 15:24:09.840 08/27/2001 709
[Goup [crlgroup] User [ipsecuser
(PHASE 2 COWPLETED (nsgi d=67342bd4

SEV=8 AUTHDBG 10 RPT=10 15:24:09.840 08/27/2001 710
(AUTH_I nt _Fr eeAut hCB(3eb7914

SEV=9 AUTHDBGE 19 RPT=10 15: 24:09. 840 08/27/2001 711
instance = 7, clone_instance = 0

SEV=7 AUTH 13 RPT=10 15:24: 09. 840 08/27/2001 712
Aut henti cati on session closed: handle = 6

SEV=8 | KEDBG 0 RPT=404 172.18.124.96 15:24:10.480 08/27/2001 713
RECEI VED Message (nsgi d=7102b770) with payl oads



HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 IKEDBG/0 RPT=405 172.18.124.96 15:24:10.490 08/27/2001 715
[Group [crlgroup] User [ipsecuser
processing hash

SEV=9 IKEDBG/0 RPT=406 172.18.124.96 15:24:10.490 08/27/2001 716
[Group [crlgroup] User [ipsecuser
loading all IPSEC SAs

SEV=9 IKEDBG/1l RPT=75 172.18.124.96 15:24:10.490 08/27/2001 717
[Group [crlgroup] User [ipsecuser
!Generating Quick Mode Key

SEV=9 IKEDBG/1l RPT=76 172.18.124.96 15:24:10.490 08/27/2001 718
[Group [crlgroup] User [ipsecuser
!Generating Quick Mode Key

SEV=7 IKEDBG/0 RPT=407 172.18.124.96 15:24:10.490 08/27/2001 719
[Group [crlgroup] User [ipsecuser
:Loading subnet

Dst: 0.0.0.0 mask: 0.0.0.0

Src: 10.10.10.1

SEV=4 IKE/49 RPT=4 172.18.124.96 15:24:10.490 08/27/2001 721
[Group [crlgroup] User [ipsecuser

(Security negotiation complete for User (ipsecuser

Responder, Inbound SPI = 0x63ac8dal, Outbound SPI = 0x4ala9lee

SEV=9 IPSECDBG/6 RPT=15 15:24:10.490 08/27/2001 724

,IPSEC key message parse - msgtype 1, len 604, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 1, state 64, label 0, pad 0, spi 4ala9lee
,encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0
lifetimel 7633504, lifetime2 0, dsId O

SEV=9 IPSECDBG/1 RPT=52 15:24:10.490 08/27/2001 728
!Processing KEY_ ADD msg

SEV=9 IPSECDBG/1l RPT=53 15:24:10.490 08/27/2001 729
key_msghdr2secassoc(): Enter

SEV=7 IPSECDBG/1 RPT=54 15:24:10.490 08/27/2001 730
No USER filter configured

SEV=9 IPSECDBG/1l RPT=55 15:24:10.490 08/27/2001 731
KeyProcessAdd: Enter

SEV=8 IPSECDBG/1l RPT=56 15:24:10.490 08/27/2001 732
KeyProcessAdd: Adding outbound SA

SEV=8 IPSECDBG/1l RPT=57 15:24:10.490 08/27/2001 733
KeyProcessAdd: src 0.0.0.0 mask 255.255.255.255, dst 10.10.10.1
mask 0.0.0.0

SEV=8 IPSECDBG/1l RPT=58 15:24:10.490 08/27/2001 734
KeyProcessAdd: FilterIpsecAddIkeSa success

SEV=9 IPSECDBG/6 RPT=16 15:24:10.490 08/27/2001 735

,IPSEC key message parse - msgtype 3, len 326, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 1, state 32, label 0, pad 0, spi 63ac8da0
,encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0
lifetimel 7631924, lifetime2 0, dsId O

SEV=9 IPSECDBG/1l RPT=59 15:24:10.490 08/27/2001 739



!Processing KEY_ UPDATE msg

SEV=9 IPSECDBG/1l RPT=60 15:24:10.490 08/27/2001 740
Update inbound SA addresses

SEV=9 IPSECDBG/1l RPT=61 15:24:10.490 08/27/2001 741
key_msghdr2secassoc(): Enter

SEV=7 IPSECDBG/1 RPT=62 15:24:10.490 08/27/2001 742
No USER filter configured

SEV=9 IPSECDBG/1 RPT=63 15:24:10.490 08/27/2001 743
KeyProcessUpdate: Enter

SEV=8 IPSECDBG/1 RPT=64 15:24:10.490 08/27/2001 744
KeyProcessUpdate: success

SEV=8 IKEDBG/7 RPT=4 15:24:10.490 08/27/2001 745
IKE got a KEY ADD msg for SA: SPI = Ox4ala9lee

SEV=8 IKEDBG/0 RPT=408 15:24:10.490 08/27/2001 746
pitcher: rcv KEY UPDATE, spi 0x63ac8dal

SEV=4 IKE/120 RPT=4 172.18.124.96 15:24:10.490 08/27/2001 747
[Group [crlgroup] User [ipsecuser
(PHASE 2 COMPLETED (msgid=7102b770

SEV=8 IKEDBG/0 RPT=409 172.18.124.96 15:24:13.390 08/27/2001 748
: RECEIVED Message (msgid=75cl17db8) with payloads
HDR + HASH (8) + DELETE (12) + NONE (0) ... total length : 68

SEV=9 IKEDBG/0 RPT=410 172.18.124.96 15:24:13.390 08/27/2001 750
[Group [crlgroup] User [ipsecuser
processing hash

SEV=9 IKEDBG/0 RPT=411 15:24:13.390 08/27/2001 751
processing delete

SEV=5 IKE/50 RPT=3 172.18.124.96 15:24:13.390 08/27/2001 752
[Group [crlgroup] User [ipsecuser

(Connection terminated for peer ipsecuser (Peer Terminate
Remote Proxy 10.10.10.1, Local Proxy 0.0.0.0

SEV=7 IKEDBG/9 RPT=3 172.18.124.96 15:24:13.390 08/27/2001 755
[Group [crlgroup] User [ipsecuser
IKE Deleting SA: Remote Proxy 10.10.10.1, Local Proxy 0.0.0.0

SEV=9 IPSECDBG/6 RPT=17 15:24:13.390 08/27/2001 757

,IPSEC key message parse - msgtype 2, len 258, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 0, state 32, label 0, pad 0, spi 63ac8da0
,encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0
lifetimel 7633504, lifetime2 0, dsId O

SEV=9 IPSECDBG/1 RPT=65 15:24:13.390 08/27/2001 761
!Processing KEY_ DELETE msg

SEV=9 IPSECDBG/6 RPT=18 15:24:13.390 08/27/2001 762

,IPSEC key message parse - msgtype 2, len 258, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 0, state 64, label 0, pad 0, spi 4ala9lee
,encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0
lifetimel 7631924, lifetime2 0, dsId O

SEV=9 IPSECDBG/1 RPT=66 15:24:13.390 08/27/2001 766
!Processing KEY_ DELETE msg



SEV=9 IPSECDBG/1l RPT=67 15:24:13.390 08/27/2001 767
key_msghdr2secassoc(): Enter

SEV=7 IPSECDBG/1 RPT=68 15:24:13.390 08/27/2001 768
No USER filter configured

SEV=8 IKEDBG/0 RPT=412 15:24:13.390 08/27/2001 769
pitcher: received key delete msg, spi 0x63ac8dal

SEV=8 IKEDBG/0 RPT=413 15:24:13.390 08/27/2001 770
pitcher: received key delete msg, spi Ox4ala9lee

SEV=8 IKEDBG/0 RPT=414 172.18.124.96 15:24:13.400 08/27/2001 771
: RECEIVED Message (msgid=8c5dbdl8) with payloads
HDR + HASH (8) + DELETE (12) + NONE (0) ... total length : 68

SEV=9 IKEDBG/0 RPT=415 172.18.124.96 15:24:13.400 08/27/2001 773
[Group [crlgroup] User [ipsecuser
processing hash

SEV=9 IKEDBG/0 RPT=416 15:24:13.400 08/27/2001 774
processing delete

SEV=5 IKE/50 RPT=4 172.18.124.96 15:24:13.400 08/27/2001 775
[Group [crlgroup] User [ipsecuser

(Connection terminated for peer ipsecuser (Peer Terminate
Remote Proxy 10.10.10.1, Local Proxy 172.18.124.132

SEV=7 IKEDBG/9 RPT=4 172.18.124.96 15:24:13.400 08/27/2001 778
[Group [crlgroup] User [ipsecuser
IKE Deleting SA: Remote Proxy 10.10.10.1, Local Proxy 172.18.124.132

SEV=9 IKEDBG/0 RPT=417 172.18.124.96 15:24:13.400 08/27/2001 780
[Group [crlgroup] User [ipsecuser

IKE SA MM:17040521 rcv'd Terminate: state MM ACTIVE

flags 0x0061£f042, refcnt 1, tuncnt 0

SEV=9 IKEDBG/0 RPT=418 172.18.124.96 15:24:13.400 08/27/2001 783
[Group [crlgroup] User [ipsecuser

:IKE SA MM:17040521 terminating

flags 0x0061£002, refcnt 0, tuncnt 0

SEV=9 IKEDBG/0 RPT=419 15:24:13.400 08/27/2001 785
sending delete message

SEV=9 IKEDBG/0 RPT=420 172.18.124.96 15:24:13.400 08/27/2001 786
[Group [crlgroup] User [ipsecuser
constructing blank hash

SEV=9 IKEDBG/0 RPT=421 15:24:13.400 08/27/2001 787
constructing delete payload

SEV=9 IKEDBG/0 RPT=422 172.18.124.96 15:24:13.400 08/27/2001 788
[Group [crlgroup] User [ipsecuser
constructing gm hash

SEV=8 IKEDBG/0 RPT=423 172.18.124.96 15:24:13.400 08/27/2001 789
: SENDING Message (msgid=37dd4154) with payloads
HDR + HASH (8) ... total length : 76

SEV=9 IPSECDBG/6 RPT=19 15:24:13.400 08/27/2001 791
,IPSEC key message parse - msgtype 2, len 258, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 0, state 32, label 0, pad 0, spi 03277adl



,encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0
lifetimel 7633504, lifetime2 0, dsId 0

SEV=9 IPSECDBG/1 RPT=69 15:24:13.400 08/27/2001 795
!Processing KEY_ DELETE msg

SEV=4 AUTH/27 RPT=2 10.10.10.1 15:24:13.400 08/27/2001 796
:User [ipsecuser] disconnected

Duration: 0:00:03

Bytes xmt: 0

Bytes rcv: 0

Reason: User Requested

SEV=9 IPSECDBG/6 RPT=20 15:24:13.400 08/27/2001 798

,IPSEC key message parse - msgtype 2, len 258, vers 1, pid 00000000
,seq 0, err 0, type 2, mode 0, state 64, label 0, pad 0, spi 45e0£379
,encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hmacAlg 0, lifetype 0
lifetimel 7631924, lifetime2 0, dsId O

SEV=9 IPSECDBG/1 RPT=70 15:24:13.400 08/27/2001 802
!Processing KEY_ DELETE msg

SEV=9 IPSECDBG/1l RPT=71 15:24:13.400 08/27/2001 803
key_msghdr2secassoc(): Enter

SEV=7 IPSECDBG/1 RPT=72 15:24:13.400 08/27/2001 804
No USER filter configured

SEV=8 IKEDBG/0 RPT=424 15:24:13.400 08/27/2001 805
pitcher: received key delete msg, spi 0x3277adl

SEV=8 IKEDBG/0 RPT=425 15:24:13.400 08/27/2001 806
pitcher: received key delete msg, spi 0x45e0£379

SEV=6 IKE/38 RPT=3 172.18.124.96 15:24:13.400 08/27/2001 807
(Header invalid, missing SA payload! (next payload = 8

SEV=4 AUTH/28 RPT=4 15:40:47.290 08/27/2001 808
Management user admin disconnected: duration 0:30:09

SEV=3 HTTP/7 RPT=3 172.18.124.96 15:44:49.770 08/27/2001 809
HTTP 401 Unauthorized: Authorization Failed

SEV=5 AUTH/35 RPT=5 15:44:57.200 08/27/2001 810
! ..User [ admin ] attempted ADMIN logon

SEV=4 AUTH/21 RPT=7 15:44:57.200 08/27/2001 811
User admin connected

SEV=4 HTTP/47 RPT=5 172.18.124.96 15:44:57.200 08/27/2001 812
.New administrator login: admin

SEV=1 REBOOT/1 RPT=1 15:51:51.510 08/27/2001 813
.Reboot scheduled immediately

SEV=4 AUTH/28 RPT=5 15:51:51.510 08/27/2001 814
Management user admin disconnected: duration 0:06:54

SEV=4 CONFIG/17 RPT=4 15:52:17.610 08/27/2001 815
.Done writing configuration file, Success

SEV=1 REBOOT/6 RPT=1 15:52:17.610 08/27/2001 816
.Rebooting VPN 3000 Concentrator Series now



SEV=1 EVENT/37 RPT=1 15:52:57.240 08/27/2001 1
(Reset Reason : 2 (Hardware-Reset

SEV=5 CAPI/7 RPT=1 15:52:52.410 08/27/2001 2
CAPI - SEP Slot #1 disabled

SEV=4 CONFIG/15 RPT=1 15:52:56.100 08/27/2001 3
.READ header End not found

SEV=4 HTTP/28 RPT=1 15:52:57.280 08/27/2001 4
.HTTP server starting

SEV=3 IP/1 RPT=1 15:52:57.650 08/27/2001 5
.IP Interface 1 status changed to Link Up

SEV=3 IP/1 RPT=2 15:52:57.670 08/27/2001 6
.IP Interface 2 status changed to Link Up

SEV=3 IP/2 RPT=1 15:52:57.960 08/27/2001 7
.IP Interface 1 status changed to Link Down

SEV=3 IP/2 RPT=2 15:52:57.960 08/27/2001 8
.IP Interface 2 status changed to Link Down

SEV=3 IP/1 RPT=3 15:52:59.960 08/27/2001 9
.IP Interface 1 status changed to Link Up

SEV=5 SSL/5 RPT=1 15:53:02.680 08/27/2001 10
.SSL Initialized

SEV=4 TELNETDBG/1l RPT=1 15:53:02.680 08/27/2001 11
Telnetd started

SEV=4 TELNET/3 RPT=1 15:53:02.680 08/27/2001 12
Telnetd server running

SEV=8 AUTHDBG/13 RPT=1 15:53:02.690 08/27/2001 13
(AUTH_MgmtInitServer (6c5800, 1501

SEV=8 AUTHDBG/95 RPT=1 15:53:02.690 08/27/2001 14
(LdapApiOpen (eee2bc

SEV=8 AUTHDBG/13 RPT=2 15:53:02.690 08/27/2001 15
(AUTH_MgmtInitServer (6c5800, 1

SEV=8 AUTHDBG/8 RPT=1 15:53:02.690 08/27/2001 16
(AUTH_TerminateSessions(e3599c

SEV=4 PPTP/25 RPT=1 15:53:02.700 08/27/2001 17
Sockets listening for PPTP connections on socket 1

SEV=7 CERT/36 RPT=1 15:53:02.710 08/27/2001 18
Load trusted certificate: filename = SIGN0013.PEM

SEV=7 CERT/37 RPT=1 15:53:02.730 08/27/2001 19
Load identity certificate: filename = CERT0005.PEM

SEV=8 AUTHDBG/44 RPT=1 15:53:02.810 08/27/2001 20
(IntDB_Open(e3599c

SEV=4 AUTH/15 RPT=1 15:53:02.810 08/27/2001 21
Server name = Internal, type = Internal, status = Active

SEV=9 AUTHDBG/17 RPT=1 15:53:02.810 08/27/2001 22



Auth) index max = 2)

SEV=8 AUTHDBG/13 RPT=3 15:53:02.810 08/27/2001 23
(AUTH_MgmtInitServer (6c5800, 2

SEV=8 AUTHDBG/8 RPT=2 15:53:02.810 08/27/2001 24
(AUTH_TerminateSessions(e35b94

SEV=8 AUTHDBG/24 RPT=1 15:53:02.910 08/27/2001 25
(Radius_Open (e35b94

SEV=7 AUTH/1 RPT=1 15:53:02.910 08/27/2001 26
UDP socket opened: 1, server = 172.18.124.109

SEV=7 AUTH/1 RPT=2 15:53:02.910 08/27/2001 27
UDP socket opened: 1, server = 172.18.124.109

SEV=4 AUTH/15 RPT=2 15:53:02.910 08/27/2001 28
Server name = 172.18.124.109, type = RADIUS, status = Active

SEV=9 AUTHDBG/17 RPT=2 15:53:02.910 08/27/2001 29
Auth) index max = 3)

SEV=4 SSH/2 RPT=1 15:53:03.730 08/27/2001 30
.SSH server starting

SEV=5 AUTH/35 RPT=1 16:06:29.890 08/27/2001 31
! ..User [ admin ] attempted ADMIN logon

SEV=4 AUTH/21] RPT=1 16:06:29.890 08/27/2001 32
User admin connected

SEV=4 HTTP/47 RPT=1 172.18.124.96 16:06:29.890 08/27/2001 33
.New administrator login: admin

VPN &Sy ae

Sev=Info/6DIALER/0x63300002 08/27/01 16:13:15.088 228
.Initiating connection

Sev=Info/4CM/0x63100002 08/27/01 16:13:15.098 229
Begin connection process

Sev=Info/4CM/0x63100004 08/27/01 16:13:15.439 230
Establish secure connection using Ethernet

Sev=Info/4CM/0x63100026 08/27/01 16:13:15.439 231
"Attempt connection with server "172.18.124.132

Sev=Info/6IKE/0x6300003B 08/27/01 16:13:15.439 232
.Attempting to establish a connection with 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:15.959 233
SENDI NG >>> | SAKMP OAK MM (SA, VID, VID, VID) to 172.18.124.132

Sev=l nf o/ 41 PSEC/ 0x63700014 08/27/01 16:13:15.969 234
Del eted all keys

Sev=I nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:15.969 235
Recei ved | SAKMP packet: peer = 172.18.124.132



Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:15.969 236
RECEI VI NG <<< | SAKMP OQAK MM (SA) from 172.18.124. 132

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:16.019 237
SENDI NG >>> | SAKMP CAK MM (KE, NON) to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:16.059 238
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:16.059 239
(RECEI VI NG <<< | SAKMP OAK MM (KE, NON, CERT_REQ VID, VID, VID, VID
from172.18.124. 132

Sev=I nf o/ 5| KE/ 0x63000059 08/27/01 16:13:16.059 240
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

Sev=l nf o/ 51 KE/ 0x63000001 08/27/01 16:13:16.059 241
Peer is a G sco-Unity conpliant peer

Sev=l nf o/ 51 KE/ 0x63000059 08/27/01 16:13:16.059 242
Vendor | D payl oad = 09002689DFD6B712

Sev=I nf o/ 5| KE/ 0x63000059 08/27/01 16:13:16.059 243
Vendor | D payl oad = 9A21C90230105BB437E5BESFAF5229A5

Sev=I nf o/ 5| KE/ 0x63000059 08/27/01 16:13:16.059 244
Vendor | D payl oad = 1FO7F70EAA6514D3BOFA96542A500300

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:16.109 245
, SENDI NG >>> | SAKMP OAK MM *(I D, CERT, CERT_REQ SIG
NOTI FY: STATUS_I NI TI AL_CONTACT) to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:16.480 246
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:16.480 247
RECEI VI NG <<< | SAKMP CAK MM *(I D, CERT, SIG VID) from 172.18.124.132

Sev=I nf o/ 5| KE/ 0x63000059 08/27/01 16:13:16.590 248
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

Sev=I nf o/ 5| KE/ 0x63000001 08/27/01 16:13:16.590 249
Peer supports DPD

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:16.590 250
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:16.590 251
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 172.18.124.132

Sev=l nf o/ 4CM 0x63100015 08/27/01 16:13:16.590 252
Launch xAut h application

Sev=l nf o/ 4CM 0x63100017 08/27/01 16:13:20.075 253
xAut h application returned

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20.075 254
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:20.376 255
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:20.376 256



RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.18.124.132

Sev=Info/4CM/0x6310000E 08/27/01 16:13:20.376 257
Established Phase 1 SA. 1 Phase 1 SA in the system

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20.376 258
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20.376 259
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13: 20. 386 260
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:20.386 261
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.18.124.132

Sev=I nf o/ 5| KE/ 0x63000010 08/27/01 16:13:20.386 262
MODE_CFG REPLY: Attribute = | NTERNAL_|I PV4_ADDRESS: , value = 10.10.10.1

Sev=I nf o/ 5| KE/ 0x6300000D 08/27/01 16:13:20.386 263
MODE_CFG REPLY: Attribute = MODECFG UN TY_SAVEPWD: , val ue = 0x00000000

Sev=I nf o/ 5| KE/ 0x6300000D 08/27/01 16:13:20.386 264
MODE_CFG REPLY: Attribute = MODECFG UN TY_PFS: , value = 0x00000000

Sev=l nf o/ 4CM 0x63100019 08/27/01 16:13:20. 396 265
Mode Config data received

Sev=l nf o/ 51 KE/ 0x63000055 08/27/01 16:13:20.436 266
, Received a key request fromDriver for | P address 172.18.124.132
GWIP = 172.18.124. 132

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20.436 267
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x63000055 08/27/01 16:13:20.436 268
, Received a key request fromDriver for |IP address 10.10.10. 255
GWIP = 172.18.124. 132

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20.436 269
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13: 20. 446 270
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:20. 446 271
(RECEI VI NG <<< | SAKMP OAK | NFO *( HASH, NOTI FY: STATUS_RESP_LI FETI ME
from172.18.124. 132

Sev=Info/5IKE/0x63000044 08/27/01 16:13:20.446 272
RESPONDER-LIFETIME notify has value of 86400 seconds

Sev=Info/5IKE/0x63000046 08/27/01 16:13:20.446 273
This SA has already been alive for 5 seconds, setting expiry to
seconds from now 86395

Sev=l nf o/ 51 KE/ 0x6300002F 08/27/01 16:13: 20. 446 274
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=I nf o/ 41 KE/ 0x63000014 08/27/01 16:13:20. 446 275
, RECEI VI NG <<< | SAKMP CAK QM *(HASH, SA, NON, ID, ID
NOTI FY: STATUS_RESP_LI FETI ME) from 172. 18. 124. 132



Sev=l nf o/ 51 KE/ 0x63000044 08/27/01 16:13:20. 446 276
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:20. 446 277
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.18.124.132

Sev=l nf o/ 51 KE/ 0x63000058 08/27/01 16:13: 20.
Loadi ng I Psec SA (Message | D = 0x48935FCE OUTBOUND SPI
(1 NBOUND SPI

446 278
0x3943F7FF
0x65B16829

Sev=I nf o/ 5| KE/ 0x63000025 08/27/01 16:13: 20.
Loaded OUTBOUND ESP SPI :

446 279
0x3943F7FF

Sev=I nf o/ 5| KE/ 0x63000026 08/27/01 16:13: 20.
Loaded | NBOUND ESP SPI :

446 280
0x65B16829

Sev=Info/4CM/0x6310001A 08/27/01 16:13:20.446 281
One secure connection established

Sev=Info/6DIALER/0x63300003 08/27/01 16:13:20.496 282

.Connection established

Sev=I| nf o/ 6Dl ALER/ 0x63300008 08/27/01 16:13:20.556 283
MAPI 32 Information - Qutl ook not default mail client

Sev=Il nf o/ 51 KE/ 0x6300002F 08/27/01 16:13:21.097 284
Recei ved | SAKMP packet: peer = 172.18.124.132

Sev=Il nf o/ 41 KE/ 0x63000014 08/27/01 16:13:21.097 285

, RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID

NOTI FY: STATUS_RESP_LI FETI ME) from 172. 18.124. 132

Sev=l nf o/ 51 KE/ 0x63000044 08/27/01 16:13:21.097 286
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

Sev=I nf o/ 41 KE/ 0x63000013 08/27/01 16:13:21.097 287

SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.

Sev=l nf o/ 51 KE/ 0x63000058 08/27/01 16:13:21.
Loadi ng I Psec SA (Message | D = Ox1FE7AC28 OUTBOUND SPI
(1 NBOUND SPI

Sev=I nf o/ 5| KE/ 0x63000025 08/27/01 16:13:21.
Loaded OUTBOUND ESP SPI :

Sev=I nf o/ 5| KE/ 0x63000026 08/27/01 16:13:21.
Loaded | NBOUND ESP SPI :

Sev=I nf o/ 4CM 0x63100022 08/27/01 16:13:21.

18. 124. 132

097 288
0x557D6E94
0x8A8A034D

107 289
0x557D6E94

107 290
0x8A8A034D

107 291

. Addi tional Phase 2 SA established

Sev=Il nf o/ 41 PSEC/ 0x63700014 08/27/01 16:13:21.107 292
Del eted all keys

Sev=Info/4IPSEC/0x63700010 08/27/01 16:13:21.107 293

Created a new key structure

Sev=Info/4IPSEC/0x6370000F 08/27/01

16:13:21.

107 294

Added key with SPI=0xfff74339 into key list

Sev=I nf o/ 41 PSEC/ 0x63700010 08/27/01 16:13: 21.

107 295

Created a new key structure

Sev=I nf o/ 41 PSEC/ 0x6370000F 08/27/01 16:13: 21.

107 296



Added key with SPlI =0x2968b165 into key li st

Sev=l nf o/ 41 PSEC/ 0x63700010 08/27/01 16:13:21.107 297
Created a new key structure

Sev=l nf o/ 41 PSEC/ 0x6370000F 08/27/01 16:13:21. 107 298
Added key with SPlI =0x946e7d55 into key li st

Sev=l nf o/ 41 PSEC/ 0x63700010 08/27/01 16:13:21.107 299
Created a new key structure

Sev=l nf o/ 41 PSEC/ 0x6370000F 08/27/01 16:13:21.107 300
Added key with SPlI =0x4d038a8a into key li st

do old ol
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