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2514- b#show version

Cisco Internetwork Operating System Software

IOS (tm 2500 Software (C2500-1K80CS-L), Version 12.2(3),
( RELEASE SOFTWARE (fcl

. Copyright (c) 1986-2001 by cisco Systens, Inc

Conpi |l ed Wed 18-Jul -01 20: 14 by pwade

| mge text-base: 0x0306B450, data-base: 0x00001000

2514- b#write terminal
...Building configuration

Current configuration : 561 bytes
!
version 12.2
service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption

|

host name 2514-b
[




i p subnet-zero
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
interface EthernetO
i p address 192.168. 1. 10 255. 255. 255.0
!
interface Ethernetl
no i p address
shut down
!
router rip
version 2
network 192.168.1.0
!
ip classless
iproute 0.0.0.0 0.0.0.0 192.168.1.1
ip http server
!
line con O
line aux O
line vty 0 4
|

end
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EIF Parameters
Artmibate Valne Descrption
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{]“m'd||RIF‘uE Tty :] .E-:h.-l:l:ﬂw methed of cutbound BIF processmg for thes
interface
Apply | Cancel |
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- ' vPN SEH}D Main | Help | Suppon [1 oot
- Concentrator Series Manager Logged in: admin
Conliguration | Administration | Blonitoring

im | IF Rouling | Reverse Roule Injeciion

Configure system-wids Beverse Route Igiection paramesters. This feature adds specific rowtes to the
reuting takle for distribubon wa BIF or OEFF fo neighbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

Check to add aon-b
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VPN 3000 Main | Help | Suppon | Lagow
e Concentrator Series Manager Logged in: admin
Conliguration | Administration | Blonitoring

Configure system-wids Beverse Route Igjection parameters. This feature adds specific rowtes to the
routing table for dhstribubion wa BIF or OSFF fo neghbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

Check to add aon-b

Chent Reverse Fonte Imjecnon [ mterface) chent host
bitle
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2 Cisco Systems, Tnc, ¥PH 3000 Concentrator [1092,168.1.5] < Microsaft Internet Exploner provided by GSce 1T Fa kg ¥ =10 %]
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n VPN 3000 Main | Help | Suppon | Logout
, ; Concentrator Series Manager Logged in: admin
Configuration | Administration | Bonitoring
¥ e !In 060D Eater the name for thas LAN-to-LAR =
5 = CoOAnECHon
= o el 1195 FEETY Select the meerfiasce to put this LAIY-
Interface |Etharnet 2 (Public) (172.18124132) =] M Cianan
Enter the IF address of the remote
Peer [172.10.124133 peer for this LAN -to-LAN
connection
{'"lI;i}I;?-::-I [Mane {Use Freshared Keys) :J Select the Digttal Cerificate to use
Certificate & Entre certficats chain Choose how to send the digtal
S T— Transmission © Idenbty certficate only certificate to the TEE peer
—iEhasreral : = Enter the preshared key for this [
shar [osean
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i S
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- Concentrator Series Manager Logged in: admin

Conliguration | Administration | Blonitoring

Lo el aithon
—ikerinces miam | IF Rowting
—Esiem
Bt Configure system-wids Beverse Route Iqjection paramesters. This feature adds specific rowtes to the
| Tuneing Protocot reuting takle for distribubon wa BIF or OEFF to neighbounng routers for path discovery. Click on
1P o Generate Hold Down Foutes to generate hold dowm routes based on conbgured address pools
—2halic Boufies
——Dalall Unln'wavs Check to add non-b
S Chent Reverse Fonte Imjecnon [ mterface) chent host
—ERL frens
P Lakle
m Metwork Extenzion ek 20 hﬂm
—Efanagemant Fratocols Feverse Ronte Injecnon lt:::]:nn-:-n Lo
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e RTR R T
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Configuraiion | Sy | IF Routing | OSPF

Configure system-wids paramesters for OSTF (Open Shortest Path First) IF rovting protocsl.

Fuabled &

Router IT {192 168,15
Anbonamens -

Svsrem
Apply | cancel |

Chack to enable OEFF
Enter the Fouter [T

Check to mdicate that thig 12 an Aubonomens System

benmdary router

Main | Help | Suppon [1 ool

Conliguration | Administration | Blonitoning

€] Chek ko expand nested bems

Logged in: admin

| @ Intemet P
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B VN 3000

-~ Concentrator Series Manager Logged in: admin

Conliguration | Administration | Blonitoring
LA il o !
——ieerinces
—HSystem
Bt Configure system-wide Keverse Foute Dyiection parameters. This feature adds specific routes to the
| Tuneing Protoct reuting takle for distribubon wa BIF or OEFF to neighbounng routers for path discovery. Click on
o Bl Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals
Check to add non-b
Chent Reverse Fonte Imjecnon # mterface) chent host
bakole
Metwork Extenzion A B0 e w':
Feverse Ronte Imjecnon e R
takle
« Add or modd
192 ,168.2.0/255.2855.255.0 d and subnet m
Following star
P .
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Hold Diowm Rouates * T
subnet mask
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b mash, woueas
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2o JSuiy Jagy oueSil ol o STl Lgolaziw] diSoy ologles puudll 13D 499,

wou (OIT) gLVl > o sl p2Ziwl .show wlol Loz, (Jasd ulxuualleMosl) zl SV P.>_,Io_6|.3i P53V,
. ShOW_,o&” 0 Julxs

RIPV2 ;| / 0  gaxill
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eMac dcgazo Jl @loYl axe paiwss 633%e dCoaxo lc (VPN) dy,dlall dolll duill 55,0 Seix,
192.168.3.254 - 192.168.3.1 gls

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

P - periodic downl oaded static route
Gateway of last resort is 192.168.1.1 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

VPN aSuis hoe Jlasl el agill Jga>

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nmobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:21, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
is subnetted, 1 subnets 192.168.3.0/32
R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:21, EthernetO
is the client-assigned IP address !--- for the newly connected VPN Client. 192.168.3.1 ---!
S* 0.0.0.0/0 [1/0] via 192.168.1.1

S Loc JLOJI uc ﬂ‘>_9.|.” |J9*>.

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia - IS-ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO

is subnetted, 2 subnets 192.168.3.0/32
R 192.168.3.2 [120/1] via 192.168.1.5, 00:00:05, EthernetO
R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:05, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

Slanl ylun plasiian] azgdl J9az Lo Jewl o 09Ss 38 VPN s hac JSI cawinall ol yluo @6Lio] gog
RRI aiis pasins il damaall 6553 Hlao 250 o Ll away ald 5,31 6,besg .24/192.168.3.0 J
Sl awsid a>l9 Hluwe Jilse Jroaell davoll

S| Hlue plaiw] aiogs Jlo b oud

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:13, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO



is subnetted, 1 subnets 192. 168. 3.0/ 24
R 192.168.3.0 [120/1] via 192.168.1.5, 00:00:14, EthernetO
There is one entry for the 192.168.3.x network, !--- rather than 1 for each host for ---!

the VPN pool. S* 0.0.0.0/0 [1/0] via 192.168.1.1
RRINEM ,Li31 / 0 g8l

>0l a>gi J9a> L

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

R 192.168.15.0/24 [120/1] via 192.168.1.5, 00:00:05, EthernetO

This is the network behind the VPN 3002 Client. 172.18.0.0/24 is subnetted, 1 subnets R ---!
172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO C 192.168.1.0/24 is directly
connected, EthernetO S* 0.0.0.0/0 [1/0] via 192.168.1.1

LAN aSois _JI LAN aSuiv -0 Sl Slalkil OL&usSVI Li| / -0 gl

(8l _slaldl SLissVI) ddxall dSuidl _JI (LAN) ddxoll daSaidl Jail 9 azoill J9a>

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia - IS-ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:07, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

(Saial)  Slald] SLausVI) LAN aSuiv J] LAN aSuin JuasVl el (_I51] azgall) azaill Joa>

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISI1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24



R
R

R

172.18.124.0 [120/1] via 192.168.1.5, 00: 00: 04,
192.168.6.0/24 [120/2] via 192.168.1.5, 00:00: 04,
C 192.168.1.0/24 is directly connected,

Et hernet O
Et hernet O
Et hernet O

S* 0.0.0.0/0 [2/0] via 192.168.1.1

ol o aell Jle . 338> W 6aa) c8se Blay cdss e (RIP) azsill logles JoSsi9, ,dgu tdla>Vo
M o> §imy oYl Ol V] ccunazil 28 (LAN) ddxall @aidl _J| (LAN) ol aSaid] o JUasVI duul>
Dbl Jleall ol Lgite > 3385

LAN _JI LAN asSuid RRI LS/ 50 g8l

ja>gall azgi J9a> LD

Gateway of |ast resort
is subnetted, 1 subnets 172.18.0.
172.18.124.0 [120/1] via 192.168.1.5, 00:00:11,
192.168. 6.0/ 24 [120/1] via 192.168.1.5, 00:00: 11,

C 192.168.1.0/24 is directly connected,

is 192.168.1.1 to network 0.0.0.0

0/ 24

Et hernet 0
Et hernet 0
Et hernet 0

S* 0.0.0.0/0 [1/0] via 192.168.1.1

0D 05 piy LAN aSuis JI LAN aSuiv o0 0l oSl dnsle 9 24/192.168.6.0 plaziwY Lo
J9a> ueSuwd (X (all /24.8.9 X.7.9 X.192.168.6 (0 aSuis dosld JUd <slS 3] .azgill ddoc JI wlogleall
1SSl gy a>gall ags

192.168.8.0/24 [120/1] via 192.168.1.5, 00:00:02,
is subnetted, 1 subnets 172.18.0.

172.18.124.0 [120/1] via 192.168.1.5, 00:00: 02,

192.168.6.0/24 [120/1] via 192.168.1.5, 00:00:02,

192.168.7.0/24 [120/1] via 192.168.1.5, 00:00:02,

C 192.168.1.0/24 is directly connected,

Et hernet 0
0/ 24

Et hernet 0
Et hernet 0
Et hernet 0
Et hernet 0

S* 0.0.0.0/0 [1/0] via 192.168.1.1

Gkl olyluo JliS| / po il

azgill J9x> gl (ol bl JSin .olSs oS By il 6l dSpidl D 192.168.2.0 Jlall 1id 5
Sl gaxs oiSai azy L3Il azgall le

2514- b#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1SISlevel-1, L2 - IS IS level-2, ia - IS-ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route
Gateway of last resort is 192.168.1.1 to network 0.0.0.0

R

R

is subnetted, 1 subnets 172.18.0.
172.18.124.0 [120/1] via 192.168.1.5, 00:00:05,
C 192.168.1.0/24 is directly connected,
192.168.2.0/24 [120/1] via 192.168.1.5, 00:00: 06,

0/ 24

Ethernet0
Et hernet 0
Et hernet 0

S*  0.0.0.0/0 [1/0] via 192.168.1.1
ol a5 ¥ S 13] VPN 3000 S 01 a1l dolell dgaloll dSiv @Bloll 9 o8 172.18.124.0 ,Lusall ol 1>y
1 &b 851y cul Hluo 91 Hluo dsias Jole alol, pad VPN S il dwll dg>loll e Hluoll 13D alss ai



aales i sl luall 13D la>

6D oS a>gidl J9a> gl (oY1 192.168.1.1 _le aS,uil dla> oz | s L Swbiw] oSl Hlue plasiwly
LD piog0 6D LaS P 172.18.124.0 255.255.255.0 192.168.1.1 jluo plaiwl, JII

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

is subnetted, 1 subnets 172.18.0.0/24
S 172.18.124.0 [1/0] wvia 192.168.1.1
C 192.168.1.0/24 is directly connected, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.1.5, 00:00:28, EthernetO
S 0.0.0.0/0 [1/0] via 192.168.1.1

RRI plasiwl, OSPF L] / 0 il

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nmobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

O E2 192.168.15.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

O E2 192.168.6.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO

O E2 192.168.2.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO
is subnetted, 1 subnets 192.168.3.0/32

O E2 192.168.3.1 [110/20] via 192.168.1.5, 00:00:08, EthernetO

S* 0.0.0.0/0 [1/0] via 192.168.1.1

: i)l 13g) il L

VPN 3002 ;5,03 éSaidl slaiol ging o 192.168.15.0 -
(LAN) dylxall aSpidl _JI (LAN) dydxall daidl Jac dwlx) aSpill (D 192.168.6.0 -
Sla\ Lo ¢ 792.168.2.0 -

Jrasl U o aii> a5 luwo o 192.168.3.1 -

VPN ;S0 9 azaill J9a= olo

oz < adloall I Jasl oolls oo 385l . baall VPN 55,0 e azsill Joa> 9 clbuall sgb oo 356

O (2 08, dgzlo)l) dolall dg>lo)l 2,15 @l olylusS RRI e lgde 8,2l o5 Ll &lluall 6180 Lise iSa,
@ b luall (Jall 13D



dolell agzlgll, Lo IP Glgiz, anll b Lo aJlll sglaxdl 192.168.2.0 (Blal Hluo gl -
172.18.124.132

awol Y dlodl J o aJWl sglaxll e 192.168.3.1 olsie) aiges a5 sil VPN aSuis Jaoc (Soix; -
(172.18.124.1) dole)l aSuinl _le (VPN) ap,dUall dolsdl aaidl 55,5 550

699 a4 Lol daill olgic 192.168.6.0 L5 (LAN) agxall il JI (LAN) dulall aSpinll Jlasl gla -
Sl Slaiol gio9 5 VPN 3002 35,0 o o il uis Sauay9 172.18.124.133

N Ciscn Sysberns, Inc, ¥ 3000 Concentrator [ 192, 168.1.5] - Microsalt Intermnet Eﬂhﬂwhfm“.' wagel IF | _-.______ .-_lﬂiﬁj
Be [ Vew Fopores Tods Hep El
fallatk = = nﬂj:’,‘& ﬂsu-m (EjFevorkes o fstory | e Sf B - (5]

Adness [48] hitps 1172.18. 124, 1 32/access bl ] oo |[uks®

F ‘FPH S[H}D HMain | HIﬂF | Suppor I ool
- Concentrator Series Manager Logqged in: admin
Configuiation | Administration | Monitoning
I.'fli!h.'h@
Clear Fowles |
Valid Foutes: 7
| Address I'n[asl.. Mext ]-[un]:- ]J.II‘E'l'f-a.fE Pmm-.'ol A.ge .Mellu
| oo 0.0.0.0 172180241 |2 Default 1 _‘J
(172 lﬂ.ll-lﬂ' 355255255'3 DC'C":' ) L-:-I:al ':l 1
[192.168.1.0 2552552550 (0000 1 Lecal 0 :]
[192.168.2.0 2552552550 [17218.124.1322 Stabic 0
| 192 16831 255255255255 (172 181241 2 Stabic 0o
[192.168.6.0 2552552550 (172181241332 Stahc 0
(192.168.15.0 2552552550 172 18.124.127.2 Ftahc 0l
Cised Srsveug
&] Fysbem Morstaring [ g Intemst P
>Nl clasl BliSiwl

oSl lig) lg>Noly clasVl Blikiwy 65320 logles Wl L9655 ¥

do by Olegleo

SYIL2L 9 as e Jowell IPSec ,JoSgig u ue (VPN) & ,olall dwll dSuill ellas] Slaiwl Jol> -
(1. ]

Cisco VPN 3000 Series ;S 0 o8> -

Cisco VPN 3000 Series  Jioc o> -

IKE &VeSsig n/IPSec aoglao ac> -

OSPF po> -
(RIP) azgill wlogleo JgS6i9,u ac> -
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