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"ipsecgroup"

Configuration | User Managemen | Growp
Save Mendndly

This section lets you confipee groups A group is a collection of users treated as a smgle enbiy.

Chele the Add Group button 1o add a group, or select a grop and chek Delete Group o Modify Growp. To moddy otter group pareneters, chck Modify Auth. Servers, Modify Acet.
Servers Maodify Address Pools or Modify Client Update

Current Groups Actions
G
Madify Auth, Servers

Madity Acct Sanvars

aouul) a>Mall clgsl go RADIUS xax o0 3SL9 IPSec wuguill doMe I Jasl .2
.a8>Laall

Conflguration | User Management | Graw Blodify ipsecgrou

Check the Inherit? box to set a field that you want to default to the base group valie. Uncheck the Inberit? box and sster a new vabse 1o overnde base group valoes.

Identity | General  IPSec | Mode Config

IPSec Parameiers
Attribute Value [Tmherit? Drescription
IPSec SA|| ESP-3DES-MDG 3 F Select the growp's IFSer Secunty Assormabon
LEE Fevr Lisutity " 25| P |Select whether validate the idensty of the the peer's centib
Validation H supgponad by carilcals =) it o mst b & idenity peer usng the peer's centificats
ITEE Keepalives| F  [Check to enable the wse of IRE keepalves for members of this group
R'm“;;::: u] B oweek: e rewillscalinlc the e o TET: (Phawe-T) ikes
Tusnel Type|| Femate Access =) F  |Select the type of bmmel for thas growp. Update the Remote Access parameters below az needed
Remate Access Parameters
Group Lock| F  [Lock users mbo thns groap.
5 Iwﬂxdulm r Scl-:-cth mhmh:m method for memsbers of this group. This parameter doer not apply to Individual Uper
Mane 5
PComp| ranius F  [Select the method of ' Compresmon for members of this group.
i " Checke to mitiate the exchange of Mode Confgurahon parameters wath the chent Thes mst be checloed f version 2.5 (o)
— = g&ﬂnmnm — earber) of the the Aluga/Cisco chent are bewg used by members of B group.
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Configuration | User Management | Grou

Checlk the Inhoerie? box to 2et a feld thae you want to defudi 1o the base group vabee. Uncheck the Inherit? box and enter a new value to ovemnde base group values

Genaral | 1PSec | Made Canlig | Client FW . HW Client | PRTRAZTI
Hardware Clieni Parameters
Atiribute Vahe [Inherit? Diescription
Hequire Interactive Hardware Client)
aienik F C Check to requre the hardware client o be nberactwely authentcated at each commechion altempt.
Hequire Individaal User Authentication) [ F  |Check bo requre users behmd a hardware chent to be authenbcated.
User Ldle Timeowt| 30 F  |Eaber the sesnon idle frmeout m mromstes. Tee O For no timeout.
Cisen TP Phone Bypass| ™ P ﬁkm allow Cisco IF Fhenes te bypas Indivadual Taer Authenticaben beband a bardware

__Aopy | Cancel |

RADIUS disgs
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Configuration | System | Serers | Authentication

This sectron lets wou configure parameters for sereers that muthenticats users
You should have a properdy configured BADIUS, HT Doman, or SD1 server to access, of you can configure the mtermal server and add users to the intemal databage.

Cheke the Add button to add a server, or select a server and chek Maodily, Delete, Move, or Test

Aunthentication
Servers Actions

Int=mal {Imemal) Add |
Modity |

1]

2.4l pill JWI Jbal pasian.d8lo] Lasls RADIUS p3ls sl Ll puill is1 adlio] alidl le

Server Type: RADIUS

Aut henti cation Server: 172.18.124.96

(Server Port = 0 (for default of 1645

1
'

Ti meout

Reti es

1
N

Server Secret = ciscol23

Verify: ciscol23

Configuration | System | Servers | Authentication | Add

Confizure and add a user authentication server.

Server Type Im Selecting fafernal Server will let you add users to the mternal user database,
Authentication Server 1721612496 Enter IP address or hostname.
Server Port[0 Enter 0 for default port (1645)
Timeout |4_ Enter the tmeout for thas server (seconds),
Retries |27 Enter the number of retnes for this server,
Server Secret [ Enter the BADIUS server secret.
Verify [ Fe-enter the secret.
Add | cancel |
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e AAA Client Hostname AAA Client IF Address Authenticate Using
rotie
T nsite 172.183.141.40 RADIUS (Cisco IOS/PL)

Metwiork
Conf iguration

Add E
P ny |
é% Configuiration

(o] atraos The current configuration has been changed. Restart ACS in ""System
i Configuration:Service Control™ to adopt the new settings.
%| Ad minlstration
Contral
2%y | External User :
;kj Lol % AAA Servers ﬂ
@ | Reportsand
Activity AAA Server Name |QAA server [P Address AAA Server Type
| E:;:“r:mwm jagb-pc |1?2.18 124 96 | CiscoSecure ACS for Windows 20000

Add Enfry

Proxy Distribution Table 2|
Character String AAN Servers | Strip | Account
(Default jazib-pe | Mo | Local

Add Entry | Sort Entnies |
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tseo Surews —— External User Databases
.

@ I lzer
Setup

| Sk

e

External User Database Configuration

% Shared Profile
Componsnts

Choose which external user database type to configure.

Matwaork
a ! Configuration HISTIS+

= ?:::_?grnu"ﬁm LEAFP Prozy RADITS Server
Windows NT/2000
Cenfiguration Novell NDS
ﬁ Admiristestion Generic LDATP
At External ODBC Database
g | e i RADIUS Token Server
AMENT Token Server
@ | :Eﬂﬁ: e CRYPTOCard Token Server
%ﬁll E.?{E!,::pmmm SafeWord Token Server

DI SecurlD Token Servet

List all database confipuratons

Cancel
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tueoo Siews — External User Databases
. Bt

@ | Uzer
Setup
| Group

Setup Database Confisuration Creation 9

o

Matwork
Configuration

st : :
anf?;“nﬁun Create Mew Configuration

B' llilltn:’rl:::’:tim

Click here to create a new configuration for the Windows FTT/2000 database
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tuco Surens — External User Datahases

Edit

Uzer
Setup

e Create a new External Database Configuration ? {
Setup

il

% |Shmosente Enter a name for the new configuration for Windows NT/2000

Q x;ﬁ;ﬁ-mon JHadius,"NT Fassword Expiration
%q Szt e
Configurstion

T Init & rf see
k Canfigurstion

Submit | Cancal |
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tscoSusiews —— External User Databases

Edit

Uzer
Setup

Broup

Setup External User Database Configuration 9

il

% Shared Profile
Companents

Choose what to do wath the Windows WT/2000 database.

Nk wark
Configuration

Lol System
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asl8" I aislioY eVl agudl 5§89 il pi Masliall oYall" ol Lol NT Jlso 53> .6
MS- plaziwly 49,0l dalS & luis plawdl Ghls 3336 oo 35T "MS-CHAP whblael” s "ol xoll
sie Jbuy] 8 Ll .2 ,5laoYls 1 lnoyl CHAP
clgsVl



Cisco Svsrems
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Configure Domain List 2
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MS-CHAF Settings 2

W Permit password changes vaing ME-CHAF wersion 1
W Permit password changes using MS-CHAP version 2

These setings can be used to enable or disable password changes using the MS-CHAP

wersion 1 of wersion 2 protocols,
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tuco Surcws — External User Databases
e
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User
Setup

| Group
Setup
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% [
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[ E Network NT Geoups
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E*' Configuration Account Operators
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ﬁ| Administ ration R s—_———
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m External User Datahases
B it
EE:L | Configure Unknown User Policy <9 |

o et Tse this table to define how users will be handled when they are not found in the

ChscoSecure Database.

Het work

j

Configuration
- . Fail the attermpt
e
Configuration g Check the followmg external user databases
B| It erface Extermal Databasas Selected Dalabases
Cunﬂwratim Radius/NT Fasaword Exp
% Adrniristestion
Caontrol
(A | External User |>-;
El{.‘j | Databizes sowveen

- |
% Feports and
Activity

D) e -
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Thus secton lets you configure parameters for servers that authenbicate users

Tou should have a properdy confgured BADIUE, MT Domain, of SDI server to acceds, of you can confgare the sternal eerver and add uzers to the mternal database

Chek the Add button to add a server, or select a server and chck Modify, Delete, Move, or Test

Anthentic ation
Bervers Actions

Irtemal (intarnal)

Modiby
Delete
Miowe Lip

Mowe Diorem
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Configuration | Sysiem | Servers | Authentication | Test

Enter a username and password with which to test. Please wait for the operation to complete or timeout.

User Name |jfrahim

Password |“'""'""""'

ok | cancel |

el S5 Wl Lle Juass ol ooy qusus JSuiy @8skaall shcl Al 6 .3
Success

@ Authentication Successfil
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m Consolel - [Console Root " Active Directory Users and Computers [jazib-pe jazib.cisco.com ] jazibdscocomilisers]

| Corsole Window  Help

| acton yew favortes || = O X FR 2|00 BGTER

Tree | Favorites | Name | Type

lazib Frahim Properties .:'."'-. ﬂill

I"‘_I Corsoke Root ﬂ Admiristra.. Lser

8 Active Directory Lsers r c e

¢cert Fubis.. Security Gro..  Diakin | Environment | Sessions | Remate control | Teminal Senvicas Prafile

5@ jboscocom  eBnreadming  Security Gro..
- Bulth €oreupdst . Security Gro..  Userlogen name:
i ] Computers fH0oman A...  SecLrity Gro... ah —
% & Doman Centrobe |g80oman C... Security Gro.., jrahim | @jazib.cisco.com =
B ForsigrisecurityPr gmman C... Security Gro.. Usar logon name (pre-vWindows 2000)
d Users Doman G...  Security Gro.., ahi
fl0oman Us... Security Gro.., I N jehir
EDEnterprise ... Security Gro..,

€l Group Poll...  Security Gro... Logon Howrs... | Log On Ta.. |
M GLiest Liser
f ISR _JAZL., liser I Acsauintis e sl e
£ TWAM_JAZ .. Liser :
Jazb Frahim  User CCoUM cpions:
krbigt Itser E Usger must change password af next lagon =
Enetshow .. Security Gro... ™ User cannot change password
MetsShows.., User .
RS and | o ™ Passwond never expires
F v M@'W aro.., ™ Store password using reversible encryption ~|
Telnterriet... Liser B .
| Account expires
I * Mever
 End of I Thursdey . Janwary 03 2002 j

General | Address Account | Profle | Telephones | Organizstion | Member Of

(o ] comce | ey |

3550 I gaill elis] Job> a5 ((VPN) a@lall dnoldl aSuidl Jioe Jaiy 08 .2

# Cisco Systemns ¥PN Client ; _::i[

Conn

d

Cigco Srerems

User Authentication for lab

@ Enter Username and Passward.

lsername:

{frahirn

Pazzward:

[k,
Car
At

B

[T Save Pazsword
Damain;
|JaZIB-2Dg|

0k, Cancel |

Cannect Close |
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User Authentication for lab

@ Your pagzwond expired

Mew Pazsword:
|

Confirrm Pagsword:

K, I Cancel |
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