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Authorization Profile
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Track Movement i
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Results
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Status Rule Name Conditions Profiles Security Groups Hits Actions
@ ThreatGrd Admin O Radius-NAS-identifier EQUALS Threat Grid Admin ThreatGrid + ~ i
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1Hm . 5 Support 7 Help
asco 1 NOreat Grid Appliance Administration Portal ® Logout

& Configuration ~ Operations ~ Status ~ Support ~ | =

RADIUS DTLS Configuration

Authentication Mode 49, Either System Or RADIUS Authentication j
RADIUS Host @ 10.48.17.135
RADIUS DTLS Port & HELP @ 2083
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RADIUS CA Certificate & HELF END CERTIFICATE /}’;
QFrMtEMBHrKa

RADIUS Client Certificate Suep| | @ .. END CERTIFICATE-----
2TOKEY 4waktmOluw==

RADIUS Client Key & HELP

=-EMD EC PRIVATE KEY----

Initial Application Admin Username @ HELP & radek
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Details
Login radek
Name radek /
Title rd
Email rolszowy@cisco.com /
Integration @ none "
Role admin
Status mm Inactive
RADIUS Username @ [ radek]
Default Ul Submission Private Public
Privacy @
EULA Accepted@ No
CSA Auto-Submit Types @ V4
Can Flag Entities @ True False
Enable Direct SSO Setup @ True False
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= Support 7 Help

= Logout
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CISCOD

Threat Gmd Appliance Administration Portal

#  Configuration - Operations ~ Status ~ Support ~ -

RADIUS DTLS Configuration

RADIUS Authentication Not Enabled
4, « Either Systern Or RADIUS Authentication Permitted

Authentication Mode

RADIUS Host @ 10.48.17.135
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Threat Grid

i
CISCO

Authentication Required

& | RADIUS Login

& | RADIUS Password

Authenticate

Authenticate using RADIUS:

or

Authenticate using System Password:

& | System Password

Authenticate

This site iz best viewed in: Imternet Explorer 10+, Firefox 14+, Safar 6+, or Chrome 20+




st ren]n,
CISCO

Threat Grid

| ¢ Use your RADIUS username and password. ‘

RADIUS username

RADIUS password

Forgot password?
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Tirme Situs Detalls Repeat ... |dentity Authentication Pallcy  Authorizaton Policy Authorizati... Mebwork Device
j swntity TreuatGng w  Aathorization Policy
Feb 20, 20240 (34038, 753 AM a a raek TheeattGid == Defauit ThreatGid == ThreatGid Admin TG opadmin ksac-threaigriddZ-ciean
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Authentication Details

Source Timestamp
Received Timestamp

Policy Server

2020-02-20 09:40:38.753

2020-02-20 09:40:38.753

wcecot-ise27-1

Event 5200 Authentication succeeded
Username radek
User Type User

Authentication Identity Store
Authentication Method

Authentication Protocol

Internal Users

PAP_ASCI|

PAP_ASCII

Service Type Administrative
Network Device ksec-threatgrid02-clean
Device Type All Device Types
Location All Locations

Authorization Profile

Response Time

TG opadmin

13 milliseconds
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TCP Dump

Monitor the packet headers on the network and save to a file (up to 5 Minutes)

Status ﬂ Monitoring... (approximate file size: 8192 bytes)

Host Name wcecot-ise27-1 j
Network Interface GigabitEthernet 0 j
Promiscuous Mode * On Off

Filter ip host 10.62.148.171

Example: 'ip host helios and not iceburg'

Format | Raw Packet Data j

Dump File
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5 [ Support 7 Help
cI5¢co Threat Gnd Appliance Administration Portal

= Logout

o Configuration = Operations = Status - Support ~ [

We're sorry, but something went wrong.

The server experienced an error while processing your request. Please retry your request later.

If this problem persists, contact support.
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