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* Sew lu sdso CERT 9 Private Key jog plolw _
s Sevw lu wdyu [duvolys gldpvsclz IUglue ppisu vouvss, PEM
© Sev 8p 2elsd gobié 1dpss) Jpsele 1JElue
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SUO e sudo openss req -in server.csr -pubkey -noout -outform pem | sha256sum 1o, Idezese IJlzeubs Jdedelz IJgle SHA-256 o0
pdd bdo w9dse IJuivolss.

Suwe sudo openss pkey -in server_key.pem -pubout -outform pem | sha2565umUipJ IJezese IJIzowbs Jdedolz IJgle SHA-256 oy
pdV [Jpdelz 1l e.

Suwe sudo openssl x509 -in server_cert.pem -pubkey -noout -outform pem | sha256sumlJie, IJpzeoe 1o wbs JJpdelz IJgle SHA-
256 o pJd Idgoble IJols,.

Sew o soblod 1)lz Idubelss 9ldedelz 1Jgluo. I3l Jp sop luveesle "bde wadse Iduiolxs" Blo pJud server_cert.pem é.s,)
P9E9>-

admin@ctb-manager:~$ sudo openss] req -in server.csr -pubkey -noout -outform pem | sha256sum 3e8e6b0d39



oldss IUpdale 1glus Jsuw eohs 19, press

Gp wouwesd 1Usg9d 1Js "bls CTB" Jpuegsp puwisd. Bp woubésd ssh-keygen -yf server_key.pem IJie).

Jlsep bdo gubis e, bl o IUpBolz 1Jglue Jl sobdo sless.

admin@ctb-manager:~$ ssh-keygen -yf server_key.pem ssh-rsa {removed for brevity} admin@ctb-manager:~$

oldss Iyuolss sldpdule 1UElLe poeslu wluwlbs PEM

adizEs: spdy lple gpdsle [Jopdd o3 ud wowse IUgbeble.



G vouwesd [Usgsd s "IbLs CTB" Jpuwgse puwysd.
E)0U2 e pJd server_cert.pem Ul wegsle sudo cat server_cert.pem lJie). $p wooub Iie) eds luve oV wogs o).

Sew o odoo Wigub, 1Jisds 9lJizs,6 po IUpdud -----BEGIN CERTIFICATE----- 9-----END CERTIFICATE---- g Js IJeslJss.

admin@ctb-manager:~$ sudo cat server_cert.pem ----- BEGIN CERTIFICATE----- {removed_for_brevity} ----- ENI

le,uo pJd server_key.pem Ll wegsle sudo cat server_key.pem IJie). $p wuowb 1ie) £Js luve pJb 1Jpdlose 1Jglu06.

Sew o odo IJigul; 1JisJs 9lJigs,6 po 1Jpdud —--BEGIN PRIVATE KEY----- 9---—-END PRIVATE KEY - g Js IJoslds.

admin@ctb-manager:~$ sudo cat server_key.pem ----- BEGIN PRIVATE KEY----- {removed_for_brevity} ----- END

uwolxd p9 8gé slusl

logble yuol>s p99g6 slusl

o 8p wouwasd IUsgsd IJs "shé CTB" g, SSH (Secure Shell) wpl 1o 1dpuvaése 1J3s op odssuo leule IJoowsa.
D03l gé pl sJ9u [Jpuwese "admin®.

+ o>, sudo openssl req -x509 -newkey rsa:{ key_len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -
subj /CN={ ctb_manager_ip} 1Jiq,.

© Bp wotss) rafkey len} IJpdole IUEl o 1Uss wiolo pod 2048 iy 4096 Iy 8192

o wéessy {cth_manager_ip} Llgwegsle IPIJELo we@56 1,6 CTB

admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -
[sudo] password for admin:
Generating a RSA private key

admin@ctb-manager:~$



o 8p wbuo pJ server_cert.pem Ll uegsle cat server_cert.pemIJie). slouwg 1Jpeessle 1Us 1deéio IJpdde Jssd zos
Spdu Jusdo lds pelos Idged Idpedss Bs prn 0uodue pu léoshd. we ledb IUpdS. spdud lsual puvg 0do
Jedle g bysd Thomeladmin 1U>Jsd.

admin@ctb-manager:~$ cat server_cert.pem

{removed_for_brevity}
————— END CERTIFICATE-----
admin@ctb-manager:~$

o spdud 8uo pJud server_key.pem Uluuegsle sudo cat server_key.pem IJie, 9o wg Idpeesslo [Js 1Jpgio 1Jpdde
bsd zos spdu Juodo lJs pebs IUged 1dpedss Os ez uuodue pu loshd. Sp ledb Iedo. spdud Lsuol
ouwe 03l 1JpJdd ¢z Thome/admin IUsJsJ.

admin@ctb-manager:~$ sudo cat server_key.pem
{removed_for_brevity}

----- END PRIVATE KEY-----
admin@ctb-manager:~$

wegesd lduvoelss lJps9gé slos!
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Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the Ale that contains the
private key (in PEM farmat], and click Upload.

Certificate Private Key

¥ Choose file | F Choose file

» Certiicate delails

caro

o e o ldpddler 09 gpdss 1oz 88 pu lduozs wudso Iduivelss sldpdele sog o 1Uluwe IJublise
Jdpuos) 9ldpssese Jpl 09 pot.



Upload TLS Certificate >

Choose the file that contains the certificate (in PEM format) and the file that contains the
private key (Iin PEM format), and click Upload.

Certihcate Private Key

! Gt parm ! iy, parm
« Certificate details

subject Name

10.209.35.152

Issuer Mame
b 10, 2009.35.152

wepesd uvol>s CTB

o e ldy "weesd" Jugesd IJuvolss 1Uzs$6. wupe lghs wubgsd 9lzos puweése s pu oddle o wol Bs v og
>38ls B 90 3JI w§9p wlehs wubgsd wuvesd IUxgad Ids IUzols p)6 1E)s.

o Bp wouwesd IUsged IJs 9226 wpdp 95w 826 1bLé CTB glue9d Settings > TLS Certificate Jpilosé ol osJ
IJuiolss pod chist lucole Lodless zass 9 e wdluosd Iduvolss luwegsle Ipuvee s Jerue pedsele 19,
oduosdl ped IdLGle IJogudgwdss.
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1 gwad 1Usg9d [Js I €836 9uusb gy SSH 98 woyigsd sudo ctb-manage Ui,

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

oz lJgsh cews bdool.

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

¢ 0zdY pu oBluosd Iduiolss I3l Jluo ploleds Jdse [dubolss 1Je9 886 920 Y Bwsd IJuivolss. ool [Jé>ple
wdilssl swper> wie wubgsd I2pd sup bele Idpbldos. spdo o ouweerd gpdisé e 1Ueres ol suod 1Js 15
38896 Jldpeldol.

== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbed3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y



== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

Juboble IJos suoasel Idesze [Jpuesd (CA)

louble bdo wedse Idupolss (CSR) JJluosh po Gud eize puosd

o Yp wouwesd IUsged IUs "blys CTB" gy SSH (Secure Shell) ool i [Jpuwese s wp wdysuo ieole lJoowsw:
Wosl &bé p| KLV |quuoé.>ro "admin".

«  1uo>,0 openss req -new -newkey rsa:{ key_len} -nodes -addext "subjectAltName =
DNS:{ctb_manager_dns_name},|P:{ ctbh_manager_ip}" -keyout server_key.pem -out server.csr LJip - Spdu oy IJuwele extral Bs
IJuwb,so IJIzs)so BhEs BlLgue B 3Jd.

* wess) {ctb_manager_dns name} olueésle luue DNS Jg §56 |51,6 CTB

o wessy {cth_manager_ip} Llgwegsle IPIJELo we@36 1,6 CTB

o Gp wotssy ldedclz {key_len} Lluogsle bed plule Eluo pu loshd ped 2048 9 4096 9 8192.

admin@ctb-manager:~$ openss1 req -new -newkey rsa:4096 -nodes -addext "subjectAltName = DNS:
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request



A challenge password []:
An optional company name []:

*  SCPIJ CSR3lJpddle Iigwlmss [Js zols peds 999, I CSR[Js IJ CA. |uosl, CSR po $ud CA wouuwsd PEM
bz ubly o3l lJpwews.
logble uolss Lluwegsle pwduvdé

S22 Ieaze 1dpuosd Uolss 0956 IUghe vouumsd PEM. see lugile oo puduwds szess eds s guoble IJgudguds
guwoldé 0956 IUghe Je 826 15,6 CTB.

B P2 uwes B vlouble pdb gu bisd crese IJostsue IJesde B 1Ugbss IJuwlods sldulo JdJ Idbeble B
IJuwduwds eds Jd 2ld pogopol IJesze Idpuesd 1Jo86 Bs pd iz couvuwsd PEM cldesose Idesuoe.

— BEGIN CERTIFICATE - {CTB Manager Issued Certificate} — END CERTIFICATE — — BEGIN CERTIFICATE - {Issui

olds ol pd Iuiolss 1Jzsss pg pJud IJuwduwds Jsuw Jo puwlVle Llsiss I oldss: 9uu9s Blgs: 909 Lldo,osw IUblo,
i&J|o.
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Lf_shi)gué lesl> CTB

o luodd lds gdlps lJowsse "uolxs TLS'.

A, I at; W inations i
cleeo  lelemetry Broker Overviow  DatsFlow  Destinations Input

Application Settings

Gereral Softwarne Update Smart Licensing Lser Managerment TLS Cenificabe

edlps IJowsse guoble CTB

23> Upload TLS Certificate &p 235 [ ivolss 3le pdd Idwduwds 13s <p lognlio B IJ3uwe 1JIgs): sizae pos, CTB
server_key.pem JJuolsé 9ldpe ol IUglue gds [Jeslds Bs pyoe 1desls "ezpsd Uiolss TLS'. pz)s weass [dpddsle.
2> ceesd-



Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the Ale that contains the
private key (in PEM farmat], and click Upload.

Certificate Private Key

F Choose fie | F Choose file

» Certiicate delails
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o e o ldpddlor w9ds gpdss 1oz 88 pu lduoes peeses Iduioble sldevdolz sog) o IUluwe IJpuve,d
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Upload TLS Certificate s

Chaode the Bl ol containg the cerlifcate (in PEM formatl) and e 8 Bhal containg the
pirivase ey (in PEM formmat), and chick Upboad.

Certihate Private Key
B ctb-mansger pem W server by

v Cerifcate details

Subject Nams
iy Frdnengs Fguth Carcdina
Iy HTF
ganizal G0 Systemd Inc
it n Nams ctb-manager
rganizabi t Tac
lssuer Mame
o N Igiging CA
D CHooTAL

Subject Alternate Mame ctb-manager
10.208.35.152

[Jozdd po wozs Ubolxs CTBIJws we luosl)ol

o e ldi "ogesd" Jogesd IJuiolss 1Uzrs6. oo lghs oubgsd 9106 puweédp 98w wudwol Vs 29lds 60 eluss.
Se vouwesd 1J>g9d [Us slzod puwcrp ssw wed lehs wuvgsdol.

o B8p wouwesd 1Usgsd IJs 9226 wpdp 985w 826 byé CTB glue9d Settings > TLS Certificate Jpilosé ol osJ



IJuiolss ped olst lowole Lodless 2383 19 &,00 wbdluosd Iubolss wluuagsle IUpuueerue Jerue pedsple e,
ux_9uo.,5J| roC)J Ul)uélr" IJogvduvdss.

‘;'C'\(é‘i' ga UJU"‘ééh

e’ 10 s €896 136 CTB gds Liol3s 0986 235360 Sgw wpase JJ 8926 9 usb CTB s39.sl.

L gwd 1Usg9d [Js I €826 9uwsb g SSH 88 wouiésd sudo ctb-manage Ui,

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual Tecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

o e ldgsh cews bdool.

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

© 88 pu wBluasd Iduiols 3l e plboluds JEse IJuiolss 1Jesdes 9233 Y Gwsd Iduiolss. ol IUgsele
odilssl sopzrd wie wUbEsd 1Ugred sop Lele IJpbldos. spdu o ouwedrd gpdss wie IUgpd ol suod IUs 15
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== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb

subject=C = US, ST = North Carolina, L = RTP, O = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:

notBefore=Jun 13 16:09:29 2023 GMT
notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:
DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/Tib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service

Joedd pu lJuozs
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Certificate details

Subject Name

Subject Alternate Name

us

Morth Carolina
RTP

Cisco Systems Inc
ctb-manager

TAC

Issuing CA

CiscoTAC

ctb-manager

10.2098.35.152

Inputs

User Management

Broker Nodes

Manager Node

TLS Certificate

Integrations

Notifications

“$ Upload TLS Certificate

following:

@@  + Each connected broker node needs to trust this certificate.
« If a broker node is not communicating with the manager node, re-register the broker node by doing the

= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings
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admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ss1/cert.pem [sudo] password

ceolz Bses IUlE)lz IJos wp beleol 1Us ouwlss £33 Tz CA B 1dguduwds wlJlelds [Js "sls CTB".
pu ldeesde [z 196 2lds luuesle Uuolss p9des Slosl.

o IJpwsde 1olz 2 1 oo Idouss 1iuvluuss J PKI codss po paze pu2d 25 9le> 990 o9 lsual Idpaze Ipuesd 1Uss
swp luosbe.

0 IJpesde [ole 3131 Jlue 1woss Iiwluuss J PRI codso pu pze euod sissums: luosl, CA.
o0 lJposde 1o sdsu IJolog 4 Il oo 1douss 1 igulnss J PKI oodss po CA Ies, 9 CA IJolug 9 CA 1Jluosl,.

Shu Ideeuz pe PKIIJpuu)9 800 802 Idestsue Bs cbwsd 13 pod Microsoft Windows Crypto Shell Extensions.

a Cemdate

asinral  Detals e B e e

it B A e

wel oot Certdicate Authosiny
A H-lll.IH'l-':l'l:-i-l'tl'I'l:-lll'nll-l.lll'll:Il'llhl

lJooss 1digwluss J PKI

B 030 1Uuo9y6 wouopu lduussd IJiuuluu§6 J PKldpjee 1Upuo>8 1) 9 1dpsee 1Jpuod8 IUluesl.
p0 1Jewsde lu odsu Bses ULz o IJle) 3 Bis o3l Iduwsobss.

Bl IUIlz Jl sBs wldesdelo slze IJébole 1Je92956 Bs Guwp 'oukls (ol qlgwag s sudowds Jozass ol Bl Jloe 1dielss 9>
op B@dol.

E03 £)u2 Uiolxs Wsol Microsoft Windows Crypto Shell Extensions o 1Jppdo 11 o dse JJ Iduveble pg 19,26 151 Je sJo JJzols
IJeeds pedsele JISss JJozds po lyiel>s.

iuo>,w sudo ctb-mayday 1Jie, po 1J CLI G sJ> $9p 2506 J TACIL &)lee.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



