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#= Edit Internal Group Policy: clientgroup

Mame; Icierdgrnup
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Check an Inherit checkbox to ket the corresponding setting take itz walee from the default group policy.
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Use SSL WPN Client: [ Inherit " Alwvays ™ Mever
Keep Installer on Client System: I~ Inhert Mo
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~Hey Renegotistion Settings
Renegotiation Intervat [ Inhert I Unlimited [ 30 mlnutas]
Renegotiation Method: [ Inherit " Mone " Mew tunng
~Dead Peer Detection
Gateway Side Detection: v Inherit I" Ensbile Irteryal:
Client Side Detection: ¥ Inherit [T Enakle Intersal:
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E= Add User Account

ldertity | “PM Policy | WekvPH
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EEEEE 1
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@& Add Tunnel Group

Matne: Isslgrnup Type: Iwebvpn
WiekivEN |

Configure general access attributes from the following sub-tabs.

Basic I .&Lﬂher‘dicaﬂunl A tharization | Accourting [C"EFIT Address Assignment I Advanced

To specify whethet to use DHCP or address pools for address assignment, go to Configuration = WP
= [P Address Management = Assighiment.

DHCP Zervers

IP Address: fdd ==

[elete

Addresz Pools
To configure interface-specific address poals, go to the Advanced takb.

Axyailable Pools Azsigned poals

[&dd == ] |
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A= Add Dynamic NAT Rule

—Real Address

Irterface: Iinside ll

IP Asdress: 0.0.0.0 R J
Metmask:  10.0.0.0 ~|

—Dynamic Translation

Interface: Iu:uutside ;I

g add [ Edic [[] Delete

[_SEIE‘GI FooiiCy Aodresses Poal i |
W

MAT Options. ..

2k Cancel Help
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@& Add Dynamic NAT Rule

~Real Address
Interface:  Joutside ;I
IP &ddress: (192168100 jJ
Metmask:  [255.2552550 ;I

~Dvhamic Translation

Interface: Iu:uutside j

dp add (& Edit [ Delete

~elect | FPaal 1T | Addrezzes Pool |

MAT Optionsz... |

‘ Ok | Cancel | Help |
999 sly 172.16.1.5

.OK
iZonfiguration = MNAT
dp add = [E Edit ﬂDuh-tc| + + | 3 EE *”QHn:I]”ERuhEﬁagrmP_:fPadmtTmm
Fiter: |--Select-- =11 Filter | | Rule Query..
o . Real Transiated
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ASA 7.2(2) CLI ;S5

(Cisco ASA 7.2(2

Ci scoasa#show running-config
Saved :

(ASA Version 7.2(2

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes




|
interface Ethernet0/0
nanei f inside
security-1level 100
i p address 10.77.241.142 255. 255. 255. 192
|
interface Ethernet0/1
narei f outside
security-level O
ip address 172.16. 1.1 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYOQU encrypt ed
ftp node passive
same-security-traffic permit intra-interface

Command that permits the SSL VPN traffic to enter ---!
!--- and exit the same interface. access-list 100
extended pernit icnp any any pager lines 24 ntu inside
1500 ntu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254

The address pool for the SSL VPN Clients. N0 ---!
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 522.bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5

The global address for Internet access used by VPN ---!
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 1 0.0.0.0 0.0.0.0

The NAT statement to define what to encrypt !--- --- !
(the addresses from vpn-pool). nat (outside) 1
192.168.10.0 255.255.255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05:0

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
. si p-di sconnect 0:02

ti meout uauth 0:05:00 absol ute

group-policy clientgroup internal




Create an internal group policy "clientgroup." ---!
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

Enable webvpn as tunneling protocol. split-tunnel- ---!
policy tunnelall

Encrypt all the traffic coming from the SSL VPN ---!
Clients. webvpn
svc required

Activate the SVC under webvpn mode svc keep- ---!
installer installed

When the security appliance and the SVC perform a ---!
rekey, they renegotiate !--- the crypto keys and
initialization vectors, increasing the security of !---
the connection. svc rekey time 30

Command that specifies the number of minutes from ---
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

Command that specifies that SSL renegotiation takes ---!
place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

Create an user account "ssluserl." aaa local ---!
authentication attempts max-fail 16

Enable the AAA local authentication. http server ---1!
enable http 0.0.0.0 0.0.0.0 inside no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snnp aut hentication |inkup Iinkdown col dstart tunnel-
group sslgroup type webvpn

Create a tunnel group "sslgroup" with type as ---!
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

Associate the address pool vpnpool created. ---!
default-group-policy clientgroup

Associate the group policy "clientgroup" created. ---!
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

Configure the group alias as sslgroup-users. telnet ---!
timeout 5 ssh tineout 5 console tineout 0 ! class-map
i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters
nmessage-| ength maxi mum 512 policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy gl oba
webvpn
enable outside

Enable WebVPN on the outside interface. svc image ---!
disk0O:/sslclient-win-1.1.4.179.pkg 1




Assign an order to the SVC image. svc enable ---!

Enable the security appliance to download SVC ---!
images to remote computers. tunnel-group-list enable

Enable the display of the tunnel-group list on the ---!

WebVPN Login page. pronpt hostnanme context
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end

#ci scoasa

SVC plaziwl SSL VPN Jlail elis]
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< @l WebVPN ég>lg) IP wlsic 9 URL wlsic by Lol eyl Lo mimme) olgisll Ji> (6 wis] .1
:Jlia)l Juww _lc. ASA

<https://<IP address of the ASA WebVPN interface

‘2l WebVPN Service - Microsoft Internet Explorer

File Edit ‘View Favorites Tools Help

@Bﬂtk - &S |£‘ EI #_‘;"‘ J,.._-HJ Search ‘:.-.;'};.-—”Faw:ﬂes @} :v ._,,, “3

Address I.’éj Rktpeasf172, 16,1, 1j+webypr+fndes, bt b

Cisco SysTems

- WebVPN Service

Flease enter your username and password.
USERNAME: |
PASSWORD:

GROUP: sslgroup_users v

Login Clear

a3 @owinll aoslall oo cly doll dcgazall i3l a5 9 0)l dalSy paziwall puwl J301 .2



Flease enteryour username and password,
USERNAME: zzluserl
PASSWORD: lllllllll

GROUP: | sslgroup_users v

Login Clear
> ldb>No acgoxall,

SSL VPN ;i 18 youweSIl 9 ActiveX aol i
File Edit Miew Favoritkes Tools  Help

r i - _'..
Oﬁack M 7 \ﬂ ﬂ i ;‘J / ' Search . Favorites -ﬁ"}

Address iEj https:if172.16.1, 1 /CACHE) skef1 finde:x . html

Cistd STETEME

P, SSLVPN CUENT forWEBVPN

The installer is downloading the ActivelX,
Please wait...

Useful Tips
Yy Client

s e 139 loxJl g0

Gisch SYSTEME

PR, SSLVPN CUENT for WEBVPN

Please want while the 55L VPH connection is
establishexl.

> 20y Al Jl 01D el ‘JlasVl

i) Cisco Systems SSL ¥PN Client Recycle B
The 55L ¥PM connection has been established,

D LV Gl
Lle pleall boy i (5 ey sl 420l pliaall 5o, e 29550 Las il (Jlai¥l Guwwl 5,30y .3



% Cisco Systems 55L VPN Client

Casce SrsTEms SSLVPN CUENT forWEBVPN

F Stabistics | Boute Details] About ]

Addrezs Information 55L Information
[SE-'P-.-'E!E 1721611 j Cipher: ADES SHA-T
(Client: 192.168.10.1 ) \ersion: LS+
Bytes Tranzport Information
Sent: R4 Local LAM: Dizabled
Recerved: Hed [5 plit Tunneling: Disahle-ﬂ
Frames Connection Information
Sent: 4 Tire: 00:00: 35
Recelved: 12

SSL

o Cisco Systems 55L VPN Client

Gison SYSTEME

SSLVPN CLENT forWEBVPN
Statishics About ]
Local LAN Boutes Secure Houtes

Metwork: Subnet Mask b ask
0.0.0.0 0.0.0.0

m Disconnect




o Cisco Systems 55L VPN Client

N, SSLVPN CLENT forWEBVPN
Statisticsl Route Detalls l

C15co SYSTEMS

SSL VPN CLIENT
. forWEBVPN

Wersion 1.1.4.179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NOW.

& Copyright 2004-2008 Cisco Systems, Inc. All rights reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered frademarks of Cisco Systems, Inc. andfor
its affiliates in the United States and certain other counfries.

m Disconnect

iceadl o aasgl

2o JSuin ousSil Jac ST pud)l 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

.ai9g0Jl ASA 6,515 9 @ ;%all SVC g0 Lo ,2, —show webVPN svc

ci scoasaf#fshow webvpn svc
disk0:/sslclient-win-1.1.4.179.pkg 1 .1
Cl SCO STC wi n2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49. 43

SSL VPN Client(s) installed 1

I SSL wVlail Jg> wlogleall o 2, —show vpn-sessiondb svc -

ci scoasa#show vpn-sessiondb svc

Sessi on Type: SVC

User namne . ssluserl

I ndex 01

Assigned IP : 192.168.10.1 Public IP ©192.168.1.1

Pr ot ocol . svc Encryption . 3DES

Hashi ng © SHA1l

Bytes Tx © 131813 Bytes Rx : 5082

(Cdient Type : Mozilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.1; SVi
Cient Ver . Cisco Systems SSL VPN Client 1, 1, 4, 179

Goup Policy : clientgroup


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Tunnel G oup : sslgroup

Login Tinme : 12:38:47 UTC Mon Mar 17 2008
Dur ati on : 0h: 00m 53s
Filter Name

dalie wlegozol a4ugSs o5 SV leiwadl sl Lo ,2—show webVPN group-alias
ci scoasa#show webvpn group-alias
Tunnel G oup: sslgroup G oup Alias: sslgroup_users enabled

.

Jo> dogles wadli in order to dawl><VPN<olila>] monitore>VPN>VPN o3l ASDM w9
JI 9 dwl> WebVPN _JIJI
ASA

Honftarng = VPN = VPN Statistics » Sesglons
=il VPN Conrection Graphs : Sassiong

T PSec Turnels [ Totsl
| Lt sessioas Aorase LAMAo-LAN | WebVPM | SSL VPN Chant | E-med Proxy Total s
=B ven statstics 0 0 1 0 0 1 12
Crypto Statistics

Compression Statist

Encryplion Shatistics
B bl IKEAF S e Stal
B naC Sezsion Summs

Profocol Statistics

i wenvEn
B oo Simictics

le>Molg elasVI BLiSiuwl

Le>Moolg ueSill ellas] Bliiwy lgoladiuwl diSay wlogles puusll 13 99,

o JI J dwl> SSL VPN Jl 2,5 g9 ol wil gouy —<VPN-sessionDB logoff name <username -
ci scoasa#vpn-sessiondb logoff name ssluserl
1Called vpn_remove_uaulth: success
webvpn_svc_np_ tear_down: no ACL
NFO: Number of sessions with name "ssluserl" logged off : 1

all the SVC cugl vpn-sessiondb logoff svc in order to oVl clasiwl guloiuwy il Jiall
SSL VPN Jlas! clgl oS cobuwdl 9l shsiwdl givg JI yiguas)l Jasl 13] alasMo. dul>

webvpn_rx data_cstp

webvpn_rx_data_cstp: got message

(SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc
!Called vpn_remove_uauth: success

webvpn_svc_np_ tear_down: no ACL

Ci scoasa#show vpn-sessiondb svc
INFO. There are presently no active sessions

)l elisy (J=all wdg)l 9 WebVPN wlasl 89, —<debug webVPN svc <1-255

Ci scoasa#debug webvpn svc 7

ATTR Cl SCO AV_PAI R got SVC ACL: -1
webvpn_rx_dat a_t unnel _connect

CSTP st ate = HEADER_PROCESSI NG

() http_parse_cstp_net hod

"input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1...



()webvpn_cstp_parse_request _field

"input: 'Host: 172.16.1.1...

' Processing CSTP header line: 'Host: 172.16.1.1

()webvpn_cstp_parse_request _field

"input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179...

, Processing CSTP header line: 'User-Agent: Ci sco Systens SSL VPN Client 1, 1, 4
'179

"Setting user-agent to: 'Cisco Systenms SSL VPN Client 1, 1, 4, 179
()webvpn_cstp_parse_request _field

"input: ' X-CSTP-Version: 1...

" Processi ng CSTP header |ine: 'X-CSTP-Version: 1

"Setting version to '1

()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Hostname: tacweb...

" Processi ng CSTP header |ine: 'X-CSTP-Hostnane: tacweb

"Setting hostnanme to: 'tacweb

()webvpn_cstp_parse_request _field

"input: 'X-CSTP-Accept-Encodi ng: deflate; q=1.0...

' Processi ng CSTP header |ine: 'X-CSTP-Accept-Encoding: deflate;q=1.0
()webvpn_cstp_parse_request _field

i nput: ' Cookie: webvpn=16885952@ 0@ 205757506@4886D33FBF1CF236DB5ESBE70B1486. . .
' D5BC554D2

Processi ng CSTP header line: 'Cookie: webvpn=16885952@0@205757506@4886D33FBF1
' CF236DB5ESBE70B1486D5BC554D2

Found WebVPN cookie: 'webvpn=16885952@0@L205757506@4886D33FBF1CF236DB5ESBE70B1
' 486D5BC554D2

WebVPN Cooki e: ' webvpn=16885952@0@.205757506@4886D33FBF1CF236DB5ESBE70B1486D5B
' C554D2

Val i dating address: 0.0.0.0

CSTP state = WAl T_FOR_ADDRESS

webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0

CSTP state = HAVE_ADDRESS

No subnet mask... must calculate it

SVC. NP setup

webvpn_svc_np_setup

SVC ACL Nane: NULL

SVC ACL ID: -1

SVC ACL ID: -1

I'vpn_put _uaut h success

SVC. adding to sessngnt

SVC:. Sendi ng response

CSTP state = CONNECTED

)l (9 eVl Losel yose < Llsall edgll (9 Jaull Josle < Jiouws < a8l i3l ASDM 9
oYl 8 WebServer 10.2.2.2 9 SVC 192.168.10.1 ¢ awlxll ologles dlioVl 038 gl ._ =4l
ASA e

172.16.1.5

.
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