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Mo, Time Sowce SIC MAC Dostinaticn st MAC: Pratocel Lengt stream info
» 3 TCP 78 2

3 Tl kLl 2 1 Win=§
12567 2074-81-25 " 19,61, 78.23 18,48, 48,185 66 2 65238 - 3128 (ACK] Seg=1 Ack=1 Win=132288 Len=0 TSval=1762371848 TSecr=3227000837
13568 DOP4-B1-25 09:35:36, 046877 19.61.78.23 Cisco_Gd:b9: 16,48, 48,185 188 3 GET http://exasple.com/ HTTP/1.1
12560 2074-81-25 B9:35:26. 846945 18.48.48. 185 Wware_8d:13:64 18.61.78.23 65 2 3128 - 65238 [ACK] Seq=1 Ack=123 Win=85408 Len=0 T5val=3227008847 TSecr=1762371840
12851 2024-81-25 £9:35:26.286288 10.48.48. 185 Whware 8d:f3:64  108.61.70.23 Cisco _Sd:ba:ff  TCP 1254 2 3120 - BSZIB ACK] Seq=1 Ack=123 Win=B5408 Len=1188 TSval=1227801886 TSecr=17623T1R45 (TCP
12852 2024-81-25 B9:35:26. 286207 10.48.48.185 Wware_8d:13:64  18.61.70.23 Cisco_9d:ba:ff HITP 599 2 HTTP/1.1 200 OK (text/himl)
12092 2024-81-25 #9:35:26.347713 19.61.79.23% Cisen Sd:bo:ff 198.48.48.185 Whhaare Bd4:f3:64 TCP BE 2 65238 - 3128 |ACK] Seq=123 Ack=1189 Win=131872 Len=9 TSval=1762372145 TSecr=322701086
12093 2024=-81=-25 B9:35:26.347815 18.61.70.23 Cisco_Sd:b9: ff 10.48. 48.185 WMware_8d:f3:64 TCP 65 2 65238 = 3128 [ACK] Sequll3 Ackel722 Winw130568 Lensd TSval=1762371145 TSecr=3227201086
12095 2874-81-25 PA:ri5:26.353217 10. 48,48, 185 VMware_8d:f3:64 18.61.78.23 Cisco_Sd:ba:ff TCP B5 2 3128 = B5F38 [ACK] Seqs1722 Ack=124 Win=G5408 Len=8 TSwals3227881147 TSecr=1762372158
12997 2024-81-25 P9r35:26.412438 10.61.70.23 Cisco_Sd:ba:ff 18,48, 48.185 WHware_8d: f3:64 TCP 65 2 65238 = 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=8 TSval=1762372212 TSecr=3227801147
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* luole louold TCP (puoldzo 4 by s)

Ho. e Sowrce 506 MAC Destination dst MAG Pratoced Lengt stream  Info
12578 2024-91-25 B9:35:36. 053105 18, 48,48, 185 VMware_Bd:f3:64 03,184.216.34  Cisco 5d:b9:ff  TCP M 3 23146 - 80 [SYN] Seqe@ Win=12288 Lens@ MS5=1360 WS=64 SACK_PERM TSval=3198021713 TSecr=4@
12778 2824-81-25 09:35:26. 168835 03.184.216.34 Cisce Sd:bo:ff 18.48.48.185 Wbt e _Bd: f3:64 TCP ™ 3 BB - 23146 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1380 SACK_PEPM TSval=2163502063 TSecr:
12779 2034-01-25 09:35:26. 168277 18, 48.48, 185 VMware_8c:f3:64 93.184.216.34  Cisco Sd:bd:ff TCP 65 3 23146 - 80 [ACK] Seqel Acksl Win=13568 Lens@ TSvals3198821832 TSecrs2163552063
12780 2024-81-25 89:35:26. 166172 18, 48.48. 185 VMware Bd:13:64 03.184.216.34 Cisco Sd:b9:ff HITTP 24z 3 GET f HTTP/1.1
12833 2074-81-25 B9:35:26. 230446 93.184.216.34 Cisco_Sd:b3: ff 18.48.48.185 Veware_8d: f3:64 TCP (1] 3 BB - 23146 [ACK] Seq=l Ack=177 Win=67872 Len=@ TSval=2163592178 TSecr=3198421832
12834 Z0874-81-25 89:35:26. 281757 93. 184, 216,34 Cisco_Sd:ba: 11 18.48.48. 185 VMware_B8d:13:64 TCP 1414 3 80 - 23146 [ACK] Seq=1l Ack=177 Win=67872 Len=1348 TSval=2163582177 TSecr=3198021832 ITCP sey
12835 2074-01-25 09:35:26. 281789 19, 48.48. 185 WHware_8d: f3:64 93.184.216.34 Cisco Sd:b9:ff TCP 65 3 23146 = 80 [ACK] Seq=17T Ack=1349 Win=12224 Len=8 TSval=23130@21942 TSecr=2163592177
12836 I0T4-81-25 09:35:26. 181703 93, 184, 216,34 Cisco_Sd:bd: 1 18,48, 48,185 VMware_8d; f3:64 HTTP 325 3 HTTP/1.1 260 0K (text/html)
12837 2024-81-25 09:35:26. 281801 10, 48,45, 185 Vhware_8d:f3:64 93.184.216.34  Cisco Sdibdiff TIP 66 3 23146 - 88 [ACK] Seq=177 Ack=1608 Win=119&8 Len=0 TSval=3138021342 TSecr=2183592177

lJuo9,6- HTTP-SWA [Js ¢lp 95w -31U56 ©isu p9 8w Lo)seé-no

Isel sds esws pu HTTP Get oo IJg psd



Frame 12568: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)

Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.185

Transmission Control Protocol, Src Port: 65238, Dst Port: 3128, Seq: 1, Ack: 1, Len: 122

[Expert Info (Chat/Sequence):
Request Method: GET
Request Version: HTTP/1.1

Host: example.com\r\n

User—-Agent: curl/8.4.0\r\n

Accept: #/#\r\n

Proxy—-Connection: Keep-Alive\r\n

\r\n

[Full request URI: http://example.com/]
[HTTP request 1/1]

[Response in frame: 12852]

GET http://example.com/ HTTP/1.1\r\n]

Image- g psJ IUs SWA HTTP GET- _o,se

secd 031 1JeadG IUdled Jerds 19, IJwslole po g psd Is SWA. &p s ¢be s
slgsul lJs g psd.

ra. Time Scurce Destination dst MAC Protocol me stream o
12544 2024-91-25 99:35:25.989719 10.61.78. 4B, Viare_8d:13:64 TCP 2 65238 - 3126 [SYN) Seq=d Win=E5535 Len=0 M35=1260 WS=54 TSval=1762371780 TSecr=@ SAUK_PERM
12545 2024-91-25 89:35:25.909748 10.48.48. Ciseo_9d:baff  TCP " 2 3128 - BS23E [SYM, ACK] Seq=@ Ack=1 Win=65535 Len=8 MSS=1358 WS=54 SACK_PERM TSval=122700083
12567 2024-81-15 99:35:26.046546 16.61.78. Vhare_B4:13:64 TCP {1 2 65238 - 3128 [ACK] Seqel Acksl Win=132288 Lens@ TSvals1762371848 TSecrs32270008837
12568 2024-91-25 89: 10.61.70. VMuare Bd:f3:64 WTTP 188 2 GET http://exasple.cos/ HITP/1.1
13569 2024-81=15 95 A 18.48.48. Cisco_Sd:b@:ff  TCP (] 2 3138 = 65238 [ACK] Seqel Acks123 WinsG5488 Lens@ TSwvals3227R80847 TSecrs1762371846
12570 2024-91-25 89:35:26.853195 10.48. 48. Cisco_9d:ba:ff  TCP i 3 23146 ~ 80 [SYN] Seq=d Win=12288 Len=B M55=136 WS=64 SACK_PERM TSval=3190021713 TSecr=8
12778 2024-81-25 99:35:26.168035 93.184.2 Wware_8d:f3:64 TCP 4 3 80 = 23146 [SYN, ACK] Seq=0 Ack=1 Win=63535 Len=8 M55=1380 SACK_PERM TSval=2163532863 TSecr=
12779 2024-01-25 99: 19,48, 48. Cisco_9d:b9: 1t TCP 6 3 23146 - 88 [ACK] Seqsl Acksl Win=13568 Len=0 TSvals3198021832 TSecr=2163502063
12780 2024-91-25 03: 10,48, 48. Cisco_Sd:b@:iff HITR 242 3 GET / WTTP/1.1
12833 2024-91-25 093 L1854, Viare_fd: f3:64 TCP 5 3 80 - 23146 [ACK] Seqel Acks177 Wins67072 Lens@ TSvals2163502176 TSecr=3190021832
12834 2024-81-25 83: E : Viware_Bd:f3:64 TCP 1414 3 88 - 23146 [ACK] Seq=l Ack=177 Win=67872 Len=1348 TSval=2163502177 TSecr=3100021832 [TCP seg
12835 2924-81-25 05:35:26.281789 48,48, _Bd:f3: -184.216. Cisco_9d:b9: ff  TCP 65 3 23146 - 88 [ACK] Seqel?7 Ack=1345 Wine12224 Lens@ TSval=3100021942 TSecr=2163592177
12835 2024-91-25 89:35:16.281793 .184.216. Cises_Od:bO:ff  10.48.4B.185  VMware Bd:f3:64 HTTP 325 3 HTTR/1.1 200 OK  (text/htsl)
12837 2024-81-25 95: 48,48, Wware _Bd:f3:64  93.184.218.34  Cisco 9d:bS:ff TCP (] 3 23146 - 808 [ACK] Seqel?7 Ack=1888 Win=11968 Len=d TSval=3190021942 TSecr=2163582177
12851 2024-91-25 @9: 16.. 3 VMuare Bd:13:64  10.61.70.23 Ciseo_9d:b9:ff TCP 1254 2 3128 - 65238 [ACK] Seqel Ack=123 Win=G5408 Len=11B8 TSval=3227001086 TSecr=1762371849 [TCP s
12852 2024-01-25 09: 10,48, 48. Vhaare Bd:f3:64  18.61.78.23 Cisco_9d:b8:ff HITR 599 2 WTTR/1.1 200 0K (text/htal)
12992 2024-81=15 99: 18.61.79.23 Cisco_9d:b89:ff  18.43.46.185 Vware_Bd:13:64 TCP 65 2 65238 - 3128 [ACK] Sequl23 Acksl189 Wins131872 Lens® TSvals1762372145 TSecra3227081886
12993 2024-81-25 89: 347815 10.61.78.23 Cisco_9d:b9:ff  10.48.48.185  Vhware_Bd:f3:64 TCP 6 2 65238 = 3128 [ACK] Seq=123 Ack=1722 Win=138568 Len=8 TSval=1762372145 TSecr=3227081886
12994 2024-91-25 @9:35; 26.353174 19.61.79.23 Cisco_Sd:b@:ff  18.43.48.185 Vpre_8d:f3:64 TCP ] 2 65238 - 3128 IFIN, ACK] Seqel23 Acke1722 Win=131072 Len=@ TSval=1762372150 Thcr-ﬂﬂm
12805 2024-91-25 89:35:26.353217 10.48.4B.185  VMware Bd:f3:64  10.61.70.23 Ciseo_8d:ba:{f  TCP & 2 3128 - 65238 [ACK] Seq=1722 Ack=124 Len=d TSva 147
12996 2024-81-25 99:35:26.353397 19.48.48.185 Whiare_Bd:f3:64  18.61.78.23 Cisco Bd:ba: ff  TCP &5 2 2128 - B5238 [FIN, ACK] Seqei722 Ack=124 Win=65488 Len=d TSval=3227801147 Isccmumzm
12907 2024-91-25 89:35:36.412438 10.61.78.23 Cisca_0d:bO:ff  10.48.48.185  VMuare Bd:f3:64 TCP 6 2 65238 - 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=0 TSval=1762372212 TSecr=3127001147

lJuo9,6- IJ 2536 039, HTTP 31,6 o isu 98w wosses-JI



pdlebo: swp wpssy JJd wr9§ JgyJds 1Jey9) wdau peodd s sY9u IJesd g ey
IJepsd IJs SWA 09 Jsu 91> wsupel sdso IJesdd po SWALJS Ebe 1dose 09 Jgu
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Time

2024-01-25 09:36-25.9807M19
2024-01-25 09:3525. 989748
2024-01-25 0935 T6.0496546
2024-01-25 09:35:26. 046877
2024-01-25 09:35:26.046945
2024-01-25 DI 35:26, 053105
2024-01-25 08:35:26.168035
2024-01-25 09:35-26.188077
2024-01-25 09:36:26.168172
2024-01-25 0%35:26.280446
2024-01-25 09:35-26. 281757
20240125 09:35:26.181788
2024-00-25 09-35:26.261793
2024-01-25 09:35:26.281801
2024-01-25 0935 26.286 268
2024-01-25 09:35:26. 286207
2024-01-25 0 35-26.34713
2024-01-25 093526347815
2024-01-25 D9:35:26.353174
2024-01-26 08:35:26.363217
2024-01-28 09:35:26.253357
2024-01-25 DF35:26.412438

10.61.70.23
10.48.48.185

e iasu - 3178 [SYN] Seqei WinsBGR2S Lens. F

pp2an 128  B5238 [STH, ACK) Seged Ackel Wine—| 515y

BEIIA 4 1128

L] Eagy

85733

93.184.216.34

85338 - GE jenamipts sox 1
sezan G128 5 BETI8 [ACK] Senut Acksi23 Win
EETTITE T
— W, ACK] e cke1 Winsf | o
23106 22148 - BO [ACK] Seqed Ack "
23186 -
m =
231ag B0+ 23186 [ACK] Seqad Acks177 W =
znep 80
80
g 13140 -+ BO [ACK) Seqn 77 Acks1868 Winelly 4o
ps10g 1284 B5T18 [ACK) Seael Aekatd WinaBBE| 10
65238 = L : L . 3

o S5I28 + 3128 [ACK] 5eq=123 Aok=1189 Win

5 BEZEE - 3128 [ACK] Se5e123 Acke1PEE Wiss | oo

szas 318+ OEIIA [ACK) SequlT? Ack=4Da Wins..| 40

BEIIE =+ 128 [ACK

- =124 Ack=TP2S Wi o000

Comment

TCP: 85230  J0IN [5VN) Segzd Wins

TP 3118 + 65238 [5YK, ACK] Se0s0 Arksl
TER: 65236 -+ 3018 [ACK] Seget Ackel Winet

MTTP: GET Betp:amsmpis com) HTTERLY

TGP 3128 -+ 5233 [AGK) Seqs) AckalZ3 Win

TER: 34

B [3YN] Seqell Wina 12288 e

TCR: B0 23148 [$¥M, ACK] Seq0 Ack=1 Wi

TCP: 2146 B0 [ATK] Seqe Ack=1 Win=115,

4B [ACK] Seqe1 Ackz17T Winsd

VIT Wina

o, B

22140 [ATK] Seq=1 Ac

TCR 23188

B0 [ACK] Sequ 177 Acke] 349 Wi

WP HTTE 200 0K (8

TCP: 23186 # B0 [ACK] Seq=177 Ack=1808 Wi

328 + O5EHE [ACK] Seqet Ack=123 Win

HEER W 1200 0K (Bearsis)

TR &

+ 3128 [ACH

SeqzIT] Ack=1IER

TCP: 85238 + 31

IACK] S4qe123 Acks 1722
TE: 85236 - 3128 [FIN, ACK] Sequild Ackst
TER: J120 + 65738 (ACK] Seas1717 Acks1i4

TCP 3128 -+ 8523

[FIb, ACK] Seqe1722 Aok

TCP: 85236 + 3118 [ACK) Seqni2d Acks 1?23



oul 506 pu Accesslog:

1706172876.686 224 10.61.70.23 TCP_MISS/200 1721 GET http://www.example.com/ - DIRECT/www.example.com t

296 1Je)s) pe Idoslole Ipgi0é e 8ol

Spod 03l wx9§ 2,J6 1Jp)9) wldJled pu ldgpsd IJs SWA: guspl odys Idoslole s 31Y,56
lJogisu ldesse J SWA.

No. Time Source Dwstination Protocol Lengt stream  Info
- 1920 2024-91-25 B9:56:41,209038 18.61.78.23 19.48. 48,185 3164 78 2 55789 = 3128 [SYN] Seq=B Win=65535 Len=d MSS=126@ WS=64 TSval=3417116271 TSecr=d SACK_PERM
| 1821 2024-81-25 09:56:41. 209111 10.48,48.185 10.61.70.23 T T4 2 3128 - 55709 [5N, ACK] Seqed Ack=l Win=63535 Len=@ M55=1360 wS=64 SACK_PERM TSval=3887923%:
1922 2624-81-25 09:56:41,265937 18.61.78.23 18.48.48.185 64 (] 2 55799 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=8 TSval=3417118333 TSecr=3687323938
1923 2024-91-25 09:56:41. 266065 18.61.78.23 10.48.48,185 G4 188 2 GET http://example.comf HTTR/1.1
1924 2024-81-25 89 1.266114 18.48.48.185 18.51.78.23 f 66 2 3128 - 55789 [ACK] Seq=l Ack=123 Win=65856 Len=d TSval=3587923938 TSecr=3417118333
1925 2024-81-25 89: L 269061 10.48.48.185 93,184,216, 34 f 74 1 16080 - B0 (SVM] Seq= Win=12788 Len=8 MSS=1160 WG=G4 SACK_PERM TSval=1101206932 TSecr=d
1943 2024-91-25 09:56:41,385085 93.184.216.34 10.48.48.185 164 74 3 50 - 16883 [SWM, ACK] Seqed Acksl Wins65535 Lensd MSS=1380 SACK_PERM TSvals811197678 TSecrs:
1944 2024-81-25 09:56:41,385174 10.48.48.185  \Mware_Bd:f3:64  93.184.216.34 f 66 3 16088 - 89 [ACK] Seq=1 Ack=1 Win=13568 Len=@ TSwal=3191207843 TSecr=811197678
1945 I824-81=-25 BA:56:41. 385272 19.48.48.185 Viware_Sd:f3z6d  93.184.216.34 f 92 3 GET / HTTR/1.1
1946 2824-81-25 89:56:41.509528 93.184.216.34  Cisco_ 9d:b9:ff  10.48.48.185 :6id 66 3 80 - 16088 [ACK] Seq=1 Ack=227 Win=67872 Len=@ TSval=B11197793 TSecr=3191297843
1947 2024-81-25 B9:56:41.510195 93.184.216.34  Cisco_9d:bS:ff 10.48.45.185 thd 365 3 HUTR/1.1 384 Not Modified
1948 2024-81-25 §9:56:41,510259 10.48.46.185  VMware_Sd:13:64  93.184.216.34 f 66 3 16088 + B0 [ACK] Seq=227 Ack=308 Win=13248 Len=9 TSval=3191297172 TSecr=B11197793
1972 2024-91-25 §9:56:41,513009 18.48,48.185 19.61,70.23 1254 2 3128 - 55709 [ACK] Seqel Acke123 Win=65856 Len=118¢ TSvale3687924179 TSecr=3417110333 [TCP 1
1973 2024-81-25 B9:56:41,513111 18.48.48. 185 18.61.78.23 599 2 WITR/1.1 280 OK {text/htsl}
1974 2024-01-25 09:56:41, 585507 10.61.78.23 19.48,48,185 &6 2 55700 - 3128 [ACK] Seqe123 Ack=1189 Wins131872 Lensd TSval=3417110640 TSecr=3887024179
| 1975 2024-81-25 B9:56:41.680259 18.61.78.23 18.48.48.185 3 2 55709 - 3128 [ACK] Seq=123 Ack=1722 Win=138568 Len=d TSval=3417118649 TSecr=36B7924179
| 1976 2824-81-25 09 41.624113 18.61.70.23 109.48.48.185 B6 2 55700 - 3128 [FIN, ACK] Seq=123 Ack=1722 Win=131072 Len=@ TSval=3417110852 TSecr=368792417%
| 1977 2024-81-25 B9:56:41.684191 18.48.48.185 18.61.78.23 &6 2 3128 - 55709 [ACK] Seq=172Z Ack=124 Win=65856 Len=8 TSval=3687924260 TSecr=3417110652
| 1978 2024-81-25 09:56:41.604203 18.48.48.185 10.61.70.23 E6 2 3128 - 55789 [FIN, ACK] Seq=1722 Ack=124 Win=65856 Len=8 TSval=36E7924280 TSecr=34171184652
1988 2024-81-25 B9:56:41,636832 10.48.48.185  \Mware_Bd:f3:64 93.184.216.3¢  Cisco_Sd:b9:ff TCP [ 3 16888 - 8 [ACK] Seq=22B Ack=391 Win=13504 Len=9 TSval=3191297382 TSecr=B11197917
1981 2024-81=25 B9:56:41. 662464 18.61.78.23 Cisco_9d:b9:ff 10.46.48.185 Viware_Sd: f3:64 TCP &6 2 55700 = 3128 [ACK] Seqwl2d AckelT23 Wine131872 Lensd TSvals3417118729 TSecr=3SBTH24269

IJuo9,6- wslule HTTP IJuo,seo 1Jeius p9dol



pdlglbs: Jol oys gbpe IUsse soze luvweled HTTP 304: Jp swp wedsd 3,6 [dogiso

IUpd B, (B 03l 1Upeld: 2506 55 1947)

Time

2024-01-25 0956141209030

2024-01-25 09:56:41.2001M
2024-01-25 09:56:41. 266837
2024-01-25 08:56:41. 266065
10ZA-0-25 DH5E:41,266114
2024-01-25 0O-56-41. 269061
2024-01-25 09:56:41.385086
2024-01-25 DicEE41,385174
2024-01-25 09:56:41.385270
2024-01-26 ri-56:41.609528
2024-M-25 OHEE41.510195
2024-01-25 09:56:-41.510259
2024-01-25 (56241510429
20240125 0cBE:41 513059

2024-01-25 09:56:41.513 1M
2024-01-25 09:56:41. 585807
2024-01-25 0956:41.600259
2024-0-25 0H56:41,604113
2024-01-25 09:56:41.604191
2024-01-25 09-56:41.604253
2024-01-25 DREEA1.636731
2024-01-26 09-56:41. 636832
2024-01-26 (56141662484

10.61.70.23
#0.48.48.185

s470p 55700 4 3120 |SYH] Seqed Wina85535 Lesn_ | o0

ss7pg Q128 88700 [SvN, ALK] Segi

31
ss7gp H5700 - 318 [ACK) Seqs) Acks) WinsHIZZB. | o0
o DET mtg:fenamete comy HTTRLY s
ss7gg Q18 85700 IACK] Seqst Acke123 Wins8S8_ | o0

16088 -+ BO [5YH] Seqs Winsk

0+ 18088 [3YN, ALK] Seqed Aek

8O -5 YB0RR [ACK] Ssqsl

sg70p 1S+ 57O (ACK) Sequi Atka123 Wine€Sa! 40

HTTEN1 300 prami)

ss08 28
s470g S5TE0 -+ 3120 [AGK] Geqe1Za Acks1180 Wina | oo
sa7gp S50 3138 [ASK) Seani2B kekel?hd Wine ) o0

85709 + 3128 [FIN, ACK] Seqz12d Acks17d

5708 LT
sgrpp 120+ BIT09 [ACK] Sequ1Til A= iTd Wins. | gp0y
sargp 128+ BE700 (PN, ACK] Seme1Pdd deketdd | o0

WOEE £

sargp S5O0 3118 [ACK) Seas128 Aeke17H3 Wine | o0

ABORR -+ B0 [ACK] Seq=F37 Acks300 Win:

BB -+ BO |ACK] S4q=724 Ack=301 Winz135

93.184,216,34

B

Comment

TCP S5709 + 128 [SYN] 56950 WinsBE5I5

TR 3128 -+ G500 [STH, ACK] Seqsd Akl

TEP 85709 » 1120 ALK 1 Ackz1 Winz1
HTTR: GET hitgfjaxampds com/ HTTRILY
TER: 3128 + 55700 [ACK] Sequl Acks 123 Win

TC: 608K = B0 [$¥N] Seq=0 WinzN1I88 Le

TGP: 83 -+ 16088 [57N, ACX] Seas0 Acl

TER. 18088 - 80 [ACK] Seas] Acksd Winwils.
WTTR: GET | HTTRILY
TGP 80 + 16098 [AGK] Se3=1 Ak=317 Wins

HTTP: HTTRILY 304 Mot Wosfied

TCP: 16088 + 80 [ACK]

227 Acks 300 Wi

TCP: 18008 5 80

TK) Seq=227 Ack=130
TCR: 3128 - 55709 [ACK] Segel Acks 113 Win
HETE: HETRALT 200 0K [Beatyhimd

TCP: 85708 + 120 [ACK]

=123 Ask=1109

TGP B5TOR + FIZ6 [ACK] Seqe128 Acka1TIE

TER: S5TED & H128 [P, ACK] S650123 Aekst
TCP: 3120 6509 [ACK] a
TCP: 3128 + BET09 [FIN, AC 2 Aok
TCR. 80 - 18088 [, ACK] Sean00 Azked

TES: 1608H = 00 [ACK] Seg= 238 Ack=300 Wi

TCP: B5TE% -+ FI20 [ACK] Seq=124 Ack=1713



Bspl sJs £506 pu luvezlus HTTP 304

Frame 1947: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:13:64)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.48.48.185
Transmission Control Protocol, Src Port: 8@, Dst Port: 16@88, Seq: 1, Ack: 227, Len: 299
Hypertext Transfer Protocol
HTTP/1.1 3084 Not Modified\r\n
[Expert Info (Chat/Sequence): HTTP/1.1 304 Not Modified\r\n]
[HTTP/1.1 304 Not Modified\r\nl]
[Severity level: Chat]
[Group: Sequence]
Response Version: HTTP/1.1
[Status Code Description: Not Modified]
Response Phrase: Not Modified
Accept-Ranges: bytes\r\n
Age: 519756\r\n
Cache-Control: max-age=604800\r\n
Date: Thu, 25 Jan 2024 88:57:08 GMT\r\n
Etag: "3147526947"\r\n
Expires: Thu, @1 Feb 2024 ©8:57:08 GMT\r\n
Last-Modified: Thu, 17 Oct 2019 ©7:18:26 GMT\r\n
Server: ECS (dce/2694)\r\n
Vary: Accept-Encoding\r\n
X—Cache: HIT\r\n
Ar\n
[HTTP response 1/1]
[Time since request: ©.124925600 seconds]
[Request in frame: 1945]
[Request URI: http://example.com/]

luwoglod IMAGE- HTTP EXPLICIT 304

oul gswé pu AccessLog:

1706173001.489 235 10.61.70.23 TCP_REFRESH_HIT/200 1721 GET http://www.example.com/ - DIRECT/www.exampl

lJgpsd 9 SWA

wouodd s p9) IJubods wso guslo IP 1Jelue Cldgpsd sewslo IP IUgluo wolzos 9Jdsd
SWA (156 pl ©d9y 9lzod P1i 9JIJu spdu lu wdey P2 19 glgos IUDL6: o obl s odsy
lJodsJ).

SOp ©9250 2336 1Jp9) po 1gpsd 1Us puds TCP 80 Iy 3128 JJis SWA (pulds 9dsd SWA
Ul el os6 o5 TCP 80 5 3128, Bs 03l IJpold Guwesse lJpods 3128)

« p_olB26 TCP.



28
n
22
6
Fi)
¥ 28
I 9
43

EL]

51

54

55

56

57

58

58

1]

61

82

83

B4

85

85

L.

a4

95

a8

ar

158

http louold po £psd (Elss ip = swa. £lsé psuols = 3128)
lowezlos HTTP oo Idsdsd ( puos, IP = SWA)
Client Hello Ul uegsle SNI Jgosls URL (pu03, IP = gpsU)

Server Hello ( IJpo>, IP = SWA)
owbd polz 1Jgbe ((pu0s, IP = SWA)

olsd pbolz 1gesd (1P 10pu03; = Igpsd )
uldd IJoslule
luole louold TCP (puoldz6 4 by 9)

2024-91-25

2024-01-25

2024-01-25

2024-21-25

2024-81-25 12:

2024-81-25 12:31:38. (322347166
2024-01-25 12:31:36. (182072475
2024-81-25 36, (282097660
2024-01-25 38, (153429887
2024-01-25 38, 065425
2024-21-25 3. E24826
2024-01-25 36, (344661913
2024-81-25 38, (173832950
2024-81-25 36, (422856787
2024-81-25 36, (244514147
2024-01-15 36, (328702336
2024-81-25 36, (151248214
2024-91-25

2024-01-25

2024-01-25

2024-01-15

2024-81-25

2024-01-25

2024-81-25 39, (277689730
2024-21-25 39. (126123713
2024-81-25 39, 680580
2024-81-25 35, (288578172
2024-81-25 L (205531248
2024-81-25 . (143134836

10.61.70.23
10.61.70,23
10.48.48.165
19.48.48. 165
19.61.70.23
10.61.70.23
10.48.48,165
10.48.48, 165
10.48.48,165
10.48.48.165
18.61.78.23
10.61.70.23
10.61.70.32
10.48.48.,165
10.48.48,165
18,61.78,23
10.61.78.23
10.48.48,165
10.48.48.165
10.61.70.22
10.48.48.165
10.61.70.23
10.61.70.23
10.48.48,165
10.48.48,165
19.61.70,23
10.48.48.185
10.61.70.23
10.61.70.22

4B, 48,165
4B, 48,165
J61.78.23

IJuo9,6- &psd HTTPS |Js SWA-Explicit- JI wszs 31,6 &ise

1254
1254

VIspel sds ol osd Client Hello oo Client to SWA. Jl
(SNI) gu9lo URL IJgluo wébp IUsse 1U3s spdu udseo

98lp lJepsd wldledlu g0 17 pzpsgs Lud)s:

61484 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=8 TSval=1676451302 TSecr=141405437
COMNECT exomple. com:d43 HTTRS1.1
3128 - B1484 [ACK] Seq=1 Ack=212 Win=G5344 Len= TSval=441495507 TSecr=1676451302
HTTR/1.1 268 Connection established

61484 - 3128 [ACK] Seq=212 Ack=ad Win=132224 Len=9 TSval=1676451630 TSecr=441495677
Client Hello (ShI=example.com}

3126 - 61484 [ACK] Seqe=4@ Acks861 Win=64724 Len=@ i 74T TSecr 5

Serwer Hella

Certificate

Server Hey Exchange, Sérver Hella Done

61484 - 3128 [ACK] Seq=881 Ack=1228 Win=131808 Lens@ TSwval=1675452189 TSecr=441498237
61484 ~ 3128 [ACK] Seq=BE1 Ack=2540 Win=120728 Len=@ T5val=1676452189 TSecr=441406237
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

3126 - 61484 [ACK] Seq=2540 Acks=954 Win=64648 Len=@ TSval=441496317 TSecr=1G676452193
Change Cipher Spec, Encrypted Handshake Message

61484 - 3128 [ACK] Seqe954 Acke2591 Wine131888 Lens® Tivalsl676452265 Tiecrs441496317
Application Data

3128 - 61484 [ACK] Seq=2501 Ack=1450 Win=B4192 Lens® TSval=441496387 TSeors1676452265
Application Data

61484 - 3128 [ACK] Seq=1458 Ack=2637 Win=131808 Len=@ TSval=1676452764 TSecr=441436807
Application Data, Application Data

61484 = 3128 [ACK] Seq=1458 Ack=3788 Win=129928 Len=8 TSval=1676452838 TSecr=441436887
Application Data

3128 - 61484 [ACK] Seq=3788 Ack=1881 Win=G3B08 Len=d TSval=441496997 TSecr=1676452884
Application Data

61484 ~ 3128 [ACK] Seq=1B881 Ack=3833 Win=131008 Len=0 TSval=1676453324 TSecr=441497377
Application Data, Application Data

61484 - 3128 [ACK] Seq=1881 Ack=4050 Win=120028 Len=8 TSval=1676453397 TSecr=441457447
[TCP Keep—Alive] 61484 - 3128 [ACK] Seq=1B88 Ack=4050 Win=131872 Len=8

sedod lo oys B pduiny luwe 1Ebe
WO 03l IJpeld: 909 www.example.com



http://www.example.com

Frame 28: 715 bytes on wire (5720 bits), 715 bytes captured (5720 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:%9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.165
Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 212, Ack: 48, Len: 649
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.@ (8x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (@xB303)
Random: 8f2d33b577f5cdB5ab284cPabda929e5dd29c94Paa7Iccc3fabecafafBs09078d
Session ID Length: 32
Session ID: e91649fe756a373ceT@f5b65¢c9729b805dB648F30acT783b2feb0ad9cedTdebb
Cipher Suites Length: 34
Cipher Suites (17 suites) «————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status_request (len=5)
Extension: delegated_credentials (len=10)
Extension: key_share (len=187) x25519, secp256rl
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2
Extension: signature_algorithms (len=24)
Extension: record_size_limit (len=2)
Extension: encrypted_client_hello (len=281)
[1ad: t13d1713h2 5h57614c22hf 7dRTdcTAde1c]

IJueg,6- HTTPS Client Hello - Lo,z - £psd |Js SWA



odpse: spdud luwedsle glod Idouodse o3l s Wireshark JJwze g URL/SNI:
tls.handshake.extensions_server_name == "www.example.com"

oul £s0s pu Iduolé IJes huudwol SWA |Js 1Jg psd



Frame 58: 1254 bytes on wire (18032 bits), 1254 bytes captured (18832 bits)
Ethernet II, Src: VMware_8d:9a:f4 (90:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff)
Internet Protocol Version 4, Src: 19.48.48.165, Dst: 10.61.79.23
Transmission Control Protocol, Src Port: 3128, Dst Port: 61484, Seq: 1228, Ack: 861, Len: 1188
[2 Reassesbled TCP Segments (2185 bytes): #49(1187), #58({998)]
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x03083)
Length: 2188
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2096
Certificates Length: 2993
Certificates (2093 bytes)
Certificate Length: 1185
Certificate [truncated]: 2082044d38820335280382010208214027918312212aad73d32683b716d2a7d4ead7d47300d06092a864886F 7T0401810b0500304731063005068355040613025553310e300:060355840a1]
signedCertificate
version: v3 (2)
serialNumber: @x827910312212aad73d326830716d2aTddeadTda7
signature (sha2SEWithRSAEncryptien)
issuer: rdnSequence (@)
4

ROMSequence
RelativeDistinguishedMame item [id-at-countryName=US)
Object Id: 2.5.4.6 (id-at-countryNase)
CountryName: US
RONSequence item: 1 item (id-at-organizationName=Cisco)
RelativebistinguishedName item (id-at-organizationName=Ciscol
Object Id: 2.5.4.18 (id-at-erganizationNasme}
DirectoryString: printableString (1)
printableString: Cisco
RDMNSequence item: 1 item (id-at-organizationalUnitName=IT)
RelativeDistinguishedName item (id-at-organizationalUnitName=IT)
Object Id: 2.5.4.11 (id-at-organizationalUnitName}
DirectoryString: printableString (1)
printablestring: IT
RDMSequence item: 1 item (id=-at-commonMamesCISCO LAB Explicit)
RelativebistinguishedName item (id-at-commonName=CISCO LAB Explicit) #——em— o
Object Id: 2.5.4.3 {id-at-commonName]
DirectoryString: printableString (1)
printableString: CISCO LAB Explicit

Juo9,o- uolss HTTPS - Lo,se - SWA IJs 1Jgpsd
SWA s¢he lJssw

o 2Js )9 Iduvods usu euslu IP 1Uglue oldsdsd 9suslo IP 1JElLe wélbe 1Jsse.

Swp 9280 2IJ6 1Up,9) oo SWA [Js pouds TCP 58 443 (Jsuw puds 1Jsdsd)

* puoldzo TCP.

* Client Hello (Destination IP = Web Server. Destination Port = 443 )
+ Server Hello ( oo, IP=¢bp sy )

© udd deslole

¢ |wole louold TCP (puolzo 4 by 9)

93.184,216.34

18, 48.48, 165

2024-81-25 12:31:38.693361 24953 - 443 [ACK) Seq=1 k=l Win=1248@ Len=9 T5val=23493535538 TSecr=1727280976

=)

2624-01-25 12:31:38, 350314 18, 48.48, 165 93.184.216. 34 Client Hella (SNI=example,ccm)

2024-81-25 12:31:38. (1465354086 03.1B4.216.34 18.48.48. 165 443 - 24053 [ACK] Seq=1 Ack=194 Win=67872 Len=0 TSval=1727281230 TSecr=2540353688
2024-01-25 12:31:38, (247031553 93.184.216.34  Cisco Bd:b9:ff  10.48.48.165 Server Hella

1024-81-25 12:31:38. (273340971 10.48.43.165 Wware_B84:9a:14  93.184.216.34 24953 - 443 [ACK) Seq=104 Ack=1369 Win=11136 Len=@ TSwal=2540353808 TSecr=1727281248
2024-81-25 12:31:38. (141485909 93, 184.216.34 Cisco_Sd:barff 18.48.48. 165 443 ~ 24953 [PSM, ACK] Seq=1380 Ack=194 Win=67272 Len=1368 TSval=1727281248 TSecr=25493536
18724-81-25 12:31:38. (178681944 10.48.43,165 93.184.216.34 24953 + 443 [ACK) Seqe194 Ack=2737 Win=11872 Len=@ TS5wal=2549353818 TSecr=1727281248
2024-81-25 12:31:38, 345579 93.184.216.34 18.48.48. 165 Certificate, Server Key Exchange, Server Hello Done

1024=81=25 12:31:38, (161048344 1. 48.48. 165 93.184,216.34 24953 + 443 [ACK] SeqelBd Acke3567 Wins1@3dd Lens TSwals2549353818 TSecrs1727281248
2024-81-25 12:31:38. 862391 18.48.48. 165 93.184.216.34 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

1024=-01=25 12:31:38. (414028500 93.184.216.34 10.48.48.165 Change Cipher Spec, Encrypted Handshake Message

2024-81-25 12:31:38. (189573742~ 18, 48.48, 165 93.184,216.34 24953 = 443 [ACK]) Seq=320 Ack=3618 Win=12480 Len=@ TSwal=2549353988 TSecr=1727281420
1024-01-25 12:31:38, (206760748 10, 48.44,165 93.184. 216, 34 Application Data

2024-81-25 12:31:38, (411911657 03.184.216.34 18.48,48. 165 443 - 24053 [ACK) Seq=3618 Ack=365 Win=67072 Len=0 TSval=1727281806 TSecr=2542354208
2024-01-25 12:31:38, (340012513 10.48.448.165 93.184.216. 34 Application Data, Applicaticn Data

2024-81-25 12:31:30. (283200068 03.1B4.216.34

443 - 24053 [ACK] Seq=3618 Ack=039 Win=68096 Len=0 TSwal=172728201% TSecr=1543354468

2024-01-25 12:31:39, (155843076 92.184.216.34 18.48.48.165 Application Data, Application Data

2024-81-25 12:31:39. (305106563 10.48.43.165 93.184.216.34 24953 - 443 [ACK) Seq=030 Ack=4E08 Win=11456 Len=@ TSval=2540354588 TSecr=1727282020
2024-01-25 12:31:39, (352452851 10, 48.48. 165 93.184.216.34 Application Data

1074=-81-25 12:31:39, (427217571 03.184.216.34 18.48.48. 165 443 - 24053 [ACK) Seqe4608 Ack=905 Win=68096 Len=@ TSwal=1727282552 TSecr=2549354943

2024-81-25 12:31:39, (347738678 18.48.48.165 VMware_8d:9a:f4  93.184.216.34
2024-81=25 12:31:39, (166179736 93.184.216.34 Cisco_9d:ba:ff
2024-81-25 12:31:39. (202826742~ 93.184.216.34 Cisco_9d:b3:ff
2024-81-25 12:31:39,048885 18, 46.48, 165 VHware_Bd:9a; f4

Application Data, Application Data
443 - 24053 [ACK] SequéB98 Acks1493 Wins69120 Lensd TSvals1727282678 TSecrs2549355128
TLSW1.2 Application Data, Application Data

TP B6 13 24953 - 443 [ACK] Seqel493 Acks5768 Wins1l264 Lens TSvals2549355248 TSecrs17271282690

SRR S YRR EERE
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Frame 38: 259 bytes on wire (2872 bits), 259 bytes captured (2072 bits)
Ethernet II, Src: VMware_Bd:%9a:fd (@@:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (dc:71:0d:9d:ba:ff)
Internet Protocol Version 4, Src: 10.48.48.165, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 24953, Dst Port: 443, Seq: 1, Ack: 1, Len: 192
Transport Layer Security
TL5v1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 {(8x@381)
Length: 188
Handshake Protecol: Client Helle
Handshake Type: Client Hello (1)
Length: 184
Version: TLS 1.2 (@x0303)
Random: 6681ee?@Bdddb?1cf5c?cd584e5facdf Bib208 fid cid3eld
Session ID Length: @
Cipher Suites Length: 24
Cipher Suites (1Z suites) —m7m8Mm——
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 119
Extension: server_name (len=16) namesexample.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
I v o Mome: example.com
Extension: ec_peint_formats (len=4)
Extension: supported_groups (len=12)
Extension: application_layer_protocol_negotiation {lem=11)
Extension: encrypt_then_mac (len=@)
Extension: extended_master_secret {lens@)
Extension: signature_algorithms (len=48)
[Jaa: t12d1287h1_pal29f01df3f_edT727256b281)
[Ja4_r: t12d1207h1_0021,0009¢,009d, 0011, 000, cA13,c02b, cP2e,c02Y, B30, ccal, ccal_R00a, 0@0b, B0Rd, 0216, 0017_0403,0503,0603, 0907, 8BRS, 0809, 0804, 08RL, P984, B8RS, PIRG, 0401, 0501, 2601,030
[JA3 Fullstring: 771,49195-49199-52393-52302-49196-49200-49161-49171-156-157-47-255, 0-11-10-16-22-23-13, 29-23-30-25-24, 8-1-2)
[JA3: 4B5a74dB5df6d99ebldbi1d9c65efenf]

IMAGE - HTTPS Client Hello - SWA |Js gbe 95w - JI puvdJo



pdlebé: ogod presele ldouvds) 1Jesuoes oul v prestle IJoubds) Ss
pep9tle wylpz Client Hello IJgloé wlJgpsd puo Client |Us SWA: zse |o SWA IJos
op odysuel JOY o yids) yJdo 1Upy9) 030 ouegse Jid)o ¢luoo wol.



odpse Vs oubd pulz 1Ughbe oo SWA |Us Ebe 98w wlbo)y Jibolss gl 95w 908
3JU BBl ge) 99dsd wrvv g Idoslule gds wdssy SWA: whbo,y uoboo wadl pu Jiolso
ehe ldyse.

Ospel sds es0s pu louold HTTP oo 1dgpsd



Frame 21: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:@d:9d:b9:ff), Dst: VMware_8d:9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 190.61.78.23, Dst: 10.48.48.165

Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 1, Ack: 1, Len: 211

[Expert Info (Chat/Sequence): CONNECT example.com:443 HTTP/1.1\r\n]
[CONNECT example.com:443 HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: CONNECT
Request URI: example.com:443
Request Version: HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.15; rv:122.0) Gecko/20100101 Firefox/122.8\r\n
Proxy-Connection: keep-alive\r\n
Connection: keep-alive\r\n
Host: example.com:443\r\n
\r\n
[Full request URI: example.com:443]
[HTTP request 1/1]
[Response in frame: 26]

louold HTTP JJgpsd JJues,é

Seod 03l 1Josd s IJdled Jpds ey Ideslule po Idgpsd [Js SWA: ep lUs gbpe IS0
slgsul s 1Ugpsd.

No. Time Source 576 MAC Destination @5t MAC Protocel | Lengt | stream  Info.
- 18 2024-91-25 12:31:37.(318168644. 10.61.79.23 Cisco_8d:bS:ff  10.43,48.165  VMware_8d:9a:f4 TCP T8 12 61484 - 3128 [5YN] Seqed Wine65535 Len=@ MSS=1260 WS=G4 TSvals1676451324 TSecr=@ SACK
| 19 2024-01-25 12:31:37. (330015315 19.48.48.185 Bd:zGa:f4  18.61.79.23 Cisco_9d:bd:ff TCP T4 12 3128 - 61484 [SYN, ACK] Seq=d Ack=1 Win=63535 Len=8 HSS=1460 Wi=54 SACK_PERM TSval=44
| 20 2024-91-25 12:31:37.(370297760_ 108.61.70.23 18.48.48.165  VMware_Bd:%a:fd TCP 66 12 61484 - 3128 [ACK] Seq=1 Ack=1 Win=1322B8 Len=8 TSval=1676451392 TSecr=441495437
| n 198.61.78.23 19.43.48. 165 HTTR 27 12 COMNECT example.com:d43 HTTR/1.1
| 2 108.48.48.165 19.61.79.23 TCP B6 12 3128 - 61484 [ACK] Seqel Acks212 Win=65344 Len=8 TSval=441405507 TSecr=1676451302
| 23 18.48. 93.184.216.34 TP T4 13 24053 ~ 443 [SYN] Seq=B Win=12288 Len=0 MSS=1460 WS=64 SACK_PERM TSval=2540353418 TSe
| 4 93.184.2 19.48.48.165 TP T4 13 443 - 24953 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=8 MSS=1388 SACK_PERM TSval=172728097
| 25 2024-91=25 13:31:38.803381 10.48.48. 165 93.184.216.34  Cisco_9d:bS:ff TCP B 13 24853 ~ 443 [ACK] Seqel Ackel Winwl248@ Len=@ TSvalw2549353558 TSecr1727180576
| 26 2024-81-25 12:31:38.731815 18.48.48.165 mre_u:»:u 19.61.79.23 Cisco_Sdiba:ff HITP 185 12 WTTP/1.1 288 Connection established
| 27 2024-91-25 12:31:36. (I0EBT7S61. 10.61.78.23 10.48.48.165 TP 66 12 61484 - 3178 [ACK] Seq=212 Ack=d@ Win=132224 Len=9 TSwal=1676451630 TSecr=441435677
+ 18 2024-91-25 12:31:3B. (322347166~ 10.61.79.23 19.48.48. 165 TLSv1.2 715 12 Client Hello [SNI=example.com)
| 29 2024-91=-25 12:31:38. (182072475 10.48.48.165 10.61.70.23 TCP &6 12 3128 = 61484 [ACK] Seqedd Ack=861 Win=64704 Lens8 TSval=441495747 TSecr=1676451630
| 38 2024-01-25 12:31:38.350314 10.48.48.165 93.184.216.34 TLSv1.2 259 13 Client Hello (SNI=example.com)
| 31 2024-01-25 12:31:38. (146535406 93.184,216.34 TP 66 13 443 - 24953 [ACK) Seq=l Ack=194 Win=67872 Len=d TSval=1727281239 TSecr=2549353568
32 2024-91-25 12:31:36. (247031593 93.184.216.34 TLivi.2 1434 13 Server Helle
33 2024-01-25 12:31:38. (273345971~ 10.48.48.165 TCR 23 13 24953 - 443 [ACK] Seq=194 Ack=1363 Win=11136 Len=0 TSwal=2549353808 TSecr=1727281240
34 2024-01-25 12:31:3B. (1414899909 93.184.216.34 10,48, 48,165 TP 1434 13 443 - 24953 [PSH, ACK] Seq=1369 Ack=194 Win=67872 Len=1368 TSval=1727281248 TSecr=254!
35 2024-91-25 12:31:36. (178691044 10.48,48.165 93,184,216, 34 TCP 66 13 24953 - 443 [ACK] Seq=194 Ack=2737 Win=11072 Len=@ TSval=2549353818 TSecr=1727281249
36 2024-01-25 12:31:38.345520 93.184.216,34 18.48,48.165 TLSvi.2  8%6 13 Certificate, Server Key Exchange, Server Hel'l.o Mm
37 2024-91-25 12:31:38.(161048344_ 10.48.48.155 93.184.216. 34 TP 66 13 24053 - 443 [ACK] Seq=194 Ack=3567 TSecr=1727281248
38 2024-91-25 12:31:36.862391 10.48. 48,165 93.184.216. 34 TLS¥1.2 182 13 Client Key Exchange, Change Cipher Spec, Em:rypted Handshake Message
39 2024-91-25 12:31:38. (414028500 93.184.216.34 19.43.48. 165 TLSvi.2 117 13 Change Cipher Spec, Encrypted Hamdshake Message
48 2024-91-25 12:31:30. (189573742 10.48.48.165 93.184.216.34 TCR B6 13 24953 - 343 [ACK] 5eq=320 Ack=2618 Win=12488 Len=8 TSwal=2549353988 TSecr=1727281428
49 E 19.61.70.23 TLSV1.2 1254 12 Server Helle
5@ 19.61.79.23 TLSv1.2 1354 12 Certificate
51 18, l!-l! 165 @.61.70.22 TLSv1.2 186 12 Server Key Exchange, Server Hello Done
54 18.61.78.23 18,48, 48. 165 TCR 66 12 61484 = 3128 [ACK] Seq=861 Ack=1228 Win=131808 Len=@ TSval=16764521E9 TSecr=441496237
| 55 2024-81-25 12:31:36. (344661913 19.61.78.23 19.48.48. 165 TCP 66 12 61484 - 3128 [ACK] Seqe=861 Ack=2548 Win=129728 Len=8 T5val=1676452169 TSecr=441496237
| 56 2024=91=-25 12:31:38. (173632950 10.61.70.23 10.48.48.165 TLSv1.2 150 12 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
| 57 2024-01-25 12:31:38.(422B56787- 18.48.48.165 19.61.70.23 Cisco_9d:b3:ff  TCP G6 12 3128 = 61484 [ACK] Seq=2548 Ack=334 Win=64648 Len=@ TSval=441496317 TSecr=1676452193
| 58 2024-91-25 12:31:36. (264514147-  10.45.46.165 18.61.78.23 Cisco_9d:b9:ff TLS¥1.Z 117 12 Change Cipher Spec, Encrypted Handshake Message
59 2024-91-25 12:31:38. (326702336~ 10.61.70.23 19,438,458, 165 TCP B 12 61484 - 3128 [ACK] SequiS4 Acks2551 Lensd TSva TS T
B2 Z024-91-2F 12:31:38. (151248214 10.61.70.23 18.48,48.165 TLSv1.2 562 12 Application Data
61 2024-91-25 12:31:38.(257435452- 10.48.48.165 19.61.70.23 TP 66 12 3128 - 61484 [ACK] Seq=2591 Ack=1450 Win=64192 Len=d TSwal=441496387 TSecr=1676452265
B4 2024-01-25 12:31:38. (296760746 10.48.46.165 93,184,216, 34 TLSvl.2 111 13 Application Data
73 2024-91-25 12:31:38. (411912657 93.184.216.34 18,48,48.165 = &6 13 443 - 24953 [ACK] Seq=3618 Ack=365 Win=67272 Lens=@ TSwal=1727281806 TSecr=2549354298
74 2024-91-25 12:31:38. (340012513 18.48.48.165 93.184.216.34 TLSvi.2  6dd 13 Application Data, Applicaticn Data
78 2024-91-25 12:31:30. (283208060 93.184.216.34 18.48.48.165 TP 66 13 443 - 24953 [ACK] Seq=3618 Ack=030 Win=GH806 Len=d TSwal=1727282019 TSecr=25493544E8
79 2024-91-25 12:31:30. (156843076 93.184.216.34 19.43.48. 165 VMware_Bd:Sa:f4 TLSvI.Z 1146 13 Application Data, Application Data
B8 2024-91-25 12:31:35. (J0519E561_ 10.48.48.165 93.184.216.34  Cisco 9d:b8:ff TCP B6 13 24553 - 443 [ACK] Seq=039 Ack=4698 Win=11456 Len=0 TSwal=2549354508 TSecr=1727282029
B2 2024-91-25 12:31:30.(165086323_ 10.48.48.165 19.61.70.23 Cisea_94:b0:ff TLSV1.2Z 112 12 Applieation Data
B3 31 10.61.79.23 1.4 . 165 TCP B 12 61484 - 3178 [ACK] Seqeld58 Ack=2637 Win=131088 Len=@ TSval=1676452764 TSecr=441496808°
B4 108.48. 48,165 19.61.79.23 TLSv1.2 1280 12 Application Data, Application Data
B85 10.61.78.23 19.48.48. 165 TCP B6 12 61484 - 3128 [ACK] Seq=1458 Ack=3788 Win=129928 Len=8 TSval=1676452838 TSecr=44145688
| 66 2024-01-25 12:31:39.802047 10.61.78.23 10.48.48. 165 TLSv1.2 497 12 Application Data
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Tirre

2024-01-25 12:31:37.(NS1686448 nanoseconds)
2024-01-25 12:31:37.{ 3300153152 nanoseconds)
2024-01-25 12:31-37.(3702977600 nancdeconds)
2024-01-26 12:31: 37 383187

2024-01-25 12:31:37, (3249466192 nancseconds)
2024-01-25 12:31-37. 363801

2024-01-26 12:31:38.006918

2024:01-25 12: 3138 55338
2024-01-2512:31:38. 731815

2024-01-25 12-31:38. [(IDBRTFHE16 nanasecands)
2024-01-25 12:31:38,(322 3471664 nancseconds)
2024-00-2512:31:38.1 1820724752 Nanosaconds]
2024-01-26 12:31:38.360314

2024-01-25 12:39:38 (1465354084 nanaseconds)
2024-01-25 12 (2470315536 nanasecands)
2024-01-25 12:31:36.(27 33498712 nancseconds]
2024-01-25 1231:28. (1414890096 nanasecands)
2024-01-25 12:37:38,(1786810448 nanoseconds)
2024-01-25 12:31:38.345520

2024-01-25 12-31:38 (1610402440 nanasecands)h
2024-01-25 12:31:38,062391

2024-01-25 12-31:36. (4140285008 nanaseconds)
2024-01-26 12:31-38.(10957374 24 nancseconds]
2024-01-25 12:31:38 (2920976608 nancseconds)
2024-01-25 12:31:38.(1534298672 nancseconds)
2024-01-25 12-31:36.065425

2024-01-26 12:31:28.024826

2024-01-25 12:31:36. (3946619 36 nanasocands)
2024-04-25 12:31:38.(1738320504 nancdscends)
2024-01-25 12:31:38. (4228567872 nanoseconds)
2024-01-25 12:31:38,{2445141472 nanasecondsh
2024-01-25 12:31:368.[3267023 360 nanasecands)

0.6L70.23 93184, 216,34
10.48.48 165
nze
nae
nw
nan
Wae
& aa Winzt Ly
iﬁa-inumﬂ,mﬂgwmlm ey
| 2D 443 [ACK] Sl Acked Winetd| 4,0
Mm Lirt il 28
#1apa B1484 > 3138 [ACK] 5095212 Acksa0 Wiy 310y
1ana —Chent Hells (SNlnssmplo som) | 310g
L. 28
240y o EEsch Hallo |FiSnsnampie com]_ ) g4y
aapsy 433 % 28053 JACK) Seqel Arke10d Wit
DEREY Server Hells e
oy 4 au 1 ey
Zaps1 + 28053 ACK] mu-_m
Fapsg (LA053 4 443 JACK) Seom il AckadTAY |
2upsy Hpsctficans, Secver kev §rchorgs, Sarver _|
FreTey IQ'IIEI - 443 [ACK] S4qe R4 Acke3SET . ey
gepsa CREBE Key Exthangs, Chings Cishet Spee | 0
24053 Cpher Spes ncrypried Manceluk ) 1oy
24053 24063 + IIS’EH!RM-HH:‘ ey
484 e s nae
e il 128
erans w0 SUEAEE AL S
sana .M"m ACK] SeqeB61 Ackel228 nzn
R :dun - 33k k=B o0

IJue9,6- &3 88 HTTPS- Lo,sz - Jl woes 31956 wgisu pddw

oul gsW6 pu Accesslog:

1706174571.215 582 10.61.70.23 TCP_MISS_SSL/200 39 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
1706174571.486 270 10.61.70.23 TCP_MISS_SSL/200 1106 GET https://www.example.com:443/ - DIRECT/www.exam

Commem

TOP: B4 + 128 [FTN] Bea=0 Win=BEEIS
TER: 3128 5 $1484 [SYN, ALK] Seqed Azkal
TCR: 61484 % 3120 [ACK] Seq=1 Acksl Winzl_
HTTP: CONNECT awample.comaa3 HTTRILY
TCR: 3018 -+ 61484 [LCK] Seanl Acknid Win_
TEP: 24083 -+ 443 [$7H] Seq=0 Win=13288 L
TEP: 443 + J4053 [SYH, ACK] S4950 Ack=1
TEP: 24055 -+ £43 (K] Seqwd Acke] WinalZ_
HEEB: HTTBFL1 200 Eoansction sxtabliibed
TR G1484 4 2138 [ACK] 5092317 Acks40 W,
TLGYI.2: Chent Hello (BHistmampbe. com)

TER: F128 + 81488 [ALK] Seqn40 AtkaB 81 W
TLSV1.Z: Chast Mell (SHIzszamphe. com]

TR 443 4+ 34053 [ACK] Seq=d Acks104 Win_
TLEI.2: Sarvee Helle

TER; 24943 » 443 [ACK] Seq=104 Ack=1180
TCP: 443 + 2403 [PSH, ACK] Seq=i 169 Ack
TCP: 4953 + 443 [ACK] Seqe104 Acks2THT
TLSWILY: Eoibificats, Siver Kay Exchangs, Sar..
TCP: 24053 + 487 |ACK] Seq=104 Ackz2507
TLEWI.2: Chent Key Exchange, Change Cipher _
TLEw12: Changs Ciphar Spee, Ensrypled Hand
TGP; 4RGN -+ 487 [AGK] Seq=310 Ack=IG18
TLEVH2: Server Hello

TLSvLE: Eentificats

TL§wid: Sarver ey Exchasge, Server Melia O
TCP: 61484 - 3128 [ACK] Seq=BBY Acks1238
TEP 61484 + 3128 [ALK] SequBBi Acke2540_
TLEW.2: Ehast ey Exchangs, Changs Cisher
TGR: J128 -+ 01888 [AGK] SeqsT50 Ack=BEe
TLS¥A.2: Ehange Cigher Spee, Encrypied Hand
TCP: B1484 & 3128 [ACK] Seq=084 Aeks 2801
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CONNECT s9g05l6 URL 1Jglo wéhpe 1J9se sl o tunnel/l. 31 o p o pdse B
IJouids) B SWA. o 1duwlo, 1Jlos $2eos £ds GET sswsl gusle URL wlddled
p€ HTTPS. ppl sgus lue wp BY cuvds) 0d8 1Je9..

29 wslole HTTPS
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10.61.70.23 93.184.216.34
s 10.48.48.165
2024-01-25 1E21:42.706545 J— :cuso- 228 Winz@S535 | wes WES= 1260 WE=B4 Thuslz 341 - =
i
2024-01-25 13-21:4 2. 2460867504 nanosaconds) Bose hmmwwmm&: Frers
2024-01-25 13:21:42.(12 79136912 nancseconds) GOm0 £0260 + 3TE ) ke ) Win 5937288 Lans TSvals 341363763 Toserst | aum
2028-01-25 13:21:42.(4235993424 o280 COMNEET com:443 HTTRL1 . o
2024-01-25 V3:21:42.[ 2456178944 nancseconds) Borsn umwwm ey
2024-01-26 12:21:42 (1692445712 nanasecands) — fuw +aa3 0 Wins 17288 Len i) WES 1460 WEsE4 R T
2024-01-25 13:21:42.(1675493712 nancseconds) s :&! -+ 1TEA7 [SYN, ACK] Sequl Acksl WissBSE3S LensO MES=1380 SACK_PERU. 43
2024-01-25 13:20:42. 402773 LT =8 Acks1 Wina1, T T -
2024-01-26 13:21:42. (3055843776 nanasecands) reers HT TR satabibahes Sus
2024-01-25 13:21:42.044443 oz BE250 % 3138 [ALK) Suqutid hekedd Wins 13338 Loned THvais 34 1983080 T 50y
2024-0-25 12IV4Z[ ey Clhent bedln (5H1: Py
2024-01-25 13-21:42 (16404 504 32 nanoseconds) BO380 Iglﬂ -+ B0I50 [ACK] Seq=40 Acks=BE1 Wins 64704 Len=0 TSval=1253711429 Wn.l Im
2024-00-25 13:21:42, (2261550016 nanoseconds] | - erent com s
2024-01-25 13:21:42.| 2572160048 nancseconds) i sty A48 1TSI7 [ACK) Sege1 Acks430 Wins0 7977 LensO Tials 7RS40 Theers ),y
2024-01-25 13:21:42. 310233 i b Serves Hello, Charge Cipher Spec, iion Baia sy
2024-01-25 I;!?ll-‘?.tl!”mﬂ3a n.nqsocr.md;} i freary EIM * 443 [ACK] SexyeB50 Arke1380 Wins 11138 LensO TSvale 900013136 Tiee | 443
2024-01-25 13:21:42.01001624616 nancseconds) oy

H)24-01-25 1321:42. [ 2565014860 nancseconds)
2024:01:26 13:21:42.(1431156304 nanoseconds)
2024-01-25 13:20:42.(2106897872 nancseconds)
H24-01-25 13:21:42 [IBATITOIRA nancdacends)
D024-01=25 13:21:4 2.[3839593744 nancseconds)
2024-01-25 13: 2142100611472 nanoseconds)
2024-01-25 13:21:42 (3650714362 nanasecands)
2024-01-25 12:2142.542323

2024-01-25 13:20:42. (2351706320 nanaseconds)

2024-01-25 13:21:4 2. (4080650144 nanaseconds)
H24-01-35 13:21:42 (3133660336 nancseconds)
2024-01=25 13-21:42.(3354894 224 nancsecands)

2024-01-25 13-21:42.400703
2024-01-26 13:21:42. 367120

202040125 13242 (2112687360 nanosoconds) - e —
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Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (0x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (0x0303)
andom: 2c545a
Session ID Length: 32

¢9dbd8eal1ad61035c786954ced2191e266ffOb92bIcl

Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466¢ccchd66821e2

Cipher Suites Length: 34

-~

Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (8x1301)
Cipher Suite: TLS_CHACHA2@_POLY1305_SHA256 (8x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302)

Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@e2f)
\ Cipher Suite: TLS RSA WITH_AES 256 CBC SHA (@x8835)

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xce2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA28_POLY1385_SHA256 (Bxccad)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xce2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc0@9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x0@9c)

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x0e9d)

Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com )
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)

IJuo9,6- Jdebé ey9) HTTPS - Lossz - SWA |Js WebServer - ¢jzso 1Jg psd
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Comment

TP 035D -+ FI28 [SYN] Seael WineBEEIS _
TCP: BI36 & 60050 [SYN, ACK] Seq=0 Ack=l
TGE: G067 + H1Z0 [AGK] Fege1 Ackst Wins)
HTTP: EOMNEET nimpis. 2om 843 HTTRALY
TCE: 2126 -+ BOI4G [ACK] Seasl AckaTIE Win,
TCP: 17647 + 443 [SYN] Seasd Winz12288 La.
TCP: 843 -+ 1767 [SYK, ACK] Seqsd Ackel Wi
FEB: 1717 - 443 [ACK] Seq=1 Ackst Winzi2_
WTTP: WTTRILY 200 Cannection satablahas
TCP: G050 -+ H126 [AC] Seqe2iz Ackedl W
TLE.3: Cllent Hells [$MInanample £am)

TCP: 120 - BOTH3 [ATK] 5aa:40 Ack=RE1 W,
TLS1E: Client Helks (S8 1nsuample.com)

FCE: 843 » 17617 [ACK] Seqn AtknS0 Wins_
TL5N1.3: Sarvar Hello, Change Clher 5aes, 4.
TEP. ATEIT -+ 443 [ACK] SeqsBED Ackel380
TR 843 o 17517 [PSH, ACK] Seqa1360 Acks_
TLSN1.2: Sarvar Hello, Change Cihar Spec, A2,
TCF: 17617 - 443 [ACK] SeqeB50 Acks 2737
TCP: 31286 -+ 60150 [PSH, ACK] Seqn1228 Ack
TEE: T1TW 4 BT8O [ACK] Seqs1400 AcksBg1
TCF: 3138 -+ G250 [PSH, ACK] Seqez b de.
TLtwd 3: Appleation Bats, Appleation Buta
TCR: 17817 4 447 [ACK] SeqzB80 Aekzd108
TLEwL3: Apgikianion Data
LS. 3: Apstlitation Dats

TL5w1.3; Apglication Data

TCP: 1TEI7 + 443 [ACK] Seq=BE0 Acks 4171
TLEw1.3: Apslieation Data

TCP: £4250 + II8 [ACK] S4qrBbl Ack=1218
TCP: BOIED -+ T2 [ACK] Sey2881 Arksd 0,
TER: [TEP Windew Updane] 80250 -+ 3128 (M
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Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 640
(version: TLS 1.2 (8x0303) )
Random: 2c545a566b5b3f338dc9dbdB80ead1ad61835c786954ced2191e266Tf0b92b3c1
Session ID Length: 32
Session ID: 86da348af5508fc24f18f3cbd9829c7282b77e0499e5d2f38466cccbdb6821e2
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY13085_SHA256 (@x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (8x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@830)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xcee@a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc@@9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (@x089c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x@089d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@02f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (@x0035)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
~ Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
( server Name: example.com )
Extension: extended_master_secret (len=0)
Type: extended_master_secret (23)
Length: @
Extension: renegotiation_info (len=1)

-~
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1706185288.920 53395 10.61.70.23 TCP_MISS/200 6549 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
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« Juole leuold TCP (puoldzs 4 b))

Tima Seurce sre MAC Dastination dst MAC Protocal Lengt | stream Info
T 2923-12-11 19:13:47. (372406256 197.168.1.18 Cisco_c9zc@: 7T 93.184.216.34 Cisco_76:fb:15 TOP B6 @ SA468 - 80 [SYN] Seq=d Win=64240 Len=d M5S=1468 WS=256 SACK_PERM

— 2023=12=11 19:13:47. (243585552 93.184.216.34 192.168.1.18 Cisco_cS:c@:7f TCP B B 82 -« 54468 [5WN, ACK] Seqed Ackel Winsg5535 Lensd HSS=1468 WSs64 SACK_PERM
= 2023-12-11 . 192, 168, 1. 18 93,184,216.34 Cisco_76:fb:l5 TOP 60 @ 54468 - 80 [ACK) Seq=l Ack=1 Win=262656 Len=@

- 2023-12-11 192.168. 1.8 §3,184.216.34  Cisce _76:fb:25  HTTP 128 @ GET / HTTR/1.1

- 2023-12-11 93,184,216.34 192,168, 1.10 Cisco_c9:c0:7f  TOP 54 @ 80 - 58468 [ACK] Seq=l Ack=75 Win=65472 Len=0

- 223-12-11 53.184.216.34 197.168.1.18 Cisco_cB:ch:7f  TCP 1514 @ BB - 54468 [AK] Seq=1 Ack=T75 Win=85472 Len=1468 [TCP segment of a reassesbled POA)
- 1823-12-11 §3.184.216.34 192.168.1.18 Cisco_c¥:c@:7f  HTTP s @ HTTR/1.1 208 0K (text/html)

- 2823-12-11 192, 168. 1.18 03.1B4.216.34 Cisce_76:fb:15  TOP (23 @ 54468 - 80 [ACK) Seq=75 Ack=17E8 Win=262656 Len=d

— 23-12-11 15: - 192, 168.1.18 93.184.216.34  Cisco_76:fb: TP =] @ 54468 - 80 [FIN, ACK] Seq=75 Ack=1788 Win=262656 Len=@

— 2023-12-11 19:13:47. (266665684 93.184.216.34 192.168.1.10 Cisco_c9:c@:71  TOP 54 @ BB - 54468 [ACK] Seq=1788 Ack=T6 Win=65472 Len=@

— 2023-12-11 19:13:47. (111822518 53.184.216.34 115 192.168.1.18 Cisco_c9rcl:¥f  TCP 54 @ B8 - 34468 [FIN, ACK] Seq=1788 Ack=T6 Win=65472 Lens=@

= 2023-12-11 19:13:47, (166465673 192.168.1.18 Cisco_cO:c@; 71 93,184,216,34  Cisco_76:fb:25  TOP -] @ 54468 - 80 [ACK) Seqe76 Ack=1769 Wins262656 Lensd
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Frame 11: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)
Ethernet II, Src: Cisco_76:fb:16 (70:70:8b:76:fb:16), Dst: Cisco_56:5f:44 (68:bd:ab:56:5f:44)
Internet Protocol Version 4, Src: 10.201.189.180, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 65132, Dst Port: 80, Seq: 1, Ack: 1, Len: 177

Connection: keep-alive\r\n
Host: example.com\r\n
User-Agent: curl/8.4.0\r\n
Accept: */#\r\n
X-IMForwards: 20\r\n

Via: 1.1 wsa695948022.calolab.com:80 (Cisco-WSA/15.0.0-355)\r\n
\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]

[Response in frame: 15]
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loole 1ouold TCP (puolbes 4 bb,3)

Ne.  Time ree arc MAC Dastination st MAC Protecal Lengt stream Info
B 2023-12-11 19:13:47. (260046116 10.291.189.188 Cisco T76:fb:16 93.184.216.34 Ciseo S6:5f:44 TCOP 74 1 65132 - BB [S¥N] Seq=0 Win=12288 Len=0 MSS=1468 WS=6d SACK_PERM TSval=1550577835 TSeer=d
9 2023-12-11 19:13:47. (273148633 93.184.216.34  Cisco_S6:5f:44  10.201.189.180 Cisco 76:fb:l6  TOP 74 1 8@ - 65132 [5%M, ACK] Seqe@ Acksl Wins€5535 Lens MSS=1460 WS=B4 SACK_PERM TSval=6873333 TSecrs
18 2023-12-11 19:13:47.(Z85000827- 10.291.180.188 Cisce 76:7b:16 93.184.216.34 Cisce 56:51:44  TCOP 66 1 65132 ~ BB [ACK] Seq=1 Ack=1 Win=13184 Len=@ T5val=155057T@35 TSecr=6873333

11 2623-12-11 (387IB1SA5_  18.291.189.180 $3.184.216.34  Cisco S6:5f:44 HTTP 243 1 GET / WTTR/1.1

12 7833-12-11 SA11B451661 93.184.216.34 10.201.189.180 Cisco_76:fb:16 TCP 1 8@ - 65132 [ACK] Seqe=l Ack=1T8 Win=66366 Lens=d TSwal=6873333 TSecr=1559577035

13 2623-12-11 AZOFIETETZ. 93.184.216.34 18.201.189.188 Cisco T6:fhb:l6 TCP 1514 1 8@ = 65132 [AMCK] Seg=l Ack=1T8 Win=G6368 Len=1448 TSval=GA73463 TSecr=1559577835 [TCP segment o
14 23-12-11 637333 10,201, 189, 180 93,184,216,34  Clsco S6:5f:44  TCP 66 1 65132 - B8 [ACK] SeqelT8 Ack=1449 Win=11776 Len=f TSval=1559577165 TSecreGE73463

15 2023-12-11 19:13:47. (276272012 93.184.216.34 18.201.189.180 Cisco 76:fbil6 HTTP 349 1 HTTP/1.1 289 OK ({text/himi)

16 2023-12-11 19:13:47, (245979843 10.201.189.180 Cisco 78:fb:18  53.184.216.34  Cisco S6:5f:44  TCP L] 1 85132 - 88 [MK] Seq=1T8 Ack=1732 Win=11520 Len=0 TSval=1589577165 Tiecr=0873463

1. 2823-12-11 A2TR4BA529 10.201.189.180 Cisco_76:fb:16 93.184.216.34  Cisco 56:5f:44 TP 56 1 65132 - BO [FIN, ACK] Seq=178 Ack=1732 Win=13184 Len=9 TSval=1550602815 TSecr=6873463

1. 2423-12-11 «236E07 53.184.216.34 Cisce S56:5f:44 18.291.189.188 Cisco T6:fb:16 TP (1] 1 89 - 65132 [ACK] Seq=1732 Ack=179 Win=66368 Leén=8 TSval=6802313 TSecr=15506820815

1. 2823-12-11 19:14:12, 215970816 93,184.216.34  Cisco S6:5f:44  10.201.180.180 Cisco_76:fb:l6 TCP 66 1 8@ - 65132 [FIN, ACK] Sequl?32 Ackel79 Winw66368 Lens® TSvals6898313 TSecrw1559681015

1. 2023-12-11 19:14:12. (21303318 10.291.180.188 Cisco T6:fb:16 93.184.216.34 Ciseo S6:5f:4d4  TCOP 66 1 65132 - BA [ACK] Seq=1T0 Ack=1733 Win=13130 Len=0 TSval=1559602915 TSecr=6E08313
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Frame 20: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)

Ethernet II, Src: Cisco_c9:c0:7f (74:88:bb:c9:c@:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34

Transmission Control Protocol, Src Port: 54468, Dst Port: 80, Seq: 1, Ack: 1, Len: 74

Host: example.com\r\n

User-Agent:

curl/8.4.0\r\n

Accept: */#\r\n

\r\n

[Full request URI:

http://example.com/]

[HTTP request 1/1]
[Response in frame: 23]

Image- 9Jsd IJs gbp 95w - HTTP - s dlos - Ul woes puolb 86 - HTTP JJsdsd

secd 031 1JeodG IUdled Jerds 19, 1Jwslole po Wgpsd Is SWA. &p s ¢be s
slgsul lds g psd.

nhEL NS 2 0m

PrrrENERRUNNEES

m—u-u 19: 13 -l? (372406256
2023-12-11 19:13:47. (260946116
023-12-11 . (273148633
2023-12-11 . (285000827_
023=12=11 (307381585
2023-12-11 . (118451681
W023=12=11 A T09167ETI-
023-12-11 7. 637333
W23-12-11 7, (276272012
023-12-11
2023-12-11 193
2023-12-11 19:13:47. (267161713
2023-12-11 19:13:47. (302084368
2023-12-11 19:13:47.624602
2023-12-11 19:13:47. (285645694
2023=12-11 19:13:47. (237540915
2023-12-11 19:13:47. 266907
2023-12-11 19:13:47. (353942364
2023-12-11 19:13:47. (266665884
2W023-12-11 19:13:47, (111822514
2023-12-11 19:13:47. (1684656
W23=12=11 19:14:12. (270488529
2023-12-11 19:14:12. 236887
W23=12=11 19:14:12. (215970816
2023-12-11 19:14:12. (218303318

Source

192.166.1.18

18,201,189, 188

93.184.216. 34

10.201.189. 188

10,201,189, 188

93.184.216.34

93.184.216. 34

19,281,189, 180

93,284,216, 34

18,281,189, 188

93.184.216.34

192.168.1.18

182.168.1.18 cmm:um
93.184.216.34  Cisce _T6:1b:15
93.184.216.34  Cisco T6:fb:15
93.184.216.34  Cisco 76:1b:15
192.168.1.18 Cisco_cdic@:Tf
192,166.1.18  Cisco_c9:ci7f
93.184.216.34  Cisco TE:fB:ils
93.184.216,34  Cisce_76:fh:15
152.168.1.18 [STEL-H B
10.201.189.188 Cisco_Th:Th:16
93.184.216.34 Cisen 56:50:44
93.184.216,34  Cisco 56:5f:44
19.281.189. 188 Cisco_T6:Th:16

(Destination
93.184.216.34

93.184.216.34
18.201.189. 188
93.184.216.34
93.184.216.34
18.201.189. 188
10.201.189. 188
93.184.216. 34
10,281,189, 169
53.184.216. 34
182.168.1.10
93.184.216.34
§3.184.218.34

93.184. 215 3
§3.184.216.34
18.201.189. 188
18.281.189. 188
93.184.216.34

c:.sm_mtms
Ciseo_c9:€0: 71
Cisco_t au:m:rr
Cisco_c9:c:

Cisco_; rmun.s
is i15

tl.wq_ﬂ:cﬂ T
Cis 71

l:l.sm_!‘ﬁt 115
Cisco_56:5f:44
Cisen 7 2 16

Clsoo 76:fb: 16
Cisco_56:57:44

hmooltormmiﬂv

aaaaaaaaa;aagaaaaaaagaaea
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54468 - 82 [SYN] Seqed Win=64240 Len=@ M55=1450 W5=156

E5132 - 88 [SYN]) Seq=8 Win=12288 Len=0 M55=1460 WS=64 SACK_PERM TSval=1559577835 TSecr=8

BB - 65132 [SYN, ACK] Seqed Acksl Win=65535 Lens=@ M55=1460 WS=64 SACK_PERM TSval=6873333 TSecr
E5132 - 82 [ACK]) Seq=1 Ack=1 Win=13184 Len=d TSval=1559577835 TSecr=6873313

GET f HTTR/1.1

Bl = 65132 [ACK) Seq=1 Ack=1T8 Win=66368 Len=9 TSval=G873333 TSecr=1558577835

B0 = 65132 [ACK] Seqel Ackwl78 WinwB6368 Lonwld4S TSvalw6873463 TSecrelS50577835 [TCP segment
65132 - 80 [ACK) Seq=178 Ack=1449 Win=11776 Len=@ TSval=1559577165 TSecr=G6873463

HTTRL.1 200 OX  (text/himl)

65132 - 80 [ACK) Seq=178 Ack=1732 Win=11520 Len=8 TSval=1559577165 TSecr=6873463

B0 - 54488 [5YN, ACK] Seq=@ Ack=1 Win=G5535 Len=@ M55=1460 WS=G4 SACK_PERM

[ACK) Seq=1 Ack=75 Win=65472 Len=@
[ACK] Seq=1 Ack=75 Win=£5472 Len=1464 [TCP segment of a reassesbled FOU]
(text/html)

54468 - 8B [ACK] Seq=T6 Ack=1789 Win=262656 Len=8

B5132 - 8@ [FIN, ACK] Sequl?8 Ackel732 Winwl3184 LensB TSvalw1550602015 TSecreGi3463
B - 65132 [ACK) Seq=1732 Ack=170 Win=G6I6E Len=0 TSval=6E0B313 TSeer=1550682015

BB = 65132 [FIN, ACK] Sequl?3? Acks179 Wins6B3E8 Lens@ TSvals6898313 TSecr=1559602015
65132 = 82 [ACK) Seq=179 Ack=1733 Win=13128 Len=8 TSval=1559682015 TSecr=6508313
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Tirme

2023-12-11 181347 (3724062560 nancseconds)
202312-11 18:13:47. (26094961168 nancseconds)
2023-12-1118:13-47. (2731486336 nanoseconds)
2023-12-11 1813:47, (2850008272 nanoseconds)
B0Z3I-12-1119:13:47. (3073615856 nanoseconds)
2023-12-91 151 3:47. (1184516816 nancsecends)
202312=11 18:13:47, (2091678 720 nancseconds)
2023-12-11 18:1347.637333

2023-12-11 1812147, (2762720128 nanosecands)
2023-12-11 1813247, 2499798432 nanoseconds)
2023-12-11 19:43-47.{ 24 358E5520 nanoseconds)
2023121191347 [26ME1T136 nancseconds)
2023-12-M ¥9:13:47.(366884 3660 nanoseconds)
2023-12-11 18:13-47.824692

20231211 1961347, (2856456944 nancsoconds)
2023-12-1 181347 (2FTEADD52 nancseconds)
20231211 19:13:47. 266007

202312411 1913:47,( 3539423648 nancapconds)
2023-12-10 19:13:47. (2666658848 nancseconds)
20231211 101 24T (118225184 nanoseconds)
2023-12-11 181347, (1684656736 nanoseconds)
2023-12-11 181412, (2704885296 nancseconds)

182.168.1.0 10.201.189.180

93.184.216.34

i
:
|
5
:
E
E
E

| mgmnn 5] Seq=0 Wins1EI88 Lensd MES=1460 Wists SACK PE %ma:
j g B0+ 5132 |5V, ACK] GegeD Acke! Win=$5536 Lima0 USS1400 WEeb4 SACK .| o1y
| o 5152 80 [ACK] Suqui Aeka1 Wina 13184 Lena) TEvabs 1550577008 THecraal. | ! asvaz
i 80 - SPAE Y RTTeL ma:
i g 20 65122 [ACK] Segut m-mmuusulwummrmuua-“m
i
i

BO B0 -+ 65132 [ACK] mﬂmlnmmmuursmmmnm, BB
nmwwmmn

MTTRLY 300 Ok [teutihim) | gsar
o SE“’ “+ 80 [ACK) S4q=178 Ack=1732 Wina11520 Lans® TSvalz1SS08TTI8 TSee | oovoy

B4468 + 80 [ACK] Seqel Acke Wina28I858 Lansd
GET [ 1T,

80 -+ 54468 [ACK) Seqe) AcksTS Wins85477 Lensd
2‘“&]5‘_‘”“”““'5!&‘!“—
HTTE{L 200 0% fiant i)
1 54483 + 80 [ACK) Seqe75 Ackei788 Wine 26858 Lensd

BedbE ‘M’M ﬂﬁ!&!“nmmmﬁ

FEEREREEEEG

o 5132 80 [FI4, AGK) Sequi7B Acks1732 Win=13184 Lencd TSvalaiSS9602005 | o555

Comment

TCP: BASEE -+ BO [57N] Seqs WinsBA245 L.
TCR: BE152 + &0 [SYN] Sea el Winat2288 La_
TER; B0 # GHIIT [N, ACK] Seqs0 Aks] Wi
TEF. 85152 -+ BO [WEK] Seqsd Ackst Wins131_.
HITE: GET { HTTHAL

TEP: BO 4+ BELEE [ACK] Seq=0 Ack=178 Winzs.
TCP: B0 - BEIEE [ACK] Segw) Acke1TE Winss_
TEF: 85132 -+ B0 [ACK] $eq=178 Ack= 1440 Wi
HTTP: HTTRILY 200 0K [baeifhimiy

TCR: B5152 + 85 [ACK] Seqs 178 Acksi732 Wi
TES: B0 4 G400 [$7N, ATK] Seged Ack=1 Wi
TEP! GL4BE -+ B0 [ACK] Seqa? Arks) Wins26_.
HITE: GET { HTTEAL

TCP: B0 G408 [ACK) Seq=1 Ack=TH Win=D,
TER B0 + 53468 [ACK] Sean AckeTS Winell_
HTTE: HTTEJLY 200 0K [bantfhims)

TCP: BALER -+ B0 [ACK] Se3275 Ack=1788 Wi
TEF B44BA -+ BO [Fi, ACK] Seqs?s Ackst?8_
TR B0 -+ SA46M |[ACK] Seqz1TEN Ack=T6 Wi
TER: 80 -+ GLLEE [FIN, ACK] Seqe1788 doksT..
TEP: S4468 -+ BO [ALK] SequT6 Acks1THD Wi_

TCP: B5132 4 B0 [FIN, ACK] 493178 Ack=171.

i
20230211 19:14:12.236807 i e e e E“‘ﬂ TCP: B0 -+ B513Z ACK] Sequi7a2 Ackel70 Wi_

3023-12-11 19:14412, (158708160 nanoseconds) | o 30 65123 [FIM, ACK] S2q1722 Acke170 WinsOEIES Lens TSualsRORMA TS, ocrn, TP 80 + B5132 [FiM, ACK] Suqe 1732 Acks_

F023-12-11 19:14:12.{ 2183033184 nanoseconds) : »o M%‘W Bz TCF: GE1RT - 80 [ACK) Seq=178 Ack=1733 Wi

lJuo9,6- 38§ WCCP HTTP

oul gsW6 pu Accesslog:

1702318427.181 124 192.168.1.10 TCP_MISS/200 1787 GET http://www.example.com/

96 1Jes) pe Ioslole Ipgi0s pdel

Spod 03l wx8§ 2,J6 1Jp)9) wlJJled pu ldegpsd [Js SWA: guspl odyy Idoslule Ws 31Y56

lJogisu ldesse J SWA.

9 2023-12-11 19:19:45. (111544768 10.201.189.180 Cisco 76:fb:16 93.184.216.34 TCP T4 1 13586 = B@ [SYN]
|11 2e23-12-11 19 . (250539926. 192.166.1.10 Cisco_c9:c@:7f  93,184,216.34 TP 66 2 54487 - 8O [SYN]
|12 2023-12-11 19 . (254858128 93.1B4.216.34  Cisco T6:fb:ilS  192.168.1.10 TCP 66 2 B - 54487 [SWH,
|13 023-12-11 1% 9. (272407027 192.168.1.18 Cisco_cO:c@:7f  53,184,216,34 TR L] 2 54487 - B0 [ACK]
|14 2023-12-11 19 0. (178847280 192.168.1.10 Cisco_e8; " HTTP 128 2 GET / HTTP/1.1
|15 2023-12-11 19 9. (184567324 §3.184.216.34  Cisco 76:fb:15 TP 54 2 8@ - 54487 [ACK]
|16 2023-12-11 19:19:40.656205 03.184,216. 3. Cisee_76:fb:15 e 1514 2 B9 - S44B7 [ACK]
{17 2023-12-11 19:19:49. (425526200 92.184.216.34  Cisco T6:fb115 HITP EL1 2 HTTR/1.1 208 DK
|18 2823=12=11 19: 9. (270830524 192.168.1.18 " g L1} 2 54487 - 80 [ALK]
|19 2023-12-11 19 9. (391018345 192.168.1.18 " ToR (1] 2 54487 - BB [FIN,
|19 2023-12-11 19 9. (394258650 93.184,216.34 15 TCF 54 2 B0 = 54487 [ACK]
|21 2023-12-11 19 5. 91098 93,164, 216,34 15 TCP 54 2 Bb - 544B7 [FIN,
|22 2023-12-11 1% 9. (179047075 192.168.1.28 " TP L1 2 54487 - B8 [ACK]

23 7823-12-11 19 49. (372291046 93.164.216.34 44 18,201,159, 180 TCP 1 B9 - 13586 [SWN,

24 2023-12-11 19 9. (309178142 10,201, 189.180 16 93.184.216.34 1 13586 - 88 [ACK]

25 2823-12-11 19:19:49. (226286480 190.201.189.180 16 53,184,216.34 1 GET / HTTP/1.1

26 2023-12-11 19, 5. (207193160 93.1B84.216.34 44 1@8.201.189.188 i}

1
2023-12-11 19,201,189, 188 16 93.184.216.34 1 13586 - B8

29 2023-12-11 19 9.352537 19.201. 189,188 53.184.216.34 1 13586 - BA [FIN,

30 2023-12-11 19 49. (194154016 03.184.216.34 18.201.189.188 1 B9 = 13586 [ALK]

31 2e23-12-11 9. (349158924 93.184.216.34 1@8.201.189.188 1 8@ = 13586 [FIN,

37 wiz-1i-11 149, (183444936 10.201.189.180 Cisco 76:7b:16 93.184,216.34 1 13586 - 80 [ALK]

IJu29,6- 1Jpeius p9dwl- 2)9Js 059 lgpldsé - HTTP - b dles - JI wogs puol> 86

Seq=d Win=12288 Lensd M55=1468 WS=64 SACK_PERM TSwal=3178050246 TSecr=e
Seqs@ Win=64240 Lens@ MSS=1460 WS=256 SACK_PERM

ACK] Seq=d Ack=1 Win=65535 Len=# MSS=1450 WS=64 SACK_PERH

Seqel Acksl Winw262656 Len=@

Seq=1 Ack=T5 Win=65472 Len=8

Seq=1 Ack=75 Win=65472 Len=1460 [TCP segment of a reassesbled POU]

(text/htal)

Seqs75 Acks1788 WinsZ62656 Lens=@

K] Seq=T5 Ack=1788 Win=262656 Len=8

SequlT88 AcksTE Winws5472 Lensd

ACK] Seq=1788 Ack=T6 Win=65472 Len=d

Seq=76 Ack=1789 Win=262656 Lon=@

ACK] Seq=@ Ack=1l Win=65535 Len=® M55=1460 WS=64 SACK_PERM TSval=4080954258 T5e
Seq=1 Ack=1 Win=13184 Len=8 Tival=3178850246 TSecr=4080954250

Ack=228 Win=66368 Leén=9 TSval-d8BB054258 TSécr=3172050246

B Ack=424 Win=12800 Len=0 TSval=3178058356 TSecr=4080054361
ACK] Seqe228 Ack=424 Win=13184 Len=@ TSwal=31T8858356 TSecr=4080954361
Seq=424 Ack=7120 Win=66363 Len=8 TSval=4888054361 TSecr=3178058356
ACK] Seq=424 Ack=229 Win=GE36E Len=8 TSval=4B884954361 TSecr=13178830356
Sequ2i0 Acks425 Winwl3l20 Lensd TSval=31780858356 TSecr=4@iagsd3sl

DIRECT/www.example.com



pdlzbs: dr‘f' oS ehe IUsse soge luwerled HTTP 3041 Jp sop wgdsd 3,6 1degiso
IJpddw. (B o3l IJpeldi 1Jzs06 190 27)
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Frame 27: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)
Ethernet II, Src: Cisco_56:5f:44 (68:bd:ab:56:5f:44), Dst: Cisco_76:fb:16 (70:70:8b:76:fb:16)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.201.189.180

Transmission Control Protocol, Src Port: 8@, Dst Port: 13586, Seq: 1, Ack: 228, Len: 423

Accept-Ranges: bytes\r\n

Cache-Control: max-age=60480@\r\n

Date: Mon, 11 Dec 2023 18:22:17 GMT\r\n

Etag: "3147526947"\r\n

Expires: Mon, 18 Dec 2023 18:22:17 GMT\r\n
Server: ECS (dce/26C6)\r\n

Vary: Accept-Encoding\r\n

X=Cache: HIT\r\n

Last-Modified: Thu, 17 Oct 2019 087:18:26 GMT\r\n
Age: 492653\ r\n

Via: 1.1 rtpl-lab-wsa-1.cisco.com:80 (Cisco-WSA/X), 1.1 proxy.rcdn.local:80 (Cisco-WSA/12.5.5-804)\r\n
Connection: keep—-alive\r\n

\r\n

[HTTP response 1/1]

[Time since request: 0.836615136 seconds]
[Request in frame: 25]

[Request URI: http://example.com/]

lJuo9,6- 1Jpeius p9dwl - luvozleo HTTP 304 - HTTP - Judlos - Jl woes puol> 8o

oul gsu6 pu Accesslog:

1702318789.560 105 192.168.1.10 TCP_REFRESH_HIT/200 1787 GET http://www.example.com/ - DIRECT/www.examp

s )9, HTTPs W IJougiy [JuvdSId 590 puolb $6
IUg psd 9 SWA
cuodd 09é p)9) Idubeds wsu ewslu IP Idglue wldepsd sewslu IP 1IUElLo webe Isse0.

Swp wizso 2Jo 1Jpy9) pu IUgpsd 1Us o3 TCP ,§p 443 (Jsuw pud 1J9ds)

- puoldzs TCP.

» TLS Handshake Client Hello - Server Hello - Server Key Exchange - Client Key Exchange
c uvod ldeslule
* lwole louold TCP (puoldzo 4 by 3)
No. Time Sowrce src MAC Destination dst MAC Protocol | Lengt stream  Info
[ 243 2623-12-11 19:36:24. (416304924 192.168.1.18  Cisco_c9:cl:i7f  93.1B4.216.34  Cisco 76:fbil5 TCP 66 14 54515 - 443 [SYN] Seq=0 Win=64240 Len-0 MS5=1460 WS=256 SACK PERM |
[ 245 2023-12-11 19:36:24, (107589635 03.184.216.34  Cisco_76:fb:i1S  192.168.1.19  Cisco c¢9:<@:7F TCP 66 14 443 - 54515 [SYN, ACK] Seqed Ack=1 Win=65535 Len=0 M5S5=1460 WS=64 SACK_PERH |
246 2023-12-11 19:36:24. (135334096 192.168.1.10 Cisco_c9:cl: 7T 93.184.216.34 Cisco_76:fb:15 TCP L) 14 54515 - 443 [ACK] Seqel Ackel Win=262656 Len=@
247 2923-12-11 H (387154896 192.168.1.18 Cisco_cO:cl: 71 93.184.216.34 Cisco_76:fb:15 TLSvl. 242 14 Client Hello (SMI=example.com)
248 2023-12-11 (366528476 93.184.216.34 Cisco 76:fb:15  192,168.1.18 Cisco_c9:cB:Tf  TCP 54 14 443 - 54515 [ACK] Seq=1 Ack=189 Win=65408 Len=8

256 2023-12-11 (251614876. 93.184.216.34  Cisco 76:fb:15  192,168.1.18 Cisco_c9:c@;7f  TilSvi. 1514 14 Server Hello

257 2023-12-11 19:36:24. (195519830 93.184.216.34 Cisco_76:fb:15  192.168.1.18 Cisco_c9:c@:7f  TLSvl. 1843 14 Certificate, Server Key Exchange, Server Hello Done

258 2823-12-11 19: 24.(186747024- 192.168.1.18 Cisco_e9:cl: 71 93.1B4.216. 34 Cisco_76:fh:15 TCP 68 14 54515 - 443 [ACK] Seq=1B9 Ack=2458 Win=262656 Len=0

259 2023-12-11 19:36:24. (193961315 192.168.1.18 Cisco_c9:cl:Tf 93.184.216.34  Cisco 76:fb:15 TLSvi. 147 14 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
260 2023=12=11 19:36:24. (250163651 93.184.216.34 Cisco_76:fb:15 192.168.1.1@ Cisco_c9:c@:7f TCP 54 14 443 = 54515 [ACK] Sequ2458 Acks282 Win=65344 Len=@

261 2023-12-11 19:36:24. (299229398 93.184.216.34 Cisco_76:fb:15 192.168.1.18 Cisco_c9:c@:7f TLSv1- 185 14 Change Cipher Spec, Encrypted Handshake Message

262 2023-12-11 19:36:24. (215995475 192.168.1.18 Cisco_c9:cl: 71 93.1E4.216.34 Cisco_76:fb:15 TLSvl- 157 14 Application Data

263 2023-12-11 19:26:24. (290152851 93.184.216.34  Cisco_76:fb:15 192.168.1.1@ Cisco_c9:cR:7f TCP 54 14 443 = 54515 [ACK] Seq=2581 Ack=385 Win=65288 Len=8
264 2023-12-11 19:36:25.529330 93.184.216.34  Cisco_T6:fb:15 192.168.1.1@ Cisco_c9:c@:7f TLSvi. 108 14 Application Data
265 2023-12-11 19:36:25.994400 03.184.216.34  Cisco_76:fb:15 192.168.1.10 Cisco_c9:e@:7f TLSv1- 1514 14 Application Data
266 2023-12-11 19:36:25. (413207139 192.168.1.18 Cisco_eD:cl:Tf 93.1B4.216.34  Cisco T6:fb:15 TCP (1] 14 54515 - 343 [ACK] Seq=3B5 Ack=4D007 Win=262656 Len=0
267 2023-12-11 19:36:25. (201453091 93.184.216.34  Cisco_76:fb:15 192.168.1.10 Cisco_c9:c@:7f TLSv1. 311 14 Application Data
268 2023-12-11 19:36:25. (181562608 192.168.1.18 Cisco_c9:cl: 7f 93.184.216.34 Cisco 76:fb:15 TlLSvi. as 14 Encrypted Alert
269 2023-12-11 19:36:25.(404992854. 93.184.216.34 Cisco 76:fb:15 192.168.1.18 Cisco_c9:c@:7f TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=416 Win=65288 Len=0
[ 270 2023-12-11 19:36:25, (106927132, 192.168.1.18  Cisco c9:cBi7f  93.1B4.216.34  Cisco T6:fb:ils TCP G0 14 54515 - 443 [FIN, ACK] Seq=4l6 Ack=4264 Win=262400 Len=d
271 2023-12-11 19:36:25. (370433091 93.184.216.34  Cisco_76:fb:15  152.168.1.18 Cisco_c¥:cl; 7 TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=417 Win=65288 Len=@

| 272 2023-12-11 19:36:25.(342494763. 93.184.216.34  Cisco_76:fbi15  192.168.1.18  Cisco_c9:c@:7f TCP 54 14 443 - 54515 [FIN, ACK] Seq=d264 Ack=d17 Win=65280 Len=d
273 2023-12-11 19:36:25, 794348 192.168.1.18  Cisco_c9:cB:7f  93,184.216.34  Cisco_76:fb:15 TCP 60 14 54515 = 443 [ACK] Seq=417 Ack=4265 Win=262480 Len=0



IJu29,6 - gpsd 1Js 9Jsd - HTTPs - odlos - Jl 92> puol> 96

Bspl sds wdluosd Client Hello po Client |Js SWA. Jpl spdod 1o o) B s luwe 1Jgb e
(SNI) gusle URL 1JglLo wéhbp 1Usse 1U3s Spdu j9seo Vs o3l 1dpeeld 909 www.example.com .

Frame 247: 242 bytes on wire {1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:icP:c0:7f), Dst: Cisco 76:fbil5 (70:70:8b:76:Th:15)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 183
Handshake Protecol: Client Hello
Handshake Type: Client Helle (1)
Length: 179
Versien: TLS 1.2 (@x@3e3)
Random: 657756ab224a3764600¢09917248d3BFB6bEBICTebabb121bf 540806540001 5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name 1ist length: 14
Server Mame Type: host_name (@)
Server Npme length: 11

Extension: supported_groups (len=8)

Extension: ec_point_formats (len=2)

Extension: signature_algorithms (len=26)

Extension: session_ticket (len=@8)

Extension: application_layer_protecol_negotiation (len=11}
Extension: extended_master_secret (len=9)

Extension: renegotiation_info (len=1)

[JAd4: t1242108h1_76e28Bdd3e22_2daedlcE9lec]

[JAd_r: t12d2188h1_0ada,dd2f,0835,003c, @03d, 089c, 0a%d, d8de, 0091, c009, cPda, <813, cO14, cB23, ¢824, cB2T,cB28, cB2b, cB2c, cB2T, cO30_000a, 000D, 000d, 8017, 8023, ff01_0EG4 0805, 0806, 0401, 8.
[JA3 Fullstring: 771,49196-49195-49200-49199-159-158-49188-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-10, 8-10-11-13-35-16-23-65281, 29-23-24, 0]
[JA3: 7495428c86284dedbelcdefefed2b521)

19,6~ Client Hello - & o5 10 996 - Lindld - w390 puol396



odpse: spdud luwedsle gled IJouodss 03l s Wireshark JJwze o URL/SNI
tls.handshake.extensions_server_name == "www.example.com"

Ospl sJs eswo pu Server Key Exchange



Frame 257: 1843 bytes on wire {8344 bits), 1043 bytes captured (8344 bits)
Ethernet II, Src: Cisco_76:fbz15 (7@8:7@:8b:76:fb:15), Dst: Cisco_c9:c@:7f (74:88:bb:co:c@:7f)
Internet Protocoel Version 4, Src: 93.184.216.34, Dst: 192.168.1.18
Transmission Control Protocol, Src Port: 443, Dst Port: 54515, Seq: 1461, Ack: 189, Len: 589
[2 Reassembled TCP Segments (2054 bytes): #256(1379), &257(675)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22}
Version: TLS 1.2 (8x@303)
Length: 2849
Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2845
Certificates Length: 2042
Certificates (2842 bytes)
Certificate Length: 1098
Certificate [truncated]: 308204463082032ea003020102021404409073791 2aad73d326830716d2a7ddf2bBe2a300d0609 2386480861 700018100A52A3040310030000603550406130255533110300060355040...
signedCertificate
version: v3 (2)
serialNumber: Ox0440907370f2aad73d32683b716d2a7ddf2bBe2a
signature (sha256WithRSAEncryption)

issuer: rdnSequence (@) -

RDNSequence item: 1 item (id-at-countryNames= K
RDNGequence item: 1 item (id-at-erganizationName=wsatest) «—
RONSequence item: 1 item (id-at-erganizatienalUnitMame=IT) T ———
RONSequence item: 1 item (id-at-commonName=CISCOCALo)
walidity
subject: rdnSequence (@)
subjectPublicKeyInfo
extensions: 5 items
algorithmIdentifier (shaZ56WithRSAEncryption)
Padding: @
encrypted [truncated]: 1db2a57aBbbfddef6blB45eace5atal?f27704e61b102§13c20a606c760f3eT736283d6cffabc1d9417865ba? f4d4663bd3677423096e23dbT F25d232eaa3110a24e72871dBcF2111d3..
Certificate Length: 938
Certificate [truncated]: 308203a63082028ca0030201020209000447d8363a18612 130000609 2a8048B861 TRAR10100A50030403 10030030683550406130255533110300c060355040a130777736174657374310.
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Recerd Layer: Handshake Protocel: Server Helle Done




pdlebo: Jol o)si Idgvolss IJos we wdysuel Ws SWA Jvolys WY o vds).

SWA 9¢be 1U9sw

wedd 96 o9y Iduveds wsu guslu IP 1UElue wldsdsd seuslu IP 1UElue webse 1Usse.

Sp w9zSo Y6 1Jpy9) pu SWA JJs o093 TCP ) 8e 443 (Jsuw pud IJ9ds)

« puoldzs TCP.

TLS Handshake Client Hello - Server Hello - Server Key Exchange - Client Key Exchange

c uvd ldoslule
* lwole louold TCP (puoldzo 4 by 9)

Ne. Time Source Gastination st MAC Protocol Longt stream Info
~ 78 2023-12-11 10:36:24. (251460652 10.201.189. 180 L-H 03.1B4.216.34 Cllco_SG 51'“ TP T4 17 47868 - 443 IS'INl Seq=8 Win=12288 Len=8 MS5=1468 IE-“ Sw TSU&HSE]QSED]! TS&CM
280 2823-12-11 19: « (162744564 18,291,169, 188 L H 03.184.216.34 17 ITSSB - l»l3 |I.CK| Seq=1l ﬁ(!-l Hjn:lnsl Lelhl TSvahli&]ZmSB TSeC(’-EDD}BBJN
281 2823-12-11 19 (318198981 18.281.189.188 = 93.184.216.34 17 Client Hello (SNI=example.com)
182 2023-12-11 19 (141189526 93.184.216.34 19,201,169, 150 17 443 - 476668 [ACK] Seqel Acks1%8 Wine=G65250 Lens=@ TSwals30808365294 TSecrsl563155033
283 z2823-12-11 19 (178552585 93.184.216.34 19.201. 189,168 17 Server Hella
284 2023-12-11 19 (177104873, 10,201,169, 160 T i 93,1684, 216,34 17 47868 - 443 [ACK] Sqelid Ack=1449 Win=ll776 Lens=@ T 5183 Tsecr
285 2823-12-11 19 o (304184451 93.184.216.34 2 19,201,169, 160 17 443 - 47868 [ACK] Seq=1449 Ack=198 Win=65289 Len=1448 TSval=3980365444 rse:r-ﬁﬁns&u:: e
86 2e23-12-11 19 L (219603043, 10,201,189, 188 ] 43,184, 216,34 17 47868 - 443 [ACK]) Seq=198 Ack=2807 Win=10368 Len=8 T 5193 Téecr
287 Z823-12-11 19 (314685984 03.184.216.34 3 19.201. 169,188 17 Certificate, Server Key Exchange, Server Hello Dene
238 2823-12-11 19 « (143455740 18.291.189.189 H 93.184.216.34 17 47858 - 443 [ACK] Seq=188 Ack=3567 Win=9728 Len=B TSval=15863255193 TSecr=30808365444
89 2023-12-11 19 . (200846796 10.201.189.188 Cisco 76: f 93.184.216.34 17 [TCP Window Update) 47868 - 443 [ACK] Seqs=198 Acks3567 Win=13184 Lens=® T5val=1563255193 TSecr
299 2023-12-11 19 (240102608 19.201.189.188 Cisce 76:f 03.184.216.34 17 Client Key Exchamge, Change Cipher Spsc, Encrypted Handshake Message
291 2623-12-11 19 (188762182 93.184.216.34 5 19.2081. 189. 180 17 443 = 47868 [ACK] Sequ3S6T7 Acke324 Winw65152 Lensd TSval=3S989365453 TSecrw1563255193
292 Z823-12-11 19 (ZB1537142. 93,184, 216,34 Cisco_56:57:44 19,281,169, 168 17 Change Cipher Spec, Encrypted Handshake Message
293 2023-12-11 19 BIE85T 10,2081, 189,180 T H 93.184.216.34 17 47858 - 443 [ACK] Seq=324 Ack=3618 Win=13184 Len=8 TSval=1563255233 TSeor=3980365453
325 z823-12-11 19 (363257142 10,201, 169, 160 T 93,164, 216,34 17 Application Data
326 2823-12-11 19 5. (162020084 93.184.216.34 18.201. 189,188 17 443 - 47868 |ACK] Seq=3618 Ack=363 Win=65152 Len=8 TSval=33B8365883 Tiecr=1563255613
327 2823-12-11 19 . [245545451.  18.201.189.180 T 93.184.215.34 17 Application Data, Application Data
328 2823-12-11 19 (271978718 93.184.216.34 » 19.201.189. 188 17 443 - 47B6E [ACK] Seq=3618 Ack=588 Win=64806 Len=8 TSval=13B0365883 TSecr=1563255623
329 2023-12-11 19 5. (263437136 03.184.216.34 19.201. 189. 180 17 Application Data
3@ 2823-12-11 19 (244187280 18.291.189.180 03.184.216.34 17 47B6E - 443 [ACK] Seq=588 Ack=S5066 Wim=11776 Len=@ T 255673 TSecr
3N 2023-12-11 19 5. (424898204 93.184.216.34 19.2081. 189,188 17 Application Data
332 z823-12-11 19 (187821532 1@.201.169.160 ] H 93.164.216.34 17 47868 - 443 [ACK] Seq=588 Ack=5267 Win=11584 Len=8 TSval=1563255673 TSecr=3988355933
333 2023-12-11 19:36:25. (145565305 10.201.189. 184 = 93.184.216.34 17 !n:rwleﬂ Alert
335 2823-12-11 19 5. (124463214 93.184.216.34 o 19,201, 189,180 17 443 - 47868 |Ml| Seq:&!i? A:h.—ISI.Q mn—eme Lm:! Toval= !-9“!-65!34 Toecr=1563255773
336 2023-12-11 19:36:25, 372950 93.184.216.34  Cisco 56:5f:44  19,201,189.180 Cisco_76: i'b 16 TOP &6 17 443 - 47866 [ACK) Seqe5267 AcksE22 Wine&4306 Len=d TSval=3980366034 TSecr=1563255773

338 2023-12-11 19:36:25. (423261784 18.201.189.188 Cisco 76:fb:16  93.184.216.34 Cisco_ 56:5f:44 TCP &6

IJ09,6- 996 Jghse IUssw - HTTP - (o Bl - Jl a9z puols§6

17 ATHBER - 443 [ACK] Seqebl@ Ack=S5268 Win=12208 Len=8 TSval=1563255773 TSecr=3982366034

Ospl sds £sud pu Client Hello oo, SWA |Js Ebp 95w

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c8:7f), Dst: Cisco_76:fb:15 (78:70:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184,216.34
Transmission Control Protocel, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.2 (@x@3e3)
Length: 183
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (@x@83083)
Random: 657756ab224a3f64600e9917 2add38TB6b689cTebdbbl21bf54dBc06540a8F5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name ()
Server Name length: 11
I Server Name: example.com
Extension: supported_groups {len=8)
Extension: e¢_point_formats {len=2)
Extension: signature_algorithas {len=26)
Extension: session_ticket (len=@)
Extension: application_layer_protocel_negotiation (len=11)
Extension: extended_master_secret (len=8)
Extension: renegotiation_info (len=1)
[JAd: t12d218Bh1_76e288dd3e22_2daedlchilec]

[Ja4_r: t1242108h1_00@a,@02f, 2035, 883c, 034, 800, 009d, 8009e, 0O0F, cORD, cAda, cA13, 014, 0A23, 0024, 027,028, cO2b, c@2c, cA2f, cA30_000a,000b, 0ARd, 8217, 0823, FfA1_0B04, 0605, 0906, 0401, A5Q
[JA3 Fullstring: 771,49196-49195-49200-49190-150-158-49188-49187-40102-40191-40162-49161-49172-49171-157-156-61-60-53-47-10, 8-18-11-13-35-16-23-65281, 20-23-24, 8]

[JA3: T4954adcab284didbelcdeleledznszl]

IJ_o9,6- Client Hello - 9JsJ 1Jss e 950 - L8l - JI 92> puolsd6



pdlebé: ogod presele ldouvds) 1Jesuoes oul v prestle IJoubds) Ss
pep9tle wylpz Client Hello IJgloé wlJgpsd puo Client |Us SWA: zse |o SWA IJos
op odysuel JOY o yids) yJdo 1Upy9) 030 ouegse Jid)o ¢luoo wol.



odpse Vs oubd pulz 1Ughbe oo SWA |Us Ebe 98w wlbo)y Jibolss gl 95w 908
3JU BBl ge) 99dsd wrvv g Idoslule gds wdssy SWA: whbo,y uoboo wadl pu Jiolso
ehe ldyse.

oul gswé pu Accesslog:

1702319784.943 558 192.168.1.10 TCP_MISS_SSL/200 O TCP_CONNECT 10.184.216.34:443 - DIRECT/www.example.c
1702319785.190 247 192.168.1.10 TCP_MISS_SSL/200 1676 GET https://www.example.com:443/ - DIRECT/www.exa



pdlzbo: Jol o)ys Vs IJouyivy Iduvdled Jzyds p)y9) HTTPS: s9zs gbly Ws wwedle
Idsuesd: Iduwb, IJisd 05 uspl Sop wuvds) s e19) Iuslule sspdud 1lbJle
£Js TCP_CONNECT 9gusle IP Jghp Issow. Bl op cpdsy B IJouds, bs SWA.
Blo IJuwls, 1Jelos szoss eJs GET sswsl g0slo URL Llddled e HTTPS. ppl sgos
Iwo wp VY wuuds) 2yds Ip,9, 9o SWA wg 8 gusly URL.

ped9ple dlo Lodo



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
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