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u)lu apgse Ulao_)o |JPLJ.UUE_)|DO l..96 o5l lJroLJ‘UUU') uudﬁ.ju PPL)“BC (ldu)lws) |.)| Jluu

SCP

s&> wdsd wr9e9dsd IJouwt IJlew (SCP) epledl Juwdsd IJuuwg o we> (RCP): slss slows
pU p2e9es bole 1 oy Berkeley (pep9es wbusdle IJuvodle IUgluoé wzless Berkeley).
luwooole 16 w)90999J SCP sgwps £Js wy9w9dsd bus IJiely (SSH) Jogds, 1Jisle.
goldluolwss |Js 3JdYs sebde wy90999d SCP wdysy wdss e Idpuolb$6 9ldeys o
Ildpeluwwd (AAA) Cese spdu Jddeols wrass ol Bl o Idpuwese Jrse puwess IUlposl
IJuozse

S89p w9999 SCP IUglLo Lluwdaw IUghe Iduess (Ieglhd Jupélo SCP) »9,sl wade
pdle Idgwed woluwbs wy9e9dsd IJouwg |JT|0Q IJs ¢lbp SCP IJogss. wobdy 030 ldb,s 86
¢bpe SSH SCP gJs Jpos9e) w883 09> vu9gwedsd SSH2. seubdo IUluue)ld luue puwegsp
9p9wlz SSH 93Jsd 9200 s IUJpws9o) IUwgss. swp 0dd pddlo dywed luwoubl [Js
229d lehs worse wp wesswo pu Gl

IJlgbve,ld Os yugd SWA

Spedud logile 1Jg>ss pu |JJQJ|\5J|QEIJJJEJ JIJ v9g pu pdVle Iduwed. couopeu
IJlgvesldle ouliosd IJodssy JJbuvwds gldegisu: wel Ws 3JY el sds:

o lesble IUp9, 1JB9ds: sldos v pos cop huvds pdile 1duved.

o lesble Ioogb Jduwedle lJos weo husdaol.

o lesble [Jlgwenh Jduwedlo IJos wpo i_)ubu_éool‘gl.Jog,s oz el BlIlue IJgwedle 9>
opo husdool gJs ghe wess o wp wgiswol eds IJzols.

Luuds pJBle I wzd

o@9p ijui;g;-.élo AsyncOS (1Je,9) <99.9) VQL)“E'@:J Jl v os)ldle g.;p,o[ Suod ,o.:Jgé lJowed
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SOp wupsy lesble IUhubsd o3 Bs luveldle IJyued:

* Joprs) euve 2ee Idpdos
* logdle euwe IUse

¢ otb 1wz

* bysws IJlgue)sls

sedod lsuol huvds pdBle IUowed (e 1J996s) @9l

IJglogs 1. 1z, bLs IJoble > ouwesd IUluve,ldle.

IJglo96 2. 235 ¢lué IJIgesly B €093 19, IUelue wlubesldle Iduwed Jhuvdeol. Iy 235 ¢lus
Jlizosh IJJdd Joesss gese [Jluvoldlo.

1Jgo96 3 108, W99 lehs wozso IJlu Ji_,ui:u')é lduwedlo 1Jpesss.

Log Subscriptions

Configured Log Subscriptions

| Add Log Subscription... ]
All
Rollover
Log Name Type Log Files Interval Rollover Deanonymization Delete
accesslogs Access Logs accesslogs None O @
amp_logs AMP Engine Logs amp_Llogs None O 7|
scpal Access Logs SCP (10.48.48.195:22) None @
shd_logs SHD Logs shd_logs None O &
sl_usercountd_logs SL Usercount Logs  s1_usercountd_logs None O 7]
smartlicense Smartlicense Logs smartlicense None ] &
snmp_logs SNMP Logs snmp_logs None O il
sntpd_logs NTP Logs sntpd_Llogs None O 7}
sophos_logs Sophos Logs sophos_logs None O 7]
sse_connectord_logs giirf::n;?: " sse_connectord_logs None O 7]
status Status Logs status None O @
system_logs System Logs system_logs None O 7]
trafmon_errlogs L';ZTC HankonEmos: s rafmon_errlogs None O &
trafmonlogs Traffic Monitor Logs  trafmonlogs None O 7]
uds_logs UDS Logs uds_logs None O |7}
umbrella_client_logs | Umbrella Client Logs umbrella_client_logs None O ]
updater_logs Updater Logs updater_logs None ] 7|
upgrade_logs Upgrade Logs upgrade_logs None O 7]
wbnp_logs WBNP Logs wbnp_Llogs None O 7]
webcat_logs Lw:gbs Categorization webcat_logs None O il
webrootlogs Webroot Logs webrootlogs None 0 7|
webtapd_logs Webtapd Logs webtapd_logs None O 7}
Welcome Page
welcomeack_logs f:l;:owledgement welcomeack_logs None ] 7]

IJuo9,8 - ©pas) 9l20s Ipuwetse Iruwsess (GUI) 11y




odosu luweysb Idywed gw) SCP gds 1Ugbp ldog sy
ould gbyuly Jssuwsolu Jopdso luvasb [dgved [Js ebe vesy wluwegslp SCP oo SWA!

1. 9p wodysy SWA Urusg Idwedle.
2. 8p vodysu IUghbe Idogs> Jodds Iduwedle.

odosu SWA Jhuwld Iduwedle 1Js ¢lbpe SCP Idegss pu 9lzod [dpuwegs e
lu9ess (GUI)

lJglb9sé 1. 9p vowesd 1Us¢9d IJs SWA: 900 s IJubl e i'acu luveoldlo Idywed.
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Clecslile 1dewwssd (cusgsd Jpuussd ) 98 woubésd o3l Ul JJoedd po lpobdule
|J|u.u|u.u._so

(New-0Object Security.Principal.WindowsPrincipal([Security.Principal.WindowsIdentity]::GetCurrent())).Is

Bl IlG Il wozsel spdud Idpologs. 9ldl wzdd pe B89 >80 Microsoft.

181096 18. Joduse 0penSSH wluuegsle PowerShell ulpsls I eouisd ( cubésd Jpuussd
) Op woUuESd

# Install the OpenSSH Client
Add-WindowsCapability -Online -Name OpenSSH.Client~~~~0.0.1.0

# Install the OpenSSH Server
Add-WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

Ssel sds esus pu ldoclsg IJulzzs:

Path :
Online : True
RestartNeeded : False



LN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32>

>> Add-WindowsCapability OpenSSH.Client~~~~0.0.1.0
>>

>>

>> Add-WindowsCapability OpenSSH.Server~~~~9.0.1.0

Path
Online
RestartNeeded

Path
Online
RestartNeeded

Image- o&wse OpenSSH s PowerShell



weds): Bl op wessu RestartNeeded |Js "oglo" Ws)yzs lelbo wuvgsd Windows .

Jeiss po ldpedsple 2od IJoouse eds IUluosble IJig)s o Microsoft Windows. oo oJ
wisho o3l ldhoulb: woe | wegsle OpenSSH ) Windows | Microsoft Learn

lJglogs 19. [Wee eduwo PowerShell gl>s6 (£5) £529986) 98, wluuvle j9z pu pdlosz RSA
wluwegsle 1Ule):

ssh-keygen -t RSA

&> luwole 1oy spdod 1o oys peds .ssh @ lugil s3dsd pdWd wg)sd IJpuuegse IUgluo .


https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell

— v g » ThisPC » Local Disk(C:) » Users » wsascp » v

) Name EX Select Windows PowerShell
# Quick access

ssh Windows PowerShell
[ Desktop - Copyright (C) Microsoft Corporation. All rights reserved.
J 3D Objects
; Downloads AppData Try the new cross-platform PowerShell https aka.ms/pscoreb
%| Documents # Application Data
=/ Pictures [27] Contacts
J’ﬁ Music s Cookies
';ﬂ Videos !Desktop
| Documents
@& OneDrive * Downloads
. Created direct
[ This PC ¢ Favorites Enter passphra (empty for no passphr
. F Links Enter same passphrase again:
§ 3D Objects . Your identification has been red in C:\User
2 Local Settings Your public key has been sa in C:\Users\
I Desktop . = 4 :
D Music The key fingerprint is
| Documents & My Documents
4 Downloads +  NetHood
Db Music @& OneDrive
= Pictures &= Pictures
;s Videos # PrintHood
= : R t
i Local Disk (C:) 2 Recen
- . #P Saved Games
B3 DVD Drive (D:) CPB/
o~ Searches
£F Network s SendTo
s Start Menu

IJue9,6 - logile pdclz RSA

IJ¢ 1096 20. lusl g306 SSH e, PowerShell Ll wogsle leosls 1dpuwdsd ((ouvésd Jeuudsd ).

Start-Service sshd

1296 21. (I2esbs 9JIJu p9uoS w0) 9p woESS) UIE wie wuvEsd IJgred [Js "odbliss™
Cluwedsle leosls Ideundsd (Cuvgsd Jpuwdsd).

Set-Service -Name sshd -StartupType 'Automatic'

IJgb96 22. 8 woldss Bless eol) 1z plss Jduwele wldsuod IUs pods TCP 22 1ss wp
logblyo.

if (! (Get-NetFirewallRule -Name "OpenSSH-Server-In-TCP" -ErrorAction SilentlyContinue | Select-Object N
Write-Output "Firewall Rule 'OpenSSH-Server-In-TCP' does not exist, creating it..."
New-NetFirewallRule -Name 'OpenSSH-Server-In-TCP' -DisplayName 'OpenSSH Server (sshd)' -Enabled Tru

} else {

Write-Output "Firewall rule 'OpenSSH-Server-In-TCP' has been created and exists."



1Jglo96 23. Gp wozys) pdV wd9sy SSH IJe9z9s Vs : ZprogramDataz\ssh\sshd_config wo.s
lJed,6 9l51Js # J RSA 9 DSA.

HostKey ___PROGRAMDATA__/ssh/ssh_host_rsa_key
HostKey ___PROGRAMDATA__/ssh/ssh_host_dsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ecdsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ed25519_key

IJ¢b9o 24. oy Uigb IJleuold W ZprogramDatar\ssh\sshd_config. W o3l Idpeeld: gusly
Iluogle 09 JIJ guslu IUglzole. spdud weuosuodl vl Jourpsed.

Port 22
#AddressFamily any
ListenAddress 0.0.0.0

1Jgo96 25. §p w9 og £dlpd gds 0380 Iwudrsy Vs wolso |Jpduwd
7programData\ssh\sshd_config ol _»olws # s wilso JJ ywb):

# Match Group administrators
# AuthorizedKeysFile __PROGRAMDATA__/ssh/administrators_authorized_keys

lJglo9é 26.(lgwshs) 8p voess) Ui_9u'o|e lJuopo W 7“programDatar\ssh\sshd_config.
wuvdd In.ég_;bb@ Sop wpdsu 03l 1dyoe 9pue 1Jpuob 86 IUpuwe o |Us pdlese SSH I3
Jo wdu ldplose 1JEluos sldeles pzess wuvdd vozse.

lJgle Idogdsd eds Iduvb, #StrictMode wgp 9o eSS0 |Js StrictMode no:

StrictModes No

lJg 9o 27. §p LIJé # pu 03l IUuwlo, |Js “programDataz\ssh\sshd_config JJuwelz weuol> 96
lJewle IJgle

PubkeyAuthentication yes

IUgbo9s 28. |uile pJud wuows authorized_keys" s pzds .5sh 9J ol pbulz RSA IUgle J SWA
(IJss ©p crpseo O Iebys 9)



+dFBUnN15HG1]:
HO+QhWV1gabIM:
+457jUhx krVi
+exvgllsNaB3u
ShyPINUYES root@WSA187.example.com

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDSDIM3Y /LiFKnM]

Ln1, Col 1

HGaYmIVYfiexIF « -
rSNYoB+VEnDek

# Quick access
B Desktop
¥ Dowmloads

| Documnents

TY1XotT2yImUNG

= Pictures
«s5h
b Music
B Videos
@& OneDrive
[ This PC

¥ Network

100%  Windows (CRLF) UTF-3 3 itemns

1item selected

ss5h

Share View

H\Lsers\wsascpl.ss

authonized_keys
id_rsa

d_rsa.pub

o




pdlzbé: louwe Idyvb, ldpdo wsel oy ssh-rsa glucole o
root@<your_SWA_hostname>

odpse: pud wiwsw RSA gds gbe SCP Ul wegs 2led IJs Juod pdelz SSH-dss

U095 29. $p wopdss "epsd puolddé OpenSSH" s PowerShell pg ool e wisd
(Cuvgsd Jpuwssd).

Set-Service -Name ssh-agent -StartupType 'Automatic'
Start-Service ssh-agent



PS C:\WINDOWS\system32> Set-Service ssh-agent
PS C:\WINDOWS\system32> Start-Service ssh-agent

PS C:\WINDOWS\system32> _

1Ju09,6 - cpdsu 9dsd puol§6 SSH ez
IJg 96 30.(Igwshs) luow o3l Iduwb, |Js 7programDatay\ssh\sshd_config JJ wele wlesle

lJelose:

PubkeyAccept edKeyTypes ssh-ed25519-cert-v0l@penssh. com ssh-rsa-cert-v0l@penssh. com ssh-ed25519, ssh-r sz

1096 31. $p Llghs uvgsd 306 SSH. spdud luvegsle o3l 1Uie, oo PowerShell Ll uegsleo
leosh Idpuwdsd (oubésd Jpuwssd )

restart-Service -Name sshd

IJglgs 32. JIigeol) ol I3l Jly 388 SCP wp wdssuo vuvdd ogse: e wlehs wozso I._=J,_,uaJ|o
lJos e QGJ_9..§.:;|O|‘ SpJdud lJ8sle w3JY pu I pu 9lged Idpuwese lUyuwsess (GUI) g glzes
vl 1Jlgl e, (IJle, rollovernow):

WSA_CLI> rollovernow scpal



pdlebbs: B 03l lUpeld. luwp Iduwzd 09 "scpal".

Spdud oid..g) o Iduvedle [Js Idpezd> 1des 0 9ldss Il Os o3l 1dpeld
c:/users/wsascp/wsa01

>9¢ ywedle SCP |Js ppyd [ G)luo peodw
B 2lJs 1zlzs s 3¢ Iduwadle [Js p2ud 18,100 85 £ Ci $p wlugble boolb pu ped>

PO oers Ipuwcese Ids ppod IUIGILe Iesgsw. B o3l 1peld sop s3g Iduvedle [Us
D:\WSA_Logs\WSAO1 .

1Jgo9s 1. §0 Llouble Idpzdsle B pzrd IUISILo [JpEse: B o3l IJpelJ
196 2. Bug pozo 191 wlpwsls IJpuudsd (wuvgsd Jpuwdsd )

IUg o956 3. 8p wouugsd 03l 1is, Jlousle IJLoull:



mk11ink

/d c:\users\wsascp\wsa0l D:\WSA_Logs\WSAO1

£SYMLINED>

- “ i Shark

s Quick access
i OneDrive
l This PC
B 3D Obijects
I Desktop
Decurnents
& Downlcads
B Music
&= Pictures
B videos

s Local Disk (C2)

B DVD Dvive (E) CPBA_

¥ Network

1 item

¢ L

WEAN

aclog.@

2

0103T1113581.8

©




pdlebo: Vs 03l IUpeldc sop wdysy SWA Urusg Idwedle 1Us ped> WSAOT s
C:\Users\wsascp « 9spodd glhp SCP IJpeed> WSA0T1 JL)ooll Hejs lJs
D:\WSA_Logs\WSAO1

JJdpjss pu ldpedyple z29d Microsoft Symbol Link: s,es jshé [Je9se @ mklink | Microsoft Learn

lowodguldd lgble s8¢ Luzd SCP gl oJlzol
&ue lduvedle s SWA

Jlgwod il Igble g pJss 388 Juzd SCP 9luodlzol w288 pu IJigble Bs:
1. CLI (9lz0é Lulo, IJIgle,) > Displayalerts

2. System_log



https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink

pdleglbs: Jg,leé system_log: spdud |gwegsle i,o_, GREP ws CLL glgesh 1,8
lJeyowb o system_log 9ldlzlw6 eds Iduwdld W 1pelde.

&ue Iduvedle Vs ¢be SCP

Spdud §)les pwedle glbp SCP B el o lesle Microsoft. s wwedle IJobousdle sldgsele >
OpenSSH > s> IJouvgsd

(8] Event Viewer - m] x

File Action View Help

&= m Hm

71} Event Viewer (Local) Operational  Number of events: 273 (!) Mew events available Actions
Custom Views N
) : Wiidows Logs Level Date and Time Source EventID Task Category | | Opesaticnal -
(v [ Applications and Services Logs ) L Information  1/2/20 18 OpenSSH 4 None = Qpen Saved Log..,
[s] Hardware Events r@ln‘fumalmn 1/2/2024 £:25:17 PM OpenSSH 4 MNone ¥ Create Custom View...
i i /. :25:17
[+] Internet Explorer ) (i) Information  1/2/2024 4:25:17 PM OpenssH 4 MNone Import Cuztorn View..
[+] Key Management Service (D information  1/2/2024 42517 PM OpenSSH 4 None
> [ Mieroseft (@DInformation  1/2/2024 4:24:35 PM QpensSH 4 None Clear Log...
@In‘farmalion 1/2/2024 2:24:17 PM OpenS5H 4 MNone ¥ Filter Current Log...
s | Admin (D information  1/2/2024 4:24:17 PM OpenSSH 4 None ] Properties
(@ Information  1/2/2024 4:23:16 M OpenSSH 4 Nane .
il Vindc e (@Information  1/2/2024 &:23:16 BM OpenssH 4 None rableten
<3 Subscriptions (@ information  1/2/2024 £22:16PM Open3sH 4 None 88 Find..
(@ Information  1/2/2024 £:22:16 PM OpenSSH 4 None I Save AllEvents As...
@In‘fomaunn 1/2/2024 42116 PM OpenSSH 4 MNone Attach 3 Task To this Log...
(@ information  1/2/2024 421:15 PM OpenSSH 4 None
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 Mone View +
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 None G| Refresh
G}In‘{mmalinn 1/2/2024 £1%15PM OpenS5H 4 None Help »
@In‘formal.inn 1/2/2024 41%15PM OpenSSH 4 MNone
(@ Information  1/2/2024 418:14PM OpenSSH 4 Nane Eventd, Open3SH -
() Information  1/2/2024 418:14 PM OpenS5H 4 MNone | Event Properties
(D Information  1/2/2024 417:14PM OpenSSH 4 None T Attach Tesk To This Event...
@)IMozmalion 1/2/2024 £17:14PM OpensSSH 4 MNane
(R E 10000 AA1ABA EN—— 2 ¥] |45 Copy L4
Event 4, OpenSSH '3 I Save Selected Events...
General Details G Refresh
H Hep »
sshd: Connection closed by 10.48,48.165 port 48702 [preauth] J
Log Name: OpenSSH/Operational
Source: OpensSH Logged: 1/2/2024 4:25:18 PM
Event ID: 4 Task Category: None
Level: Information Keywords:
User: SYSTEM Computer: IDESKTOP-MSQHP2U
OpCode: Info
More Information:  Event Leg Online Help

IJu29,06 - W vd PreAuth
Wuvd Idozdd pu polz IUpuosd
Subsy 03l 1Jgbl 1Us T Idpdalz 1Jgle Jglspe SCP 1Jptio Bbs SWA Es) LolJz.

oul £SU6 pU Ué_]oi ou 1&)lz DisplayAlerts s CLI:

02 Jan 2024 16:52:35 +0100 Log Error: Push error for subscription scpal: SCP failed to transfer to 1
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Host key verif
Last message occurred 46 times between Tue Jan 2 16:30:19 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Tlost connectio



Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: ssh:
Last message occurred 22 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:29:18 2024.

Bspl ss gswé pu IJgbl B system_log :

Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to

connect t

transfer t
transfer t
transfer t

Jed 030 1JpuvdJs: spdud uwg ldpuosed pu gbe SCP 9Juo o Vs Lowes IJlubo)ld s

wwedle SCP.

l2dw 296 7 B suvdd SWA Io syuwd 1J log 1Js SCP ulbd wess po GUI Dy loe suwebse

louode cisco TAC Iy sjsd ldpuosed pldole oo IJgJw.
we )90 Uy (publicKey.password.password.interactive og J9zo lJpdles2)

Subsy 03l 1Jgbl £156 |Js 1o luwe Idpuweése IUpe9d) Bs SWA és) Lolde.

Ospl SJs £5U6 pU WS Uiéblc s system_log :

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

oul £SU6 pU I.J'abi eu SCP ubd: puwegse &) ueolde SCP ey <swa_ip address> psule <TCP

psule SWA s,0b |Js SCP ubJd>



[8] Event Viewer - [m] x

File Action View Help

«=| 2@ B
2] Event Viewer (Local) | Operational Number of events: 212 () New events available
Custom Views -
:_ Windows Logs Level Date snd Time Source Event D Task Category ~ | | Operational -
v [ Applications and Services Logs (Dinformation  1/2/2024 74113 PM OpenSsH 4 Mone 5 Open Saved Log...
[5] Hardware Events (@information  1/2/2024 T:d1:13 PM OpenSSH 4 MNone ¥ Craste Custom View...
( . R
[] Internet Explorer \ﬂD\Inﬁarma:pn 1/2/2024 TALI3PM OpenSSH 4 Mone Import Custom View..
[¢] Key Management Service (Dinformation  1/2/2024 T OpensSH 4 MNone
| Micraseft (@) Information  1/2/2024 T:41:13 PM OpenssH 4 MNone Clear Log...
v O_P"‘SSH nformation  1/2/2024 T:41:13PM OpenSSH 4 Mone ¥ Filter Current Log...
[+] Adrmin (Dnformation  1/2/2024 74113 PM OpenSSH 4 Mone ] Properties
[ | Operstional (Dinformation  1/2/2024 T-41:13 PM OpensSH 4 Mone .l
[&] Windows PowerShell - Disable Log
4 Subseriptions Event 4, OpenSSH ¥ |0 Find..
General  Details bed Save Al Events As...
- - Attach 2 Task To this Leg...
sshd: Imvalid user scp from 10.48.48.165 port 63177 J View v
& Refresh
H Help »
Event 4, OpenSSH -
=] Event Properties
] Attach Task To This Event...
hed SaveSelected Events...
5 Copy 3
G Refresh
Log Name: OpenSSH/Operational —
Help b
Source: OpenssH Logged: 172/2024 T41:13 PM
Event ID: 4 Task Category: MNone
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSQHP2U
OpLode: Info
More Information:  Event Leg Online Help

PG P e S Lolde

Jed o3l IJgbli Idszle IJezds po wozs Ilpdls sldeeds pu wpdso Ideuvatse (IJ3s p
odysuo Vs SWA Jduogb gds Idywedle) WO ¢lbe SCP.

Jl s92> pod 03l 1JpJdd 9 1UsJsJ

Sy 03l IJgbl [Js 1o 1deuwl 1dpessd) s Suwe luva,ld puzdle SWA g, olJe:

Bsel sds £sub po IJgbl oo system_log:

Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

Jed 030 IJp i Jé. w28l pu woes IUledle 90lds oo Lozs IJpusly 9uodlzswo b ¢lspe SCP.
Yuvd v 9d SCP

&> sJ9u 03l IJgbl pd iyl Jebl B IUlouold. oul pold IJgbl:

03 Jan 2024 13:23:27 +0100 Log Error: Push error for subscription scp: SCP failed to transfer to 10.



Jlgweduldd Igble IJlouold sluadlzol Iuwagse Il telnet B glzos Lwlb, 1Jisle, (CLIY J
SWA:

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: SWA_man.csico.com)
[1]> 2

Enter the remote hostname or IP address.
[1> 10.48.48.195

Enter the remote port.
[23]> 22

Trying 10.48.48.195...

B 03l ldpeld: Jp sop louile Idlooold. IUleuold Idolze he ped:

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: rishi2Man.calo.lab)
[1]> 2

Enter the remote hostname or IP address.

[1> 10.48.48.195

Enter the remote port.

[23]> 22

Trying 10.48.48.195...
Connected to 10.48.48.195.
Escape character is 'A]'.
SSH-2.0-0penSSH_for_Windows_SCP

Bl dp sJu wyuleg Telnet poLoJl:

[1] 22838 el Bl JIL 2o 2plsé ebe SCP spug 1Usuesd.

[2] 2288 pu 929> ks zlu 2olsd Bes IJpuwly po SWA s ¢lap SCP IUss spue 1Jguosd.

[3] w28 ppl 131 Il pods TCP 22 Bs 21Js |uue el B 2130 SCP .

[4] Sp voubgsd IJodlb IUzies Bs JJ pu ¢he SWA SCP JJzuosd eds piss pu ldozdsd.

VOspel sJds £suo pu ldodlb gjeo IUlouold IJulze:



ha. Source iratic Protacal Lengt stream

3 2024-01-03 13:42

4 2024-81-03 13:42:47. .48, 48, 5 Protocol (SSA-2.0-0penssh_7.5 FreeBsn-20178903
5 2024-91-83 13:42:47.500566 10.48. 48,195 19,48, 48. 187 55Hw2 87 Server: Protocol [55H=2. ensS5H_for Windows 8.11
6 024-91-03 13:42:47.500589 10.48.48.187 19.48.48.195 ] 54 © 32726 = 22 [ACK] 5eq=35 Ack=34 Win=65664 Len=0

7 2024-81-03 13:42:47.590881 10.48. 48,187 10.48.48.195 SSH2 1110 Client: Key Exchange Init

8 2024-91-3 13:42:47.633579 10.48.48.195 10.48. 48,187 SSHV2 1102 Server: Key Exchange Init

9 Z024-21-93 13:47:47.633610 18.48.48.187 19,48, 48,155 TCR 54 B 32726 = 27 [ACK] Seq=1095 Ack=1882 Win=64648 Len=@
10 2024-81-03 13:42:47.635881 10.48. 48,187 10.48.48. SSHy2 102

11 Z024-01-03 13:42:47.667123 10.48. 48,195 1 S5HZ 1106

12 2024-81-83 13:42:47.667150 10.48. 48.187 1 TCR 54 0 327, ALK q=1143 Ack=2134 Win=645648 Lens=@
13 2024-91-03 13:42:47.669319 18.48. 48,187 1 SSHv2 78 em

14 2024-81-03 13:42:47.713510 10,48, 48,195 1 TP 60 ® 22 = 32726 [ACK] Seqs=2134 Ack=1159 Win=2101246 Lens=d
15 Z024-01-93 13:42:47.713547 10,48, 48,187 1 S5Hv2 L] @ Client:

16 2024-91-03 13:42:47.713881 10,48, 48,195 1 SSHv2 98 @ Server:

17 2024-081-03 13:42:47.713092 10,48, 48,187 1 TP 54 0 32726 - 22 [ACK] Seq=1203 Ack=2178 Win=65600 Len=d
18 2024-81-03 13:42:47.714078 10.48, 48,187 i 55Hw2 12 @ Client:

19 2024-81-93 13:42:47.729231 18.48. 48,195 1 S5Hv2 138 @ Server:

20 2024-081-03 13:42:47.729253 10,48, 48,187 10,48, 48,195 TP 54 0 32726 - 22 [ACK] Seq=1271 Ack=2254 Win=65600 Len=0
21 2024-81-03 13:42:47.729357 10.48. 48,187 10,48, 48,195 55Hw2 428 @ Client:

22 2024-81-03 13:42:47.732044 10.48. 48,195 10.48. 48,187 SSH2 386 0 Server:

23 2024-81-03 13:42:47.732060 10.48. 48,187 10.48.48.195 P 54 0 32726 - 22 [ACK] Seq=1643 Ack=2585 Win=65344 Len=0
24 2024-81-03 13:42:47.734405 10.48. 48,187 10.48. 48,195 SSHv2 706 0 Client:

25 2024-91-03 13:42:47.760459 16.48.48.195 19,48, 48,187 SSHw2 82 B Serwer:

lJu2o9,6 - Idodlb ged lJlouold vuglz

Losble 8, Lowle Iz036 lelo lJase ev Cisco - Cisco
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https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
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