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SSL Configuration

SSL Configuration

Disabling 55Lv2 for all services is recommended for best security. Depending on your network requirements, you may also choose to disable some
versions of TLS for specific services.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential. So to avoid communications errors, always
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface connections on Commit. You will need to fog in

again.
Enable protocol versions: TLS v1.2
OTs via
LJTLS v1.0

Proxy Services: | prouy services include HTTPS Proxy and credential encryption for secure client.

Enable protocol versions: TLS v1.3

Ersviz
Otsvia
CJTLs vi.0

Disable TLS Compression (Recommended)
TLS compression should be disabled for best security.

Cipher(s) to Use: |EECDH:DSS:RSA:INULL:leNULL:laNU
LL:!EXPORT: !3DES: | SEED: | CAMELLIA, |

Secure LDAP Services: | secyre | DAP services include Authentication, External Authentication, Saas 550, and Secure Mobility.

Enable protocol versions: [ TLS v1.2
TLS vi.1
U s vio

RADSEC Services: | Enable protocol versions: TLS v1.2
TLS v1.1

Secure ICAP Services (External DLP): Enable protocol versions: TLS v1.2
TLS v1.1

LTS vio

Update Service: | Enable protocol versions:
o TLS v1.1
TLS v1.0

[Suomit’

lJuo9,6 - wpase TLSVI.2 JJgsps
IJ¢bgo 4. huwld Iogss)le 9oudssol

Jogss) wdesw Updater SSL. Iuwegsp IJgbole IJelJsé oo CLI:
lJglogé 1. oo CLI ugd sslcofig

1Jg96 2. Ieo |uosl) 9luog b pcle IUI¢IJ

lJg 9o 3. [gosl pere

IJglogé 4. 1o, TLSV1.2

IJglogé 5. I og b £Js Enter JJ¢ 9z pu Ipelde

IJg1o96 6. 9p wlple Jogsslo.

SWA_CLI> ssTconfig

Disabling SSLv3 is recommended for best security.



Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequentia
1.2, while Teaving TLS 1.1 disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- COMPRESS - Enable or disable TLS compression for Proxy Service
- CIPHERS - Set ciphers for services in Secure Web Appliance

- FALLBACK - Enable or disable SSL/TLS fallback option

- ECDHE - Enable or disable ECDHE Authentication.

[I> versions

SSL/TLS versions may be enabled or disabled for the following services:

LDAPS - Secure LDAP Services (including Authentication, External Authentication, SaaS SSO, Secu
Updater - Update Service

WebUI - Appliance Management Web User Interface

RADSEC - Secure RADSEC Services (including Authentication, External Authentication)

SICAP - Secure ICAP Service

Proxy - Proxy Services (including HTTPS Proxy, Credential Encryption for Secure Client)

Currently enabled SSL/TLS versions by service: (Y : Enabled, N : Disabled)

LDAPS Updater WebUI RADSEC SICAP Proxy

TLSv1.0 N N N N/A N N
TLSv1.1 Y Y N Y Y N
TLSv1.2 N N Y Y Y Y
TLSv1.3 N/A N/A N/A N/A N/A Y

Select the service for which to enable/disable SSL/TLS versions:

1. LDAPS

2. Updater

3. Proxy

4. RADSEC

5. SICAP

6. WebUI

7. ATl Services
(1> 2

Currently enabled protocol(s) for Updater are TLSv1l.1.

To change the setting for a specific protocol, select an option below:

1. TLSv1.0
2. TLSvl1.1
3. TLSvl.2
[1> 3

TLSv1.2 support for Update Service is currently disabled. Do you want to enable it? [N]> Y

Currently enabled protocol(s) for Updater are TLSv1l.1l, TLSv1l.2.

IJesze
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