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S 03l 90888 Jsb o spd 1J "sez lu szs vy J" ol s Secure Network Analytics Manager Central
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IJecbdule IUIgulusé

IJpobdolo

Jleses pobdole gluos Josl 1Jpuwens.

Jpdoule IJpyuciérped

oo Idpgdple 1Uglsse Ws il IJpuwows IUs luosble Iduslez sldedsule 1delbss IJoldss:
- Secure Network Analytics Manager |J|_osl, 7.1.1 19 |_osl, Teae

oo |uu;,|c UP&JMU 5138 Sis 031 e o Uig_oJa 69298 D5 wsis pngsa elos.

pEJ9plO i,_,»l._,».;a

gowgds 030 ldpuvdJds WS 1Ugsple slgd central Management o lbbdo 98lis§ lewpl> pd SNMP va.
Jl o9z> Igble o8 59,06 £J.s Central Management | J_owWeé uud wol.

93dlo Josl Idouiny 38 Iuwluws 9e1us.

SEHILP |Jl o, lancope/var/logs/containers/svc-central-management.log Sz 9:S lJpJb 1Jp9z29> £Js 1Upss)
IJlwluws eds beldle gulb,) ©pe9s gJs "unable to find secret for >l



IJ e Jb

Sbo, Utbi O "IJbe |Jiuu|uu§6" Nlancopelvar/logs/containers/svc-central-management.log 1J e Jw9 ewd
lole wess) eds wdasu "Idpsle IJEluassu". 9spdu lu o 3JY pg ls Suve wdasu
JJbLé 1deyd5s6 spdou wdysue Jluwegsle ldpeuol>96.

Apr 27 19:47:35 snt-primary docker/svc-central - managenent[ 3214]: 2020-04-27 19:47:35. 369 | NFO

[ gt p1907431275-88280] Fail over Confi gurati onSender: 129 - Synchroni zation of Primary’'s APPLI ANCE
a39117ce- ac2b- 46eb- 837c- f acaeOcc4abc snapshot to other SMC is successfu

Apr 27 19:47:36 snc-primary docker/svc-central - managenent[ 3214]: 2020-04-27 19: 47: 36. 982 ERROR
[ gt p1907431275-88310] d obal ExceptionController:133 - \Qerror processing CGET

/cm confi g/ appliance/ a39117ce- ac2b- 46eb-837c-f acaelOcc4abc/ config/internal\E

Apr 27 19:47:36 snc-primary docker/svc-central - managenent [ 3214] :

com | ancope. cm confi gurati on. servi ce. Secur eDat aProcessi ngExcepti on: Unable to find secret for

‘0xe9bdal0lea881b262ced8el53a3d9cf2a’ <-- The error

odys "Idbhs Idelyyss” Cbl Vs w9 w lJ9 9w Nlancopeivariiogs/containers/sve-cm-agent.log pJud:

Apr 27 19:47:36 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:36. 305 | NFO

[ gt p634540230- 71] St andar dCommandRunner: 67 - Runni ng Conmand( Cormand( commandType=APPLY_CONFI G
commandl d=9ba839e2- 6770- 4f 21- 9f 7d- cbf e6782c2dc, ar gument s=Opti onal [[i nternet Proxy,

audi t LogDesti nati on, passwordPolicy, sntp, aide, |dapSetup, dnsCache, dns, ssh, fips, ntp,
dodi n, tlsApplianceldentity, snnpAgent, tlsClientldentities, sso, external Services

| ocal Resol ution, networklnterfaces, openi ngMessage, configBackup, host, trustStore,
sessionTineout]]))...

Apr 27 19:47:36 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:36.306 | NFO

[ gt p634540230- 71] CommandDi spat cher: 30 - Runni ng APPLY_CONFI G 9ba839e2- 6770- 4f 21- 9f 7d-

chf e6782c2dc

Apr 27 19:47: 37 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:37.135 I NFO

[ gt p634540230- 71] St andar dCommandRunner: 69 - Conmand( Conmmand( commandType=APPLY_CONFI G
commrandl d=9ba839e2- 6770- 4f 21- 9f 7d- cbf e6782c2dc, ar gument s=Opti onal [[i nternet Proxy,

audi t LogDesti nati on, passwordPolicy, sntp, aide, |dapSetup, dnsCache, dns, ssh, fips, ntp,
dodi n, tlsApplianceldentity, snnpAgent, tlsClientldentities, sso, external Services

| ocal Resol ution, networklnterfaces, openi ngMessage, configBackup, host, trustStore,
sessionTinmeout]])) conpleted, success = fal se

Apr 27 19:47: 37 snt-secondary docker/svc-cm agent[385336]: 2020-04-27 19:47:37.136 | NFO

[ gt p634540230- 71] CommandResul t St or eDAC. 40 -
{“replyLink”:“https://10.209.6.43/cnifconfig/appliance/a39117ce-ac2b-46eb-837c-

f acaeOcc4abc/ comrand/ 9ba839e2- 6770- 4f 21- 9f 7d-

cbf e6782c2dc/ appl y” . “conmmandResul t”: {“type”: “appl yConfi g”, “successful ":fal se, “details”: “exit
code: 1\nEl enentlDs without results: aide, auditLogDestination, configBackup, dns, dnsCache,
dodi n, external Services, fips, host, internetProxy, |dapSetup, |ocal Resolution,

net wor kl nt erfaces, ntp, openingMessage, passwordPolicy, sessionTinmeout, sntp, snnpAgent, ssh,
sso, tlsApplianceldentity, tlsCientldentities, trustStore\n---STDERR---\nERROR Attenpted to
execute \“./ansible-inventory.py\” as inventory script: Inventory script (./ansible-
inventory.py) had an execution error: /usr/local/lib/python2. 7/dist-

packages/ urlli b3/ connectionpool . py: 1004: | nsecureRequest Warni ng: Unverified HTTPS request is
bei ng nmade. Adding certificate verification is strongly advi sed. See
https://urllib3.readthedocs.io/en/latest/advanced-usage. ht m #ssl -warni ngs\ n

I nsecur eRequest arni ng, \ n/usr/ 1 ocal /1 i b/ python2. 7/ di st - packages/ urlli b3/ connecti onpool . py: 1004:
I nsecur eRequest Varni ng: Unverified HTTPS request is being made. Adding certificate verification
is strongly advised. See: https://urllib3.readthedocs.io/en/latest/advanced-usage. htm #ssl -

war ni ngs\ n | nsecur eRequest Vr ni ng, \ nTraceback (nobst recent call last):\n File

\“/ opt/service/ansibl e/ansi bl e-inventory.py\“, line 48, in <nodule>\n \“config\*
fetch_configuration(),\n File \“/opt/servicel/ansible/ansible-inventory.py\“, line 36, in
fetch_configuration\n return r.json()[‘configurabl eElenents’']\n File
\“/usr/local/lib/python2.7/dist-packages/requests/nodels.py\“, line 889, in json\n

sel f.content.decode(encodi ng), **kwargs\n File \“/usr/lib/python2.7/json/__init__.py\“, line

339, in loads\n return _default_decoder.decode(s)\n File \“/usr/lib/python2.7/json/decoder. py\*
line 364, in decode\n obj, end = self.raw _decode(s, idx=_ws, 0).end())\n File


https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://10.209.6.43/cm/config/appliance/a39117ce-ac2b-46eb-837c-facae0cc4abc/command/9ba839e2-6770-4f21-9f7d-cbfe6782c2dc/apply�,�commandResult�:{�type�:�applyConfig�,�successful�:false,�details�:�exit
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n
https://urllib3.readthedocs.io/en/latest/advanced-usage.html#ssl-warnings\n

\“/usr/lib/python2.7/json/

Apr 27 19:47:37 snt-secondary docker/svc-cm agent[385336]: decoder.py\“, line 380, in
raw_decode\n obj, end = self.scan_once(s, idx)\nValueError: Expecting ‘,’ delimter: line 1
colum 10305 (char 10304)\n \n\n”,“el enentResul ts”:[“java. util.HashMap”,{}]1}}

Apr 27 19:47:37 snt-secondary docker/svc-cm agent [ 385336]: 2020- 04-27 19:47:37.767 | NFO

[ gt p634540230- 71] CommandResul t St or eDAOC. 46 - Previ ous comand result exists. Renobving it now.

gds e Idlpwlpws: 0288 pu
pt&3§|o /lancope/var/services/cm/configuration/{idofsecondarysmcdirectory}/config.json ron. g_J|uuoé_>|p ijq.
/lancope/var/services/cm/configuration/idofsecondarysmcdirectory/config.json erasecat4000_flash:.

primary-snt#: jq .configurableElements.snmpAgent
/lancope/var/services/cm/configuration/{idofsecondarysmcdirectory}/config.json
{

"agent Enabl ed": true,

"agent Comuni ty": "fakePW23",

"agent Port": 161,

"sysLocation": "Sonecity ST",

"sysContact": "Exanple User",

"sysNanme": "snt-secondary. exanpl e.cont,

"sysServices": 72,

"sysDescr": "Steal thwatch",

"sysCbjectld": "1.3.6.1.4.1.8712.1.1",

"username": "readonly",

"mode": "V3",

"encrypti onPass": "Oxe9bdallea881b262ced8el53a3d9cf2a", <-- This is the sane value seen in the

og file fromthe Primary Manager
"aut hPass": "0x6bb67cl4beca3b6ba319485441cd24a36f 80068d",

}
IJzJ

loo@d IJs Central Management > Actions > Edit Appliance Configuration > Network Services & p |>a.J Encryption
Password 9 Authentication Password |J8Spe 1Jp92920 WS Guwe 9Jsd SNMP g5 weass luosl) SNMP
V3. e IUIJopld: 3> Apply Settings.



Appliance Configuration - Manager
o mmm (0oomsm weoms) [ Last Updated: 11/03/2022 8:39 AM by admin

Appliance Metwork Services General

SNMP Agent

84 Enable

Read Only Community * SNMP Port (Default 161) *

| fakePW123 | | 167 2
SyslLocation * SysContact *

| Somecity ST | | Example User

SysName * SysServices *

| smec-secondary.example.com | | 72 r
sysDescription * SysObjectid *

| Stealthwatch | 11.3.6.1.4.1.8712.1.1

SMNMP Version User Name *

| readonly

© V2 (@ V3

Encryption Password * Authentication Password *

odyso 9Jdsd SNMPv3
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