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IUko)$86 1. pu 91208 puwcsp 98w JJposy (UN): 9ee 3Jd Blu IUb)sdosu I sso opl Esh
O 2lds g3p w99, 9lzed puwiesp Ssw IUElLos Lldpss).
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lJb,536 1. pu 9lz0d puuiesp 95w (Ul) IJgluod widers)

1. 8p vouesd IUsead [Us 9lzos puweerp sse IJeluos wldess).
2. 1005J s Ilesble |Jf_p3p.so > 1JbLyé |J,°JJJ50

e MNetwork Analytics Dashboards Monitor v Analyzev  Jobs v Deploy+ 4o L 69 o4& e

Security Insight Dashboard | Inside Hosts

Alarming Hosts

3. pu I,JlaoJo lJes,z6: 23> p9 € 1Jzols 1U3s weule pu edldo IJs luuble 2jpd IJoubgsue 923
Ulplele (sdaws IJubdd IUwsueles) > 502 leuolissle IJzols.




o Central Management Appliance Manager Update Manager App Manager Smart Licensing Dazabase L -

Inventory

3 Appliances Tound

up Flaw Colloctor
Up Flaw Sensar o

Visw Appiance Statistics

Support {
up Managr

4. sev lebs wogsod |Us 9lzod puwwgse Admin Jdgol) [Jpeess.
5. uved 1U529d IJs 91206 puwese puwdsd IJzols wluwesle wslule leeels IJpgudsd.

6. o0 13506 10p92936 s Idswbys loodd 1 Isge > 2506 W irgsoe.

<s Manager VE by

<<<<<

This aGEmant 1o change these safings.
Info? This p it 18:56:54.
System
1P Address:
Hast nam (Dromain nama:
Total Memory: Load Average
VM Sarvar Memory: VM Server CPU
Free Memary. Uptime:
Viarsian Platform:
Buiks Serial No.

7. wpe 1J9,o9d IJs (o926 "2jpd IJogigs o sdied oo wuvlds) Idpdole IJgle
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o Manager VE e

Diagnostics Pack

Previous Diagnostics Pack

Create New Diagnostics Pack

# Public Kiy
Shared Passphrase

Confirm Password:

Croatis Diagaastics Phek
B 5. P

<s) Manager VE ot

Diagnostics Pack

Previous Diagnostics Pack

Create New Diagnostics Pack
® Public Key
Ei o0 Typs
Shared Passphrase

Creating Diagnostics Pack

lJlo,586 2. pu 9lgod puuwédpe bys JJ golj

Jodo 1,596 sew edsd 1Usuesd [Us Idzol 1Uss w)ss luuble "2ipé IJobzsue” puo: g
w290999d w8 Idoue IJogvews IJlew (HTTPS).

pdlelbs: JJsuo9d poluiné [Js 9lzes puveere Admin 1Jgluos Lldess) sew luvele
guslu URL: https:/<Manager IP_ADDRESS>/smc/index.html. 9lJl W usep lele wozsod

lJs 3lzod puwegsp 95w IUEluos wldess,.

eds wwosd ldeeld: Jlouble 2506 ldogvgsue Jegee w3938 wluwedsle odo lUb,s$é: Sev
sdsd loole IUgbsle IJoldsé:

1. pU pwOEHL2 9Sw: lue8d IJs https://<FC_IP_ADDRESS>
2. §p wouwesd 1J>89d [Js 91208 puwcrp puw9sd IJzols wluwosle wslule lewels
IJpmd9d.
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Fraa Mamesy
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Engine Status

4. pe> 1J9uo9d IJs Lods "2ipd IJoigswo™ weole lel IJs ooy cuvds) Ipdalz IUgle
IJloeslgos 19 w9ss) pcle puvaydiechs ph9) puve,ds Jigwogsleel Jdouvls,.
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030 Vs 9,2V Idpdw gws wepsd 2ied IJouitsue Ids prs) elds 1dsge.

o change thesa seitings.

ninute - last refreshed at 19:05:20

Lind Avarage
VM Somver CRU

Lrgitirehs

Piatfiorm:

Serial No.

5. 2> logble gjpé IJogigsue Jlousle 506 1Jouvgsue JJeobs.




<o Flow Collector NetFlow VE

Diagnostics Pack

Previous Diagnostics Pack

Create New Diagnostics Pack

® Public Key
Encryption Type:
Shared Passphrase

Passwond:

Confirm Password:

Croate Diagrastics Pack

Fatented, LS. Patent Numbers. 715338, 7290283, 7475426, 7512980, and 7644151, Other U.S. and forsign patents pending. Copyright 2022 Cisco®, A3 Rights Rosenved

A& n
lJo WCSU2 -
e | Flow Collector NetFlow VE At
Diagnostics Pack
Previous Diagnostics Pack
ar :”]69-16!\‘1 s
ar :-i?' B2M ) g
Create New Diagnostics Pack
% Public Key
Encryption Type:
Shared Passphrase
Passwond Craating Diagnostics Pack

Confirm Password:

—
c  Di Pack |

Patented, LS. Patent Numbaers: 7185388, 7290283, 7475426, 7512980, and 7644151, Other U.S. and foreign patents pending. Copyright 2022 Cisco®. All Rights Resanved
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U, 1Jessoes puvedl 9pg 3JY Spdu logblyel poluié o 9lzes yulb, 1J19le, (CLI) IUEl 06
wldegoly. IUgbsle Jldeld o030 lUpopd os:

1. 5p wldloold wrols SNA IUpbodsw vy wa9999d bods Iiele (SSH) 19 poluins vy
lJso9d |Js 9226 1wz de.

pdlebd: O 2lJs IUzlzs IUs wrese 2ipd IJouutsuole pu zolj w290 9u29d SSH: spdu

loveesle 9236 Idogdpe Bs 1dzols Idblo,s (KVM) 1dpuweoss [Js Kermel oy 9lzos 9236
IJoede Ss IJbLs 1Jewdlpds (CIMC) oy Cisco ls ol

2. uua.J IJ)é‘?J oluwogsle vslole [gopls 1Ugs).

3. begd les 1Jlgle, IJoldsé (sgwps 03l gds [uosly) SNA 96> [Jlgueesle):
SNA IJlesl) 7.1.x |Js 7.3.x
>¢Jo IUlo, doDiagPack

SNA IJ|uosl) 7.4.x



beld IJie, swl IJogbgsue

4. luob) zos odopd IUpops.

5. vpe [Jopld IJpops swp wEisu pd gies IJogivgsuole Vs IUsdsd
/lancope/var/admin/diagnostics/og oble luple oubgsUos-<device_type>-
<device_id>. <YYYMMDD> <hhmm>-*.tgz.gpg

Cic-SMC-SHMCVE-VHMware—4

6. louwg IJpd DS 155 op luusldo pu 1Jzols [Js IUdpws9e, Idpeds Jasd 19 [Js gbe pdble
Cluwegsle wy90998d IJouwg Il (SCP) Iy wluwcgsle gpsd wiswsdsd udd pdudle
SSH (SFTP) p&d WInSCP. wops zied ldogvgsuole Vs
|J>JsJ/ILANCOPE/VAR/admin/diagnostic/.

pdlebs: oz 1Jlunhé 1Js 1o 1Jluosl, 7.4.0 o0 SNA b 0836 23836 wuwpe wlouile 25,06
lJoubgsue pu Blisps SystemConfig (ywed 1U>29d wluwegsle vslule lewels Idgdy > Ibeld
SystemConfig > |Jo o 1Js Iluwe b > 2506 lJouvésoole).

Jeiss pu ldpedsple 29d 030 1Jb,s960 lze >
[Jloy,6 7.4.X.

luwed Ll 1Jisble ol oJlzol
$98, 03l IJBuwpe pedsple spdod luuegsleol Jluwaduld igble IJedssy sluadlzol.

ould wELP IJI@SIU lJos 5;9ou Osol logble "6 IJogvgsue". swped I@ IJIg)Iuo UI-JU_)
umsgg_l -._95 ol ouL95 E_Jol S89d "erw aJoI loole logvle 2jpo IJogvgsue". Jl wygs pdle
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Creating Diagnostics Pack

There was an emor creating the diagnostics pack.

Mo files are available.

Close

Jouoese 03l ldywdad: 9p wldpologs eds Iduey IJelds:


/content/dam/en/us/td/docs/security/stealthwatch/system_installation_configuration/7_4_0_System_Configuration_Guide_DV_1_1.pdf
/content/dam/en/us/td/docs/security/stealthwatch/system_installation_configuration/7_4_0_System_Configuration_Guide_DV_1_1.pdf

1. owed 1Usged IJs 1Jgolj 1Uss dsso 03l Iduwdd pe wslule lewels IUed) ew) SSH.
2. 8p wovgsd Il Is -l lancope/var/database/dbs/hsqldb/admin/ JJoz 88 o0 pz9s
IJg)J‘,_sJ. ;
3. ol PU 9¢9> |.J)J§.J |,JL.9JE_5 .J.Juuua |.J|tu.,$|b.§_9fou |Q |Jrouuo'a)|o/p|.J€J |Jroa_p_9&6
lJgle wo o9 tomcat.
fenf-cds:~# ls -1  /lancope/var/database/dbs/hsqldb/admin/ |

drexr=xr=x
Frwxr—xr—x

tomcat tomcat 4096 Apr 27 17:20 admin.tmp
tomcat tomcat 4096 Jun 7 20821 backup)

total 28
—re-r—r— 1 tomcat tomcat 16 Apr 2B 88:3B admin.lck
-rw-r—r— 1 tomcat tomcat @ Apr 27 17:28 admin.log
-rw-r—r— 1 tomcat tomcat 84 Apr 27 17:17 admin.properties
=rw-r—r— 1 tomcat tomcat 2995 Apr 27 17:17 admin.script

2

.

Bl IIo Idsdsd IdSses JJouwg Ileoslbs Es) 929> S 1dpuwl
llancope/var/database/dbs/hsqldb/admin/. Sz louilde 9o gsse IJpddss Iduozses. Jodl §p
woubgsd odo IJlgle:

1. mkdir /lancope/var/database/dbs/hsqldb/admin/backup
2. |¢osl, Tomceat:tomceat /lancope/var/database/dbs/hsgldb/admin/backup

4. 3o wouvgsd I, Is -l Nancope/var/admin/ JJoz 88 o0 peess lJsJsd.

5. ol po 929> Iadlsd 18,658 JJouwg Mizeslbes sldouigswalo 9pu 1o
IJpuwepselldpzeses 1Upldds Jol 23).

fenf-cds:~# JLL /lancope/var/admin/ |

total 8@

frwxrwxr=x 2 root root 4096 Apr 27 86:25 backups |
drwxr-xr-x 2 root root 4896 Apr 7 21:39 cds

=PwW—r—r=— 1 root root @ Apr 6 22:10 clustered ﬂﬁngase
Hrwxrwxr-x 2 root root 4896 Sep 7 2021 diagnostics
=Mw=r==r== 1 root root 49 Apr 27 17:18 hwserial
—-rw—-r—r— 1 root root B Apr 27 17:18 meminfo

=fwW=r=—r=—= 1 root root B9 Apr 27 17:18 model

=MW=F==r== 1 root root 23 Apr 27 17:18 platform
drwxr-xr-x 3 root root 4896 Sep 15 2821 plugins

—MW—-rw—rw— 1 root root £ Apr 27 18:13 previous_engine_startup_mode
=fW=r==f== 1 root root 47 Apr 27 17:18 serial

drexr=xr=x 2 root root 4896 Apr 7 21:22 ssh

drwxr-xr-x 2 root root 4896 Apr 8 B2:51 system.d
=rw—rw-—— 1 root swadmin 12756 Apr 8 B2:56 system.xml
drwxrexres 2 root root 4096 Apr 28 00:25

drwaxr-xr-x 2 root root 4806 Sep 7T 2821 update

drwErexr-x 4 root tTomcat 4896 Apr 8 B82:49 upqrade
=fW=r==f== 1 root root 36 Apr 27 17:18 uwid

FromE e oo

I3l Jp sdo lzs 19 Is po 1UDJ6 IJd,e56 1dp3d9,6 09295 B IJpuwl, llancopelvar/admin/. Bsz.
logulgel 9szw wessu IJpdIdss [duozses. Josl §p woubgsd oo 1JI9le):

1. mkdir /lancope/var/admin/lJuwg IJlzoslbsé
2. mkdir /lancope/var/admin/lJo ugsuo

wees IJozdd pu o3l Idlzle: glod luuile 2506 IJouvgsue Jzols SNA 0,6 Ig)s.
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