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» Firepower Management Center Virtual 7.4.1
» Firepower Threat Defense Virtual 7.2.5

e logule U,ogg.Jg,olo 1J9l536 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
wlo zese Ilzejd IJpuwogrpd Os o3l ldpuwows wodssu peumdz (IVc)luos). Bl dlve
wedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpzeed Jls lp).

ped9ple Iuvluss

Sew9s JJ golj eds 9lgos s peuou0d 9less JJlouold wegsé IJogde FMC. spdoud wuvdd
ltoshs odysu Ideols Jlgwegsle 9lzos wslule JJbbLé wadl po 9lzed IULL6 lUpeguoue6: 9s5I90
90u29d FMC gJs 9lzos Idoslole poss! Bl Joe oyss bho "ldsule gu woss> Firepower” gy
w83 pu 1Uslzos 1Ughzsé 9 I3l Jp sJu Jssd L ds 1ls pudods. szw lole o3l IJogss)
eds pudj blys FirePOWER (FMC) J FTD IJss wwp blywo wluwlbs FMC.

Seuwes 9u29d FMC oy 9lzosd Idoslule J8Js po 1U8s9s:

* Spdud VWb o,odggg,ﬁguog.J lJe>s) eds 9lzos wslule plbso gless. igo suvubse Jl
Suveged Vo Wyes lg EtherChannel.

* 9028 @b IUzelss 1Jpszo B8k Llgwegsle slzod p9zos.

* PPPOE ¢, p389p0. 131 Il p)95 g3p0 IUlueyue (ISP) sy swbde «y9e999d PPPOE.
OSgw EJsY 9,28 p920 039> wIER w9w9d9d PPPOE L sy FirePOWER Threat Defense
9,900 WAN.

o Jlspdud |guegsle glzole 1JD])6 9Ui3_>|c‘; lJpoudoJo W ¥b.

lJodosy

pulogs oypsd lJslzoo



pdlebos: s900s us Llple 1) gpdss g lewslbs JIJ eu FTD 9 FMC $oJ
pologd lsé wEssle.

1 1uedd Ids Iizess > 1shs Iizess: lud) eds sy JJzol 1Jss ©@9p wlple IJogssle
eJso.

FID-Test Snont 3 FTOw dar Vislware 7.2.5 HIA Esseniials Edit =——pp ~ :

2. loodd 1Js 1Jzols > IUsbé: & lod, W89 IUboulb 1Jgluo wslzos 15 osd JJess,.



Management

rd @
Remote Host Address: 192.168.1.8
Secondary Address:
Status:

Manager Access Interface:

—’ Management Interface

S&UP 29 9lzod 1dsosd JJpeas, 9lees IUbL6 1Ue9z936. 1oy W98 IUbe ol Jogsss wse

lJ9lzo6 1Jg>s5: 909 1Jgsh) 9lzod Idoslule Ws IJElkspes IJpouwsds 1bLe 1Jzols &pe lud) 998
2Ob.

Manager Access Interface @

P This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

‘ Management Interface hd

Management Interface

Data Interface
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Add Static Route Configuration (7]

Type: * P IPvE
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£ Segarch i dd

10.207.204.12%
1592, 168.1.0_324

anmy-ipvd —'-
CSM
Dala_Store

FOM

Galeaay®

Muaotrig;

Turnineled {Lksad anky for dolaady Fogta)
Hoaste Trackng:
r | =

Cancel m

5. vu vesslo IJodssy. swe IJIO oy oessle lJodssy gu) 9lgod IUbL6 1JzlJss.

6. WS 9lzos yub, I.Ji_9l|oJ (CLI) IJgluod o FTD: 8p wogssu 9lgod IUDL6 Jlgwegsle suslo IP
Slow 9lduslud Jodyy glzole wslule.

* configure network {ipv4 | ipv6} manual ip_address netmask data-interfaces



>
> ' GATE
> configure network ipv4 manual (192.168.1.8)(255.255.255.0)(data-interfaces)
Setting IPv4 network configuration...

Interface eth@ speed is set to 'leeeebaseT/Full’

Network settings changed.

P_ADDRESS NETMASK GATEWAY
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Management

Remote Host Address: 192.168.1.8
Secondary Address:

Status:

Manager Access Interface: A Data Interface
Manager Access Details: Configuration

opdso SSH eds lesble IJoble 1JIgul us
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Management 4 @
Remote Host Address: 192.168.1.30
Secondary Address:

Status: Connected =P
Manager Access Interface: Data Interface
Manager Access Details: Configuration

lJeedd eo edld slees pwb, 1Jsle (CLI) J FTD

B 9lz08 b, 1Jisle, (CLIY IJgloé Lldwesss: bgd Wias fTunnd-status-brief Jg, o 21Js louold 1JDb])6.

>
» sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is wvalid type (CONTROL), using ‘tap nlp®, connected to °"192.168.1.2' via ‘169.254.1.2°
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2' via '169.254.1.2'
Registration: Completed.
IPv4 Connection to peer '192.168.1.2° Start Time: Tue Jul 16 22:23:54 2024 UTC

Heartbeat Send Time: Tue Jul 16 22:39:52 2824 UTC
Heartbeat Received Time: Tue Jul 16 22:39:52 2024 UTC
Last disconnect time : Tue Jul 16 22:17:42 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

ogue Idelds looldl wleel Jsleed wslule gulbo; 9lzos TAP_NLPIUsIEJs6.

lovedubled IJigble gl odlzol
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> sftunnel-status-brief

PEER:192.168.1.2
Peer channel Channel-A is valid type (CONTROL), using 'ethe@', connected to "192.168.1.2" via '192.168.1.8"
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '192.168.1.2" via '169.254.1.2°
Registration: Completed.
IPv4 Connection to peer '192.168.1.2" Start Time: Wed Jul 17 @6:21:15 2024 UTC

Heartbeat Send Time: Wed Jul 17 17:15:28@ 2824 UTC
Heartbeat Received Time: Wed Jul 17 17:16:55 2624 UTC
Last disconnect time : Wed Jul 17 ©6:21:12 2824 UTC

Last disconnect reason : Process shutdown due to stop request from PM

wwsubsy e 1Jepd

> sftunnel-status-brief
PEER:192.168.1.2
Registration: Completed.
Connection to peer '192.168.1.2"' Attempted at Wed Jul 17 17:2@:26 2824 UTC

Last disconnect time : Wed Jul 17 17:20:26 2024 UTC
Last disconnect reason : Both control and event channel connections with peer went down

IJoedd po woed pedoele IJubods

gwd 9lgod wb, |Ji9|PJ (CLI) IJgl s oldwoesssd gy o leshble Juods glzgos wslule IJsuesd JJbbLs 9ldessy:

> show network



> show network
===============[ System Information ]===============

Hostname : ftdcdo.breakstuff.com
Domains : breakstuff.com
DNS Servers : 192.168.1.163
DNS from router : enabled
Management port : 8365
IPv4 Default route

Gateway :ldata-interfaces
IPve Default route

Gateway rldata-interfaces
State
Link
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 15ee
MAC Address : ©0:8C:29:54:D4:47
Configuration :
Address :1192.168.1.8
Netmask :§ 255.255,.255.8
Gateway :\192.168.1.1
--------------------- -[ IPVv6
Configuration : Disabled

:::::::::::::::[ FFﬂKy Information ]::::::::::::::::
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :
Interfaces : GigabitEthernete/e

MTU .
BAAT A - sl B« G990 CA«MNYA CD
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IJezdd pu louold IJuveds

ool Jleoold weds IdIbLé

g 9lzod yulb, IJigle, (CLI) IJgl o6 wldwosss: ipuegse Il JJlouold werds bhs IJuslole po slzole IJuslole:
> el Wagald oo FMC_IP

» ping 192.168.1.2
Please use 'CTRL+C' to cancel/abort...
sending 5, le@-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:

Success rate is 18@ percent (5/5), round-trip min/avg/max = 1/1/1 ms

g0 9lzod yulb, IJigle, (CLI) IJglLoé wldwosss: igvagse Iy JUlouold weyds IJbLé po 9lzes 1L IJes @9p wldeszse
e 1Udges 1Jgddss [Js gleole Idoslule:

> ol IF el 1aoald FMC_IP

> ping system 192.168.1.2

PING 192.168.1.2 (192.168.1.2) 56(84) bytes of data.

64 bytes from 192.168.1.2: icmp seqg=1 ttl=64 time=0.348 ms
&4 bytes from 192.168.1.2: icmp_seq=2 ttl=64 Time=0.291 ms
64 bytes from 192.168.1.2: icmp seg=3 ttl=64 time=0.333 ms
64 bytes from 192.168.1.2: icmp_seg=4 ttl=£4 time=0.282 ms

g 0

--- 192.168.1.2 ping statistics ---

4 packets transmitted, 4 received, ©% packet loss, time 132ms
rtt min/avg/max/mdev = ©.282/8.311/9.348/0.230 ms

IJozdd pu 2lds 1Uslzes sldlzolisslo g5 1dzie
WO 9lzod yuboy |.Ji_9|PJ (CLI) 1Jgl oo wldwosss: slze pedyple 29d 9lzod 1UJ9es [JgJdss [Uslgdss: nip_int_tap:
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Interface Internal-Data®/1 "nlp_int_tap"”, is up, line protocol is u
Hardware is en_vtun revee, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

311553 packets input, 41414494 bytes, @ no buffer

Received @ broadcasts, @ runts, @ giants

@ input errors, @ CRC, © frame, © overrun, @ ignored, © abort
@ pause input, © resume input

@ L2 decode drops

232599 packets output, 165049822 bytes, @ underruns

@ pause output, @ resume output

@ output errors, @ collisions, @ interface resets

@ late collisions, @ deferred

@ input reset drops, @ output reset drops

input queue (blocks free curr/low): hardware (@/@)

output queue (blocks free curr/low): hardware (©/0)

Traffic Statistics for "nlp_int_tap":

311553 packets input, 37052752 bytes
232599 packets output, 161793436 bytes
167463 packets dropped

[V, IV, IS SRR

5

minute input rate © pkts/sec, 3 bytes/sec
minute output rate © pkts/sec, @ bytes/sec
minute drop rate, @ pkts/sec
minute input rate @ pkts/sec, 3 bytes/sec
minute output rate @ pkts/sec, © bytes/sec
minute drop rate, @ pkts/sec

Control Point Interface States:

Interface number is 14
Interface config status is active
Interface state is active

lJoedd pu oed IJpuwl eds FTD Jdsuesd IJs FMC

B Challenge CLIL wlds pu luolds 1dpuwly IUIBe,l oS (S7) 9p0 929> oles NAT IUslsJss Jslzos I1U1sL,6 (NLP_INT_TAP).

> }Ebb U?u.ub



> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is not set

C 192.168.1.0 255.255.255.0 is directly connected, Outside
L 192.168.1.30 255.255.255.255 is directly connected, Outside
> }EO\J nat

» show mat
Manual NAT Policies Implicit (Section @)
1 (nlp_int_tap) to (Outside) source static nlp_server__sftunnel_8.8.8.8_intf3 interface destination static @_8.8.8.8_5 @_98.8.9.8_5 service tcp 8385 83@5

translate_hits = 5, untranslate_hits = 6
2 (nlp_int_tap) to (Outside) source static nlp_server_sftunnel_::_intf3 interface ipve destination static @_:: 6 @_::_6 service tcp 83085 83@5
translate_hits = @, untranslate_hits = @
3 (nlp_int_tap) to (Outside) source dynamic nlp_client_@_intf3 interface
translate_hits = 1@, untranslate_hits = @
4 (nlp_int_tap) to (Outside) source dynamic nlp_client_@&_ipvé intf3 interface ipve
translate_hits = @, untranslate_hits = @

105C 3G a0 Irualsgla SFTUNNEL sidicioald

> show running-config sftunnel

> show running-config sftunnel
sftunnel interface Outside
sftunnel port 8385
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