oy 91206 IJuslole [Jeed )6 s Azure FTD
IJpsly6 9l wlos CD-FMC

lJpzogsle

lJp 9500

SueWd o3l Idpwows IUgbsle 1JJes Jodssy ps)o 9lzos wslule 1Jsuesd 1Js IJIbLe (FTD)
Il e,luoss oluwegsle CDfMe Jlgwegsle psjo 9lzos 9,09d 1Jpss) IUped),).

IJecbdole IJlgul jusé
lJpolbdole

o900 Cisco Uiy oday Jssd pe,us Lldeslose IJoldss:

o o Lo 2ol 1deelss IJlew po Cisco
» Cisco Defense Orchestrator

lJpdovlo Ipuuweispd
ouwows Idpedyele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jpebss Ideldss:

© 05 bl by IJzelss IUss wp w9ds,0 e IJuvelos
« Virtual Secure Firewall Threat Defense. IJ|_osl) 7.3.1 1Jp v oold Bs Azure Cloud.

op logule Up&d3p|u Ugl_).)o Os o3l IJp o pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u)lu apgse Ulao_)o |JP,J.UUE_)|DO l..96 o5l |JrOLJUUL_).) uudﬁ.ju proL)uja (ldu)lws) |.)| Jluu

IJevwele o lduoJs

03l 98588 Suwebst lsupl Juo luvagede pg 03l 2ol) su,prsé LOSES:

¢« s zolj pbs &) £ds wuvésd Iluosl) 7.3.0 oo wyulee IUsWle Los woss> FirePOWER g
luool leds.

pedsple Iuluss

9,02 03l 1Upuwens IUgbsle 1UJles Jodsss VETD 1Jesl, wsluubs CDIME 9lJez 86 po



weewo Jigwegsle glzole wslule ._JiéJIUb b6, o9y 030 1Jpsjo o936 gldul guspl sSzolz
lJepdle IJs 9lzod wslule elusé by FTD IJgluod wop gu) IUloe,)uw: wluwegsle 0595 €300
loc,ue (ISP) elo. wuvdd I8e,luos: sé9e FTD wosbio lzpld 2958 Joyds ey9) 11bs wso
JJl ldslgole: 9s5pdu wedsd 3JdY IJs vy uuvbllzoslbs Jel 09 p9oe O o3l IJpwaod.

wp bgld 9lzos IJoslule IUped,) )6 Jes)o IUbL6 Ws IUluosl) 7.3.0 pu wyulee ISl Joos
worssle ol Iz plsd UTroo. P PUT IJIe,)lue oo VETD Jsso ledluss 1Jsuesd 1Js tbp luwpe
Seduo gJd gulssu URL JJsesd IJs CDO.

lJodosy

e ldotbsbs Jduvedo

ISP 1

cTD cdFMC

ISP 2

lLuwe Idegbsbs Jdyvwds
od9su 9lzed wslule Jdsuesd IJs 1Jb1Lé

I wvouwesd 1Usgsd !J.:s IJzoly gw) 9220 IJoedp 90U9sy 9126 pu 9lzole 1o slule JJsuosd
IJs IUbLé oluweesle [Jle, configure network management-data-interface:

<#froot>

>

configure network managenent-data-interface

G gabi t Et hernet 0/ 0



out side-1

manual

10.6.2. 4

255.255.255.0

10.6.2.1

o3, lue Jl spdu oId9so slzos IUbLé IUluoJdsé Jluwaésle DHCP. spdod luvogsle 1l
show network JJwez 99 pu 3J9.

EJgS PUU v._:_)olpa FTD pE CDO

wew9s odo lJgpdssé eds Azure FTD pg CDO zos spdu bhwel ugluwlbs FMC IJos wp
cundseol gw) Iduvelesd. cuvep ldepdss pdclz wuvesd CLI SIS s p sl 131 Jlu
Jezobd eu9lu IP wp wgsswo goy DHCP. JI SO gL quUsu IJouvesd IJIg)s ,ouJ lJlesl>
U.J,ouu lJuved 9lb$e IJouwduvds IJ eds Ulub,oo |J|uu|uu$0 Firepower 1000 Ig Firepower
2100 I Secure Firewall 3100.

IJel9s 1. O ps¢d CDO luwdd s 23 e lod) 999 ¢sh pspe:



defenseorchestrator.com/dev

Q

— - i 1
= Lol T [ Devices | Templates ] [ Q ] y v N | N Displaying 0 of 0 results
|! Dashboard Al
o~ Multicloud
) How
Defense O Name 3 Configuration Status & Connectivity #
=} Inventory 1
Policies >
@ Objects >
o8 VPN 3
nalytics ¥ {0 devices or services found, You must onboard a device or service to get started
Analyt Mo devi ices found. i board a devi 2
(& change Log
£ Jobs
% Tools & Services 3
ﬁ)} Settings >

wPSes IUpeisu

IJ¢b9o 2. 168, Vs weluw FTD:



Select a Device or Service Type

Mo Secure Device Connector found to communicate with some types of devices, Set up a Secure

Device Connector

ASA Multiple ASAs FTD
Acaptive Security Appliance Adaptive Security Appliance Cisco Secure
(B.4+) [B.4+) Firewall Threat Defense
Meraki Integrations AWS VPC
keraki Security Appliance Enable basic CDO functionality for Amazon Virnual Private Cloud
mtegrations
| D
-.| . T l(—\_/[\
Duo Admin Umbrella Organization Import

Duo Admin Panel View Umbrella Organization Policies import configuration for offline

fram CODG managament

logoele [Js W68 "IV ws >s"

¢ ogs 3. Teo, el luwedle pdole wuwzsd 9lees uwb) 1JIsle:

£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

fter on rding. Learn more (£
Firewall Threat Defense 2Dl

= &= =

Use CLI Registration Key
Onboard a device using a registration

Use Serial Number Deploy an FTD to a cloud
Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
an the device using the Command configured devices using their seral environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) (FTD 7.2+)

!u»u"/@lf’ pQQCJC QwaLSJ CLI

IJglo96 4. 1o we pdele CLI Lael py 1Jie, configure manager:



FTDv-Azure

Access Control Policy: Default Access Control Policy

Performance Tier: FTDv, License: Threat, Malware, URL License

Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (47

Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-cisco-systems--slkaau.app.us.cdo.cisco.com
t67mPgCBcANEGHZNRhhTUDApoWARdRr7 YJgFWzmpnfbJEWANBeHTARXnod9E7cle cisco-cisco-
systems--slkaau.app.us.cdo.cisco.com

pdlzbé: s 89p pBClz 91208 Lulo, IJIsle, (CLI) wapg IJouuwsd IJpumctse B



ouvgsdlo FTDs pg FMCs on-prem zse Spdud wdosy peyd NAT JJuwelz
cldouwesd gwdpl sYu Idzol) IUesl) 1Uglue wd ¢JW zols NAT: cdysy prs) luolds
<fmc-hostname-or-ipv4> <register-key> <nat-id> <display-name>

IJg1096 5. 1J0 1Jle, B 9lzod Lulo, 1Jisle, (CLI) IJgluos o FTD. szw lo wodds oso
Iyuwlds 131 oze IlouolJ:

Manager cisco-cisco-systems--slkaau.app.us.cdo.cisco.com successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

196 6. Lz 1Jes CDO sl 98 IJelJes:

License Performance Tier: FTDv, Licen:

F o
(o
F
L
L
-

@ CLI Registration Key :';TH'I

v/ Ensure the device's initial

'::;:l Copy the CLI Key below al

configure manager adc
t67mPqCBcAWGGHZNhRKTL
systems--slkaau.app.L

o) B9 IJelds

wsluod CDO gpdsé lJogwesd 9obo,y suulds w3d) luel wwouwedrd sdel bysdlzos
odopd. Spdud IJezdd pu 2lds gpdss Iowwrsd wldud) W98 IUboolb 1dlzej6 Bs
wo 2o lJgsple.

121095 7. S w9 o9 s 9236 IJzde Bis 116 10928 Iiumlumss (FMC) gl o6 wd ao
eJld Lodzs IJbsle gldgsele.



% Tools & Services Tools & Services Migrations

@ Dynamic Attributes Connector il Firewall Migration Tool ' New
{E:_Zf} Settings

= Secure Connectors @ Migrate FTD to cdFMC

| & Firewall Management Center \

lJsuosd |Js cdFMC

lod) B Loulb IJizojs.

Management

Remote Access VPN
Platform Settings

= Devices

& Objects

«L NAT

5 Site to Site VPN
oo

&

lod) 99 1Jizo6

e Iolz woolez Idbuwld Blss 1Juwes (FTD) 1JTo B CDO 9spdo blhoo wsluwlbbs FMC IJe.s
Sop wuwdspeol gy Iduwelus. Jleb O 1duos,s IJoldss luo Jls9zs wa9wsdsd IP ez wee
luve [Jzols. pu Idpesde 2298 30T B gpdss Jop wluwesle polz cuwpsd Slzes uvb,
IJiglo, (CLI).



C Defense Orchestrator

Analydis Policies Devies Objects Mitegralion =3 Retuimn Ho Deplay @ & O @ it
—
Deployrment History
Graup
A1) ®Emor(0)  ® Waming (0) Offling (0] ® Normal (1) Daployment Pending (0) @ Upgrade (0) @ Snort 3 (1) G, Search Davice m
—
4 ) L Cioa Palicy Ralil.

v Ungrouped (1)

FTOw-Azure Snort 3
" FTDw for Azure 734 MiA Essentlals, IPS (2 more...)

wrolez FTD Iesl,
od9su 9lzod wslule pd),6 Jdsueed IUs prs)
O99p 030 lJgpdsd vogssy 9leod vslule wluss Jdsuesd IJs IJbLs.

IJg 96 1. B Loz IUlzoss: 108, Vs lsd9us IJddpe IDruolue JJsuesd IJs su0e wors)
FTD:

C\ Defense Orchestrator

Analysis Policies Davices Objects Inipgrartion S ReemHome Deploy O @ {4+ @ p
—
Wiew By Group
A1)  ®Emac(0)  ® Warning (0) Offiine (0)  ® Marmal {1) Deployment Pending (0] ® Upgrade (0)  ® Snart 3 (1) Q, Search Device Ex
——
HNama Maods Varshon Chassis Liconses Access Control Pollcy Auto RollBack
w Ungroupsd (1)
b ol Snort 3 FTDw for Azure 7.3.1 Wik Essertisis, IP5 (2 more,.) D¢ nult Accoss Conlr
oy FTD

IJ2ho96 2. pu edlpd IJowgsw IUslzos: e wors) IUslzos Idos uvsop wesswol Jslzos [b))6
pd),6. Bl de I 03l 8> wp pu Swd: Sp wodIsu luwp 9lzes sgusly IP.

1Uglo9s 3. O edlpd IJowasw 280 1J9uosd Bp wopdsu IdlLs eds 0o 1Uglzod Jesoe
IJI2osh s



Edit Physical Interface

General IPv4 IPvE Path Maonitoring Hardware Configuration Manager Access Advanced

Enable management on this interface for the Manager

Available Networks + Allowed Management Networks
Q, Search any
any-ipvéd
any-ipve Add

IPv4-Benchmark-Tests
IPv4=Link=Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Cancel

opdso 1dsued [Us 1dpss)

IJgb96 4. Bs £J1p6 IJowosy glo: olds oo wessy 1Uslzes Jewlb 86 lole 9lud,) 898 p9lld §:

Edit Physical Interface
General IPva IPvE Path Monitoring Hardware Configuration Manager Access Advanced
——
Mame:
outside-2
Enabled

Management Only
Description:

Mode:

None L4

Security Zone:
II outside2-sz i I

pob s 1Jiply Jolzod IJuslole 1Jed)é

lJ¢b9s 5. Jlglo o IJol Islzole wzess o eds edles IUsosd Ids IdbLs. wldlualss 1Js
>3JYc olds po wessu 9lzod Idouslule IUluwlgwss 1Js pulb @ lely pgoduwds:



FTDv-Azure

Cisco Firepower Threat Defense for Azure

Device Routing Interfaces Inline Sets DHCP VTEP
—

Q, Search by name Sync Device | Add Interfaces
Interface Logical Ne.  Typ Security Z.. MAC Address [Active/Standby) IP Address Path.. Virtual Ro...
@ Diagnaostic0f0 diagnostic Phy Disa... Global ra
@ GigabitEthernat0/q i f outside-1 Phy outsidel-sz 10.6.2.4/255.255.255.0(Static) Disa.,. Global ra
® GigabitEthernetdy/ § i A outside-2 Phy outside2-sz 10.6.3.4/255. 255, 255.0(Static) Disa... Global ra

olzes odosy 1Jslzos

9396 IUBuwe IJolds: woxd 1Jgbyle po 6 1Js 10 [Js edsse puvbsu lWe,luosse
JJodJs IJpoumlass JJsuesd Is CDO: st wup pildws IJ puoel woluwbs gpdss
CEdw puwdJs J SLA. suopu wede lodldss puvess IUg06 929 puvh 9bsds Jdleold
wpsi6 CDfME Lluwedsle 1Uslzo6 1Je)lGus.

lJgb9é 6. luwdd IJs gdlpd IJowsse wogso sluuule pulb 96 ECMP 3556 Lopu $lispé ECMP
oee9s eds JJl IJglzole Wsol:

Add ECMP

Name

outside-acmp

Awailable Interfaces Salected Interfaces

autside-1

outside-2

[ Cancel

odysu pub §6 ECMP
bl 96 ok 9p 9 b.
lJgl9é 7. pu gdlpd [Jowsse wogso: lued lds lJpunble Jolows.

lod) B lsd9us 1dEJpe Isuoluo Jozns) puvbd IUluwluws. &p lod, 898 edles I zee



Jluols Jlisy wgdw SLA gaso:

FTDv-Azure

Cisco Firepower Threat Defense for Azure

Device Routing Interfaces Inkine

Netwo

¥ |Pwt
any-ipy

¥ IPvi

Edit Static Route Configuration

Type: ® IPvd Py
Interface™
outside-1 -

{Interface starting with this icon [%Bsignifies it is available for route leak)

Available Network C + Selected Network

0, Search A any-ipvd

IPvd-Benchmark-Tests
IPv4-Link-Local
IPvd-Multicast
IPvd-Private-10.0.0.0-8
IPvd-Private-172.16.0.0-12

Ensure that egress virtualrouter has route to that destination

Gateway
10.6.2.1 v +

Metric:

1

Tunneled: (Used only for default Route)

,m3

Route Tracking:

oSy Ipuwh Idiuuluss Jluolids g do SLA

OIS ...

o

4 Add Route

latric Tracked

LI}
%]
Gl

lJglbgo 8.:,3-;;{0 ol IJpedplo IJpJng.._Jé Jogdew SLA IJgbsws Vs 1dyo9ye IJeldss.
ltoshsli loe suvobse yovbo 1) gpdss lesh pod £33 1dg)e: [Jpodé: 9lJe)os.



Edit SLA Monitor Object

Frasquincy (seconds):
&0

i

Threshold (milliseconds);

S000

Data Size (bytes):
28

Mumber of Packets;
1

Available Zones
0, Search

outside?=-sz

oJ9so wede SLA J ISP 1

Dascription;

LA Monator 1D

1

Timaoast [milliseconds);

2000

ToS:

Manitor Address®:

Selected Zones/interfaces

]

| cancel | B



B 03l IJpelde op lwegsle Google DNS IP Jp)l§oé ledlusle FTD Jdsuesd Ids IJloesue (9
CDO) g, IUslzod IUghzsél. byl 9é ok guspl sIJ9u gloj.

pdlzbé: ol %) o&?'v IP o ldozdd pu ledlouss [Jyuesd [Jso wldwed pu 9lzos
FTD IJgbzss. sedu 1o $938 wdosu puwly wluwedsle IP IUss sogds 1davesd Idso [Js
lowdlb Ipuwly IUIG el os B FTD o3l &p pug $oy00 gds IJlouold o CDO.

IJe198 9. 1oy B9 280 90l pu CessU wedw SLA 1> Jdpuwb 103s suvs s
IUslzo6 11wl uss:



Route Tracking:

outside1-sla r | +

¢he 1 wedw SLA

wed IJud) Wl p9lVBE: swe g)u2 £l puLe B0 pe Huwlds Idozis) IJeldss:

Warning about Static Route

This Static route is defined on the
Defense Orchestrator Access Interface.
Ensure the change is not affecting
connectivity to the device

weds) lJodsso

21095 10. 168, B398 1oled6 ol Jluohds puwl 2283 Jslzod Iwslule Iede. ik eo
lJuo9,6 1Joldss 1o 1dB8sed 1Jeeysé Jdpuwl) os wdwolt Lldluolss |Js 3JY: szuss ogde
SLA gJs pg)yd pgodus:



Add Static Route Configuration L7

Type: @ IPva () IPvB

Interface*

l outside-2

(Interface starting with this icon |% signifies it is available for route leak)

Available Network C + Selected Network

o/

[ Q, Search any-ipv4
'

IPv4-Benchmark-Tests

IPvd-Link=-Local

IPv4-Multicast

IPvd-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*
‘ 10.6.3.1

(1 - 254)

Tunneled: j (Used only for default Route)

Route Tracking:

outside2-sla v | 4+

Cancel (0].4
=3

wdysu ldpuwlh Idolow 1Jpod,),)



Edit SLA Monitor Object (7]

Description:

outSide -l

Frequency (Seconds): SLA Monitar ID*:
60 2

Thegshold (milliseconds); Timeout (milliseconds):
000 SiE0

Data Size (bytas): ToS:
28 1]

Mumbér of Packats: homator Solddress

1 [
Avallable Zones
O Search Selected Zonesfinterfaces

L L

I Cancal | m

odysu ldogdo Jolzos IJoslule [Jpd,),06



o9y 999 e9b.

lJglbes 1. |goshsl spdud weass IP Jglzod Idoslole Idelygss wew Idgol; > 1JbLé. gds
lLée pu 3dde Ul sdie 099, odl1dle, who)l Jlu by 86 Idoywesd IJeldss & luwees
gpdso polz ouuzsd 9lzgos b, IJI9le, (CLI):

FTDv-Azure

Cisco Firepower Threat Defense for Azure

Routing Interfaces Inline Sats DHCP WTEP

Rules: UTC (UTC+0:00)

Health Management

Status: - Remote Host Address: NO-IP
Policy: nitial_Health_Policy 2023-06-29 17:28:08 Secondary Address:

Excluded: Mone Status

Manager Access Interface:

(I3 shs) 225 IP Jslzos Ioslole 1Upd s B 2éd 1bLs
lJglb9es 12. v,y IJogss)lo.
(I2oshs) 8 voessy wdJws slges Jyog slgos wuvbdllpeslbss:

cubdd lVu)luos oguegse IUBL6 IJpod))6 g0y 9lzes IUwslule wble IJoibgsd round robin
Jogise 098 o9, 1JbLs wso JJl Uslzole. susdl po 3J. 31 Iy ool Liwds WAN sze9s
eds obl@ oyms 1o, po 1JIE) slue o od b sJ9u o3l IULeulb 09 Loulb IJ]1)é

Il wlows wsupl suds IJiE) Jogues leoslbss Bspdud pog Iboulb 1wl gus odJwds
owdé 1 90pue bovlb ot Idlzoslbs odduws oodg 2. BOs ldpeld IJolds: sop

IJlze Bl LlJslzos GigabitEthernet0/0 J ol WAN I wlws wsuel g pd GigabiEthernet0/1
Jhoolb s ouwe lzoslbs:

1. lvonwd lJs Uig_o_jé > ol FlexConfig gluile yuslwo FlexConfig. W zldo 929> wog
FlexConfig wpe wdyswoe suguosueoe J FTD IUglLo v 9p vogys)o:



Devices Objects Integration

—
Device Management VPN Troubleshoot
Device Upgrade Site To Site File Download
NAT Remote Access Threat Defense CLI
QoS Dynamic Access Policy Packet Tracer
Platform Settings Troubleshooting Packet Capture

| FlexConfig Site to Site Monitoring
Certificates

IJouo9d 1Js $lises FlexConfig
2. lugwle Jlisy FlexConfig gas»:

* Yp vleble lywp JJIlisy FlexConfig.

+ lee) 9 980 sluplds B I3umle 1o, slduse eds IJoslds.

¢« ool odJWs 1dslzole Lluwagsle IUigle,) IJeldss Jel 09 p9 oe B ILo9,6 22.
c lod) V8 edb.

<#root>

interface G gabitEthernet0/0

policy-route cost 1
<=== A cost of 1 means this will be the primary interface for management communication with CDO tenant.

interface G gabitEthernet0/1

policy-route cost 2

<=== (Cost 2 sets this interface as a backup interface.



Add FlaxConfig Object

L]

d Copy-pasting any rich i might inbrockcs ling broaks whils generting CLL Pleaso verily the CLI Bsfone doploymaent.

Inset = Daployrrent | | Everytime - Ty | Append

intacface GlgabitEthersatds/o
policy-Toute cost §

Lnuerface GlgabitErhernetds] 4
policy=route cost 2

luols Jlisy Flexconfig

3. lgey, IJIlisy 1Uss wp logilde edg)l sluodoe |Js Guwupe FlexConfigs 1Jpzss> Jel 09 p9 0z B
1Ju29,8. Je wedb IJogssle suuis Idedsse IUglue .



i ™ Defense Orchestrator

Flexcanfia Policy Edit

Analysis  Policies  Devices Objects  Integration  *3 Return Home | Deploy Q. @ & @

MyFlexconfig [ Preview Config

Entar Description

Palicy Assignments (1)

"8 Selected Prepend FlexConfigs
Ll DLl FlexConfig Object

] Mame Description

x

~ User Dafined 2
—.I 1

“ System Defined
"3 Default_DNS_Configure
=2 Default_inspection_Protocol_Disable
*& Defaultl_inspection_Protocol_Enable
"8 DHCPvE_Prafoc_Delegation_Configure
- DHCPwE_Prefix_Delegation_UnConfigure

*3 DNS_Configure

2 DNS_UnConfigure «F Selected Append FlexConfigs

“¥ Eigrp_Configur n Mame Description 3

*¥ Eigrp_Interface_Configure

; 1 InterfaceCost ag

N Elarp_Unconfigure_All

& Inspect_IPvE_Configura

=7 Inspact_IPvE_UnConfigure
"B 1515 _Configure

"2 1515_Interface_Confguration
<8 1515 _Unconfigure

=7 1515_Unconfigura_All
.

oessu IJdlisy Juog FlexConfig

4. Sp wouy IJogsslo.

lJozdl pu lduoes

1. JJezdd: luwegsp Iie, show network. wp odssy posd e8> Jolzos 116 1Jed ))6:
> show network

==[ ethO ]

State : Enabled

Link : Up

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 60:45:BD:D8:62:D7

Configuration : Manual
Address : 10.6.0.4
Netmask : 255.255.255.0



[ GigabitEthernet0/0 ]
State : Enabled

Link : Up

Name : outside-1

MTU : 1500

MAC Address : 60:45:BD:D8:6F:5C

Configuration : Manual
Address : 10.6.2.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

[ GigabitEthernet0/1 ]

State : Enabled

Link : Up

Name : outside-2

MTU : 1500

MAC Address : 60:45:BD:D8:67:CA

Configuration : Manual
Address : 10.6.3.4
Netmask : 255.255.255.0
Gateway : 10.6.3.1

Configuration : Disabled

2. luouee 1J9lzos IUIG 2iel oo peld sftunnel. spdod oldss 3JY luwagsle 9lzole show
sftunnelgi,o_, show running-config sftunnel:

<ffroot>

>

show sftunnel interfaces

Physical Interface Name of the Interface
GigabitEthernet0/0 outside-1
GigabitEthernet0/1 outside-2

>

show runni ng-config sftunne

sftunnel interface outside-2

sftunnel interface outside-1

sftunnel port 8305

sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346



3. swp oS Idpunh Idpuweows IJs Idusslgws odylissl. bl de o@pe wozsss odJus glzos.
Il gsh IJ9lzos IJBleds JJodsyd sepd eds wessu ldpeeldeo IJpounduwds 1Jpuwoss)o
Josbiu zged 2yIs p)y9) 16 wso JJI IUglzole:

<#root>

>

show runni ng-confi g route-nmap

route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346 permit 5
match ip address FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392
set adaptive-interface cost outside-1 outside-2

>

show access-|ist FMC_GEN 056473829 RBD DUAL_WAN ACL_165748392

access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392; 1 elements; name hash: 0x8e8cbh508
access-1ist FMC_GEN_056473829_RBD_DUAL_WAN_ACL_165748392 Tine 1 extended permit tcp any any eq 8305 (hi

4. lwegs e 1le, show running-config interface <interface> JJoz 88 pu leshle 1Uslzos:

<tfroot>
>

show running-config interface G gabitEthernet 0/0

|

interface GigabitEthernet0/0
nameif outside-1

security-level 0

zone-member outside-ecmp

ip address 10.6.2.4 255.255.255.0
policy-route cost 1

>

show runni ng-config interface G gabitEthernet 0/1

interface GigabitEthernet0/1
nameif outside-2

security-level 0

zone-member outside-ecmp

ip address 10.6.3.4 255.255.255.0
policy-route cost 2



sedu luwepsle veue Il Ilupldss Jezdd eu cede Ideuwble Idos op odssuol:

<{froot>
>

show track

Track 1

Response Time Reporter 2 reachability

Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00

Latest operation return code: OK

Latest RTT (millisecs) 10

Tracked by:

STATIC-IP-ROUTING O

Track 2

Response Time Reporter 1 reachability

Reachability is Up <============= Ensure reachability is up for the monitored interf
2 changes, Tast change 09:45:00

Latest operation return code: OK

Latest RTT (millisecs) 1

Tracked by:

STATIC-IP-ROUTING O

>

show rout e

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.6.3.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.6.3.1, outside-2
[1/0] via 10.6.2.1, outside-1
2.0 255.255.255.0 1is directly connected, outside-1
.2.4 255.255.255.255 1is directly connected, outside-1
3.0
3.4

255.255.255.0 is directly connected, outside-2
255.255.255.255 1is directly connected, outside-2
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