ozese IJuvedlo Jdpuvddle IJuslsgs Os
FirePOWER

lIJpeossle

lJp, 9506
sl Jole |l wl_w.sé

6 .5 FirePOWER
L owl] Blis§ |

lJp 95,00

S9uee 03l lJpuweus a%J IJovedlo IJos gvsop wzeseol Yod Vo 2lds pydj 1dpuwless
lJouse Jlgved vl Igble FirePOWER IJilisg s 9luodlzol.

lJpolbdolo
9008 Cisco Llu oday Jssd pe, W98 wodo lJpuwele:
* oy bbl,6 Firepower (FMC)

* Firepower Threat Defense (FTD)

ceese IUuwedle JJeuvdJle 1Juslses B FirePOWER

1. pUdJd £8) p9dES Bis wyvlpz IJLuwld Blis Iduw,es (FTD) Joels; IJig bl

Szw wzest Ieedsple Bud Boe elds prd; Idpunless [Jdoss Jluweduule igble 1JpuudJé
sluedlzol:

luwe IJpuosd 9809l IP JJ9gré IJos Wuvde.
op lole ls wgsslo posws.
oo Idese: 99e 1Uzgse 9ldpulb 96 1Jjp0s6.
- logeld Jod wels; Ulgbld: pouad poluiné pg dJol Idspsle 19 Is zol suvsb (pz9J)
wSuopl.
+ pbdow ol Idsle, po dJol i sy



Iboly IJsgp IUBOS
o) welys IJBUbd-ldpedsble
Ibol, 21Js welyj Jwvd

* Syslogs Jp>6 10 53ks 8 Jod z29¢ Idgse 9ugo0.
© ozpsE pddd lpuad il Tgble FTD gl odlzol.

Jlousle pJd Igwedulad IJigble slodlizol: beze 1Js llele loble o) FirePOWER sl o lzol.
Joog 2lds: Lze |Js TAC SR.
pold: dsdss wuvgsd IJIsle, oo FTDV.

ouwesd 1U>ged IJs FTD SSH:

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Fire Linux 0S v6.6.5 (build 13)
Cisco Firepower Threat Defense for VMWare v6.6.5 (build 81)

>
>

Juéd IJle, pu clish:

> show tech-support <- - To display configuration of the device.
> show failover history <- - To display failover Date/Time, what was the failover state an
> show failover state <- - To display Last Failure Reason and Date/Time.

2 - puuiJc'S &30 lpdluss 1J9uo9d IJsol po Bod Jews IJleualdle 1Jwvss)ldse
FMC GUI

Sew wzest Ieedsple Boud Bog 2lds oy Idpuwless 1Jdoss Jluwed vl igble 1JpuudJs
luodlzol:


https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://mycase.cloudapps.cisco.com/case

© oplolels ciselo pases.
e lolz 1isle, IUpbodse po wn9esdsd SSH Jozss IJezd e FMC:

elJs 116 1Joe)s) | 9lz06 puwegse GREP -i
elJs bbls IJez)s) | GREP -e "loe bl|lgvd | pe b "
o -Jls
df -h
DBCheck.pl
I9po
. i9¢_|c lJ9009d 1Jis 9lz08 IJpuwcgse Ihuwsess (GUI) J FMC. sl g ould s HuwlJs
gl Bedsd Ies Jsbs blyis Jyuwlds 1gll.
+ leole IJ9uesd 1Js slzos Ideuwotsp Iuwspss (GUI) 1Jgluos wozss Idoede B 1Jbbs
IJeses6: sdip zee poele IUble, 1de3ds)e:
Slzos pumeise
tail -f /var/log/httpd/httpsd_access_log
tail -f /var/log/httpd/httpsd_error_log
c ozpsE pJV Iuueduild Igble FMC gl odlzol.

Jlouile pJd [uwed ol 1Jigble sl odlzol: Lze IJs lzlele Lo ile o d FirePOWER gl o lzol.
Joog 2lds: Lze IJs TAC SR.

pold: Jsbss wuvgsd IJisle, oo FMCv.

ouwesd 1Us>ged IJs FMC SSH:

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center for VMware v7.0.1 (build 84)

>

> expert

admin@firepower:~$ sudo su -
Password:

root@firepower:~#

B wodugsd Ile) po 1Uzs):


https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://mycase.cloudapps.cisco.com/case

root@firepower

root@firepower:

root@firepower

root@firepower

root@firepower

root@firepower

root@firepower

root@firepower:
root@firepower:

root@firepower:

root@firepower:/var/log/httpd# tail -f httpsd_error_log

~#

i~

~#

~#

~#

~#

pmtool status |

pmtool status |

free -g

df -h

DBCheck.pl

top

pigtail gui

grep -i gqui <-

grep -E "Wait|down|disabled" <-

- To display all GUI services status.

- To display services that are in wai

<- - To display Used and Free memory 1in
<- - To display Used and Free disk.
<- - To display any error or warning in database.(Database Integri
<- - To display which processes cpu & memory utilisation.

<- - To display GUI logs in real time.

~# cd /var/log/httpd/
/var/log/httpd# tail -f httpsd_access_log <- - To display GUI web server access logs in

~# cd /var/Tog/httpd/

Jpdlbgs I wedle. bbgd CTRL+C.

3. puvddo VL IJuwe IJlzeslbs J FMC

<- - To display GUI web server error logs in r

Szo ozese Idpedsele dud Bep 2lds oo I wless 1JBoss Jlgved il izble 1Jp ud )6

sluodlzol:

« oplplels ciss)le TASLo.
© J8bs Yuluws Huwlsd 1Jglel JBuud IJuuwe IJlzeslbs.
© od VBudo gedss IJouwe Ilzeslbs 1Js9s e Suvde gpdss ldogwg Idlzeslbs



lJpg29dé/ldoddlissss

B elds Wubd gpdss IJow Idlzeslbs 1dezasds: §p wozese o)l IUpse: 198w
9ldpulb 96 IJjpuss.

. I3l wuvd Idouwg Idlzeslbs 1Us9s B¥e wozpese [)lz |Ji|p_) eole lole lJogwg
IJlzoslbs 1Js>9.s:

tail -f /var/log/backup.log
c 0gpsE pJV Iuwedulld gble FMC sl oJlzol.
Jlouile pJd [uved ol 1Jigble sl odlzol: Lze 1Js lzlele Lo ile o b FirePOWER gl o Jlzol.
Jiog 2lJs: ze |Js TAC SR.
pold: Jsbss wuvgsd IJlsle, oo FMCv.

Sp wouwesd 1>¢9d [Js FMC SSH 96 wogvgsd le) eu 1Uzs):

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
AT11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center for VMware v7.0.1 (build 84)

>

> expert

admin@firepower:~$ sudo su -

Password:

Last login: Wed Sep 6 21:38:20 UTC 2023 on pts/0

root@firepower:~#

root@firepower:~# cd /var/log/

root@firepower:/var/log# tail -f backup.Tog <- - To display backup Togs in real tim

Jpslbes IJuwedle. bgJ CTRL+C.
4. Wyvd vy IJuwsluws

c oplplels cissle prses.
* plos lJouwes IJpsass JJyud Bs vy IJuoe.

+ pudlzos Idpuwegse Iyuwspss (GUI) J FMC. Gp lgs Jdbs Luluvs Jyuwlisd IJgbl
IJgluos vy Idogin 9lduuwg Jeee perd IJpydé:

lo@y B98 1Uoe) 1Jesz9s wzob edlps ldowsse "ouin"s op lud) W9d edlesd IUowyse "uui)"
9loudy W89 edlps IJowssy "lbol; Ipzdgble”.

o ool cudss uuy IJuez: sdie wepse 18z 1Jisle, 1Jp3d9,6:

PU FMC:


https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://mycase.cloudapps.cisco.com/case

loeuulssld Izele
tail -f /var/log/sf/policy_deployment.log
o0 FTD:
loogubisld 1dzele
tail -f /ngfw/var/log/ngfwManager.log
tail -f /ngfw/var/log/sf/policy_deployment.log
« ozpst pdd luveduldd Iglble FMC 9 FTD sl oJlzol.
Jlouile pJd [uved ol 1Jigble gl odlzol: Lze 1Js lzlele Lo ile o FirePOWER gl o lzol.
Jiog 2lJs: ze |Js TAC SR.
pold: Jsbss wuvgsd IJlsle, oo FMCv.

ouwesd 1Usged IJs FMC SSH:

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
AT11 other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center for VMware v7.0.1 (build 84)

>

> expert

admin@firepower:~$ sudo su -
Password:

root@firepower:~#
root@firepower:~#

e woubgsd IJible, po 1Jz3):

root@firepower:~# pigtail deploy <- - To display deployment logs in real tim

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment Togs in r

pold: Jsbss wuvgsd IJisle, po FTDV.


https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ar_ae/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://mycase.cloudapps.cisco.com/case

ouwesd 1U>ged |Js FTD SSH:

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A11 other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.6.5 (build 13)
Cisco Firepower Threat Defense for VMware v6.6.5 (build 81)

>
> expert
admin@FTDA:~$ sudo su -

Password:
root@FTDA: ~#

e woubgsd IJible, po 1Jz3):

root@rFTDA:~# pigtail deploy <- - To display deployment related Togs in real time.

root@FTDA:~# cd /ngfw/var/Tlog
root@FTDA:log# tail -f ngfwManager.log <- - To display FTD to FMC communication related logs in r

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment Togs in r

Jpdlbgs IJuwedle. bbgd CTRL+C.



agy 030 IJUjapd )
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