owpe Lo wyulez FTD HA oo 9od FMC

lJpzogsle

| 9300

lpcbdole | lwl_w,sé
e bdole
ledayle | 306

|Jp 95006

S 03l IJpwews o086 &8s 2elss wodss 2al) IJzelsd IUles pu Cisco Vs 2lJs w9,
eld 1Jps1h6 woluwlos o5 o eoly 1 pelss.

IJecbdole IJlul jusé
lJeobdulo

w90 Cisco vig oJ9u s pgy96 wldesluose 1Joldss:

¢ pIlosp IJogws) IJelds (HA)9IJ90§:56
* odasu e bhs 2ol Idzelss 1dles (FMC)
c odysu ld>uslg I.JTIoL', cu woss galy IJgpelss (FTD) pu Cisco

lIJedsule [Jpuuesed
ouwow Idpedsele 1Jglyo W o3l ldpwous |Js:

o o) bLs gl 1Jzplss [Ubloys (FMC). IJluosl, 7.2.4
* wulpz IUsSle Jos wosss gl Idzpelso (FTD) Iblo,s pu Cisco. IJluosl, 7.0.1

op logule IJrogdgplu |.J_9|_,.>o O o3l Idpweus pu IJlao_,o 1J 09296 WS w56 pgpdso gluoo.
u.)lu a,osg_ IJlaoJo |Jrouuua.)|o0 u_95 o3l |Jr0u.uuu.) uudjsu ,o,ouuga (IGUJluos) Bl Iloe
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peJ9ple luwlpuso
Sew wuisd gjed 1,886 pu software.cisco.com 9od lJw)9s6.

eJs slzos yubo, I9le, (CLIY o wouuésd IJle, show high-availability config s FTD IJouilb
JJoedd pu 2lds 1desdd,) 1delds.

> show high-availability config

Failover On

Failover unit Secondary

Failover LAN Interface: FAILOVER_LINK GigabitEthernet0/0 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 3 of 1285 maximum

MAC Address Move Notification Interval not set

failover replication http

Version: Ours 9.16(2)5, Mate 9.16(2)5

Serial Number: Ours 9AJJSEGIS2T, Mate 9AVLW3FSSK8

Last Failover at: 00:37:48 UTC Jul 20 2023

This host: Secondary - Standby Ready

Active time: 4585 (sec)

sTot 0: ASAv hw/sw rev (/9.16(2)5) status (Up Sys)
Interface INSIDE (10.10.153.2): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface OUTSIDE (10.20.153.2): Normal (Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Other host: Primary - Active
Active time: 60847 (sec)
Interface INSIDE (10.10.153.1): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface OUTSIDE (10.20.153.1): Normal (Monitored)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics

Link : FAILOVER_LINK GigabitEthernet0/0 (up)

Stateful Obj Xmit xerr rcv rerr
General 9192 0 10774 0
sys cmd 9094 0 9092 0
Rule DB B-Sync 0 0 0 0

(=]
N
(=]
IS
o

Rule DB P-Sync O
Rule DB Delete 0 0 1 0



Logical Update Queue Information

Cur Max Total
Recv Q: 0 9 45336
Xmit Q: 0 11 11572

I3l Jp oo ould lgble blo,s. Bolug IJe, 886,
lJodosuy
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Deploy

Q @"@ © admin~

asco oECURE

Configuration
Users

Domains

Licenses

Smart Licenses

Classic Licenses

Health

Monitor
Policy
Events
Exclude

Monitor Alerts

Monitoring

Audit
Syslog

Statistics

Tools

Backup/Restore
Scheduling
Import/Export
Data Purge

¢ 2 sy lJogesd.

[+, Firewall Management Center

Ipdates | Product Updates

Overview

Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.2.4

Currently installed VDB version: build 353 ( 2022-03-07 22:13:19)

Available Updates Readiness History

Type Version

Cisco Secure FW Mgmt Center Upgrade 7.2.4-169

Analysis Policies Devices Objects

Integration

Date

Wed May 10 12:48:58 UTC 2023

Deploy O & £ @ adminv

“Yith SECURE

Download Updates . Upload Update

Reboot

Yes = u

© Lo vl eu lduosss IJes ce wuisdel wlodl Cp 235 wresd.



Firewall Management Center )
et Eronetsct Ll Overview

Product Updates Rule Updates Geolocation Updates
—

Updates

|Jglo9s 2. Wz o IJluwwgsls

Analysis Policies Devices Objects Integratian

Currently running software version: 7.2.4

Aclion 8 Upload local software update package

Deploy Q €0 ¥+ @ adminv MM cec R

Specify software update source (Firewall Threat Defense devices only)

Package |Browse.. | Gisco_FTD_Upgrade-7.2.4-165.sh.RELS0r

| Cancel II

89> gpdsle Voo Iluvaesh ol 3l Jlpe IUlzosé zlojé Jeolugs IJe,)8ss.

c e esh ldovouse Vs gjped [de,dss Iduozses.

Firewall Management Center .
t i doduct Undatas Overview

Product Updates Rule Updates Geolocation Updates

Currently running software version: 7.2.4

Currently installed VDB version: build 353 ( 2022-03-07 22:13:19)

Available Updates Readiness History

Type Version
Cisco Secure FW Mgmt Center Upgrade 7.2.4-169
Cisco FTD Upgrade 7.2.4-165

2 ey 8so ldos o godol. Ws o030 IJzlJé sy Ideerss J:

Analysis Palicies Devices Objects Integration

& Success
Upload succeeded

Date
Wed May 10 12:48:58 UTC 2023

Wed May 3 20:22:28 UTC 2023

Deplay Q, “0 $t @ adminv el sEcURE

Download Updates Upload Update

Reboot

. IJIJgle IJodylkss gus Wuvd IJo,8s6 91deess 1Us 1Jluesh Iduvled.
y wedsu ldbele wes 1dendss Idulees.
. <986 IJwsyulez 2 [Js snort 3.

* 23 pepyco HAlJEl oo  FTD 9lu ) W98 Idwe 8l pu lJluwegsls.



Spdu IJozdd pu ldodse S Hunlsd pyds Iyuwlisd > 1deole.

Product Updates

Rule Updates

Geolocation Updates

Currently running software version: 7.2.4

Selected Update
Type
arsion
Date
Reboot

Cisco FTD Upgrade

7.2.4-165

Wed May 3 20:22:28 UTC 2023
Yes

Automatically cancel on upgrade failure and roll back to the previous version (Applies to individual units in HA or Clusters)

Enable revert after successful upgrade

Upgrade Snort 2 to Snort 3

After the software upgrade, eligible devices will upgrade from Snort 2 10 Snon 3 when you deploy configurations.
For devices that are Ineligible because they use custom Intruson or Network Analysis Policies,
we strongly recommend you manually upgrade 1o Snort 3 for improved detection and performance. Learn more

s Ungrouped (1 teal)

v FFD'M Thweat Defense for VMware Cluster

FTEr_r.\ [_gctuue]_ =

FTOB

Compatibility Check

Results

Readiness Check

By Group
oy Estimated
Completed Snom 3 Upgrade Time
10 min
10 min

Check Readiness

Policies

Devices

Objects Integration Depoy Q @ ¥+ @ adminv Ut crcURE
Deployments Upgrades @ Health Tasks C:’ Show Notifications
- 0 wailting 0 running 0 retrying 20+ success 0 failures | 2, Filter |
ed @ Remote Readiness Check
L= Checking Cisco FTD Upgrade 7.2.4-165 on [ FTD_HA ] 2m 11s X

10.4.11.86: Success. OK to upgrade to 7.2.4-165 version.
10.4.11.87: Success. OK to upgrade to 7.2.4-165 version.

ewpl sop lJpld IJozd8 pu lJlgvoesh Ws JJ po FTD 9ldueszs os "uzle" spdu lg)le

~  Ungrouped (1 total)
ST L ——

FTD_A (active)

FTD_B

Compatibility Check

Readiness Check
Results

Success

Success
e

121096 3. 856 FTD Bes w9, elJ

By Group v
Readiness Check Estimated
Completed Snon 3 Upgrade Time i
2023-07-20 14:33:00 10 min 1
2023-07-20 14:33:00 10 min 1




* 29z HASILE) W98 wovse.

Firewall Management Center

| System [ Updates | Upload Update

Overview Analysis Palicies Devices Objects Integration Deploy @ @ i+ @ adminv '2',';}'& SECURE

Product Updates Rule Updates Geolocation Updates

A Warnings X
» Version 7.2.0 onwards, the Intelligent Application Bypass (IAB) setting is deprecated for ... See More
» Version 7.2.0 onwards, the port_scan inspector is deprecated for Snort 3 ... See More

Currently running software version: 7.2.4

Selected Update
Type Cisco FTD Upgrade
Version 7.2.4-185
Date  Wed May 3 20:22:28 UTC 2023
Reboot  ves

Automatically cancel on upgrade failure and roll back to the previous version (Applies to individual units in HA or Clusters)

Enable revert alter successiul upgrade

Upgrade Snort 2 to Snort 3
After the software upgrade, eligible devices will upgrade from Snort 2 1o Snor 3 when you deploy configurations.
For devices that are ineligible because they use custom Intrusion or Network Analysis Policies,
we strongly recommend you manually upgrade to Snort 3 for improved detection and performance. Leam more

By Group -
'  Ungrouped (1 total) Compatibility Check Eg:‘t:_ﬂe;s Sk g%:l‘llu;l\:;sdcrwck Snort 3 EI:;\‘(IillTﬁe i
v & ET_I?;':"?:.H:_‘,M., Mhwest Daferse fo o Pt
Ff'?;—.’?‘_f_?‘“f! I neck § Success 2023-07-20 14:33:00 NIA 10 min 1
B & < Pt Thssci Diiiassa tar Vs s3I0 Compatbility check pass with Success 2023-07-20 14:33:00 NIA 10 min 1

Check Readiness

ogds) Jewlogd 1o, 9séc s89p IJuble wlgls [Joposs JIJpld 1w, 886. 23> OK.

@ 10.88.243.115:43092

Update installation will reboot the system(s). Are you sure you

want to continue?

Sedu IJozdd pu ldodse S Hunlsd puds Iyuwlisd > 1deole.



Policies Devices Objects Integration Depoy Q @ ¥t @ adminy b cpcine

Deployments Upgrades @ Health Tasks C) Show Notifications
|
0 waiting 1 running 0 retrying 20+ success 0 failures | Q. Filter

Remote Install

Apply Cisco FTD Upgrade 7.2.4-165 to FTD_HA 8m 57s
FTD_B : Upgrade in progress: (14% done.12 mins to reboot). Updating Operating System...
(300_os/100_install_Fire_Linux_05S_aquila.sh {in background: 200_pre/600_ftd_onbox_data_export.sh))

firepower: \View details.

Doy =

Bl oo B9 FirePOWER: g, 0 lJoBluosd: sop ehu2 IJodse wlbysds Humsess suvedle
status.log.




Upgrade in Progress

o= ETD_B
10.4.11.86
Cisco Firepower Threat Defense for VMware (Version: 7.0.1-584)

Version: 7.2.4-165 | Size: 1.04 GE | Build Date: May 3, 2023 8:22 PM UTC
Initiated By: admin | Initiated At: Jul 20, 2023 2:58 PM EDT

-

14% Completed (12 minutes left)

Upgrade In Progress...
Updating Operating System... (300_os/100_install_Fire_Linux_0S_aquila.sh (in background:
200_pre/600_fid_onbox_data_export.sh))

© Upgrade will automatically cancel on failure and roll back to the previous version.

v Log Details g
Thu Jul 28 18:56:51 7% Running script 208_pre/282_disable_syncd.sh... 13 min:
Thu Jul 2@ 18:56:51 7% Runnimg script 200_pre/400_restrict_rpc.sh... 13 mins
Thu Jul 28 18:56:51 7% Running script 200_pre/500_stop_system.sh... 13 mins
Thu Jul 28 18:57:17 7% Running script 200_pre/501_recovery.sh... 13 mins rem
Thu Jul 2@ 18:57:18 14% Running script 20@_pre/5@85_revert_prep.sh... 12 mins
Thu Jul 28 18:58:85 14% Running script 2@8@_pre/999_enable_sync.sh... 12 mins
Thu Jul 2@ 18:58:085 14% Running script 30@_os/@01_verify_bundle.sh... 12 min:
Thu Jul 2@ 18:58:86 14% Running script 3@8@_os/@02_set_auto_neg.pl... 12 mins
Thu Jul 2@ 18:58:06 14% Running script 300 _os/@60_fix_fstab.sh... 12 mins re
Thu Jul 2@ 15:58:06 14% Running script 30@_os/100_install_Fire_Linux_05_aqui

Cancel Upgrade ‘




pdlebé: cuueg)rd IUendss 2olds 20 5856 JJJ FTD.

=Q9..5 CLI. 9L§>p Suvwbss Juo WpLow VS wpuwsy peds Ingfwivar/log/sf: luw9d |Js s,
uudow 9bed IUzs) pouds.

> expert

admin@firepower:~$ sudo su

Password:

root@firepower:/home/admin# cd /ngfw/var/log/sf

root@firepower:/ngfw/var/log/sf# 1s
Cisco_FTD_Upgrade-7.2.4

root@firepower:/ngfw/var/log/sf# cd Cisco_FTD_Upgrade-7.2.4

root@firepower:/ngfw/var/log/sf/Cisco_FTD_Upgrade-7.2.4# 1s
000_start AQ_UUID DBCheck.log finished_kickstart.flag flags.conf main_upgrade_script.log status.T

root@firepower:/ngfw/var/log/sf/Cisco_FTD_Upgrade-7.2.4# tail -f status.log



state:running

ui:Upgrade has begun.

ui: Upgrade in progress: ( 0% done.l4 mins to reboot). Checking device readiness... (000_start/000_00_r
ui: Upgrade in progress: (64% done. 5 mins to reboot). Finishing the upgrade... (999_finish/999_zzz_com
ui: Upgrade complete

ui: The system will now reboot.

ui:System will now reboot.

Broadcast message from root@firepower (Thu Jul 20 19:05:20 2023):

System will reboot in 5 seconds due to system upgrade.

Broadcast message from root@firepower (Thu Jul 20 19:05:25 2023):

System will reboot now due to system upgrade.

Broadcast message from root@firepower (Thu Jul 20 19:05:34 2023):

The system is going down for reboot NOW!

Sop 9u2E edles "pdopd” eds 2lJé 1, 9ss eds 9lzed IJpuwese Iuwspss (GUI). sobbo,
IJgbsle 1Jeldss.

@ Upgrade Completed X

== FTD_B
10.4.11.86
Cisco Firepower Threat Defense for VMware (Version: 7.0.1-84)

Version: 7.2.4-165 | Size: 1.04 GE | Build Date: May 3, 2023 8:22 PM UTC
Initiated By: admin | Initiated At Jul 20, 2023 3:08 P EDT

(7.01-84 ‘m
Upgrade to version 7.2.4-165 Completed

o Upgrade will automatically cancel an failure and roll back to the previous version.

» Loag Details

o Idopld Ide, 886 W Idzol; IJlzoslbs: ool WO IJzoly IJuil.



Upgrade in Progress

== FTD_A
10.4.11.87

Cisco Firepower Threat Defense for ViMware (Version: 7.0.1-84)

Version: 7.2.4-165 | Size: 1.04 GE | Build Date: May 3, 2023 8:22 PM UTC
Initiated By: admin | Initiated At: Jul 20, 2023 3:18 PM EDT

>

14% Completed (12 minutes left)

Upgrade In Progress...
Updating Operating System... (300_os/100_install_Fire_Linux_0O5_aquila.sh (in background:
200_pre/600_ftd_onbox_data_export.sh))

»> Log Details

Cancel Upgrade |

B 9lzod Lulo, IJislo, (CLIY. loedd 1Js LINA (slzos ulo, 1Jisle, lJouivgsuoss Jogp [Juble)
902838 pu 2lJs weles I il Ws FTD B 9 o¢ IUluvogsh wluuagsle IJie, show failure over
state.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower> enable
Password:
firepower# show failover state

State Last Failure Reason Date/Time
This host -  Secondary

Standby Ready None
Other host - Primary

Active None

====Configuration State===
Sync Done - STANDBY

====Communication State===
Mac set

firepower#
Switching to Active
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@ Upgrade Completed X

o= FTD_A
10.4.11.87
Cisco Firepower Threat Defense for VMware (Version: 7.0.1-84)

Version: 7.2.4-165 | Size: 1.04 GE | Build Date: May 3, 2023 8:22 PM UTC
Initiated By: admin | Initiated At Jul 20, 2023 3:28 PM EDT

o @

Upgrade to version 7.2.4-165 Completed

> Log Details

Close

IJeb9s 4. oossd IJubs) Jugub (lteshs)



pdletps: 131 Jlu 1Jzol; IJeluss wublbol Blue JI sdso Jo ks cles) gpdsles.
lo lJosw, ‘F—:‘J‘S zoly luwluws uuulo 9oly9s pod Idiguegsls 09 1o pplyws wuwles
eds cede s wrlyy Vuvd spdu lu sere.
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ewall Management Center

Fir

y ha Moaacacs Overview Analysis Policies Devices Objects Integration Deploy O @ #+ @ admin~ il SECURE
evices | Device Management
—
Deployment History
View By: Group A
Al(2)  ®Emor(0)  ®Warning (0) Offiine (0)  ® Normal (2) Deployment Pending (1)~ ® Upgrade (2) @ Snort 3 (2) | & search Device
llapse Al
| Name Model Ver. Chassis. Licenses :ccess Cohirl Auto RollBack
= olicy
|~ Ungrouped (1)
— FTD_HA
L ™ High Availability
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10.4.11.87 - Routed ]
-4 FTD_BiSecondsry, Active) [Snort3 FTDwv for VMware 7.24 LTE Base, Threat (1 more...) policy_lab 5 H
10.4.11.86 - Routed
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E_lr?wal.l\ Mtallr}??elm:er:t Center Overview Analysis Policies Devices Objects Integration Deploy O, @ 3+ @ adminv el SECURE
vevices | Levice Managemer
—
. Deployment History
View By: | Group -
All(2)  ®Ermor(0)  ® Warning (0) Offine (0)  ® Normal (2) Deployment Pending (1) ® Upgrade (2)  ® Snort 3 (2) Q_ Search Device |
Collapse All
Name Model Ver.. Chassls Licenses :;:ﬁess Comeul Auio RollBack
ey
“ Ungrouped (1)
FTD_HA .
L1 Hign avaitabiiy L&
Switch Active Peer
" s Break
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L& " outec
Delete
) Revert Upgrade
4 m_ﬁs::o?:ar:.: ) FTOwv for Vidware 7.2.4 NfA Base, Threat {1 maore...} policy_lab € Health Monitor
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Troubleshoot Files



Switch Active Peer

Are you sure you want to make
"FTD_A" the active peer?

| No

IJozdd pu 2ldd IJosd, Idelds B wolss Idondss goglss IJSuud.
lzo36 > b6 1Jlgo ;06

Firewall Management Center
Devices | Device Management

Overview Analysis Policies Devices Objects Integration Deploy Q@ £+ @ adminv | Wl secuRe

Deployment History

View By: | Group -
All(2) @ Ervor (0) ® Waming (0} Offline (0) @ Normal (2) Deployment Pending (1) ® Upgrade (2) ® Snort 3 (2) Q, Search Device |
Collapse Al
[ Name Model Ver.. = Chassis Licenses ::ﬁ::‘ Lontre] Auto RoliBack
[] ~ ungrouped (1)
— FTD_HA »
U ™ High Availability g
© FTD_A(Primary, Active) (SO FTDvfor VMware 724 NJA Base, Threat (1 more..)  policy_lab “ i
10.4.11.87 - Routed -
- FTD_B{Secondary, Standby) |Snof3 FTDw for Vdware 7.24 NiA Base, Threat (1 more...) pelicy_lab 3 H

10.4.11.86 - Routed
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Devices Objects Integration Q d’ I+ @ adminv vl creRE

[}
Q Advanced Deploy [ME][TEA] v
at FTD_HA I Ready for Deployment 1
h
Fa
A 1 device is available for deployment Ez +9 :

lJozol pu lduoes
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© B 9lzos IJpuuegsp lyuwsesé FMC. loodd [Js 1dizess > 1blys IJizo 6.

L Firewall Management Center .
[t} = g . Cverview Analysis Policies Devices Objects Integration Deploy ©, @ £ @ adminv |l secure
—
Deployment History
View By: Group il
ANl (2) ® Error (0) ® Warning (0) Offline (0) ® Normal (2) Deployment Pending (3) ® Upgrade (2) ® Snort 3(2) €, Search Device m
—
Collapse Al
Namae Model Varsion Chassis Licenses Access Control Policy Auto RoliBack
~ Ungrouped (1)
FTD_HA .
™ High Availability 73
FTD_AlPrimary, Active) ‘Snort 3 FTDv for Wiware 724 NIA Base, Threat (1 mare...) policy_lab
10.4.11.87 - Rout _
w L FTOv for Vidware 7.2.4 Wi Base, Threat (1 more..) policy_lat

* o 9lzes sulo, IUlsle, (CLI. w28 po 2lJs welss IJBubd wluwogsle IJle, show zlJs
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Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Firepower Threat Defense for VMware v7.2.4 (build 165)

> show failover state

State Last Failure Reason Date/Time
This host - Primary

Active None
Other host - Secondary

Standby Ready None

====Configuration State===
====Communication State===
Mac set

> show failover
Failover On
Failover unit Primary
Failover LAN Interface: FAILOVER_LINK GigabitEthernet0/0 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 1285 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.18(3)39, Mate 9.18(3)39
Serial Number: Ours 9AVLW3FSSK8, Mate 9AJJSEG]IS2T
Last Failover at: 19:56:41 UTC Jul 20 2023
This host: Primary - Active
Active time: 181629 (sec)
slot 0: ASAv hw/sw rev (/9.18(3)39) status (Up Sys)
Interface INSIDE (10.10.153.1): Normal (Monitored)
Interface OUTSIDE (10.20.153.1): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - Standby Ready
Active time: 2390 (sec)
Interface INSIDE (10.10.153.2): Normal (Monitored)
Interface OUTSIDE (10.20.153.2): Normal (Monitored)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
Link : FAILOVER_LINK GigabitEthernet0/0 (up)

Stateful Obj xmit xerr rcv rerr
General 29336 0 24445 0
sys cmd 24418 0 24393 0

Logical Update Queue Information

Cur Max Total
Recv Q: 0 11 25331
Xmit Q: 0 1 127887

Bl Il I po FTD gds v Idluosl) 9dlow 2lds Ideswd,) Idglds uwdsed: gsuisd odyy
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