o J950 #5506 Luwes LDAP J RAPN gJs FTD
1J 31,6 9l wlos FDM

lJpzogsle

sbole Lodase FDM

lowed il | izble oo, Jizol

lo Sl 6

|Jp 95006

SueS o3l 1dpwews lple luwedsle Ebp wi9w9dsd 1dsuosd Ids 1Usdsd s 1Ugs0 (LDAP)
JJeuoh$s gds puweses e ds VPN (RA VPN) Jdsuosd o we> (RAVPN) 9ogasdop
9ue9d U ds pEodd luwoubl [ds eue9ss presewop eds ¢be LDAP.

e bdole IJlul jusé

lJpobdole

* pEr98 lwlwss Lodso RAVPN gds e, lzosé 2l IJzelss (FDM)

* pgy90 lwlywss vodssy ¢lbp LDAP gJs FDM

© 28,86 luulwss wolzos wyvlpz wbusd wdd IJelds 1Ulbe )l oss (REST) (API)
9puweIdud FDM REST API

« 1Jluool, 6.5.0 oy Cisco FTD g IJizse 1Jes1)8 w9l uloé FDM

IJedoule [Jpuespd

e luwoesle luosble IUizess slduslee IJoldss JJobosddizess:

+ Cisco FTD:. IJ]_o>l, 6.5.0¢ build 115
+ Cisco AnyConnect. |J]_o>l, 4.10

* ¢l Microsoft Active Directory (AD)

« Postman Ig Is bl Ig s Jolss, API



% pdlebbo: Jl w99, Cisco sgp IJodssy J Microsoft AD Server 915 lJe)so.

wp logule |Jro=&_J_9fo|o 1J9l)s6 Vs 03l IJpuwews pu IJiao_jé 1J 092956 WS w56 pgpdso gluoo.
wlo zese 1Ulgojo |Jrou.uo2_..>p<"2 9 ol .IJ,ouqu{vong@o peude (I8o)lups). Bl Jlue
Jvodod §6 IJogvgsd Volds pu Bopd Jdoles) Idpzoed JIs ).

w99 IJpol> 96

= A
1Tk

At Dirgciofy

Uz w99 pglob Lues LDAP

1. 899p Idpuwegsp woosss louold VPN JJdsuosd g0 wed IJs FTD 9599, luwpe puweise
9JJpé o9, Jeuwlwo gds Active Directory (AD).

2. syuud FTD bJo LDAP |Uss ¢lse AD g, lJpews 389 Iy 636 (LDAP ¢, SSL)

3. suvwesw AD J FTD pg JJ IUwpele Idp,oobé Oldpuuegse.

4. sblod FTD Bsp 1w es lUpuucdes pe oesso uues LDAP 1Uss o e loublse eds FTD.
030 0S £pJs6 IJogosd.

5. 0gd3JdY s¥9p Idpuwwese wldlouold wldlgshle 9o ool oo Group-Policy IJos wobleu@
o€ IJuwps memberOf Vs wessy yuwpo LDAP.

JIg)lLo 03l 1dpuwews: sop lple od9s o puveeses AnyConnect luwegsle yuped g,09 LDAP.

© wp wEssu lduwes memberOf oy gbp LDAP JIJJ puwedde IUs Jslo IdapValue g Js FTD.
Bl IIG IJppwese suops IUs peses AD Idpblo$s Olo voz IUpzeses Iedesu «
IdapValue o3l p9,9¢ pu Sod Jpuueésp.

« Vs elds grp wlblud Bspé upé memberOf JJouwoesp ot ls po Jsly IdapValue b
FTD: sop w9)se wog ldpzeses lJle,)luos Jpdd wg)sd Idleold 1Jpzss. WOs ol
IJeold: soe w9rse NOACCESS Group-Policy 1. .

lJodysy

Op wdysy pebl upd LDAP J FTD IUss oop bhoo u9luwlos FDM Cluegsle 9lzoed oyped
wlbosyle REST.

ebsle IJodyso eJs FDM

IUgoss 1. 02l pu wuwesd IJeol S Ideszsue IUsds.



.
-::|I|i-;|‘;- Firepower Device Manager o e b =
¥ Maonicring Palicies Objects Durvice: Mirepoveer
@ Model Saftware
Cinco ARASSAS-X Theeat Doferse #.5.0-115

vioE Rula Update
.0 201 9-08-12-001-vrt

interfaces Routing Updates System Settings
Connected 2 routes Geolocation, Rule, VDB, System Upgrade, Managsment Accass
Enabled 3 of 3 Security imeligence Feeds Legging Settings
View All Intorfaces Vigw Configuratian > View Configurstion > OHER Sahar
DNS Servar
Mansgomant Nerese
. Hosmame
Smart License Backup and Restore Troubleshoot =,
Rogisiened No fles created you Cloud Services
Reboot/Shutdown
View Gonfiguration Viaw Configuration » FRECHIEST FLE 0 BE CGREATED

Traffic Settings

Site-to-Site VPN
1 connection

View Configuration

Remote Access VPN

Configured
| 5 Group Polcios

Wiaw Configuration

URHL Filtaring Prodorences

Advanced Configuration Device Administration

Inciudes: FienConflg, Smart CLI Audit Evens, nt History,
Dowrdoad Configuration
> View Configuration > Views Configuration >

lJgb9s 2. 288 pu wedsu uylgsue AnyConnect ¢ Js FDM.

- o HE =5
ManRoring Palicias Objncts

Darvice Sumenany
Smart License

CONKECTED
SUFFICIENT LICENSE

Threat

& Eranied

This Liconse alkows: you 0o peefom v el

Darvica: fropower

Last syme: 11 Oct 2019 05:33 AM
Bt gyme: 11 01 2019 09:43 AM

and file conteol, You

must have this Bcenseo to apply iIntrusion policies In access rules. You also must havo this

Bopnso 1o apphy file policios that Sontndl filgs: Bured on Mg typo.

ncludos: B Intrusion Policy

URL License

& Enabiled

This Bepnss sl you to contol web sccsss based on URL categorss and repinations, rathar
than by indivicual UIRL alone:. You masst have this Bosnss 10 doploy accoss rules that fiter wob

traffic based cn categony and reputation.

Includes: LAIL Ropanmion

Base Licanse

& Erabiled

®
®
®
®
i
|

Go o Clowd Sordces £ W

This Liconse aliows you 1o perfom Clsen Advanced Mabwane Protecsion [AMP) with AMP for
Firepower and AMP Threat Grid. Wou must have this Boense to apply fle policles that detect
2 Block madvwang I Mg ransmithid over your netwark,

nclusas: Dy Fie Policy

RA VPN Licensea Typs PLUS * DISABLE

@ Enabled

Plangs Skt the Bconso ops that you purchased 10 enable remoso socess VPN, Nodn that
Firopower Devics Manages coas not support ary of the atvanosd featunes covered by the
Apax lhoonse.

Includas: RA-VPN

ERARLED ALWAYS

Thils panpatal Roenss B incloded with the purchase of the sysem. You mist b this Boenss
to configure and uso the device. it covers 3l featunes not covensd by subscription censes.

Encludes: Base Firewall Capabiliies. Applicmion Visibilisy snd Contral




121096 3. ©283 pu wepdsu ldpsile Idos sop lJopde Ssol gu bysd IJouoss) Ss 1d,e;
lJpes,.

e ; . i ) T [ 1)
'cl Slclol Firepower Device Manager = O ) .
| Monitoring Policies Objects Device: firepower

Device Summary
Assigned Virtual Account:

Smart License Export-controlled features: Eruabled

Go to

° CONNECTED Last sync: 11 Oct 2019 09:33 AM
FFICIENT LICEN Next sync: 11 Oct 2019 09:43 AM

SUBSCRIPTION LICENSES INCLUDED

Threat DISABLE
&t
This License allows you to perform intrusion detection and prevention and file control. You

must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

% pdlebo: s,y o 03l IJpuaus i, RA VPN op wdsuo wldued. syzs ldyzee IJs
lJeuwows IJolds Jdzuosd Js 038> pu Idpedyple 29d Jisdiss wdase, WAPN
FTD lJ3s wop bhoo 9l wlbo FDM.

lJgbsé 4. luovd lJs wvog peesed Remote Access VPN>.


/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html
/content/en/us/td/docs/security/firepower/650/fdm/fptd-fdm-config-guide-650/fptd-fdm-ravpn.html

Al o evica Wiansser B o = =m @ @ @ namin
CISCO. ¥ =SS Morninaring Policies Cujects Dovice: lirepower - Agminstrator
il Bl
m & 1 i
C== @@ =
.
\
Interfaces Rauting Updates System Settings
" 2 routes Guclscation, Rule, VDB, System Upgrade, Wtan e
Enabiled 3 of 9 Security Inteligence Feeds L
Wi Al Inbertaces 3 Wiiw Configuration > View Configuration » .
; e
[l wrfac:
i Hst
Smart License Backup and Restore Troubleshoot e
o Bl croated yot P
Rk
Wiew Configuration 3 Wiew Configuration b PRECUEST FILE TG BE GREATED
Tratfic Settings
URIL Filtering Frofernces
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
1 connection i Enclades: FlexCanfig, Sman GUI Ausdit Evanas, Doployment Histary,
2 connections | § Group Polickes Dorwniaad Configuration
Wiew Configuration » View Configuration > View Configuration » Wiew Configuration »

1J21096 5. luodd Ids woz 1dezesgs. o) B999 '+ Jodssy woe Ipeeses IUpodwds JIJ
pee986 AD. Vs o3l ldpeld: wp wdssu uwsluwle IJpegzpesss Finance-group-policy gHR-Group-

Policy I T-Group-Policy JJy_o9Jd IJs Uvwdle W,e86 pgoddo.

Add Group Policy

Session Settings
Advanced

Address Assignmant

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy

Name

Finance- Group-Policy

Deseription

Finance User Group|

DNS Server

Select DNS Group

Banner Text for Authenticated Clients

Default domain

AnyConnect client profiles

wouo ey Finance-Group-Policy IJlgsble IJeldsé:

<ffroot>

firepower#

show run group-policy Finance-G oup-Policy

CANCEL




group-policy Finance-Group-Policy internal
group-policy Finance-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist val ue Finance-Group-Policy]|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none

webvpn
<output omitted>

9eds v peled suvoed vog preses IUpshy IJoyinss eds Idlesble IJeldse:

<#root>
firepower#
show run group-policy HR G oup-Policy

group-policy HR-Group-Policy internal
group-policy HR-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value HR-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none

address-pools none
ipv6-address-pools none



webvpn
<output omitted>

9lzs)l S2e9s oz peeIEs ©BuSs ldpedsele eds Idlesble IJeldss:

<#root>
firepower#
show run group-policy |IT-Goup-Policy

group-policy IT-Group-Policy internal
group-policy IT-Group-Policy attributes
banner value You can access Finance resource
dhcp-network-scope none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelspecified
ipv6-split-tunnel-policy tunnelall

split-tunnel -network-1ist value |IT-G oup-Policy|splitAc

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
<output omitted>

lJglb9é 6. 9p wluuvle Noaccess Juog IJpegeed sluedd IJs leshle Idgduwé 99, wlJgle
wea$d tsh wuvesd 1dsgad ldpujleo JIJ puweise. sepd odl eds wessu Jsps gpdsle
ouvesd IUsgad IJpuslews J VPN IJs 0.

o9 J$p6 gpdsle wuwesd 1Usgsd Idpuslews 1UEluos wlduveds 1Uglues Idblo,ss (VPN)
B "woz Ipzeses" gus wesswol ds 0 Lluole louold 1Juvwds 1Ugloé 1blo,sé (VPN)
Jdpumetse B9l sop luwesle 030 1J1ss Jpue Idpuwetspsu IUssu suceso Is Ls
020988 puweEdpsy AD Ll Ipzpoele 1Jpdsus (B o3l IJpeeld Finance Is HR ig IT) o0
logvle loualdle olees o FTD 9ldsuosd 1Us 1Jpesls 1Ulews 1Jew9d,6 bbb Jpuwlule ppeoesd
IJpuwotspso ldpuwese wol.



SI9e w90 IUdSU sueEIU IJs presele puveirps AD IJuozsts weblods peblb
wwpd LDAP O FTD 95,890 uvsluwle IJpzeses Idpgsud: vsuel s)o Idpumwedrpso Idsso JI
Suoesv s ks pu IUpzesele Ideuwesz wol wes 3Jd woz Idpzeses IJIGe,)luos Jpdd weisd
IJlouold: 91d3s 09 s 030 IJzlJo NOACCESS.

Add Group Policy

Mame -
Q Search for attribute
NOACCESS
Basic Description

To avoid users not belonging to correct AD group from connecting to VPN
: : v
| Session Settings | .

DNS Server

Advanced

Select DNS Group w
Address Assignment AL

Split Tunneling Banner Text for Authenticated Clients

Il be shown to successfully authenticated endpoints in the beggining of their VPN session

AnyConnect
Traffic Filters

Windows Browser Proxy
Default domain

AnyConnect client profiles

+



Edit Group Policy

Q, search for attribute Maximum Connection Time
Unlimited
Basic
Soiar Idle Time
-
Advanced 1-35791394; (Default: 30

Address Assignment
Simultaneous Login per User

Split Tunneling

AnyConnect

Traffic Filters

Windows Browser Proxy

Sew9s wog peessd NOACCESS gJds IJlgshle Ideldss:

<#root>
firepower#
show run group-policy NOACCESS

group-policy NOACCESS internal
group-policy NOACCESS attributes
dhcp-network-scope none

vpn-si mul t aneous-1ogins 0

vpn-idle-timeout 30
vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable
msie-proxy method no-modify
vlan none
address-pools none
ipv6-address-pools none
webvpn
anyconnect ss1 dtls none
anyconnect mtu 1406

Connection Time Alert Interval

1 ninutes

Idle Alert Interval

1 ninutes




anyconnect ss1 keepalive 20
anyconnect ss1 rekey time 4
anyconnect ss1 rekey method new-tunnel
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect profiles none

anyconnect ss1 df-bit-ignore disable
always-on-vpn profile-setting

1Jeb96 7. loodd lJs wososdle IJosuosd sluuits o903l Jdlogald. B o3l ldeeld: Iuwe
pJV IJog s 09 Remote-Access-LDAP. I¢c,) puo5) 1do9gso IJluwlgus AAA B9 9380 Cluile
U9E ¢bp puol> 96 gas> AD.

N1 [T TR — b i o [ ] SN E @ admin
CISCO SE=EY =t 4 ' Moni 3 jts Device: firepower e NS . Adi
Remote-Access-LDAP
Group Alias (one per ine, up fo 5) Group URL {one per iine, up to 5)

Remote-Access-LDAP

Primary ldentity Source

Chent Certificate Only AAA and Client Certificate

Primary Identity Source for User Authentication
1, Spocial-iderities - Fealm

AD
5 - Source

RADIS Senver Group

I>ed pedsple ¢lope AD:

o luwp puwedpe lUrdsd

* JJed pi9, 1d>dsd

* DN IJigwl us

* pzld AD IJlgul s

¢ luwe IJpuosd /euslo IP
. |Jpot_.95

© u9g ldogvds,



Add ldentity Realm

@ |dentity Realm is used for Identity Policies and Remote Access VPN. Any changes impact all features that use

this realm.
Name Type
LDAP-AD Active Directory (AD) W

Directory Username
administrator@example.com

e.g. user@example.com

Base DN
dc=example,dc=com
€.g. ou=Uuser,; de :-'L‘}Zc'!f",l'.h'i.‘. aoc=com
Directory Server Configuration
E 192.168.100.125:389

Hostname / IP Address

192.168.100.125

e.qg. ad.example.com
Interface

inside_25 (GigabitEthernet0/1)

Encryption

NONE

Add another configuration

Directory Password

AD Primary Domain

example.com

e.g. example.com

Port

389

lrusted CA certificate

lody £ds IJelds slée, NOACCESS Juoz IUpzeses IJIde,luos Jadud o Ileuold osl.



sl R S SR e e (M s i) o 5= [t ] H admin
cisco. irepower Device Manage: Manitoring Policies Objects Device: firepower @ @ : Administrator
Remote User Experience

View Group Policy

Finance-Group-Policy .
HR-Group-Policy
IT-Group-Palicy

@  NOACCESS | (i ]
SSLVPN

b JIWs IJogss)le. sdyu pdd we s IJleuold Remote-Access-LDAP Il o)l cpe
oJ9so RA VPN.

ailiananar L o = == =] @ @ @ . admin
; Vidlidger v = ot
4 Monitoring Paolicies Objects Device: firepower . s Administrator

Device Summary

Remote Access VPN Connection Profiles

1 object Q Searc +

e Group Policies

]
1 |Remote-Access-LDAP Authentication: A4A Only MNOACCESS

Authorization: Nene
Accounting:  None

tbsle IJoYysy Jogssy ywps LDAP
IJglo9s 1. woe wubgsd puwed v 9lzos w)pes IJobossle (API) IUglue o FTD.

ST9S purodid 9lzos w)prd IJobosdle (API) gds $lises slzos w)pzs Idobosdle (API)
lJIlpd Idpe9s,6 eds FTD. lue@d IJs https://<FTD Management IP>/API-Explorer

e Idoers) Juwdd [Js Suwe LdapAttributeMap slud, edso JJibJle eds zese IJgsble
|._J|o>&9|o6.



Ik Firepower Device Manager e 0. & = @ . @ e
Cisco Monitoring Policies Objects Device: firepower Administrator

LdapAttributeMap Show/Hide  List Oporations  Expand Operations
Jobject/Idapattributemaps

[/object/idapattributemaps

fobject/Idapattributemaps {objld}

Jobject/idapattributemaps/{objid}

fobject/Idapattributemaps/{objid}

FTD REST API

AP Explorer

) edlebs: B 03l lJpold: wuwegse Postman Jisls glzos w)pzs wbousdle Jodaso ¢rsbs
wvped LDAP.

IJglogs 2.]ol96 pep9es uwles IJuss> Jodss o LDAP.

Create New Templates APl Network

BUILDING BLOCKS

Request Collection Environment
GET Create a basic request Save your requests in a collection for reuse Save values you ."rf‘ql:PI‘Il',’ use in an
emaronment

ADVANCED

APl Documentation Mock Server Monitor
|E Create and publish beautiful Craate a mock server for your in- Schedule automated tests and check
documentation for your APIs development APls performance of your APIs
APl

.. Manage all aspects of API design,
developrment, and testing

Mot sure where to start? Use a template to see how Postman can help you in your work,

Learn more on Pastman Docs

Ibed luwel Joso Ipze9es.



LLECTION

FTD-6.5.0 LDAP Authorization

Description Authorization Pre-request Scripts Tests VYariables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions suppert Markdow

Cancel

o Idlgwel 229Js 9ueass [Juge OAuth 2.0

Name

FTD-6.5.0 LDAP Authorization
Description Authorization @ Pre-request Scripts Tests Wariables
This authorization method will be used for every request in this collection. You can averride this by specifying one in the request,
TYPE o Heads up! These parameters hold se & data. To keep this b4

OAuth data secure while working in a collaborative onment, we
recommend using variables. Learn more about variables

The authorization data will be automatically generated

when you send the request. Learn more abou
Access Token A Token Available Tokens

Add auth data to Get New Access Token

Request Headers

Cancel Update

lJiso 3. luedd lJs pdd > [esblo §p wlsdlo ouvesd Idozdd pu ivole SSL Jozuw
Ouivd puoles SSL gws huwld bdole APLJs FTD. sswpe IJ8sle w3Jd I3l iy FTD suuwgse
uol>é 9. 986 3lusl.



L) Postman
[File | Edit View Help

MNew... Ctrl+N
New Tab Ctrl+T

New Postman Window  Ctrl+Shift+ N

New Runner Window Ctrl+Shift+R

Import... Ctrl+0O
Settings Ctrl+Comma
Close Window Ctrl+Shift+W
Close Tab Ctrl+W
Force Close Tab Alt+Ctrl+W

Exit



REQRIEST HEADERS

UFSER INTERFACE

)l pu 3JY spdu luols Idgvolso IJpuwegsped po Gwd FTD gJs osisoe Juolxo CA WS Guwp
lduwolss pu Idlgsble.

SETTIMNGS

Cl Certillcatbes

Clignt Cemificates



IUgbo96 4. $p LlLolbs o ol 6 23538 Jbdo POST Jlouuile o POST Jouwzsd 1Usgsd 1Js
FTD. JJzuo9d £J 1oes IUppss Jogssd bs bdole POST/GET.



<+ MNew Collection

FTD-6.5.0 LDAP Authorization 7
0 requests

This collet
collection

¥ Share Collection
Manage Roles
A| Rename Ctri+E
&  Edit
1% Createafork
Ti Create Pull Request
Tl Merge changes
£l | Add Request

Add Faolder

Duplicate Ctri+D

|« W i/

Export

7

Momitor Collection

Trash


https://%3CFTD
https://10.197.224.99/api-explorer
https://10.197.224.99/api-explorer

KN, lJobosdljson

MANAGE HEADER PRESETS

Add Header Preset

Header-LDAP

KEY VALUE DESCRIPTION ***  Bulk Edit
Content-Type application/json
Accept application/json

lJouwws Jeese IUbdole 1JiE s loedd IJs oussule [l IJpdlods 9235 8sp6 Jluw
IJlesh I puwed o0: Header-LDAP JbJule REST APl Jlwegsle json Juse IJoslule

Ste o $2ess v bdw POST Jdzuesd eds Ises Ideps) eds Idelds:

IJose 2lo - JSON (IJebbuséljson)
grant_type ||JdJpeé 1Up,r3)
username (luwpe puweddp IJpwsd Jowesd 1Usged IJs FTD

Jded 1Jp)9||dded 1des9s Idpdenus veuwle Idpuwedse Idpeunysd

{
"grant_type": "password",
"username": "admin",
"password": "<enter the password>"
}

POST v  https:// api/fdm/latest/fdm/token I Send -




e’ IJud) Wl c!-’U”U‘ S209s uue Iluwezlus eds 1)es 1dpess JJsuosd 1Uss sop
luveesleo Jhuwld s bJole PUT/GET/POST |Js FTD.

{
"access_token": "eyJhbGciOiJIUzI1l[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"expires_in": 1800,
"token_type": "Bearer",
"refresh_token":"eyJhbGciOiJIUzI1[...output omitted...]dkrJakCXvP4Lyzdr-xap0",
"refresh_expires_in": 2400

}

e Sop lawople o3l e Ipess Jotssd zese IJbdole ldeldss.

loedd IJs edlps lJowssy IJogasd JIJ bdo eass 9e2 IJolds:

lJugg||OAuth 2.0

bes  (Idoes Ideess Jdauesd 1dss wp wddse pu
ees) |[JId wuvésd bde ouvesd 1ds¢sd s POST




1Jglogs 5. |olws bdo GET zass Ideuesd eds woe IUpeeses Jdeuesd eds elds "wog
Ipzeogsd” slesbloo. Sp wzpe IUluwe Slperd JIJ Lot presesd op wdosue (B o3l Ipold:
Finance-Group-Policy gHR-Group-Policy 9IT-Group-Policy) Jlvwgslpo B 1Jgbgo IJolJss.

euwslu URL JJzuosd eds uwsluwle [Jpgesgd IJos wp odsuol o9: https://<FTD Management
IP>/API/FDM/latest/object/rootGroupPolicy

99s Idpeld IJelds: sop cuvdsb 1duose eds uvsluws [dpzeses 1Upldss-1dpze9e0.


https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

IJ¢ 1096 6. | olds b POST g luuile pglolo wes LDAP Jloile g sso uwpes LDAP. B
03l 1w swp luvoesle IJuesse LdapAttributeMapping. wzess [Jupeliz 1JiE)s lsuol eds
gpdslo sluvldse puiluos Jlogile gsbé 1duwes. oogwd, leeds Joso IJuplsz B 9lzos
wped IJobosdle (API-Explorer) Jol 09 p3J9) Gulo Bl BOs 03l IJpuows.



FTD REST APl ‘ LdapAttributeMap ShowfHide List Operations  Expand Operations

m Jobject/Idapattributemaps
| m lobject/idapattributemaps |

Implementation Notes
This APl call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Example Value

y which includes comman obfects for LdapAitituieMapping (Nofe: The fiekd level constraints Ested here might net cover all the constraints on the field, Additional

constraints might exist.)
IdapName (string): The customer-specific LDAP atribute name that is being mapped.
Fiald level constraénis: cannot be null, miest match pattern *{(2!:1.)"5. (Note: Additional constraints might axist),

J: An enum value that is the Clsco attribute name that maps 1o the customer-specific atiribute name.
Fieid level constraints: cannot be null. (Note: Additional constraints might exist)
= [FACCESS_HOURS', "ALLOW_NETWORK_EXTENSION_MODE'. "AUTH_SERVICE_TYPE", "AUTHENTICATED_USER_IDLE_TIMEQUT", 'AUTHORIZATION_REQUIRED', "AUTHORIZATION_TYPE',
‘BANNERT, "BANNERZ, "'CISCO_Av_PAIR', ‘CISCO_IP_PHONE_BYPASS", "CISCO_LEAP_BYPASS', "CLIENT_BYPASS_PROTOCOL, "CLIENT_INTERCEPT_DHCP_CONFIGURE_MSG",
‘CLIENT_T¥PE_VERSION_LIMITING®, 'CONFIDENCE_INTERVAL', 'DHCP_NETWORK_SCOPE', 'DN_FIELD", "DISABLE_ALWAYS_ON_VPN', FIREWALL_ACL_IN', ‘FIREWALL_ACL_OUT",
'GATEWAY _FODN', "GROUP_POLICY", “IE_PROXY_BYPASS_LOGCAL', 'IE_PROXY_EXCEPTION_LIST', 'IE_PROXY_METHOD', 'IE_PROXY_SERVER', "IETF_RAMUS_CLASS',
'IETF_RADIUS_FILTER_ID", IETF_RADIUS_FRAMED_IP_ADDRESS', "IETF_RADIUS_FRAMED_IP_NETMASK', '[ETF_RADIUS_IPVE_PREFIX, IETF_RADIUS_IDLE_TIMEQUT',
'IETF_RADIUS_INTERFACE_IDY, "IETF_RADIUS_SERVICE_TYPE', 'IETF_RADIUS_SESSION_TIMEQUT", ‘IKE_DPD_Retry_Interval’, 'IKE_KEEP_ALIVES', IPSEG_ALLOW_PASSWD_STORE",
IPSEC_AUTH_ON_REKEY', TPSEC_AUTHENTICATION', ‘IPSEC_BACKUP_SERVER_LIST', TPSEC_BACKUP_SERVERS', IPSEC_CLIENT_FIREWALL_FILTER_NAME'.
'IPSEC_CLIENT_FIREWALL_FILTER_OPTIONAL®, “IPSEC_DEFAULT_DOMAIN, "IPSEC_EXTENDED_AUTH_ON_REKEY", “IPSEC_IKE_PEER_ID_CHECE', IPSEC_IP_COMPRESSION',
'IPSEC_IPVE_SPLIT_TUNNELING _POLICY", 'IPSEC_MODE_CONFIG, IPSEC_OVER_UDP', 'PSEC_OVER_UDP_PORT', |PSEC_REQUIRED_CLIENT_FIREWALL _CAPABILITY",
IPSEC_SPLIT_DNS_MAMES', 1PSEC_SPLIT_TUNNEL_ALL_DNS', 'IPSEC_SPUT_TUNNEL_LIST, IPSEC_SPLIT_TUNNEUING_POLICY', “IPSEC_TUNMEL_TYPE', TPSEC_USER_GROUP_LOCK",
'IPVE_PRIMARY_DNS', "IPVE_SECONDARY_DNS', "L2TP_ENCRYPTION', ‘L2TP_MPPG_COMPRESSION', 'MS_CLIENT _SUBNET_MASK', 'PFS_REQUIRED', 'PPTP_ENCRYPTION',
'PRETP_MPRC_COMPRESSION', "WEBVPN_VLAN'],
walueMappings (Array[Ldap ToCiseoValueMapping]): A list of LdapToCiseoValueMapping objects, which specily the value mappings for this LDAP atrribute.
Field level constrants: cannot be null. (Nate: Additional constraints might sxist),
type {swring): Idagatiributemapping
} o
1 qu:lﬂMTn&mqucyMappingJ
An LDAP attribute to group policy mapping defings a customer-specific LOAP attibute name and maps it fo @ specific group poiicy object. Uise this nested entily in an LDAP altribute
map. (Note: The fiekd level constraints listed heve might not cover all the constraints on the field. Additionsl constraints might exist.)
IdapName (siring): The customer-specific LDAP attribute name that is being magped.
Fieldl level constranta: cannot be nul, mist matzh patem *((21:))"S. (Note: Adsitional constraints might exist),
valueMappings (Asray[LdapToGroupPolic = A st of LdapToGroupPolicyValueMapping objects, which specity the value-to-group palicy mappings for this LDAP attribute.
Fiigld level constraints: cannot be null. (Note: Additional constraints might exist),
type (string): idapatiributetogrouppelicymapping

ueMapping])

euslu URL Juui) grsbé upes LDAP og: https://<FTD Management
IP>/API/EDM/latest/object/Idapattribute Aps

Stw 1o $2e9s vwe bl phs IJuui, eds el sds:

IJlwpe luve vgssu yvps LDAP

lJusg wzse Jluo 9o
ldapName £U29

CiscoName vog_lJpeeoed

ldapValue Ssed IJgos JJpuwwdsp pu AD

CiscoValue luwe nu_oa U.DETOSEO JIJJ peesgd
PUvCEdpsu ISs FDM



https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

Sewds uwe bdo POST gds pedypele wesso uwed LDAP IJos ©@9e vogssu wog pzedesd
oz 1Js pepeses AD lpwoobl |Us 1J8ses memberOf:

{
"name": "Attribute-Map",
"ldapAttributeMaps":
[
{
"TdapName": "memberOf",
"ciscoName": "GROUP_POLICY",
"valueMappings":
[
{
"TdapValue": "CN=Finance-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "Finance-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=HR-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "HR-Group-Policy",
"type": "Tdaptociscovaluemapping"

"TdapValue": "CN=IT-Group,CN=Users,DC=cisco,DC=com",
"ciscoValue": "IT-Group-Policy",
"type": "Tdaptociscovaluemapping"
}
1,
"type": "Tdapattributemapping"
}
1,
"type": "ldapattributemap"



N LUl b sed0 luwesls 25 MeMberOf oo #5p AD Uluvessle 1in, dsquery is sedo
lzuobo pu ouoese léble LDAP gds FTD. s (wedle ouozse IJIigbled loze gu
memberOf value: field.

Sw9 1o luwoelus bdu pbé Iduuiy 03l puiluos JJudbs IJelss:

Pretty Visualioe T -

1Jglo9s 7. 9p wluolvs bde GET gas> Jdzuesd eds wdssy ubld AD IJzlds eJs FDM.

eu9lu URL JJdzuesd eds wdssu wblg IJledlo 1Jzlds o9: https://<FTD Management
|P>/API/FDM/latest/object/realms



https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

Jleb 16 806 lJpbele IdapAttributeMap os null.

lJglb9é 8. 9p wluuvle bdo PUT zass Jugssy peld AD. lowg 18l luweeled GET pu 1JEb9d
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Sew 1J2ld ewslo URL ddbdo 1Jglue wbde PUT Ceg)rod goue) Iddlse 1Uss wp lp)le
lJogssile 1Jgluos wo. W o3l Idpeld: IJ9sps os: bf50a8ab-9819-11ea-ba77-
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ew9lu URL Jozgys) wdssu ubly IJledlo 1Jzlds o9: https://<FTD Management
IP>/API/FDM/latest/object/realms/<realm id>
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https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies
https://%3CFTD%C2%A0Management%20IP%3E/api/fdm/latest/object/ravpngrouppolicies

oo IJodsso Vs 03l Idpeld o09:

<#root>

{

"version": "ks3p4he5i xiyy"

"name": "LDAP-AD",
"directoryConfigurations": [
{
"hostname": "<IP Address>",
"port": 389,
"encryptionProtocol": "NONE",
"encryptionCert": null,
"type": "directoryconfiguration"
}
1,

"enabled": true,

"systemDefined": false,

"realmId": 3,

"dirUsername": "administrator@example.com",
"dirPassword": '"#®wsssknll
"baseDN": "dc=example, dc=com",

"ldapAttributeMap"
{
"id": "b2147cOe-984a-1lea-ba77-5b2ed5c4ab8c",
"type": "ldapattributemap"
},

"adPrimaryDomain": "example.com",

"id": "Dbf50a8ab-9819-1lea-ba77-d32ecc224295",

"type": "activedirectoryrealm",
"Tinks": {

api/fdm/latest /object/realms /bf50a8ab-981911ea-ba77-d32ecc224295




"self": "https://

[api/fdm | at est/object/real ns/ bf 50a8ab-9819- 11ea- ba77- d32ecc224295"

C2dd pu wblud IdapAttributeMap id B.s oo IUluwezlos Josl IJbJe.

Dretty Raw Preview Visualize v = el
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Pending Changes

Q Last Deployment Completed Successfully
17 May 2020 07:46 PM. See Deployment History
Deployed Version (17 May 2020 07:46 PM) Pending Version © LecenD
© | Idapattributemap Added: Attribute-Map | -~
- ldapAttributeMaps[8].1dapName: memberOf
- ldapAttributeMaps[@].valueMappings[@].ldapValue: CN=IT-Gr..
- ldapAttributeMaps[@].valueMappings[@].ciscoValue: IT-Grou..
- ldapAttributeMaps[@].valueMappings[1].ldapValue: CN=HR-Gr..
- ldapAttributeMaps[@].valueMappings[1].ciscoValue: HR-Grou..
= ldapAttributeMaps[@].valueMappings[2].ldapValue: CN=Finan..
= ldapAttributeMaps[@].valueMappings[2].ciscoValue: Finance..
- ldapAttributeMaps[@8].ciscoName: GROUP_POLICY
- name: Attribute-Map
o | Active Directory Realm Edited: LDAP-AD
ldapAttributeMap:
- Attribute-Map
MORE ACTIONS CANCEL DEPLOY NOW v
Uutd& Py Uuo?_°
SpIu 1Joedd pu wissle IJogiy Ss Suwe pedsble IJuyi, O FDM.
afvale oo BT o 5= = . admin
cisco. repower Uevice Manager  wenitoring Policies Objects Device: firepower @ @ . Administrator
Device ; < Deployment Completed: User (admin) Triggered Deployment
Administration Summary  Differences View
Audit Log
Deployed Version Pending Version O LeGenD

Downl

O 'dapattributemap Added: Attribute-Map

Entity ID: bi147c@de-984 1 t b b

- ldapAttributeaps[0] . 1daphase: mesberdf

- ldapAttributedaps[0] . valuerappings[0]. Ldapvalue: CheFinan.
= 1dapAttributeMaps[0] .valueMappings[@]. ciscoValue: Finance_
- ldapattributemaps[0] . valuerappings[1]. ldapvalue: CHeIT-Gra
= ldapAttributeMaps[0] .valueMappings[1].ciscovalue: IT-Grou_
- ldspattributeaps(0] . valuetappings[2] . 1dapWalue: C(N-HR-Gra
- ldapAttributeMaps[] . valueMappings[2].ciscovalue: HR-Grou_
= ldapAttributeMaps[ 0] .ciscolame: GROUP_POLICY

- name: Attribute-Map

o Active Directory Realm Edited: LDAP-AD

Entity 10: biSoas
ldapattributedap:

- Artribute -Map

Jigool) o3l ldodssu: Bp wo9ds) wslule lewpls AD Os 28Js luvp IJpuuedsp 99U 00
IJes9)-



ewdpl selad puwctse suops lds preses pldss AD oyvesd Id>esd: wore IJpelads Jel o9
PUIIE-

Contacting »

Group: Remote-Access-LDAP Connect

Username: = Fnance-User

Password: | ®eekrkek

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

s ]

]
cisco

AnyConnect Secure Mobility Client

Status Overview Virtual Private Netwark (VPN)

ﬂrQ ven: VPN
i = Connectad to 1 -,

— Roaming Security

Preferences  Sttistcs  Route Details  Frewall Message History

Connection Information
|$m:; Connected |
Tunnel Made (1Pvw): Tunnel A1 Traffic
Tunnel Mode (1PvE): (Drop Al Traffic
0 Hicarsing Sacurky: Dymarmic Turinel Exchusion: Mone
o o Dynamic Tunnel Inclision: Mone
% Disabled while your VPN i active, i e
Session Disconnect: Hone
Management Cannection State:  Disconnected (user tunnel acthee)

00:01:17

Address Infermation
Chent (IPva): 192,168.10.1
Chent (IPvE): ot Avaiable
Server: 10.197.223.149

Collect diagnostic information for all Bytes
Instaled components.

g pl Szlad puwedde suwes IJs peeseo IJbs Ws AD IJleold « Connection-Profile
Remote-Access-LDAP. 1ol Jgsp Lele I..s trsbé ywpd LDAP Jpblo9é sJ9u wog lUpzp9esd
lJe9,9¢ oo Gwd 03l IJpuwegse eJs FTD 09 NOACCESS 1Uss we wessu gpdsle ouvzsd
1s29d 1Jpeslews IUgluos o vpn gds 1J8se6 0. soldelds: oduvd plads wuwpsd 1ds¢gsd
Josl IJPU‘UQE)P-



Login failed.

Group: Remote-Access-LDAP

Username: = Management-User

Password: |

Roaming Security:
You are protected by Umbrella.
DNS queries are encrypted.

Spdu 1Joedd pu IJodssy luwaésle I9le, show IJeldsé pu 9lzoé Lwlb, IJIgle, (CLI) IJgl 08
o FTD:

<#root>
firepower#

show vpn-sessi ondb anyconnect

Session Type: AnyConnect

Username

Fi nance- User

Index 1 26
Assigned IP : 192.168.10.1 Public IP : 10.1.1.1
Protocol : AnyConnect-Parent SSL-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384
Bytes Tx 1 22491197 Bytes Rx : 14392

Group Policy :
Fi nance- G oup- Pol i cy

Tunnel Group : Remote-Access-LDAP

Login Time : 11:14:43 UTC Sat Oct 12 2019

Duration : 0h:02m:09s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 000000000001a0005dalb5a3

Security Grp : none Tunnel Zone : 0

<tfroot>



firepower#
show run aaa-server LDAP-AD

aaa-server LDAP-AD protocol Tdap
realm-id 3
aaa-server AD1 host 192.168.1.1
server-port 389
Tdap-base-dn dc=example, dc=com
Tdap-scope subtree
Tdap-Togin-password #%%%*
Tdap-Togin-dn Administrator@example.com
server-type auto-detect

| dap-attribute-map Attri bute-Map

<#root>
firepower#
show run | dap attri bute-map

Tdap attribute-map Attribute-Map
map-name memberOf Group-Policy
map-value memberOf CN=Finance-Group,CN=Users,DC=cisco,DC=com Finance-Group-PoTlicy
map-value memberOf CN=HR-Group,CN=Users,DC=cisco,DC=com HR-Group-Policy
map-value memberOf CN=IT-Group,CN=Users,DC=cisco,DC=com IT-Group-Policy

lweduuld IJlgble gl oJlzol

p0 1) IJpuuldd Ubsog! pe ©Idssu 91208 wopzd whbusdle REST cesss IUses Iees)
JJzled pu 98w JIB). sop ©9ds) 98w luwele yodlzss 1U)e) Idpps) Os IUluveeglws Jbdo
lJeuol>86. I3l lowoee Lodlessd 030 1Jpsd: Spdu luwwgsle s wpdse pes) luolds Jbo s
Ibgd. wes luwole Lodless 1Uyes 1Jpps) Jopsse ksuol szo Luwld bdo puolb 86 zass Jlglss
CESSU L) ppS JJIuL9d 228>-

N LUlebs: g 1Us pedssle 2006 20 isle, leozsz Sod luvessle isle, debug.

S sedud oub puwesslo wusese leble powuses. wubdd 180 luas: Sp luwstsle
Ipuwcas 1. Bl Spo wobss) puvess ouoese Uitblec B8 cujlss 2528 woume
ouoese dligble. §p W3JY wgd) 9¢luos Vs wesle Idluolz.

&> ooy IJigble IJoldss gds CLIJ FTD 0838 B Iuwad il IJpuuldd IJpoed 96
wersbs ups LDAP 9l odlzol

debug ldap 255
debug webvpn condition user <username>


https://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

debug webvpn anyconnect 255
debug aaa common 127

B 03l lJpold. wp wepse epdsle wusese IJigble IJoldss Jusuase Ideedsple IJes wp
wdBsol pu Ebe AD g0 sle puvetdes Idlzooh Ipsdssso Sod Idlogald.

wuoese lgble LDAP Jpwegse IJopssd:

<#root>

[48] Session Start

[48] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[48] Fiber started

[48] Creating LDAP context with uri=ldap://192.168.1.1:389

[48] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful

[48] supportedlLDAPVersion: value = 3

[48] supportedlLDAPVersion: value = 2

[48] LDAP server192.168.1.1 is Active directory

[48] Binding as Administrator@cisco.com

[48] Performing Simple authentication for Administrator@example.com t0192.168.1.1
[48] LDAP Search:

Base DN = [dc=cisco, dc=com]
Filter = [sAMAccountName=Finance-User]
Scope = [SUBTREE]

[48] User DN = [CN=Finance-User,0OU=Finance,0OU=VPN,DC=cisco,DC=com]

[48] Talking to Active Directory server 192.168.1.1

[48] Reading password policy for Finance-User, dn:CN=Finance-User,0U=Finance,0U=VPN,DC=cisco,DC=com
[48] Read bad password count 0O

[48] Binding as Finance-User

[48] Performing Simple authentication for Finance-User to 192.168.1.1

[48] Processing LDAP response for user Finance-User

[48] Message (Finance-User):

[48]

Aut henti cati on successful for Finance-User to 192.168.1.1

[48] Retrieved User Attributes:

[48] objectClass: value = top

[48] objectClass: value = person

[48] objectClass: value organizationalPerson

[48] objectClass: value = user

[48] cn: value = Finance-User

[48] givenName: value = Finance-User

[48] distinguishedName: value = CN=Finance-User,0OU=Finance,0U=VPN,DC=cisco,DC=com
[48] instanceType: value = 4

[48] whenCreated: value = 20191011094454.0Z

[48] whenChanged: value = 20191012080802.0Z

[48] displayName: value = Finance-User

[48] uSNCreated: value = 16036

[48]

menmber O : val ue = CN=Fi nance- G oup, CN=User s, DC=ci sco, DC=com
[48]

mapped to G oup-Policy: value = Finance- G oup-Policy

[48]

mapped to LDAP-C ass: val ue = Fi nance- G oup-Policy



[48] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

[48] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[48] uSNChanged: value = 16178

[48] name: value = Finance-User

[48] objectGUID: value = .J.2...N....X.0Q

[48] userAccountControl: value = 512

[48] badPwdCount: value = 0

[48] codePage: value = 0

[48] countryCode: value = 0

[48] badPasswordTime: value = 0

[48] TastLogoff: value = 0

[48] TastLogon: value = 0

[48] pwdLastSet: value = 132152606948243269

[48] primaryGroupID: value 513

[48] objectSid: value = ............. B...a5/ID.dT...
[48] accountExpires: value = 9223372036854775807
[48] TogonCount: value = 0

[48] sAMAccountName: value = Finance-User

[48] sAMAccountType: value = 805306368

[48] userPrincipalName: value = Finance-User@cisco.com

[48] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[48] dSCorePropagationData: value = 20191011094757.0Z

[48] dSCorePropagationData: value 20191011094614.0Z
[48] dSCorePropagationData: value = 16010101000000.0Z
[48] TastLogonTimestamp: value = 132153412825919405
[48] Fiber exit Tx=538 bytes Rx=2720 bytes, status=1
[48] Session End

wuoese lgble LDAP JJblys-ldpguegse:

<#froot>

[51] Session Start
[51] New request Session, context 0x00002b0482c2d8e0, reqType = Authentication
[51] Fiber started
[51] Creating LDAP context with uri=ldap://192.168.1.1:389
[51] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[51] supportedLDAPVersion: value = 3
[51] supportedLDAPVersion: value = 2
[51] LDAP server 192.168.1.1 is Active directory
[51] Binding as Administrator@cisco.com
[51] Performing Simple authentication for Administrator@example.com to 192.168.1.1
[51] LDAP Search:
Base DN = [dc=cisco, dc=com]
Filter = [sAMAccountName=Management-User]
Scope [SUBTREE]
[51] User DN = [CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com]
[51] Talking to Active Directory server 192.168.1.1
[51] Reading password policy for Management-User, dn:CN=Management-User,OU=Management,OU=VPN,DC=cisco,D
[51] Read bad password count 0
[51] Binding as Management-User
[51] Performing Simple authentication for Management-User to 192.168.1.1
[51] Processing LDAP response for user Management-User
[51] Message (Management-User):
[51]

Aut henti cation successful for Managenent-User to 192.168.1.1



[51] Retrieved User Attributes:
[51] objectClass: value = top

[51] objectClass: value = person

[51] objectClass: value = organizationalPerson

[51] objectClass: value = user

[51] cn: value = Management-User

[51] givenName: value = Management-User

[51] distinguishedName: value = CN=Management-User,OU=Management,OU=VPN,DC=cisco,DC=com
[51] instanceType: value = 4

[51] whenCreated: value = 20191011095036.0Z

[51] whenChanged: value 20191011095056.0Z
[51] displayName: value = Management-User
[51] uSNCreated: value = 16068

[51]

menber O : val ue = CN=Managenent - Gr oup, CN=User s, DC=ci sco, DC=com

[51]

mapped to Group-Policy: value = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com
[51]

mapped to LDAP-C ass: val ue = CN=Managenent - G oup, CN=User s, DC=ci sco, DC=com

[51] memberOf: value = CN=Users,CN=Builtin,DC=cisco,DC=com

[51] mapped to Group-Policy: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] mapped to LDAP-Class: value = CN=Users,CN=Builtin,DC=cisco,DC=com
[51] uSNChanged: value = 16076

[51] name: value = Management-User

[51] objectGUID: value = i._(.E.O..... Gig

[51] userAccountControl: value = 512

[51] badPwdCount: value = 0

[51] codePage: value = 0

[51] countryCode: value = 0

[51] badPasswordTime: value = 0

[51] TastLogoff: value = 0

[51] TastLogon: value = 0

[51] pwdLastSet: value = 132152610365026101

[51] primaryGroupID: value = 513

[51] objectSid: value = ............. B...a5/ID.dw...
[51] accountExpires: value = 9223372036854775807
[51] TogonCount: value = 0

[51] sAMAccountName: value = Management-User
[51] sAMAccountType: value = 805306368
[51] userPrincipalName: value = Management-User@cisco.com

[51] objectCategory: value = CN=Person,(CN=Schema,CN=Configuration,DC=cisco,DC=com
[51] dSCorePropagationData: value = 20191011095056.0Z

[51] dSCorePropagationData: value = 16010101000000.0Z

[51] Fiber exit Tx=553 bytes Rx=2688 bytes, status=1

[51] Session End
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