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lowod ol L izble ol o Jlzol
pe ool Slo o Jé
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S9uoe o3l ldpuwews Jsdss wdgsy ECMP pg IP SLA eJs FTD wop blywe w9luvlbs FDM.

lJeobdole IUIguljusé
lJeobdolo
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
« oJdysu ECMP gJs IU>uslg IJTpQ eu wodsy gy IJzplss (FTD) pu Cisco

* wdosu IP SLA gds IU>lg |JTPQ eu wodss 23l IJgpelss (FTD) ey Cisco
« sy ol 2l IJzelsé IJley (FDM) ey Cisco

lJpdyole |dpuuegspd

Iwuwe [Jpedsps B 03l 90,886 £Js 03l wypess 9zols LOSES:

« Cisco FTD Il osl, 7.4.1 (oss 172)



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
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oWl 8650 puwe9s €306 wy9w9d9d IUlue,yue (IP SLA) gds Cisco FTD IJos wwp blywol
w9luwbé Cisco FDM. s wpee JIJ w)9093d9d ECMP wogpse 1Uglgole pel eds wy9e9ded FTD
9uw9biu iapU 296 py9) Idoslole go) IUslzole IJeegsss. IP SLA os 1Jsé eolde IUleuald
IJb,8s pu ¢dld oubd Idz)e IJebss. weluw ECMP. spdy woudss IP SLA Juoply w909,
lJgbgs IJoldss. Wbs o3l Idpeld: sop luvwgsle ECMP Jogjse 1Jzie wuvdd pouwly eds
slisyosu Jeigs e300 IJlueyue (ISP). 909s 199 ud o o §9p |l 856 puwe9s 1Ug> e
Jensosdsd Iloc,oe (IP) vogde Idlogold: pel suopo IJloodld wuvdluws 1Js Ls s9ks)
pw99,0 VI zldo zr9e gbJ.

oouuopu ldpolbdoulo 1Ugluosé Jodl Idpuwaws:

* 1J9uo9d s izass wlpwoisle euwle puweise wlposble IUpuudsd
+ Cisco Secure Firewall Threat Defense. I|Jlosl, 7.1 l9 ool leds

lJodosy

lLuwe Idotbsbs Jdyuods
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ro.;,ol wwluo ISP, éba'] _9&_|Ja 2 SULPS IJs pgbéé ECMP Qgéu.uo| |qu.uro|6 aba

sop w9gse 6 ldesgy pu ldubeds Ibledss o el wi9esdsd FTD sldzoesd eds eslivs
IJlzeld IJs 1Jloe,ow e edIJ 3958 €306 IJlueuw (ISP).

WO 1Jsde udwo. :___suuo'a.),o FTD lowldsle puwess 3006 IP Jp)ldwo IJonolJ wJd w9lud
ISP. Ws zIJ webd ls pu 29lis) ISP sop wrly) Oyvd FTD |Js w9lws ISP IJIg s JJeuslb gds
loscmbuss Iigeld.
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Interfaces
Management: Merged
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Routing
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View Configuration

Device: firepower
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) JJslzos IJwedss Idos oyss wgysyol. W o3l Idpeeld: GigabitEthernet0/1.



1 Firewall Device Manager o o e == @ @ . admin aleale ¢ oo e
g e Manitoring Policies Objects Device: firepower . Administrator KRGS SN B

Device Summary

Interfaces

Interfaces Virtual Tunnel Interfaces

@ Fterdaces [ ) Y Fin +

3 GigabltE thernet0/0 outside

( ] cute -
» Cdga it thernat0f 1 outsice m Routed 10.0.0.1 Enasiea £ g |

IJ 1596 0 81,0 gi0/1

WO ulwis wys) 1Uglzos [Jpl>so:

1. oowe IJEbu luwe « S odo IJeldsé ez 1.

2. luoob pu3dd IJelds gds IJlesls 1dpedu (
).

3. lud)y W98 gdlpod IJowasy uslu IPVA 980 wodssy gugly IPV4 s 030 IJz1Jd
10.1.1.1/24.

4. 9109, 999 OK.



GigabitEthernet0/1

Edit Physical Interface

interface Name Mode Status

outside? Routed Ml o

Description

Pvd Address IPvE Address Advanced

IP Address and Subnet Mask

10.1.11 / 255.255.255.0

Standby IP Address and Subnet Mask

CAMNCEL

IUgbo96 0 w2 ys, IJslzos gio/



edlglbs: Jl spdu ol uss IUglgole 1Jpe9zed weulb 96 ECMP.

Iy, IJglosle 1Jppleds Jodesy 1Jglzos Jlouold ISP IJeluss: W o3l ldpeld: odoy [J9lzos
lJpl>so GigabitEthernet0/2 . W lW3o weys) 1Uglzos el so:

1. Soee IJELu luwe « B 030 IJplJs ghz2.

2. 1upob pu3dd 1Jelds eds 1Jlesh Idpedy (
).

3. 1@, W98 £dleé IJowssw gusly IPV4 g vdJe gusly IPVA. B odo IJzlJs 10.1.2.1/24.

4. 9109, 999 OK.



GigabitEthernet0/2
Edit Physical Interface d

interface Name Mode Status

outside2 Routed W O

Descrption
|
y
Pvd Address IPvE Address Advanced
Type
Static w

IP Address and Subnet Mas

10.1.2.1 / 24

Standby IP Address and Subnet Mask

IJgbys 0 we s, 1Usleos gi0/2

Iy, IJglosle 1dppleds Jodssy 1Jglzos JJlouold [Uslds: Ws 03l Idpeld wdoy [J9lzos
lJpl>so GigabitEthernet0/3. s ulWis wzys) [J9lzos IJplse:

1. owe IJSLu luve « Bs 030 IJglds slgd .
2. lgoob pu3dd 1Jzlde eds IJles)s 1Upedy (



).

3. ludy W98 gdlpsd IJowasw guslu IPVA 980 wodssy gusly IPVA: BOs o030 IJzlJs
10.1.3.1/24.

4. 9lu8,) W99 OK.



GigabitEthernet0/3

Edit Physical Interface

interface Name

inside

Description

IPvd Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.1.3.1 f 24

Standby IP Address and Subnet Mask

IJglo9s 0 we)sy IJslgos gil/3

Mode

Routed

CANCEL

lowdd IJs Jisole > lugle Jliso > guvodle 1ud) lsgows lLolds (

Status

@)




) Jluolwws Jlisy gaso.

[+ Firewall Bevice Mananer EE ) = ==n
Manitoring Paolicies Objects Device: firepower

Object Types ¢ Network Objects and Groups

T Networks

8 objects

1 IPvd-Private-A-RFC1018 Group

2 IPvd-Private-10.0.0.0-8 NETWORK
3 IPvd-Private-172.16.0.0-12 NETWORK
4 IPvd-Private-192.168.0.0-16 NETWORK
s any-ipvd NETWORK
o any-ipvl NETWORK

IJ¢glogeé 0 object

OCOO®O : =

Adminéstrator

P4 -Private=10.0.0.0-8, Pvd-Private-172.16.0.0-12, IPvd -Private-
192.168.0.0-16

10.0.0.0/8

172.16.0.0112

192.168.0.0/16

0.0.0.0/0

1]

B 036 |uolds Jlisy svuds: §p wodasy 9 w9lus ISP:

1. oowe IUluwe pu IJIlsu: B oo IJglds gw-outsiden.

2. 2> u9¢ IJIlisue B o030 1JzlJs I p oSS,

3. oo IJeoslo po lpuosd « B oso 1JplJs 10.1.1.2.

4. 9lu ) W9 OK.




Add Network Object

Name

gw-outside

Description

Type
Network @ Host FQDN Range

Host

10.1.1.2

) Idgbsle |Jppledsé Jodysy Jlsy gvodd Té) Jwolwé ISP IJeluse:

IJgl9s 0 IJdlisy 2

1. oo dluve pu IJIlsy: WOs o030 IJzlJo gw-external2.
2. 2> u9¢g IJIlsue Bes 030 IJzlds 1dp oSS,

3. woow IJewslu pu lJpuostd « B odo IJelds 10.1.2.2.
4.5lu8) B9 OK.



Add Network Object

Name

gw-outside2

Descrption

Type
Network i@) Host FQDN Range

Host

10.1.2)2

IJ¢glbys 0 object3
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Jduwele words 1dpsss 503l 1deie Es) puppu B o3l IJpwo .

IJz 96 1. &d9s0 polo 86 ECMP

loedd IJs 1Jzgols « e lu®) W98 Ihoull 1Jeszes WS pdéue IJwszso.

Bl e vopdsu ldpsrole IUbloyss: Sludy ©98 Le) IJeruo (
) JJeszo IJss ©d9p wodssu puwh Slow Bso. B 030 1Jzlds Jp swp wepdsy ldeszole
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I Eicwii Boing iianan R o oy == . ad
(1) Firewal Device Manager ® @ i e v U sECURE

| Monitoring Policies Objects Device: firepower
Model Software VDB intrusion Rule Update Cloud Senvdices High Availlabity
Cisco Firepower Threat Defense for KVM 1.4.7-1712 Te.0 20231011-1536 & NotRegistered | Regster Not Configured
Y
& internet

S —————

System Settings

Interfaces Routing Updates

Management: Merged 2 static routes Geokocation, Rule, VDB, System Upgrade, Management Access

Enabled 4 of 9 Security Inteligence Feeds Logging Settings
DHCP Server / Relay

View AllInterfaces » View Configuration » View Configuration » ) B

DDNE Service

é DNS Server

IUgbb96 1 puslo 6 ECMP1

+

108, B9 edles IJowsse pollbd 2rd8 )9y ECMP. o 1o ) B9 s §90s Lol (
) JIual96 ol 96 23836.

e all Device Man: EE o = === . admin
"] Firewall Device Manager » @ . @ @ : bty .
L“‘ > Policies Device: firepower e . Administrator csco’ SECURE

Maonitoring Objects
k

Device Summany

Routing
Add Multiple Virtual Routers v - Commands 4} BGP Global Settings
Static Routing BGP OSPF BGRP
® | 1object Y Fiter +

IJglbgs 1 pulb 96 ECMP2

WO ulW3s |UolWs pulb§s 2,J6 0,9, ECMP:

1. 8p woessu luwe pub s ECMP so v dd 2oshs: 9u0.
2.108) 9938 L 1Jluo196 (



) Jozass ol suad IJs 8 9lzole Jouppsuel Vs Idpub$s. WS o3l Idpeld: swpe luolds
luve wu909d9d ECMP [Js 1Jghz: 9ldslzele gz 19¢bz 2 IJs Idpub @s.
3. 9lud) W9 s OK.



Add ECMP Traffic Zone

© Keep the member interfaces of a ECMP traffic zone in the same security zone to

a
prevent different access rules being applied to those interfac

Description

Interfaces

> [ mnsce (GigabnEthernetos3)

y @ outsae (GuigabntEtherneto0)

@ cutsice 1 (GigabitEthernetos)

& ocutsiae2 (GuigabitEthernetos2)

Crealie oow SARDtartaoe

IJgbys 1 poulo §6 ECMP3

99> wpu luolwe JJl Jslzole ¢z 19¢bz 2 1Js pubdo ECMP gLz wugle.



leaJ'oé::Jl Coedy pub 86 2,96 p)9) wogso ECMP Cpulb g |Jip|Q. Jls9>s logvle
pub 6 lplo crogs eds Islzele IUghzsél 9 1Uehess2 IUs cudss pubds )96 w9,
Jig )l wozso ECMP.

lJglb9s 2. o dysu Jlsule IP SLA



Jozgsss Jlisule SLA IJpgwegses Jpsldwd lJlouold vdd olué loodd [Js Jlsole > ic,._9lg

Jlso > ulgvle SLA (168, B9 158906 1uolds (
) Jluolds Jul s SLA 2386 Jleuold ISP I1JisJ.

i s = ==n G & & . admin alvale o .
Manitoring Pobkcies biacts Device: firepower = e \?" O - Administrator = = .

Object Types SLA Monitors
T Networks T +

CREATE SLA MONITOR

F A
@ us
X
B S
A xE
o

IJgbys 2 IP SLA1
O ulWis [uolws Jliisy vl yvo SLA:
1. 8p voessu Idluwe JIlisu zols el w6 SLA souvdd loshs: 90009 Vs o030 1JzlJs

SLA-Outside1.
2. suoo ey gusle « B o3o IJzlJs gw-outsidel (IsJ isp psgJ).



3. Lowe 1Ly 038 py gJIJ 1Uss IJpsye guslu sY9u reachable: s 030 IJz1ds gz 1.
4. JlJluolws |Js 3dYs pu Idppdu lsuol jowb Ideods 9 1dgews . 9lud) W99 OK.



Add SLA Monitor Object

Name

sla-outsidel

Description

y
Monitor Address
gw-outsidel v
Target Interface
outside1 (GigabitEthemet0/1) by

IP ICMP ECHO OPTIONS

o Following properties have following commelation : Threshold £ Timeout < Fregueancy

Threshold Timeout
5000 5000

Fraquency
60000

Type of Service Number of Packets Data Size
0 1 28



I,y 196 1Upeleds Jodsss Jlso pldus SLATE ) Jleuold ISP IJelos: B oldss |olss
Jliso Ll iss SLA:

1. 8p woessu ldlgwe Jdliso 2ol el §wsé SLA 9o uvdd Roshs: 9009 B 00 1Jzlds
SLA-Out2 .

2. voow ldpyw g09lo « Bs 030 IJzlJs gw-external2 (IJelos isp esgd).

CSowo IJBhu 030 oy U 1U3s 1Jpsye guslo Spdu 1U9uo9d: B odo 1dzlds ¢lz2.

4. JlJluolws |Js 3dYs pu 1dppdy ls ol ool lJpodo 9 IJewws. 9lud,y W99 OK.

w



Add SLA Monitor Object >

Name

sla-outside?

Description

.
Monitor Address
gw-outside2 v
Target Interface
outside2 (GigabitEthemet(0/2) v

IP ICMIP ECHO OPTIONS

o Followang properties have following oosmelation: Threshold £ Timeout £ Fregquency

Threshold Timeout
5000 5000

Frequency
60000

Type of Service Number of Packets Data Size
0 1 28




IJglogs 2 IP SLA3
lJglbgs 3. vdssu Idpuwble IJolows pe punly Idpuwly

loedd lJs 1Jzgols « e lu®) W98 ILoull 1Jeszes WS pdéue IJwszso.

Bl e wopdsu Ieszole 1JBloyss: Bludy B98 ses e (
) JJpszo IJss ©d9p wodssy puwh Slow Bso. B 030 1J2lds Jp swp wepdsy ldeszole
ILolo,s6.

Lii] Firewall Device Manager B o - === @ @ :j’“ﬂ:;waw o Wl crcRE

—J Manitoring Policies Objects Device: firepower
Model Software vDe Intrusion Rule Update Cloud Services High Avallabiity
\Cisco Firepower Threat Defense for KVM 7471712 are.o 20231011-1536 @& NotRegistered | Regster Not Configured
)
& internet
e ===

Cise o Firepower Threat D

Interfaces Routing Updates System Settings
Management: Merged 2 static routes Geolocation, Rule, VDB, System Upgrade, Management Access
E 14 0f9 Security Imeligence Feeds Logging Settings
View Allinterfaces > View Configuration » View Configuration 3 DHCP Server | Relay

DDNS Sarvice

é DMNS Server

1J21096 3 1Jpul, 1

B Lod2s Ideszse IUelue: 1ud) B9 lsd9ws IUlunlds (



) Jluolds puwly Slow zass Jhoulb ISP 1JIsd.

WOs ulwis |uolws puwl) elow:

1.
2.

5.
6.
7.

I woesSuU luwe [dpuwl) 9ouvdd lRoshs: [Jyuowd. s o030 IJzlJs route_outsiden.
U 1J8lspd [Jpowsds 1Ulzos: o> 1Jglzos Jos wus> Luwld 2yJ6 p)9) Idoslule pu
edldol 95 IJsuo9d 1ds guslu Idwsles o edid 1d9lzos. WO odo IJzlJs gz 1
(GigabitEthernet0/1).

e duvedle Idos wess gvodle i_9 lJosslo dpuosw9s IJos ogwedse IJeglus WOs odl

IJpuwl). B 030 IJelJs: wp wesss ls-IPV4 oo dl.

cpu IJBlises IJpogwsdo Idoslws: 2> Jliso IduveJs 1Jss se)yd gusly IP 1Jgluo

g_:IJyﬁlvégngQrO Luwld 296 o9, Ideslole 1Js o3l 1dgusly. Ws o3o IJzlJé gw-outside
(l9d wslwo ISP).

CESSU pdSluw [dpuwly wsu 19254, Vs o3l Idpeld 1.

o0 1J8lispes Idpowsds pil 96 SLAC 23> JIisu oyl w6 SLA. W o3o IJzlJs SLA-outside.
sludy W98 OK.



Add Static Route

Name

route_outside

Descnption

R

Interface

outside [GigabitEthemet0/1) b

Protoco
@ Pud ) VG

Metworks

-+

Matnc

CAMNCEL

[

IUg 96 3 1Jpuwl, 2




Iy 1Jgb9s IJppleds Jodso puwly gwldo luwolosds 13 Jlouald ISP 1IJelus: Bs ulddé
luol8s pwl) low:

1. 8p wotssu luwp Idpuwh 9ouvdd lRoshs: 1dguos. Ws oo IJzlJs route_outside?2.

2. p0 1JSlispd IJpuuwsdé 1Uslzod: 235 1Uglzod IJos wus> huwld eydé py9) ldoslule pu
edldol 9sd5p 1U9u29d U guslo IJwsle s po gdId 1d9lzes. B 030 1JzlJs ¢lz2
(GigabitEthernet0/2).

3. e Idubvodle IJos weas gvodle i_9 lJosslo Idpuosws IJos ogwedse IJeglus s odl
IJpuwly. B 030 IJelJs: wp wesss ls-IPV4 oo dl.

4. pu 1J8lspo IJpouuwsds Idwglus: 235 Jlisy Iduveds 1Uds sgyw gusly IP 1UEluo
wldwslews 9sop huwld 9o py9) Idwslule [Js 03l 1dgusly. s oo IJzlJe GW-Outside2
(w9lwo ISP IJeluss).

5. cessu pdsluv [dpuwl wso 19254, W o3l Idpeld 1.

6. pu 1JBlsps Idpouwsds pildw6 SLAC 23> Jlisy oyl w6 SLA. Ws o3l Idyusulysy ol §ss
puwo9s 1Jged (SLA)-Ehzs2.

7.9lu8) W9 OK.



Add Static Route

MName

route_outside2

Descnption

interface

outside? (GigabitEthemet0/2) >

Protoco
@ Pud Y B

Networks

+

Gateway Metnc

gw-outside2 - 1

CAMNCEL O

1Uz 1096 3 1Jpwl, 3



s bysilo gwy ldslzole 1Ughess 191Jebess 2 pg punvble 1dpgul,.

?.(l;: uting

Add Multiple Virtual Routers v . Commands « £ BGP Global Settings
Static Routing BGP OSPF IGRP C Tn Zon
2 rout b 4 +

1 route_outside1 ou el Fvd 0.0.0.0/0 10.1.1.2 sla-outside 1

2 route_outside2 outside2 Pud 0.0.0.0/0 10.12.2 sla-outside2

IUg 96 3 1Upuwl, 4

oo lJogss) |Js FTD.

IJo2d0 pu lduors

e wouwesd 15¢9d [Us slzes wb, 1Jisle, (CLI) 1Jglu06 o FTD. e Gp wouigsd IJley show
zone JJozdd pu pedele 29d pulbbd 2,96 p)9) ECMP: Lpl B 3JY IUglzole IUos wes zisl pu JJ poub .

<ttroot>

> show zone
Zone:

Cut si de

ecmp
Security-level: 0

Zone nenber(s): 2
out si de2 G gabit Et hernet0/2

out si del G gabitEthernet0/1

Gp wouvgsd Il show running-configroute JJozdd po lJodsso IJzbs wusésdo Jodssu lJeszso: B oo 1JzlJs ould

pozolu wlooly pe pusble Ideuul.

<#root>
> show running-config route

route outsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route outside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

Gp wouvgsd IUle, show route JJoz 8 pu 229 [Jeozso: Bes 030 1Jzlds ould puulle 18, luoslo opl gu) 1Jslzos ¢z 9
ehe2 oldoddus ldpowlass: spdu waise Is 1de9) wsu dlisyosy ISP,

<tfroot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA externa type 1, N2 - OSPF NSSA externa type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2, V - VPN
i-1SIS, su- 1S ISsummary, L1 - IS-ISlevel-1, L2 - ISISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

[1/0] via 10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 1is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 1is directly connected, inside

Gp wouvgsd I, show slamonitor configuration JJoz 8l pu wdsso eol@ws SLA.

<tfroot>

> show slamonitor configuration
SA Agent, Infrastructure Engine-I1
Entry number: 1037119999
Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: outsidel



Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 1631063762
Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Sp wousgsd IJie, show slamonitor operational-state Joldss 2lJé il s SLA. B oo 1Jelds: spdod IUges) eJs "ldpods
oo gbl' Os 1le Uik 905 o) 1Js 1o 038 ICMP s 1dwsles 3o 103 J3Jd sda IUpuwly IdIBesluas pu I slzes
[Jo>d uibl 950 wowswo Vs ga9d IJoszso.

<#root>

> show sla monitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never



Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 79

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 05:32:32.791 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

esliud Iogpsd

096 29, 19086 g0 w090999d FTD JJozdd pu ol 131 Jlo 2ed 190999 ECMP sgpd gds p9lius 2096 009, Idwslule vso
IJuslolo B pulb s ECMP. B o030 1JzlJé: B woubésd louold SSH o Test-PC-1 (10.1.3.2) 9 Test-PC-2 (10.1.3.4) |J.s Internet-
Host (10.1.5.2): &p Bp woubésd 1Jie, show conn Joldss 1o 2598 1ps9, oo peslius IUizeld vso boulble ISP s, Test-PC-1
(10.1.3.2) g, 1U9lz0s 1Jghzss 1. spy Test-PC-2 (10.1.3.4) g, IUslzos 1Jghzs62.

<tfroot>

> show conn

4inuse, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1.3.4:41652 outside2 10.1.5.2:22, idle 0:02:10, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:00:04, bytes 5276, flags U O N1



dizES s p9l06 2ed 2296 19 wsu Iduslole 1eesss luwe bl Ids 29liess wdbe gulas IPJdpuos) sldszoes.
91J9lz06 U936 9ldw,99dad: 900l 95 Idp o3, 919706, gus wubgsd IUlRewh: spdu worse pds Ideis) IJes
0896 weeldlool IJs uduw IJuslus wuvoy 831588 IJoziss: 903l pu9de: §p wotss) s Gspd wsu lpzesele 6
(pu22, IP: 9206 1P 91206 91036 < )909d9d: P95 PO pUOS 9206) Jlple wEss) eds veses Idogjiss.

b)ss uolisg

131 o IJhoulb |Js wslws ISPIJisds pelodl B 030 1Jzlds: B@p wlsdld wubgsd pozo IJeuls 1diod Jezldlee. 151 Jp
Suvade FTD )3l gJs ECHO oo w9lws ISP IJIsds slgd pode 1z 1dpess B Jliso "o)ldwé SLA". sop leool IJpuosu )
Slod JJsuesd 9op supe edlps edso Jiuwdd. el cop L6 IJpuwly Ipogdy IJs Iduslus Iisds po 229d IJwszso.

Be wousgsd IJle, show slamonitor operational-state Joldss 1Jzlds 1eldss Junl s SLA. B o030 IplJs: spdoud IJees, eds



"dpods zrew: LoslL" B 18)lz 1Jie) 908 wuins) IUs Tu Loss ICMPJs wolus ISP IJisds Jl suvezse:

<{froot>

> show slamonitor operational-state

Entry number: 1037119999

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last timethis entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 06:14:32.801 UTC Tue Jan 30 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: O

Entry number: 1631063762

Modification time: 04:14:32.771 UTC Tue Jan 30 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 121

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 06:14:32.802 UTC Tue Jan 30 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

I voUbEsd UipJ JJdozdd show route oy 239d IJoszsoe IJzlds Bsop 1516 1deuwl s l9J w9lué ISP pu eJdlJ 1Jslzos gl
1. 900ld puwl) 1B8e,)luos 9les B §b wubl [Js wolwd ISPIJeluss po ¢dId 1Jslzed ¢hz2.

<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2
ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route
Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

JuéJ i, show conn . oJlgs IJleuso Juve p929580. oI eduwle SSH uuubs lsuol eds Test-PC-1(10.1.3.2) 9 Test-PC-2
(10.1.3.4) 590 ls pBlbgs.

<tfroot>

> show conn

4 in use, 14 most used

Inspect Snort:

preserve-connection: 2 enabled, 0 in effect, 12 most enabled, 0 most in effect

TCP inside 10.1. 3. 4:41652 outside2 10.1.5.2:22, idle 0:19:29, bytes 5276, flags U O N1

TCP inside 10.1.3.2:57484 outsidel 10.1.5.2:22, idle 0:17:22, bytes 5276, flags U O N1



adighs: spdod pdlelbs show conn B Ig)lz 2duwd SSH po Test-PC-1(10.1.3.2) JI wjld po gJIJ 1Jslz06 gzt 1&p LIJo
IJeuwly IJISe,luos evs IU9lzos bt o 2a9d IJwszse. 03l pusde seuwe IJouopse: ©wx8d 2J6 1de)9)
IJOedss guy 1Uslzos ghz2. I3l Bpe wose loyold 226> pu Test-PC-1(10.1.3.2) |Js Internet-Host (10.1.5.2). Sspdud
IJee9) eds zese wdle pag) Iduslole po elJ 1Uslzod 1Uesz9s6 ehe 2.

lowoduuld IJigble gl oJlzol

JJezdd o Lo2s CEss) 229J IJuszsoe: Bp woubésd IJle, debugip routing .

B o3l Idpeld: gudpl sY9u IULowlb wusles ISP IJi_gJus pebdli wop 51Js IJpunly go) 1Uslz0é bzl pu g29d IJwgzso.



<tfroot>

> debug ip routing
IP routing debugging is on

RT:

ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, outsidel

ha_cTuster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static metric [1/0]NP-route: Delete-CQutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only):

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, outside2

Bp wousgsd IJie, show route Joldss z29d IJeszse IJzlJs.

<{froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, outside2

C 10.1.1.0 255.255.255.0 1is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

el sop cubgsd Idboulb Lslzed ISPIJisds p6 s cop lUolds IJpuuly gu) 1Uslzos eheT p6 s IJs 229 IJoszse.

<tfroot>



> debug ip routing
IP routing debugging is on

RT(mgmt-only):

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, outside2

NP-route: Update-Cutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, outside2

NP-route: Update-Input 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, outside2
via 10.1.1.2, outsidel

S woubésd IJie, show route Joldss za9d IJoszso 1JelJs.

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF externa type 2,V - VPN

i - 1SS, su- IS ISsummary, L1 - 1S-ISlevel-1, L2 - IS-ISlevel-2

ia- ISISinter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route, + - replicated route

Sl - Static InterVRF, Bl - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.00.0.0.0[1/0] via10.1.2.2, outside2

[1/0] via10.1.1.2, outsidel

C 10.1.1.0 255.255.255.0 is directly connected, outsidel

L 10.1.1.1 255.255.255.255 is directly connected, outsidel
C 10.1.2.0 255.255.255.0 is directly connected, outside2

L 10.1.2.1 255.255.255.255 is directly connected, outside2
C 10.1.3.0 255.255.255.0 is directly connected, inside

L 10.1.3.1 255.255.255.255 is directly connected, inside

pedyple slo Lodsé
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