odysy CIMC gJs FMC gl wod ules
JeupdJle IJblses sluodlzol

lJpzogsle

lpclo ol
ledayle | 300

lJedase

ol | Il el _n.56

lowed ol 1 izble ol_olzol

|Jp@)po

S o3l IJpwews wdssy CIMC (92206 IJwede WS IUbL6 IJecdlpds oo Cisco) eJs FMC
9Jss6 iuuodublgé lJeuvddle 1Jilisgos 9luodlzol.

ou ldpop pdlzbs [ Spdu wdysy CIMC WV §b gJs FMC 1Jplbso.

slos weuo sesle IJoede B 1bLé 1UJ9es I Iuwluss (FMC) Lluosl, @sspe po CIMC,
9lJlo,596 1J9zsrs Josdswo os vobosd IJluadliz IJelzd J BIOS:
Cisco_Firepower_Mgmt_Center_BIOSUPDATE_XXX_EN-11.sh.REL.tar (¢Js IJluosl) 6.2.3: | e
lJeJwd 09: Sourcefire_3D_Defense_Center_S3_BIOSUPDATE_623_EL-7.sh.REL.tar).

op wpass Idluadle IJglzd eds lwo 7.4 (Clgwoeole 8.2.3. 91U3s wp wersBo gJs luo 7.1). 9p¢
3JYcJu sop oyBdss Idgols s 03l IJluosl gse $s9e,) ol IJio, B8 eJs luosl) BIOS g CIMC.
IJgbol 1Uss suine 1) 80 gwow Idouildo gds lue 7.1 09 pe,8 wuoese IJigble oo Cisco
CSCwd47327. 9sulow§ 03l lsual eds 7.4.

loeJo Adobe IJpzess Idpuwews [Js 103158 18306 pus 2020-12-31. pe o3l 1Uguo9d Idis s
woW26 pg Flash gs) ppdu wed IJlu.

IJozuwsu 2o esd o IJluoshle 1J@sseé po CIMC wolbdy 319,56 Flash. 903l sgos T
Sbble Iluosly Iigse eo 3.1(3a). sldos coupes dbb 1Jluash 2.2(x) cuveos IJs cbusd
Java. suldelds: sz codsool JJsuesd Idsel e)é s po aJU Slzos Ipuweesp Idyumspssd
(GUI). 5pd0 1Joz8d oo 030 IJegdsple B luoslle o258 pos o353 UCS Lpeles, o volss
2.slé Adobe Flash.

lJpobdolo


https://tools.cisco.com/bugsearch/bug/CSCwd47327
https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72012.html
https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72012.html
https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72012.html
https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72012.html
https://www.cisco.com/c/en/us/support/docs/field-notices/720/fn72012.html

* 1d9uo9d 1dplss |Js FMC.
* Jogo pdlosz USB
- Uuluws VGA

lJpdovlo Ipuuweispd
« FMC 2600
o louble Idpedsple 109158 B 03l lJpuwaws pu 1Uizos6 1Je92956 s wsisé pgpdss ¢luos.

o zese IJizess IJpuwetsps B o3l lJpuwons wodssu ppuwsz (IBSeluos). bl Jloe
drodod 9es Idogivgsd Volds pu Wopd Jdoles) IJpzoed Jls o).

lJodosy

1-99pl 39, B 1dwslsé: pu IJpop IJolds oo lo Jews Hues IUlouoldle 1U3sdsé ouwegspe
wosés Jl weolz IJs WUluu. 1Ub 96 1J9zs6 J3JY. o pu edIJ 1J9uo9d 1Us 9lzos
IJpuwesp luwsess (GUI). suldolds: Bldousuoss os IJe,dss 13l Je odo @ Gpw
wolbosd BISUPDATE $od 3Jd gldl spdud IJegls IJs [Ugbss 6.

ol Cisco Integrated Management Controller
CISCO  (C220-FCH2145V14L

Verszion: 2.0{13e)

This application requires Flash Player v9.0.246 or higher

f Get ADOBE* 4
FLASH* PLAYER

luosly CIMC 1Jpwews |Js Flash



Cisco Integrated Management Controller (Cisco IMC) Information

Hostname: CIMC-FMC-2600-2

IP Address: -

MAC Address: A4:88:73:54:92:18

Firmware Version:  4.1(1f)

luosl, HTMLS CIMC

2. JJosdsé: sew o wupe gu file Cisco_Firepower_Mgmt_Center_ BIOSUPDATE_XXX_EN-
11.sh.REL.tar. 903! Jopu 1Jluosh IJiuwlgus (Gluvoouls 6.2.3).

eds pwesd Idpeld:

Bl Joo ogved IJluesl) 7.0.3: Bszw edsd IJub, |Js IJluesl) 7.0.0:

Related Links and Documentation
Release Notes for 7.0.0
7.0.0 Decumentation

Release Date Size
17-Jan-2024 51979 MB
13-Dec-2021 517.53 MB
26-May-2021 2450.82 MB
26-May-2021 2027.59 MB

(a search. ) Firepower Management Center 2600
Collapse All Release 7.0.0
ey A My Notifications
705
704
File Information
703
Firepower Managemeant Center BIOS Update Hotfix EN
7.0.2.1 Do not untar
Cisco_Firepower_Mgmt_Center_BIOSUPDATE_700_EN-11.sh REL tar
702 Advisories f
7.0.1.1 Firepower Management Center BIOS Update Hotfix EL
701 Do not untar
i Cisco_Firepower_Mgmt_Center_BIOSUPDATE_700_EL-7 sh.REL tar
-
7.0.0.1 Advisories [T
7.0.0 Firepower Management Center install package
- Cisco_Firepower_Mgmt_Center-7.0.0-94-Restore iso
y -
67 5 Advisories [T
66 3 Firepower Management Center upgrade
' Do not untar
6.4 > Cisco_Firepower_Mgmit_Center_Upgrade-7.0.0-94 sh REL tar
Advisories [F

lJodsrsuw 1Jzsss bs 7.0.0

Bldow o@9pe vogvesd IJluosl) 6.6.7. Wsew edsd IJub, |Js 1Uluesl,) 6.6.0:



(2 search.. )  Firepower Management Center 2600

Release 6.6.0 Related Links and Documentation

A My Notifications Firepower Hotfix Release Notes
Release Notes for 6.6.0
7.0.01 Documentation Readmap
7.0.0
6.7 > o )
We recommend upgrading to our Suggested Release, as indicated by a gold star for each product, to take advantage of resclved issues.
6.6 w see the release notes
6.6.7.1
File Information Release Date Size
6.6.7
Firepower Management Center BIOS Update Hotfix EN 17-Jan-2024 519.79 MB
6652 Do not untar
Cisco_Firepower_Mgmt_Center_BIOSUPDATE_G660_EN-11.sh.REL tar
6.6.5.1 Advisories [
6.6.5 Firepower Management Center BIOS Update Hotfix EL 13-Dec-2021 517.53 MB
e Do not untar
o Cisco_Firepower_Mgmt_Center_BIOSUPDATE_660_EL-7.sh.REL tar
Priegfieiiel
663 Advisories [
661 Firepower Management Center install package 0B-Apr-2020 2652 96 MB
' Cisco_Firepower_Mgmt_Center-56.6.0-90-Restore.iso
6.6.0.1 Advisories [F
Do not untar
6.4 > Cisco_Firepower_Mgmt_Center_Upgrade-6.6.0-90.sh REL tar
Advisories [f

IJodsrsuw 1Jzsss b 6.6.0

Bl Joo ogved IJluosl) 6.2.3 Bspdud Idoee .._,i,olg v 6.2.3:

6.2 ~
6.2.3.18
File Information Release Date Size
6.2.3.17
Firepower Management Center BIOS Update Hotfix EL 13-Dec-2021 S17.53MB
6.2.3.16 Do not untar
6.2.3.15 Sourcefire_3D_Defense_Center_S3_BIOSUPDATE_623_EL-7_sh.REL tar
Advisories [
6.2.3.14
Firepower Management Center upgrade from 6.1.0 or 6.2.0 to 01-Jun-2020 1835.84 MB
62313 6.2.3
Sourcefire_3D_Defense_Center_S3_Upgrade-6.2.3-113.sh
62312 Advisories [
6231 Firepower Management Center upgrade from 6.2.1 or 6.2.2 to 01-Jun-2020 1835.86 MB
6.2.3
6.2.3.10
Do not untar
iz Sourcefire_3D_Defense_Center_S3_Upgrade-6.2.3-113.sh REL tar
Advisories [
6237 b
6236 Firepower Management Center system software 01-Jun-2020 2327.92 MB
o Sourcefire_Defense_Center_M4-6_2 3-113-Restore iso
i i <
6235 Advisories [
6234 Firepower Management Center 6.2.3 Hotfix - Local Malware 15-Nov-2018 0.89 MB
Certificate
6233 Do not untar
6232 Hotfix_Local_Malware_Cert-6.2.3.999-4 sh REL tar
Advisories [
6.2.3.1
Firepower Management Center 6.2.3 Hotfix H 28-Sep-2018 5.95 MB

_ Sourcefire_3D_Defense_Center_S3_Hotfix_H-6.2.3,999-5sh.REL tar
Advisories [

lJodsrsuw 1Jes9s b 6.2.3

3. 8 woresd lJpd |Js FMC oy ¢JIJ Iduble > IJozssele:

For details,
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Rule Updates  Geolocation Updates

! Downiosd Upsstesl] L) upkoad Update

are vergien: 7,004

eriom: bulld 330 [ 2023-08-21 08:39:13 )

Beaness istry
Type

oeesd Jluadlz 1gled

4. ey wepsd IUpdd ouwoe) Bs IJud) Wl "wowse" sueuse Idluadle IJglzJ:

5. vpe luwole 1o, 886 Ju weolg 9226 Idozdpe Vs 1909 0 wed (CIMC) |Js 319,06 Flash
(1J31Y,06 1Jp99wo).

6. IJIuc lg> wpos> FMC oy lzd wdsse CIMC.

a. pu gdld 9lzos IJpwedse Iyuw9pess: luodd Ids IJuble > 1Jodsse > 1Jgpdso 9lge,
e bhé lehé IJuposs:



Access List

Name
Access Control Preferences

Shutdown Management Center = Run Command
Audit Log
Audit Log Certificate Reboot Management Center I & Run Command I
Change Reconciliation Restart Management Center Console % Run Command

Console Configuration
DNS Cache

Dashboard

Database

Email Notification
External Database Access
HTTPS Certificate
Information

Intrusion Policy Preferences
Language

Login Banner
Management Interfaces

Network Analysis Policy Preferences

v

Process

REST API Preferences
Remote Storage Device
SNMP

Session Timeout

Time

Time Synchronization
UCAPL/CC Compliance
User Configuration
Vulnerability Mapping

Web Analytics

lel>é wposs 9lzod lJpuwese lUuu9pss (GUI) J FMC

b. oo eJIJ 91206 Lub, 1Jisle) §p "UlEls Gposs Iuble"

em reboot
ommand will reboot the system. Continue?
enter "YES' or 'NO': YES

down for reboot NOW!

lel>é wpos> FMC CLI

7. 1Jlo. @v.)i Vs Idoposs spdud IJozdd pu CIMC IP Ideg sy Ws "Cisco IMC IPv4" 950y
oedsd 3JY Jlzdl. s Iduslss: spdy |bol, 0.0.0.0:



| m .
Configuring and testing memory..

isco IMC IPv4 :/0.0.0.8
AC ADDR : A4:88:73:5A:92:18

8. wpz> Suesdol IJs IJSlises Jsuesd Ids cosiss wble 115¢ld slJlglz 1wl ws (BIOS)
99236 lJepdp B bbhs 1JJozs 1Jiguluss (CIMC). I g b gds IUpbelz F8:

NI
CISCO

Cisco IMC IPv4 Address : 0.0.0.
Clsco IMC MAC Address @ A4:8B8:73:5AR:92:1

Entering CIMC Configuration Utility ...




9. sup &2 wIdssu CIMC Jpl sds:

o IMC Configuration

bl kA A A R R R R bR
NIC r'l""'['lF‘"" ies

NIC mode

Cizsco Card:

e o T T T B ot T et T L T e B T S S ooy o et ot B S TRt S B S e By B e
<UpsDown>Selection <F10>Save {space>tEnablesD1sadle Fa: (ESLPEXIT
Firadditional setting:

a. wldouwes Jauoe wbl$é sleod IJuvwds (NIC). spdud losh ptuoue Jluveisle
lJ9lzos IJos wp ogwpswol "M" eds 9236 IJwgde Vs blhyo 1JJeze IUluwlwse (FMC).

b. Lldouwws Jod,l) wblds slzos I uwds (NIC). spdod [posh JI ubss.

C. VLAN lue suvobse wrdoo peld: wel lu 09 suwobse pwvows 090096 [uosl el Jp
oo og)d JsV |y syvdd bls ghzs.

d. vldouwed J IPcspdud [gosl) IPv4 ig IPv6 I9 IPv4 9 IPV6 | o obl |Js Jsdso lesls
lJodsu.

e. bl Jly Ussd ¢l p DHCP Josl |Jip_)‘ Ospdud wepdsuo: 9ldl §p wodssy IP.

f. wpe IJluwole pu wdssu IUgvwdo: spdoud |uuwgsle F10 JJzub.

JJzuesd eds piss po Idegdsple 29d lsuple NIC lze leals |
Cisco IMC.

luoglo eds F1 Jodasu luwe IJpuos 99ded 1Up)9).


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C240M5/install/C240M5/C240M5_chapter_01.html#task_xfm_n3r_fz
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/hw/C240M5/install/C240M5/C240M5_chapter_01.html#task_xfm_n3r_fz

Cisco IMC Contiguration Utility Version 2. lsco Systems, Inc

R PR ShCRCH AT AT BT T SRR DR R SR R R o SRR R A SRR SRR TR R RO SRR RO R R R
Common Properties
L IMC-FMC-2600-2

[x]
FactoruDefaults

Default Userd{Admin)

Port Properties

Admin Mode peration Mode

Port Profiles

folcioiobolol solololosolcioiololosol lolol jotofoicioloioioioloioiaiotoisloiolololololoioioickoioloioiolsoiololoiofoioiololoiol ool aiololooiolololol ool

{Up/Down>Select ion <F10>5ave {SpacexenaolesDlsanle FS>Retresr (ESC>EX1T

I oule spdud weEsSU luwe IdpLos® Jpl o )so.
b. JJpuweese UG, lLos: lue suvebse oo 1JIdps zuve [U)Ews.

2. wpesd lu wuwoes: luog b F10 9 ESC.

Jdele 1Je,9) IUIGC,)lLos0

Bl Joo &> lgvegses lehs powb IJpuoug 19 JIo CIMC sbdw Idps ex9) Sspdod caiws 2>
Jlwldse IJeldss:

Ciscol2345
password
Cisco
p@sswOrd.



odpse: ol eu websd oilo..g.;, NUM gJs Jogé lJpdlose.

sew WJIu 1o edss Blal eds 1J9u09J 1Js 91206 1dpuwese ldyuwsess (GUI) Jszss IJopde
NN AN S



CIMC-FMC-2600-2

Cisco Integrated Management Controller

© 2019 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Systems logo are regisiered trademarks of Cisco Systems, Inc. andior its afiliales in the U.S. and cerain ofher countries

9lzod Idpwegsp I,uw9pesé CIMC

lweduuld IJlgble gl oJlzol

ould pudJb pg 1986 2SS I3l wp lglsd wposs FMC. B @$s wuwdd 1Js 9lzoé uwb, 1Jisle, (CLI)
ouwpes "startup.nsh™:

Press ESC in 0 seconds to skip startup.nsh or any other key to continue.

Shell> _

JJéo9z pu 030 IJBU 6. IJoy "exit" slduivse IJolds 1Jss uuseas o9 1o spos 1ULo9,6
odilissl.

B 030 IJelJs: ooy ouwlds 1o, IJoposs 1Uss sedu Spuoo gds CIMC. 9 woo lowdld Izol;
IJs o3l ldwposs o9 lu 1dpdss "EFI" s 990 wldwposs 19dl pu IUpedule 1UIE)s:

1. 108y W98 IJgbob IJedles B leds IJsuwl Sloee £ "29uwws”

2. e luwopsle IUdpusse) olds oo o o, IJoposs 9ls wdasy Tg) 09 Jel sds:



» Cisco Integrated Management Controller

f / Compute / BIOS

BIOS Remote Management Troubleshooting

BIOS Properties

Running Version

UEFI Secure Boot |

Actual Boot Mode
Configured Boot Mode
Last Configured Boot Order Source

Configured One time boot device

w Configured Boot Devices
w 54 Basic
CDROM
HDD
Advanced

¢sble wpeos> CIMC

Power Policies

C220M5.4.1.1c.0_M5_FMC

Uefi

BIOS

Save Changes

PID Catalog

Actual Boot Devices

Cisco Firepower Management Center (NonPolicyTarget)

Cisco EFI System Restore (NonPolicyTarget)

UEFI: Built-in EFI Shell (NonPolicyTarget)

UEFI: PXE IP4 Intel(R) Ethernet Controller X550 (NonPolicy Target)

UEFI: PXE IP4 Intel(R) Ethernet Controller X550 (NonPolicy Target)

Configure Boot Order

3. Bl v e IpuudJs. 1ud) W¥98 "odasy crose IJopess™ sle, "EFI" glod, B9 I vope

IJispu:



Conhgure Boot Order

Configured Boot Level:  Basic

Basic Advanced

Device Types Lo

Name

FDD

PXE

EFI

B

odysu wpos> CIMC

Save Changes Close

4. olds oo oo Tg) 0L, 9108y B8 "edb IJogss)le" &p 898 "ledIE"™

w» Configured Boot Devices
v Basic
CDROM
HDD
EFI

Advanced

Op UESS) wdysy wpeos> CIMC

5. 1l SpJdud lelsé wyvgsd lJgol) 9szw iJl S&we lJosdd Iduwlo g wes lJTo.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



