odgsw BFD W IUsBle IJley g0 wodss 2ol
e plse wluwegsle Flex-Config

lIJpeossle

lJp, 9506
lJpobJole [l wl w56

lJodoule | O2d00
lo 1wl w56

lJodasy

lJo2 9.9 oul o

|, oo wlod 13 ble gl o l>ol

lJp 95,00

S9uoe o3l ldpuweus JsWsoe wdysy VJ%ogng BFD W oy s 2ol 1z plss IJlew 1Uds
Swp wuvgsde IJluosl) 7.2 sldluosble 1Jl8s e pe Flex-Config.

IJecbdole IJlgul jusé

w9w9d9d IJewlyo 1Jzr9550 (BGP) 1Uss wpe wdyswo Vs Cisco Secure Firewall Threat Defense
(FTD) wluwagsle pyds 1bLs zoly 1dzelss IUles (FMC) ey Cisco.

lJpolbdolo

w90 Cisco vi.;, oJ9y s pgy96 wldesluose 1Joldss:

-o9w9d9J BGP
-pblospe BFD

lJpdovlo Idpuwespd
-5 L6 2aly 1dzplss IUlew po Cisco IUss suved 1Jluesl, 7.2 19 1Jluosble 1U1@s .
op logvle Urog.Jg,olu |J_9|J)o WIS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.

u)lu apse I.JlaoJo |.JrDL}Uua)rOO -.95 o3l |JPUJJUU) uud_9.5u ,olpuuga (IdUJluoLS) LBIIJlye

peJ9ple luwlpussd

lJouuldd [ebé 1deszse wulss Ilogle (BFD) 09 w9e9dsd Juvd puopp Jusds, 9dle



IJoguld Bud puly lehs Idogzse Iduvsse Jzese lusle 1dsuwlisb sgpdsle IJouopse
sldptbble 90 ,909d9dle w9z se.

lJodosy

Sew odssu wdssule BFD Bs FMC IJos wuvgd IJluosl) 7.2 sldlosble 1@ e wlyuagsle
wsluwle 9dlisole Flex-Config.

1Jg 1095 1.
8p luusle 8l BFD ey ¢JIJ Jlisy FlexConfig.

S22 Bldw BFD pze9e6 o0 BSp Vw6 BFD. 85 IJSlLod 1Ujp0s J BFD IJos we wdysuol
IS Yldo BFD gs) 2236 J9lzos 9lgss. Jel spdud wdssu Idpuolb§6 Jeduwle 1Jgpd 3o
lJglogé 1Jgles6 9lJu8Jsé 1Jpwgsss.

Jlouvle Jliso Flex-config. ga> ObjectsTab Vs IJig s 1o, Flexconfig s 1Jgl095 IUlsume &p lod,
€J.s FlexConfig Object "Option" & e 109 <999 Add FlexConfig Object.

AMP Intelligence epley O, (g @ adminv

|Jz bb9s 2.
luolds I pedele 1Jpbdyws Joy9e9ds] BFD:

S>> OlJew BFD pzp9gs pu BSp Oey6 BFD. §sp IUSILod IJjp0s J BFD IJos wp odssuol
WS Yldw BFD g pz220 J9lgos 9lzso. Jel spdud odssy Idpuolb$6 Jeduwle 1Jged 3l
lJglogs 1J9lgr6 9ldu9ds IJpwgssé.

bfd-template [single-hop | multi-hop] template_name



Izbs 1Jglogs - sgas Bldo BFD lzlss 1Jgbogs.

multi-hop— sg»> Yldo BFD pugss [Jgbgle.

template_name — s> luwp IJB8IJw. Jl spdo 1o seess luve U8 gds puvldle.

* (Bosbs) $p wodssu ECHO gdis $lJo BFD fzhbs 1Jgloss.
pdlzbo: spJdud ViEb pdsy 9,08 ECHO gds $lde wlddo glgse.

odosu IJd9luod IU5p0sé B $lJo BFD:

interval both milliseconds | microseconds {both | min-tx} microseconds | min-tx milliseconds echo

JJ—IJes 1dbos J@s,6 Weyé IJLuwld sldlgvoduld.

« 1Je,s wldedds eluss. soslez Idublg oo 50 9999.

* microseconds— sg»> IJVlod 1Uje0s J BFD WOs psd9elouss forbothandmin-tx.
* pSY)98luss — I1Jpss 09 pu 50.000 |Js 999.000.

e Min-tx— 1Jg> IJbos Jda,6 Beyé [JhuwlJ.

odysu ldpuolb 96 W §lJdo BFD:

authentication {md5 | meticulous-mds | meticulous-sha-1 | sha-1}[0]|8] wordkey-id 1id

* 1Jpuohb 96— szad wag IJpuals$s.

* MD5— p_ol3$6 pJé o IJ,uwlJé 5 (MD5).

© Ublybé MDS 58596 — p ol 96 MDS > 3s86 IJoopse.

* o)l Bub 38586 Jpuolb§s SHA-1— ol vé SHA-1.

.« o0l386 SHA-1—Keyed SHA-1.

* 018—0 sz lu cowe IJps p19) £y pubd8. SESU 810 SUb) JJps.

* Word—dJJes )9, (pScle) BFD: gos IJpé pisiledule poude 9l2> 20s 29 9. Ul sepe
see ddplo 1ders) IJos ol wude powse vpuwl s wsuole eds pwosd Idpeld: 0 pass
91 &8sy uolJes.

* key-id— pg,0 pulz IJpolb$6.



. id— pg,08 IJp ol IUpuie,d 1Uss sblod uvduvds IJpdlose. [Jpss 09 0 [Js 255 5.
Edit FlexConfig Object

MName:

BFD-SINGLEHOP

Description:

A Copy-pasting any rich text might intreduce line breaks while generating CLI. Please verify the CLI befere deployment.

Insert v = Deployment: Once Type: Append

single-hop TEMPLATE1

¥ Variables

Property

Name Dimension Default Value (Type:Name)

Override Description

Me

IJ¢ bbgs 3.

16,10 BlJw BFD Cldslzos.



Edit FlexConfig Object

MName:

BFD-SINGLEHOP

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert v 22 Deployment: Once v Type: Append

bfd=template single-hop TEMPLATE1

¥ ariables

Property

Dimension Default Value (Type:Name)

Override Description

N

pJlz156: 16,10 BlJw BFD pegss IJgbsle wiysbs Jszole.

lJglo9s 4 (Izosl)sé).

e wlousle $sbs BFD czess eds szole sedod ld)luel wdlde pogss IJgbsle. szw o
SY9u s Bldw BFD pogss IJgbsle wpe wdysuo wldded.

Lol Gldo BFD pogss IJgbsle wésbs I gzole:

bfd map {ipv4 | ipv6} destination/cdir source/cdire template-name

* IPv4d— s 99, vudosu gusly IPV4.
s |IPV6— s 99, vodosu gusly IPV6.

+ destination/cdir — sg2> wlisé/bed 1J9zos. IJouuws s o9 a.b.c.d/<0-32>.



* puodledir— sgas wlissl/byd 1Jggos. IJouuws§ 09 XiXiXeX: X/<0-128>.

o luwpe Idslde — seas luwe Blde pogss IUgbole 1Jpde,u wiyskbs BFED olo.

o8 999 save jy Jpdb IJIls.

Edit FlexConfig Object

Name:
I BFD-MULTIHOP

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert v 23] Deployment: Once v Type: Append

fULTI-TEMPLATEL

Property

(Type:Name) Override

Dimension Default Value

|J¢ b9 5.

10, 89,8 Devices 239J6 s IJlg Js: 925> FlexConfig sl

Description




wer Management C

Cwerview Analysis Policies

FlexConfig Objec

lJglbgs 6.
Jlogile guslywo FlexConfig gxs36¢ o) 99,8 New Policy .

irepower Management Centel =
Ir. Firepower Management Center Cverview Anaysis Policies Davices Objects AMP Intelligence Deploy a ™y @ adminv

New Policy

lJglogs 7.

Name |[Jwoz 9wz 1Jizoj6 IJpeswd JJuog. 1o, <898 Add toPolicy & o 8, 898 Save).



New Policy

Name:

BFD

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q Search by name or value SF3130-A

Add to Policy SF3130-B

|Jz bbgs 8.

22> Jlsy FlexConfig gJds 1Jg p9> I..Ji@uu) 9lud) W98 > ) Jluolwe IJJlsy |Js wog FlexConfig.
9o, 999 save ).



Flrepcu'..'er Mdnagement Center Ovarview Anak Policies Devices Objects AP

* Selected Prepend FlexConfigs
FraxCanfig Objest

X

 Usar Daf
* BFD-MULTHOP
* BFD=SINGLEHOP

® BFD_N:

1_Disaba

Selected Append FlexConfigs
DHCPUE_P Description
E DNS_Condgurs
BFD=MULTIHOP

DHS_Un
® Eigrp_Conf
® Eigrp_leatace_Conl

Eigrp_UnConsgura

Eigrp._Un

¥ Inapoct_IPvE,_Con

InspictIPvE_UnContguns

Inteligence

l&B) 999 Devices g39J6 WO UiE_J-.S 9lud) 999 Device Management gsl).

Alali. Firepower Management Center

e Owverndaw Analysis Policies Devices Obj AMP

BFD Device Managemant
Device Upgrade
NAT

QoS

Platform Settings
FlexConhg

Y Selected Praper
FlexConhg Object
»

Cartificates

|Jg bbgs 10.

2o IJzoly IU3s uwswp Yso wegssy wdssy BFD.

Imeligance

PN

e To Sive

Remate Access
Dynamic Access Policy
Troubleshooting

Site to Site Manitoring

Troubleshoat

File Download
Threat Defense CLI
Packet Tracer

Packet Capture

Diarplany

Draploy

Q,

a

B @ adminy

|y @ adminv




1ent Center

Ovenview Analysis D o : Deploy o (" @ adminv

v

® Waming (0} ® Offling (0) ® Normal (0

§ SF3130-A

p 5F3130-B Snod 3

lJglogs 11.

|8y 999 Routing £ 100 I._J?ggkgv‘ e lud) W9 8IPva 19 1Pve, Lule eds IJodase 1Jgluo wd B
Suwe BGP gds 1dge9s IJls s &p 108y 999 Neighbor 2396 91w, v wusy Iddde Idyuolue
JUC)..S_)O

e @ admine
Device | Routing | Inertaces

Manage Virtual Routers

General | Neighbor | ) Add Agge

IJg bbgs 12.

25> checkbox wlJuweo Jogbd BFD 9ldud) <999 OK ).



Edit Neighbor

IP Address*® | Enabled address
172.16.10.2 Shutdown administratively
Remote AS* Configure gra
65001

Graceful restart(failover/spanned mode)
BFD Fallover @

Description — -
Configuring BFD support for BGP for multi-hop,

ensure that the BFD map is already created for
the source destination pair through flex-config.

Filtering Routes Routes Timers Advanced Migration

Incoming Outgoing

Access List Access List
Route Map Route Map
Prefix List Prefix List

AS path filter AS path filter
.+.

Limit the number of prefixes allowed from the neighbor

Maximum Prefixes®

(1-2147483647)

|Jg bbgs 13.

|8y 999 Deploy jy« &p w8,y Deployment .

Firepower Management Center -
el e Do P g Overview  Analysis  Policles Devicos Objects  AMP Inteligance Deploy | Q, (™1 @ admin~

€15c0

Depkoymant
Deployment History

IJsbogs 14.

23 IJzoly IU3s uvswp wessu IJogss)lo Wso pu 21U 1Jud) <899 checkbox: &p 1u9)
99 §Deploy .

Wl Firepower Management Center

cisen Overview Analysis Palicies Devices Objects AMP Intelligence Deploy (=} — &+ @ admin~

Modified by nspect Interrupaion vpo eoup axt Deph revier Status
Ready for Deployment

Jul 18, 2023 4:55 PM d Ready for Deployment

|J bbgs 15.

109y 99 Deploy .




Deployment Confirmation

You have selected 1 device to deploy

Deployment Notes:

Cancel Deploy

1Jg 1096 16.
1) 99 Deploy .
Validation Messages: SF3130-B

PG.TEMPLATE.TemplatePolicy: BFD

> I Warning: FlexConfig policies intentionally do not contain extensive input validation. Please ensure that the configurations in this FlexConfig policy are correct. In...




pdlebd: pu lpeade Lo29) pod 03l IJods) Id3s Jl s89p ww9s eds zee IUpedyple.

IJozdd pu lduogs

383 1 BFD wusdsd 9lJzlds poluins gds 1J CLI zduws g 1Uis, olds.

<#root>

>

system support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

SF3130-A>
enabl e

Password:
SF3130-A#

show runni ng-config | inc bfd

bfd-template single-hop Template
bfd template Template
neighbor 172.16.10.2 fall-over bfd single-hop

SF3130-A#

show bfd sumary

Session Up Down
Total 1 1 0
SF3130-A#
show bf d nei ghbors
IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
172.16.10.2 1/1 Up

lwod ol IJIgble 9] odlzol

Jl o9, eldsl pedsple pesé Jluwed vl IJigble sl odlzol Jodl IJedssy.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



