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ASA1:

ip local pool anyconnect 10.4.0.100-10.4.0.200 mask 255.255.255.0

interface GigabitEthernet0/0
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nameif outside
security-level 0
ip address 10.1.1.1 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

route outside 0.0.0.0 0.0.0.0 10.1.1.2 1

webvpn
enable outside
anyconnect enable
tunnel-group-1list enable

group-policy anyconnect internal
group-policy anyconnect attributes
dns-server value 192.168.1.99
vpn-tunnel-protocol ssl-client
default-domain value example.com
username examplel password *¥¥%%
username examplel attributes
vpn-group-policy anyconnect
service-type remote-access

tunnel-group anyconnect-tunnel-group type remote-access
tunnel-group anyconnect-tunnel-group general-attributes
address-pool anyconnect

default-group-policy anyconnect

tunnel-group anyconnect-tunnel-group webvpn-attributes
group-alias example enable

ASAZ2:

ip local pool anyconnect 10.4.0.100-10.4.0.200 mask 255.255.255.0

interface GigabitEthernet0/0
nameif outside

security-level 0

ip address 10.2.1.1 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0

route outside 0.0.0.0 0.0.0.0 10.2.1.2 1

webvpn
enable outside
anyconnect enable
tunnel-group-1list enable

group-policy anyconnect internal
group-policy anyconnect attributes
dns-server value 192.168.1.99



vpn-tunnel-protocol ssl-client
default-domain value example.com

oo

username examplel password *¥%%%
username examplel attributes
vpn-group-policy anyconnect
service-type remote-access

tunnel-group anyconnect-tunnel-group type remote-access
tunnel-group anyconnect-tunnel-group general-attributes
address-pool anyconnect

default-group-policy anyconnect

tunnel-group anyconnect-tunnel-group webvpn-attributes
group-alias example enable
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Metwork Connection Details )4

Metwork Connection Details
Property Value
Connection-speciic DN. ..
Description Intel(R} PRO/1000 MT Network Connecti
Fhysical Address 52-54-00-08-68-6F
DHC P Erabled e
Pvd Address 10.31.2
|Pvd m Mask 2552552550
Pvd DNS Server 10314
|Pvd WINS Server

NetBIOS over Tepp En..  Yes
Linkdocal IPvE Address  feB0::6147.2eeb 56475004416

|Pv6 Defauk Gateway
|PwE DNS Server

eusly PC1IP



pdlzbo: ub)l Jlgwegsle Jvolxs p9deo slosl Jdewhd Jogrsd vdwol spdy io
obo) weis)lo yuoble pugssé Ieole eclodé IJugosd. 030 pu9 986 9Sew Yw9dol
Jeologsd lUlouold. Jozguw wgdsile lJe,ygsue 030 Sgw i oJdoy Idyvolsé 3less
IJosdse Idos sop odsseol powws Os pgjo Iduvoble 1Jesesd wo l1Jglue weols
IJe psd 9 131 Jloe Givolss 206 ghess B> IJluwegsle. Bszw lu wds Livolss IJeze
lJpuo28 Vs pgju Idyvoble 1Jese9d wo.

Jwbe [Js VPN 9236 1Jlgwedold sldoo 1Jglues wJ vpn.example.com gisgd lgwpe I puuegs e
suslule [Jlgopls.



P Cisoo By Donnect Secure Mokilty Cheit — *

Cprresched [ 10.1.1.5]

A re

=l my Sdie
Pl sodey arrver debecied

Elt"-'lll.lll'-t'l'r-:ll'-:l-::ﬁ-sﬁ?h effect,

PC1 AnyConnect VPN



$pdod CEsSu puvessle wuorst leble powses: wubdd I8 luos: e luvoeale
lpuwess 1. Bl Spo wobss) puvass vuozse Uitbls: Vlo lousle wuozse Igbls
Sidb. Gp w3JY wgd) 9¢lues Vs wesle Idluclz.

Spdud opdsu wuoese IJigble Jlouold VPN IJosvgsuos £Js ASA.

* debug webvpn anyconnect - sg, 2 Juwlisd wuoese IJigble zod IUlouolle wgpdle AnyConnect VPN.

bee IJs o3l IJpuweos Jlgwed ol Idevldd Iduslisgd IJos wp ldeey) edsol eds gluow IJgpesd sluodizol.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



