lowowsld 231 gelss ASA W e welys Iyl
IJouvb/lJlzoslbs

lJpzossle
Lo, 8500
I lwl 6

lJp 9500

s9u2e 03l IJpuwows Jsdsé luwewsld 23l 2plss zols 1Jiely IJBlud JJodsad (ASA) sz
oelys Idegnd IJugivb/ldlzoslbs.

pedsple Iuvluss

Oge 20lo 2elss ASA cdssusy Jeelys Iduvd soely; IS uud IJogvblJoib geelys
lJoyivd Vs 9 o IJluweeshIdugul.

ould zlisbly, JJg)se:

« b 1Jeplss Al gl us/ogulb
« b ldzplss -b elugs/s 9 oe [Jlgwegsls

U508 wso Idsesle 1wl puss sldolosss b odso welyj IJb il

03l 1Jlo, sews o 2ol) 1dzplss 03l sxde Idodasy IJouub skisel |Us 230 1Jzelss IJeluss.

# failover lan unit primary
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# failover lan unit secondary
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# failover active
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# failover standby

lovowld wuvd 2ol 1Jzelss [Jelugs

1. 02838 pu o 22b 1zplss Iiuuluvs wuub 9p0uod. eds pwosd IJpeld:

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Activetime: 2204 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Failed
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
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3. 1400 231, 1Jgplss IJeluas Izsss Bedsl 98p wouuésdo.

4. Lpzyd wugvsb gl Idzelso [Jelyss 1Jzrss wluwedsle odssu Idpuoue IJIBe,)luos: §p
vupdsu boulb wglyj lJd v Jmo shutdownl JIy o Lllo lJelbs Joely) lJoind.

roC>|JZ

firewall-a/pri/act#conf t
firewall-a/pri/act#(config)#interface Port-channel 1
firewall-a/pri/act#(config-if)#no shutdown
firewall-a/pri/act#(config)#exit

firewall-a/pri/act#

firewall-b/sec/stby#conf t
firewall-b/sec/stby#(config)#interface Port-channel 1
firewall-b/sec/stby#(config-if)#no shutdown
firewall-b/sec/stby#(config)#exit
firewall-b/sec/stby#

5. od9su 19le, wely; IJbuvd. eds wosd IJeolJ:

firewall-a/pri/act# sh run | inc fail

failover

failover lan unit primary

failover lan interface sync Port-channel 1

failover link sync Port-channel 1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-a/pri/act#

firewall-b/sec/stby# sh run | inc fail

no failover

failover lan unit secondary

failover lan interface sync Port-channel 1

failover link sync Port-channel 1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-b/sec/stby#

6. cpdsu wely) IJoyvd eds b IJzelss Ideluss 1Uzsrss. eds uwesd IJpeld:

firewall-b/sec/stby#conf t
firewall-b/sec/stby#(config)#failover
firewall-b/sec/stby#(config)#exit
firewall-b/sec/stby#
firewall-b/sec/stby# sh run | inc fail
failover

firewall-b/sec/stby#



7. luob) zos wop pjlpus IJodssy ol pg 19236 1Jzr836 90280 pu 2ldo welys 1w vl
IJuozses. eds uvesd Idpeld:

firewall-alpri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-alpri/act#

firewall-b/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-b/sec/stby#
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8. lzdb IJodssy eds Iluwluws/IJogub 90288 po Loes 319,56 IJJelus sds
lJolouss/ldizoslbs 1Jzyss. eds gveosd [dpold:

firewall-a/pri/act#write memory

Building configuration...

Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)

[OK]

firewall-a/pri/act#

firewall-b/sec/stby#

May 24 2023 15:16:21 firewall-b : %A SA-5-111001: Begin configuration: console writing to memory

May 24 2023 15:16:22 firewall-b : %A SA-5-111004: console end configuration: OK

May 24 2023 15:16:22 firewall-b : %A SA-5-111008: User 'failover' executed the 'write memory' command.
May 24 2023 15:16:22 firewall-b : %A SA-5-111010: User failover', running 'N/A' from IP x.x.x.X , executed ‘write memory'
firewall-b/sec/stby#

9. w2dd pu lu sz welss IJBUud wuvb Jigds/dieds eds JJ po eolo 1Jzelss. eds gwasd
IJpolJ:

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Activetime: 71564 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-M onitored)
Interface management (10.2.2.2): Normal (Not-Monitored)

firewall-b/sec/stby# show failover

Failover On

Failover unit Secondary

Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds



Interface Policy 1
Monitored Interfaces O of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 20:51:27 GMT May 23 2023
This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
Other host: Primary - Active
Activetime: 71635 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1: Normal (Not-Monitored)
Interface outide (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)

lpwewsld Buid 2ol Izelsé IUlpulus

1. 02838 pu lu 2b 1zelss IJeluss wuik 9p00od. eds uwosd IJpsld:

firewall-b/sec/act# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces O of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 19:54:29 GMT May 23 2023
This host: Secondary - Active
Active time: 2204 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interfaceinside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Primary - Failed
Active time: 0 (sec)
slot 0: FPR-2110 hwi/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)

2. 5p sl wupgsd 22b 1Jzelss iguluus sbldeo pbsl.
3. 150 23 Izelss Iluwluws 1Jzos> Sedsl 98 wouvésdo.
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5. 80 vopdsu boolb cely; IJdgud: JI s92s lsdld wubgsd IJboulb Idebs Joglys
IJSUJ. £ wensd IpolJ:

firewall-a/pri/stby#conf t
firewall-a/pri/stby#(config)#interface Port-channel 1
firewall-a/pri/stby#(config-if)#no shutdown
firewall-a/pri/stby#(config)#exit
firewall-a/pri/stby#

firewall-b/sec/act#conf t
firewall-b/sec/act#(config)#interface Port-channel 1
firewall-b/sec/act#(config-if)#no shutdown
firewall-b/sec/act#(config)#exit

firewall-b/sec/act#

6. b IJodssu. Iou 13156 eds ool Iz plss Ideluss/Idogib solds po lo 9236 el
lJoyivd 1Jelu9ss 092956 Vs wdsy wae ldovgsd.

roC>|JZ

firewall-b/sec/act# write memory
Building configuration...
Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]

firewall-b/sec/act# show start | inc unit

failover lan unit secondary

firewall-b/sec/act#

7. oJ9su I9le, wele; 1B .
1. s 22b zelss IJelussIdogbl: sze edsd ladl cesso o) IJlgwlons Jogss
welys IJuvd eds Iduvods Ipepdss (LAN) Juoely s9g IJodsse Idouvb o 2ol
Iz elss Ideluss/lduvb |Js 2l 1dzelso IUlwe,)los 1dzrsy JJodssy
Il ws/idlzoslbs. s ovosd Ipeld:

firewall-b/sec/act# sh run | inc unit
failover lan unit secondary
firewall-b/sec/act#

firewall-b/sec/act#conf t
firewall-b/sec/act#(config)#failover lan unit primary
firewall-b/sec/act#(config)#exit

firewall-b/sec/act# sh run | inc unit



failover lan unit primary
firewall-b/pri/act#

b.lJozdd pu wdssu weles IJBuvd eds JJl IUzobisu. eds uwvosd Idpeld:

firewall-b/pri/act# sh run | inc fail

failover

failover lan unit primary

failover lan interface sync Port-channel 1

failover link sync Port-channel 1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-b/pri/act#

firewall-a/sec/stby# sh run | inc fail

no failover

failover lan unit secondary

failover lan interface sync Port-channel 1

failover link sync Port-channel 1

failover interface ip sync 10.10.13.9 255.255.255.252 standby 10.10.13.10
no failover wait-disable

firewall-a/sec/stby#

8. 8o wopdsu vl IJBubd eds ol Izelss IJiusluus 1dzsss. £ds uwwsd Idpeld:

firewall-a/sec/stby#conf t
firewall-a/sec/stby#(config)#failover
firewall-a/sec/stby#(config)#exit
firewall-a/sec/stby#

firewall-a/sec/stby# sh run | inc fail
failover
firewall-a/sec/stby#

9. luwb) zos wop pilpws Idodsse IJugivl |Us 1J9256 12386 90288 pu 2lds ozl
lJsuid IJuozses. eds uvesd IJpold:

firewall-b/pri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-b/pri/act#

firewall-a/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-a/sec/stby#



pdizbs: Jleb 1o 221 IUzelss Iigwluus (2oL 1zelsé-b) sruwd IJedsso IUs 2ol
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10. Qp wlgls o§p§J b IJgplss 1Jglds Uiuuluu..gluou;bb (2>2b IJgpelsé-b) zos swp
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firewall-b/pri/act#rel oad

M. polyins we> cudss 1Jie, "firewall-b reload” (luwbl) 15 Clusd): e wlidowssd s 2oL
IJzelss IJlgwluws 1Jzass (2oL 1dzelss-A) 9bgd 1Jle) IJluwluus J9gsd peldes IJlgbld
lJpedsé pousel Uild,6 Jolus.

firewall-a/sec/act#conf t



firewall-a/sec/act#(config)#failover lan unit primary
firewall-a/sec/act#(config)#exit

firewall-a/sec/act# sh run | inc unit

failover lan unit primary

firewall-a/pri/act# write memory

Building configuration...

Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]

firewall-a/pri/act# show start | inc unit

failover lan unit primary

firewall-a/pri/act#

12, luob) 2os sop wzesd 2L 1zelss B wlddled slllogoele 1Js 9z welss gkl eds
luo Slygs/Vs 9 oe IJlgwessh. eds uwosd IJpeld:

firewall-a/pri/act#

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate
firewall-a/pri/act#

firewall-b/sec/stby#

Beginning configuration replication from mate.

End configuration replication from mate.
firewall-b/sec/stby#



oo sies iz 1o 2ob Ieelss Iluvluws (22 Ieelsé-l) sauwd IJodsso 1s
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13. ¥p wedb IJodysu: 9dulue 1U3ld0 eds IJiw|w§llJQubb‘3lJoa$$ pU LoTo 3,6
IJJolws gds IJelus/dlzoslbs 1Uz>ss. eds uvesd Idpeld:

firewall-a/pri/act#write memory
Building configuration...
Cryptochecksum: ad317407 935a773c 6¢5fb66a c5edc342

64509 bytes copied in 9.290 secs (7167 bytes/sec)
[OK]
firewall-a/pri/act#

firewall-b/sec/stby#

May 24 2023 15:16:21 firewall-b : %A SA-5-111001: Begin configuration: console writing to memory

May 24 2023 15:16:22 firewall-b : %A SA-5-111004: console end configuration: OK

May 24 2023 15:16:22 firewall-b : %A SA-5-111008: User 'failover' executed the 'write memory' command.



May 24 2023 15:16:22 firewall-b : %A SA-5-111010: User ‘failover', running 'N/A' from IP x.x.x.x , executed 'write memory'
firewall-b/sec/stby#

14. 22838 pu v iz wrles IJBuvd wuvb Jigds/Jieds eds IJ po 2olo 1zelss. eds
s 1JpolJ:

firewall-a/pri/act# show failover
Failover On
Failover unit Primary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL1, Mate JADSERIAL2
Last Failover at: 19:54:29 GMT May 23 2023
This host: Primary - Active
Active time: 71564 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.1): Normal (Not-Monitored)
Interface outside (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
Other host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)

firewall-b/sec/stby# show failover
Failover On
Failover unit Secondary
Failover LAN Interface: sync Port-channel1 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 0 of 1292 maximum
MAC Address Move Notification Interval not set
Version: Ours 9.12(4)56, Mate 9.12(4)56
Serial Number: Ours JADSERIAL2, Mate JADSERIAL1
Last Failover at: 20:51:27 GMT May 23 2023
This host: Secondary - Standby Ready
Active time: 0 (sec)
slot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)
Interface inside (10.0.0.2): Normal (Not-Monitored)
Interface outside (10.1.1.2): Normal (Not-Monitored)
Interface management (10.2.2.2): Normal (Not-Monitored)
Other host: Primary - Active
Active time: 71635 (sec)
dot 0: FPR-2110 hw/sw rev (49.46/9.12(4)56) status (Up Sys)



Interface inside (10.0.0.1: Normal (Not-Monitored)
Interface outide (10.1.1.1): Normal (Not-Monitored)
Interface management (10.2.2.1): Normal (Not-Monitored)
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