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(1407343, +0 ms) Aug 23 18:06:01 [9568]: Processing AMP UI SCAN action: 1, type 2

IJpuwe IJuosiss pu sleed IJpuueie

oule ool gpdsé Scanlnitiator g pJsé 1Jpuwe IJuo9iss.

(1407343, +0 ms) Aug 23 18:06:01 [9568]: ScanlInitiator::RequestScan: Attempting to start scan: dConnect
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[17268]: imn::CEventManager::PublishEvent: p shing type=554696714,
":"Full Scan”,"s1d":14@7343,"sit":2,"sop":0 2515

ulb4EventId=7135211821471891460
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(1487343, +@ ms) Aug 23 18:06:01 [17268]: PublishScanStartEvent publishing event succeeded for 1407343, (null)
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(1487343, +0@ ms) Aug 23 18:06:01 [17268]: Scan::ScanThreadProcess: published event. Starting Scan: 1487343, [type:
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Ciico Secure Endgoint

Mimero de eventos: 40

Mreel

(1) Informacicn
e

(i} Informacion
(@) Informacién

4

(i) Informacisn
(i} Informacisn

formacidn
'T-Informaddn
Lj}anrmac1dn
'.T' Informacion
(i) Infermacicn

Fecha y hora

23/08/2022 06:29:40 p. m.
23/08/2022 06:23:16 p. m.
23/08/2022 06:23:18 p. m.
23/08/2022 06:14:24 p. 1,
23/08/2022 Oée14:24 p. .
23/08/2022 0&:11:55 p. m.
23/08/2022 0&:11:55 p. m.
23/08/2022 06:11:25 p. m.
23/08/2022 06:11:25 p. m.
23/08/2022 0&=11:24 p. m,
23/08/2022 D6:11:24 p. .

Ongen

CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CizcoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureEndpoint
CiscoSecureE ndpoint

Id. del evente
1248
1311
1300
1310
1300
1310
1300
1310
1300
1310
1300

Categors de la tares
Scan
CQuaranting
Detection
Cuaranting
Detection
Quarantine
Detection
Quarantine
Detection
Quarantine
Detection

Evento 1249, CiscoSecureEndpeint

General Detalles

ebuo IJigsle

PUNC UPISS

Scan (Full Scan) completed successfully. A total of 278172 files were scanned and 6 threats were detected,

IJeuwz Iduosss JJSJlub unser 9suvedHd pu w9lu Ids s8lisd Jdluwols.

Ss ol ldpelde spdud 10 s pos Sodl ldpuve 1Ju2958: 9p0d Iduwlod: Sop w9Bds,) perd
olo (SID). 030 1p)6: LB p6 2458015.

(2458015, +@ ms) Aug 24 19:21:19 [1758@]: Sc

wae WYz o Flash

: beginning scan id: 245815, [type: 1, options: 3, 3

IJl)le Idelds 09 wuivy IJese s uwelws CSE.

i

pid: @, initiator:



E52458l315', +8 rnsf:l Au 24 19:21:19 [17500]: irnn::E'u'entr-1anager-::PublishEven‘t: publishing type=554696714, json={"iclsa":"@","sce":108,"scx":"Flash

Scan”,"sid":2458015,"sit":2, "sop”:3,"stp":1}, uib4EventId=7135682311308509188

e pl suwoes Iz Lo sep wuy Idere 1Us Idywzlus.

Ef2458l315., +8 |'I15i:l Aug 24 19:21:19 [175@8]: imn::CEventManager::PublishEvent: publishing type=554696714, json={"iclsa":"e@",6"sce":188,"scx":"Flash

Scan”,"sid":2458815,"sit":2, "sop"”:3,"stp":1}, uibdEventId=7135682311368569188

loole IJpuwez IJuo958 JJduui,

SpIJU 19686 1Upae B glyuo lesle Windows. 9Jpl wdlzbyo: wdsu lJpedsple o wd wol
lJeedsple 1Jp@306 Os Idwedle.

- <EventDatax

<Data Name="]lsonEvent">{"dios":0,"ds":0,"hi":0,"scx":"Flash Scan","sdds":0,"sdfs":10951,"sdps":215,"sid":2458015,"sios":0,"sit":2,"sop":3,"sspc":0,"stp":1}
</Data>
«<Data Name="EventTypeld">554696715</Data>
<Data Name="TimeStamp">133058605022030000</Data>
<Data Name="Eventld">7135602410092756997 </Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_CLEAN</Data>
</EventData>
</Event>

2>& JSON
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gospl soedd Uie)y weedslo 1Jdzuo [Upzrads: szw lu wdso eds 2)lsé wezeses po lUzslow.

w8 229J8 Iz o s wéss) B Ide Idogwdunds.

oule Jl szu9s woe IJlgeul eds ks gpdsle pume pz29Js.
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loo8d |Js Advanced Settings > Scheduled Scans.

Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Process Scan
Cache

Endpoint Isolation
Orbital

Engines

TETRA

Network

Scheduled Scans

lesble po 806
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Schedule

wdsu IJzue e
lJgsblo os:

© IJSlad Ijpus JJeume
* 98w ldeuwe
© e IJpuwe

w83 wdsu Uz lud) Y9G |ualss.

Scheduled Scan

Scan Interval

Scan Time

Scan Type

wdysu Uz o 1dpzr9d

eb cissile Iduoz: sbo, lbl) puwed s9d IJogssle.

-tst" successfully updated.
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) >
,20|1661470488|Daily Flash Scan (18:4@)|1|3|-|48|e|2022|8|24|2122|8|24|18|4e|e|e|1|1|1|e|e|e|e
20|1661478489 |Daily Full Scan (18:50)|5|e|-|48|@|2022|8|24]|2122|8|24|18|5e|e|e|1|1|1|e|e|e]|e«

524288886
52428860

XML Jduog

wwp luoldwol |Js pzr9d W HistoryDB. 1Jz)9w 1Uezly,e Jedles <scheduled> os o8,
IJgpdsé (PID) 1Jss serd IJpuwe IJuo9ss.

893, +8 ms) Aug 25 18:43:59 [12488]: AddScheduledScanExecStatusToHistoryDB Queued 1661478488 scan. last run status: Ox@ with status: @xe

P& 1Jgpdso

Jel 09 p9oe B 1Juoss: wp 9uoe luwpo B Slises IJluobl.

616893, +@ msj Aug 25 18:43:59 [12488]: ScheduledScanMgr::CheckAndTriggerScheduledScans scan_id: 1661478488 queued execution status: @xe

IJeuwe IJuosiss Bs Slses lJluebl,

sedud ldoze s Iduvedle gu ldpuve Iduesss: sdieh ol I3l Il spdo wubvésd IUSzue
IUIG 1o L. 131 16 30 ppdul sop oudss IJbzuo.

(86616893, +8 ms) Aug 25 18:43:59 [12488]: ScheduledScanMgr::CanTriggerMow: [TASK_TIME_TRIGGER_DAILY] executing 1661478488 scheduled scan,
bShouldTrigger: true, timeDiff: @, days_interval: 1

(86616893, +8 ms) Aug 25 18:43:59 [8472]: ClEngineInterface::ReadOptions 1, 1, @, @, 120eee
(86616893, +@ ms) Aug 25 18:43:59 [12488]: ScanInitiator::RequestScan loading scheduled scan ID 166147488

Spdu cu9ss IJpuwe Idus9ss

Spdud o oss o gsble 1Jpuve IJuosiss sop wzpsdol 9o g pdsé Scaninitiator wbJo woe
IJeuwe.

(866160893, +8 ms) 2 8:43: [8472]: ClEnginelInterface::SetOpticns s
+@ ms) 25 :43:59 [12488]: ScanInitiator::RequestScan: su
+@ ms) 2 8:43: [8472]: ClEngineInterface::SetOptions 1
+@ ms) 2 :43:59 [12408]: ScanInitiator::RequestScan: Nal

ing scanner options
ssfully loaded scheduled scan:
, 8, B8, 128868

ett
cce
|
me: Daily Flash Scan (12:48), Type: 1, Options: 3, ScanPath: -

(86616093, +8 ms) Aug 25 18:43: 72]: s: beginning scan id: 86616893, [type: 1, options: 3, pid: 1661478488, initiator:
4]




9Jpl 09 IJeld pg IJipsle 1JuwloB8é: Sew wuiyo s uwelwé CSE. spdy o e IJywedle
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Ui 228 IJzuo IUpra9d

SeJdud IUluosld |Js Event Viewer > App and Services Registries.

v I Applications and Services Logs

Arellia

r

Cisco AnyConnect Diagnc
Cisco AnyConnect ISE Pos
Cisco AnyConnect Netwo

Cisco AnyConnect Secure

Cisco AnyConnect Umbre
Cisco Orbital
Cisco Secure Client

i () (EEED (D (B (EEED CHEE
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> | CiscoSecureEndpoint

wedlo ldobosdle sldgsele
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IJizsle:

- <EventDataz
=Data Mame="Scanld"=86616093</Data=
=Data Name="ScanType"=1</Dataz
zData Name="FilesScanned">11575=/Data=
zData Name="Threats">=0</Dataz
=Data Mame="ScanlInitiator'>4=/Dataz>
zData Name="ScanContext">=Flash Scan</Dataz
<Data Name="ErrorCode"=0</Dataz
=Data Name="ErrorContext" /=

</EventData=
=/Event>

Euo Iere

IJwelos:

- «EventData=
<Data Name="]sonEvent"={"iclsa":"0","sce":108,"scx":"Flash Scan","sid":86616093,"sit":4,"so0p":3,"stp":1}</Data>
<Data Name="EventTypeld">554696714</Data>
<Data Name="TimeStamp">133059446390220000</Data=>
<Data Name="Eventld">7135963775756140548 </Dataz
<Data Name="Description">EVENT_SCAN_STARTED</Data>
</EventDataz
</Event=

el ldywelod

wee? luwole Iz o spdud j9s6 IUpxe IJpuyivgy eds IJuwelws.

(86641515, +8 ms) Aug 25 18:44:24 [3116]: imn::CEventManager::PublishEvent: publishing type=554696715, json={"dios":8,"ds":8,"hi":@,"scx":"Flash

Scan”,"sdds":@,"sdfs":11575, "sdps":218,"sid":866160893, "sios":0, "sit":4,"sop":3,"sspc":@,"stp”:1}, uiG4EventId=7135963883130322951

loole IJpuwe Iduo9iss Jduui)
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sbo, ghuo lzsle Windows wae Bp o Ieso: Jol 09 p9 0z B 1Juo9,6.



- «<EventData=
<Data Name=")sonEvent"={"iclsa":"0","sce":108,"scx":"Full Scan","sid":87216125,"sit":4,"sop":0,"stp":5}</Data=
<Data Name="EventTypeld">=554696714</Datax
<Data Name="TimeStamp">133059452390500000</Data=
zData Name="EventId">7135966352736518152 </Datax>
<Data Name="Description">EVENT_SCAN_STARTED</Dataz
z/EventDataz
=/Event:=

dupyd luwoelsole spdud pohus Idese [Jpouus,).

(8816 +8 ms) Aug 25 19:89:48 [18536]: im rent 2 ishEv : publishing ) L) json={"dio: "hi":@,"s

P! ’ 2 ] -9,
Scan", "sdds":46812, "sd 88196, "sdps" :224, "sid":87216125," ":@,"sit":4,"sop":@,"sspc":@,"stp":5}, ui64EventId=7135376428660482061

Spdud 4986 3JY B glyuo IUlzsle oo Windows.

- <EventData:z
<Data Name="JsonEvent">={"dios":0,"ds":2,"hi":0,"scx":"Full
Scan","sdds":46012,"sdfs":280196,"sdps":224,"sid":87216125,"sios":0,"sit":4,"sop":0,"sspc":0,"stp":5} </Data>
<Data Name="EventTypeld">1091567628</Data>
<Data Name="TimeStamp">133059461880170000</Data=
<Data Name="EventId">=71359704286604832061</Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_DIRTY </Data=>
</EventDatax>
</Event=
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