IJuweled 1Ugluos Judbs IJuolss 1Uleus -
luwole Lodleso yuoble IJeol> 90

lJpzogsle

lJp 9500

SueWd o3l Idpwows Idpgdsple IUplbdyws 29d luwole Lodlzss Juobsle Upuobkéé.;) WOs ywelwo
Cisco Secure Endpoint Private IJos ouved [Jluosble 3.1.0 [Us 4.1.0 pg vovse luods Bod 4
wusle (2020).

pdlebo: Jusgodu luwoele Lodlzss o3 Idguoble wule gds 99w lesh IJzols.



lJouwlosd IJBuso

IJluosble 1dpele,s: svwds Cisco Secure Endpoint Private IJo.s ouvgd 1luosble 3.1.0 |Js
4.1.0 pg vovsw luods pud 4 guuslo.

leoobl po plsy 2024, Juoovwos Lodless yuoble IUpuolb 96 eJs Secure Endpoint Private
Cloud IJos ouvgd Iluesble 3.1.0 |Js 4.1.0 pg cowse luods Bud 4 puodle. gusdss 3JI
IJs pBdlbgs 1306, Jw9d codds IJopds)le IJoldss Bs 9236 [Joedpe IUBLSE Sod lucole
wedlzsé IJuvobsle:

oSy Iulble 2024-02-12 00:05:07 +0000 &> lubolss.crt Guoooos wodlzswo B 3
iui'JOJ.

wouwos uodless weis) [Juble 2024-02-12 00:05:07 +0000 Certificate Refresh_token.crt s
Euo9u 3 lubo,.
wouwos wadless wess) IJuble 2024-02-12 00:05:07 +0000 iolss jwt.crt B £ 090 3 Iuve,.

wouwos uadless weis) [Juble 2024-02-12 00:05:06 +0000 iol>é saml.crt Ws £ ,090 3
iubo_).

sedud 1Jezdd pu obst luwole Lodless odo Iduboble wluwesle Iy U, 1Jigle, £,y SSH
Jol 09 p9oe bule:

[root@fireamp certs]# /usr/bin/openss| x509 -text -noout -9
/opt/fire/etc/ssl/certs/refresh_token.crt

lJol>e:
lJoslole:
lJIuosl): 3 (0x2)
L IJogvduvds:
ee:ea:9f:9:88:09:38:31:0b:90:bb:b5:1b:29:€3:6b
eobipsé IJogdse: SHA256WithRSAENcryption
lJeuo>,: C=US. O=Sourcefire. O=Immunet. OU=PrivateCloud Appliance. CN=refresh-token
wodless
Josuw Yud: uvwwpy) 28:00:52:02 2022 Loy dse BrSuvUL
Jouw v I uwwwew 27 00:52:02 2026 Lu9dse BHSUCUD
lJe9o9e: C=US. O=Sourcefire. O=Immunet. OU=PrivateCloud Appliance. CN=refresh-token

ews IJogsse |Js Secure Endpoint Private Cloud 4.2.0¢ jwsop wgyss duvoble IJeldsé:



* wdsy-ort- wadsele predle 1dosvsy
refresh_token.crt- sgldg lJlouold wgspé b6 1Jogss
jwt.ert- Idwelz oldlouold Idpochbd wso 1Ugsple

« saml.crt- s99¢ luwoelole SAML

lJoles)
Blde sop werse Idgvoble dod luwele Lodlzswol: yuwsw e W8> 1909 |JS 9236 wede

IJIsL6 99236 wede udbs IJuolss IUlews. J3JI. oo IUpop JUELSS wease IJzoly Bud luwoele
wodlzso IJgvoble Ws plsy 2024.

IJed

Jugsse I.Ju'bol)lo‘:..gag LIS Ef’IJ' lJuweled [Jgluos [Js 1Jluesl, 4.2.0 eds I._Jié.J. SpJdu wie
S2SY pu wwlo) IUI9le) o)y SSH 19 o0 91206 puwese 926 wede IUbL)6.



odpse: ‘_§.j,.J lJooe soes IJolds e 9led pdleble |Losl) yuelud glues Jubé
IJwolss 1Ulews 95Jsd puwegse pred IUbL6 eds Idlocoe Idpyoub B Iuwdd ol
o ows.



O3Sl Gwd wrdse Idzols Ids Iluosl) 4.2.00 sdse wrdse ldezess IUs luosl) pose
w8 Vuls) 2024. s)zs 1d)zoe 1Js "edlzble IUluosh" 1Upyowbs wosl Idpuuaws.

20 1Juslus 1Bl

1. luedd IJs gpdsle > wease 1dzols
2. 23 1dozdd pu ldoprsololosjsdol g
3. 08> wujsd Idopsse: g wpdse Iduyulez 9lge) p9lv g JJoldso.

p0 wwlo, 1Ulsle) gy SSH:

1. 8p woubésd IJle, amp-ctl update-check.

2. w8 wuisd IJopsse: Bp woubésd 1Jie, amp-ctl update.

Spdud IJozdd pu lu Iduioble wpe weaseel wugle wlouls IJogdspele 1Jps,zé Bs Buwpe
lJoluosd IJouss Vs o3l Idpuuous.



pdlebo: 3l wgd)y werse IJzoly vuwew 2ldo glzdo: W zs IUleuold o Cisco TAC oyl

edleble |Losl) IJywelosd 1Jglues Jougbé Iduolss IJTro.;,é:
https://docs.amp.cisco.com/Private%20Cloud%20Release%20Notes.pdf

dJsd puwedde pd¢d bl guelud udbs IJuolss 1Jlews:
https://docs.amp.cisco.com/AMPPrivateCloudAdminGuide-latest.pdf



https://mycase.cloudapps.cisco.com/case
https://docs.amp.cisco.com/Private%20Cloud%20Release%20Notes.pdf
https://docs.amp.cisco.com/AMPPrivateCloudAdminGuide-latest.pdf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



