odysu wgssu CERT Jpuolb 96 IUgpsd
IJTlow6 eJs FTD g, FMC

lJpzogsle
| 9300

o ole 1wl w.sé

1J21096 5. |_ol96 jiolss FTD

L2196 1. eidiss Liols |

lowod il L izble ol o, Jlzol

o sle o s

lJp 95,00

S92z 03l ldpuwows Jswdse |esls Cisco Secure Client pg SSL ¢Js FTD gy FMC Llwedsle
oeESssu lduvolbs JJpuol> 96.

IJecbdole IJlgul jusé



lJeobdolo
w9 os Cisco vio oJ9y s pgy96 wldesluose 1Joldss:

* oy b6 FireSIGHT (FMC) oo Cisco
* 1>l Jos wosss gl IJgelss (FTD) IUbloys
* w9 Y puolrgs VPN

lJpdovlo Idpuwespd

* o9 bbl,6 Cisco Firepower J VMWare 7.4.1
* Cisco Firewall Threat Defense Virtual 7.4.1

» Cisco Secure Client 5.1.3.62

op logule IJro}c_Jg,olo 19136 Vs 03l IJpuwews pu I._Jiao_jé 1J 09296 WS wSiS6 pgpdso gluoo.
o zese Ulzosd Ipuworps Os 03l lJpuwows wodssu peunsz (Be)lups). Bl dive
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzopd Jls le).

pedsple lvluss

websb IJguolss os b)ys 86 wuwegse Vs louoldle VPN 2o sop wesso yivols gpsd eds
eovlo puvctse peds: 19 sop luwetsle IJuwele sled 1 gols Jiglua 1Jegssd-o3e gpdiss
Swp Bsol |uwegsle IJuvolss 1,886 Jouwsds Jog st puwegsp 19 zols. Lluwegsle wessy
lJuiol>s: Wluo suweed wy9w99d9d SSL Jpolr§6 IJpuwegspsy 290 1Jzlzs 1Js 1beld wslule
IJlgpls.

S92 03l IJpuwews JsOs6 pLolx 86 gpsd Cisco IJlpy Lluwegsle IUlgwe IJublise po volsé
SSL.

Sew9s 030 Iduvoble gds luwe puvesd wilgdol sop luwegsleo Jig)luo IJogssd.
. JI: ftd-ra-ca-name IJ_slsg
s wwobé gpsd v dsé VPN Jdpousw: vpnEngineerClientCN

* Jwol>s g psd Manager VPN: vpnManagerClientCN
o Juobo IJghe: 192.168.1.200

lLuwe lJotbsbs Jduvods

oo 0do lduog,o ldpgbb |Uds sop luwagsleo Jpold o3l ldpywewn.



192.168.1.21

Manager Client

FMC

192.168.1.11 192.168.1.200

GigabitEthernet0/0

Engineer Client

Firepower

lLuwe degbsbs Jdyveds

lJodosule
lJodosy s FMC
lJglogs 1. w9y 9lzgos FTD

loold IJs Uiao_jé > blhe IJiao_jé‘gz)) zolj FTD IJo>W: 990 wodysy IUglzoo IUgzsoe J FTD
inInterfacestab.

J GigabitEthernet0/0.

C Ulowet ez
s 1Jpub@s IJlpuss: ghe lJpulb 9o
* su9ly IP:192.168.1.200/24

Firewall Management Center
i e . X : Overview Analysis Policies Davices Objects Integration Depioy O, @ & @ sdmin.

107 .7.49 =3

Cisco Firepower Threat Defense for Viiware

Deviee Routing Interiaces Inling Sets DHCP WTEP

Q, Search by name fudd Interfaces »
LUIELCOEa  virtual Tunnels & v Add Interfaces
Interface Type Security Zones MAG Address (ActiveStandby) IP Address Path Manitoring Wirtual Retrter
L Drdabke

| ® GigabitEthemetdy0 outside Physical outssdeZone 192 166.1. 200/ 24( Stanc) I Disabled Ghobal rd

9lz06 FTD

IJgogé 2. wldss oo Cisco Secure Client

loodd [Js 1Ulzoss > 116 1Jiz06. 92,5, zols FTD IJosWs. 9ulds po oy e Cisco Secure Client
s DeviceTab.



License

License Types

Perlormance Tier:
Essentials:

Export-Controlled Features:

Malware Defense:

PS5

Carrier:

URL:

Secure Client Premier:

Secure Client Advantage:

Secure Client VPN Only:

wtsue Wepsd Ileo
lJgo9s 3. 1ol 96 wepe guldsy IPv4

loe®d IJs Object > o [JJliso > wepele Ideolaso > wgpele IPVA GG, W98 1)) luolwds 2jp
IPv4.

() PRSI ONT  y s er o - oo o @80 e s

IPv4 Pools  Fiver

1P pool containg kst of IPve addresass, it is used for management/diagnostic interiace with clustering, of for VPN remote sccess profles.

Name Valwe Owermide

N reconds 1o display

luolds wepe gulysy IPV4

Ip bl ldpedsele 1Up,9,86 Jlogble ozeg goldsy IPv4 Jgpsd VPN Jdpeousw.

* IJlywpe: ftd-vpn-engineer-pool
* ublg gugly IPv4: 172.16.1.100-172.16.1.110
+ IJyule: 255.255.255.0



Edit IPv4 Pool 7]

M ®

fid-vpn-engineer-pool

Description

IPvd Address Range®
17216.1.100-172.16.1.110

Fofmatl: ipaddr-ipaddr &g, 10,72 1.71=-10_F2.1.130

Mask*®

255.255.255.0

Allow Owerndes

'Cn-nf‘.qure dervice owsrmides in the addness pool object 1o
avold IF addreas conflicis in case of object s shaied Bcross
MURiphy Grvices

» Owerride (O)

wepee suldsu IPV4 Jgpsd VPN Jdpousw

bed Idpedsple IJuougss dlogble czpe eolaso IPV4 Jepsd VPN IElLo Cless).

* 1Jlywpe: ftd-vpn-manager-pool
* ubly gulssyo IPv4: 172.16.1.120-172.16.1.130
+ IJyule: 255.255.255.0



Add IPv4 Pool aQ

Pl e ™

fid-vpn-manager-pool

Lhag.cnpindn

IPvd Address Range*

172.16.1.120-172.16.1.130

Formeat: ipaddr-ipaddr e.g.. 10.72.1.1-10.72.1.150

Mask*®

255.255.255.00

Allow Overrides
@ Contgure dovice cvernices in the address pool object 1o

avold 1P address conflicts Incase of object 15 shaned across
mafliple deslisns

Onerride (0)

wget euldsu IPV4 Jgpsd VPN Jdess)

oldss weeelo gulasy IPV4 [ ss6.

L. Fir Il Man. men! nter
ewall Ma _age ent Cente Overview Analysis Policies Devices Objects Integration Deploy  Q ‘) £ @ sdmin~ Sl coong
—
IPvd Pools Add [Pvd Pools RN 2T
IPv4 podl contains list of Pvd . it s used for i e interface with chusterng, or for VPN remote acce 55 profiles.
Nama Value Override
Hed-vpn-engineer-poc! 172.16.1.100-172.16.1.110 -
fd-vpn=manager-pool 172.16.1.120=172.16.1.130 ]

peeselo golssu IPVA IUz 508
IJe 96 4. | ol wog IJpzesed

luedd lJs Object > b0 IJJlksy > VPN > gog Idpze9es: lu@) 9938 ) luolds woz ez pegs.



Firewall Marﬁ"zgcmcn\ Center Overview Analysis Policies Devices Integration Deploy ©, @ 2+ @ admin v

Group Policy ad Group Poiicy | IEREL g

A Group Policy is a set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS authorization server assigns the group policy or it is obtained from the
curment connaction profile.

Mame

DitGmPolicy p

luol 96 wor I1Jpzeses

Sp wbeld 1deedsple 1Juo,9,88 Jluuble usluws pzesesd Jepsd Engineer VPN.

* IJlywpe: ftd-vpn-engineer-grp
* wy9u9dsdlie VPN: SSL

Add Group Policy Q

Name:

Ad-wpin-EngingsEr-grp

Dascription:

LRI | Saciira Cliem ahhransad

WPH Prodosols ] VBN Tunnel Protocod;

Specily (e VPN unnal fypas hal user can use, AL Bl cne lunneling msde
I Address Foos - ;
must be confgured for usars 1o connect over a Vel tumingl,

DRSNS iPsec-IKEY2

Split Tiumneling

woz Ipzpses Jepsd U ds VPN JJdpowyw

bed Ideedsple Iu2u9,s8 Jlousle uvsluws pzeses Jeesd VPN IEILo Cldprs,.

* IJlywpe: ftd-vpn-manager-grp
* wy9u9Ysdle VPN: SSL



Add Group Palicy 7]

[ g, e

fid-vpn -manager-grp

DeEzeripion:

General Secure Chernt Achmnced

WPN Probocols WiFM Tunned Prodocol;

P Add Pod Spacily the VPN tEnnal Tpes (el uar Con uae, AL least ong tunneing moda
" SO i st be confguied 167 USars 10 conrect Gvar & VPN lunnel.

Banngr 5L
NSNS IPsec-IEEY2E

SRE Tuminglimg
voz IJpzpses Jepsd Manager VPN

oldss wog lJpepeogsd IUgrs6.

., Firewall Management Center
H X o 9 . Overview Analysis Policles Devices Objests Integration Deply O @F £ @  admin v b

Group Policy Add Group Poscy  NERG

A Growp Policy is 8 set of attribute and value pairs, stored in a group policy object, that define the remate access VPN experience The RADIUS suthorization server assigns the group policy of it is obtained from the
current connection profile,

Hame

DMtGREPoicy

He-vpn -engineer-grp

o =

M- - TRanagaF- 7P

UOZ PTLIES 22526

IJg s 5. |_ol s uolss FTD

luedd lJs Object > b0 IJJlisy > PKI > o wesd IJIBeble lu@) W98 1)) luolws wuwesd
IJlgeblg.



[ Firewall Ma_r.]agemem Center Overview Analysis Palicies Devices Integratian Deploy  Q, ‘) 3 @  sdmin - lake

Cert Enroliment a

A certificate enroliment object contains the Certification Authority (CA) server informaticn and enroliment parameters that are required for creating Certificate Signing Requests (CSRs) and obtaining ldentity
Cerificates from the speciied CA. These activities ocowr in your Private Key infrastructure (PEI).

Mama Type Crwerige

luols o uwesd [Juvolss

S whbeld 1pedsele 1duo,9,88 Juvolss FTD glgwas,ls pJwd PKCS12 oy 2luwe peds.

* 1Jlywpe: ftd-vpn-cert
« u9g Idoywzsd: pdud PKCS12

Add Cert Enrollment 9

MName®

Md=vpn=car

Description

s cerficate is already annallesd on devices. Remove the anrcdmeant fnom

Dewicaxarfificate page o edit/delate thiz Certificate,

A Information Cerifcate Paramalars Ky Eevocaton
.

Enroliment Type: PECS12 File v
FRUSTZ Fle™ | macen pix

Fassphrase®: [ amaa

Validation Usage: IPsec Client [ SSL Client SSL Server
Skip Check for CA Mag in basic constradnts of the GA Cenificate



oBluosd ogwesd IJduuolss

oldss ouvesd IJubolss 1Uzsss.

Firewall l\r‘.arjagcmcm Center Overview Analysis Palicies Devices Objects Integration Deploy Q ﬁ' o 9 admin ~ e

Cert Enrolliment Add Cont Enroliment Y

A cartificate enroliment object contains the Cartification Authority (CA) serer information and ennoliment parameters that are required for creating Certificate Signing Requests (CSRs) and obtaining Identity
Certificates from the specified CA. These activities occur in your Private Key Infrastructune (PKI)

Mame Type Gvemice

> [Exten

File List PRS2 il i

ouwesd uvoldé gasy

loodd [Js 1Ulzos6 > I voble 1@, B9 5 luolds.

Firewall Management Center .
g Overview Analysis  Policies Objects  Integration Depioy O, @ O @ admin.  dub

L
Al Certificates -

Hama Domain Enro@mant Type Identity Cartificats Expiry CA Cortificats Expiry Status

luols Liolss FTD

bed Idpedsple 1Uuo,9,86 Lok ouwzsd Iduiolss 1Jzasss o FTD.

* 1Jgoly: 1.x.x.49
s ouwesd lJuvoelyé: FTD-VPN-CERT



Add New Certificate [7]

Add a new certificate to the device using cert enrcliment object which is used to
generate CA and identify certificate,

Device®:

1.7%....49 A

Cert Enrollment™:

ftd -vpn-cert v <+

Cert Enrollment Details:

MName ftd-vpn-cert
Enrollment Type: PECS12 file
Enrollment LIRL: MN/A

Sob IJuolss o FTD

oldss glds ol IJiolss.

4 Firewall Management Center

Overview  Analysls  Policies  Devices  Objects  Integration Depiy O @ £ @ saminv kb cecume
—
All Certificates v
Narme Domain Enrcliment Type Identity Gertificate Expiry CA Certificate Expiry Status
um 4 &
ne-vpercon Gional PECS1Z e Jun 16, 2024 Jun 16, 2029 WCA 4D P PCW

cldé hob I guolsé
IJg 96 6. | ols wessu wor JpdWd weyssd luuald Idpousyw

loewd lJs IJiaojé > VPN > 1J9o9d g0 wed lu®) 99,9 AddButton.

= Firewall Mﬂl.'.l.a.gt-.’.n'?elj'[ Center Overview  Analysis Policios Objests Integration Deploy QO & £ @ odmin v Mk cecume

Name Status Last Modified

luolwss v ds VPN Jdsuosd o wed

Op whild Idpedsple 1Uuo,9)86 9lud) 9.9 Nextbutton.



* 1Jlywpe: ftd-vpn-engineer
* wy9u9dsdle VPN: SSL
o 1Jizoj6 IJpuweos96: 1.x.49

g vanag t Cent
Firewall Management Center Overview Analysis Policies Devices Objects Integration

—
Remote Access VPN Policy Wizard
o- Folicy Assignment z  Gonnection Profile 3 Secure Client 4 Access & Certificate

Targeted Devices and Protocols

through the required minimal steps to confgure the Remate
ew user-defined connection profile

frd-vpn-engineer

Description

VPN Protocols:

& ssL
IPsec-IKEV2

Targeted Devices:

@, Search 1.2L7.7.49

wessu lJuoz

Depiloy

5 Summary

Before You Start
Before you star, ensure the following configuration
alements 1o be in place 1o complate Remaote Access
VPN Policy

Authentication Server

Conbgure AL or or

of 16 Suthenticate VPN clients.

Secure Client Package

Make sure you have Secure Client package for VPN
Clent downloaded or you have the relevant Cisco
eredentials to download it during the wizard.

Device Interface
Interfaces shoukd be akeady configure

s0 that they can be used as a
of interface group 1o enable VPN acces

1 targeted
urity zone

lJglogs 7. wdosy vl osd pdud v louold Idpous

B Ubeld 1Upedsple 1JLo,9,56 slod, w89 Nextbutton.

e luwdou Ip ol 86: olys 1Ug psd Bl

* e ldpuwese pu Iduvoldé: 28J pesd> JJogssu

* 1J2dd iwlms: CN (1Jlgwe IJublise)
* 1Jewd IJelygs: OU (Idgess ldoubsesd)

* weetle golysu IPv4: ftd-vpn-engineer-pool
« wog lJpzpses: ftd-vpn-engineer-grp

o & ¢+ @

admin



Cverview Analysis Policies Devices Objects Integration

Remote Access VPN Policy Wizard

1) Policy Assignent

© connection Protie 3 Secure Client 4 Access & Certifieate 5 Summary
Connection Profile:
Connection Profiles specify the tunnel group policies for & VPN connection. Thass policies pertain 1o ereating the

wunnel issell, how AAA is accomplished and how addresses are assigned. They also include user attributes, which
are defined in group policies,

Connection Profile Mame:* | frd-vpn-engineer
I @ This name is configured as a connection alias, it can be used to connect 1o the VPN gateway
& ation, Auth & A ting (AAA):

Specity the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Auhentication Method:

Username From
May e fielc Lise entire DN MName]
Cartiicater - PSP L1 (Distinguished ) 83 usemame
Primary Fleld: | CN {Common Name) -
Secondary Field: | OU (Organisational Unit) hd
Authorization Server: v 4
{Fomsalers cxr RAL
Accounting Sener: | +
RADIES)
Client Address Assignment:

Clignt IP address can be assigned fom ARA seiver, DHCP server and IP s8diess pools. Whan muliple sptions are
selcted, |P address assignment ks tried In the order of AAA server, DHCP servar and IP address pool.

Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers

Use IP Address Pools
1Pv4 Address Pools: | fed-vpn-angineed- pool ’

1Py Address Pools:

Group Policy:

A group policy is a ion of user-oriented session attrib which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Fnoup Policy:* fid-vpn-engineer-grp I v |+

Edit Group Palicy

oluosd pdVd og)sV Idloyold

IJg 96 8. od9st L29,6 £psd Tpws Jpdd werss louold IJpowsw

23 pd 09,6 gpsd lpw 91w, W99 Nextbutton.

| L !:-i.rekvall yanagemem Center Ovarviewe Analysis Pokiki Diwicis sl Integration

—
Remote Access VPN Policy Wizard
1) Palicy Assignment 2 Connection Profke © secure Cliem 4 Access & Certifcate 5 Summary
L]
2 1 A .-
Ontside . Insicde
bt Secure Chent Intemet : Dovien Fasouwces
ArA

Secure Client Image

The VPN gateway can autematically download the latest Secure Cllent package 1o the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center,

Show Re-order buttons -

Secure Client File Object Name Secure Chent Package Naamse Operating System

I n i i in-5.1.36... i el in-5.1.3.62 - Windows - I

Deploy O @ £ @  sdmin

Cancel

Deploy O @F & @  odmin -

‘& SECURE

& sECURE

w228 gesd lpo



lJgb9o 9. wdosu IJ9ue9d 9lduiolso Jpdd wg s louold Idpousw

22> B5p6 J preses IUslzoslpulo $6 IJiele sg 0l ouvesd Idubelss. lud) W9 15 Idelds.

© p2p986 IUslzosloulo $6 IJloly: ghe IJpulo 96
s wywesd IJyvoelyé: ftd-vpn-cert

Firewall Ma na_gemem Center Overview Analysis Policies Devices Objects Integration Deploy @ dﬁ £+ @ admin v b
Remote Access VPN Policy Wizard
1| Policy Assignment 2| Connection Profile 3 | Secure Client @ #ccess & Certificate 5 Summary

%ﬂ
.

A
Metwork Interface for Incoming VPN Access

Select or create an Inerface Group of 8 Security Zone that contains the network interfaces users

outsideZone + +

Enable DTLS on member imterfaces

dh Al the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called identity certificate) identiies the VRPN gateway to the remote access
chents. Select a certificate which is used to authenticate the VPN gateway

Cariificate Er fdd-vpn-cert ] |+

Access Control for VPN Traffic

Al decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
thiz aption 10 bypass decrypted trafe from the Access Control Pelicy.

& Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

oBluosd 1Jyosd 9ldiolss
IJglo96 10. cldss IJpdeue Jpdd werssd louold Ipowsuw

olds po IUpedsple Ies wp bgldel Juog VPN Jdsuesd g0 wes sludy 896 ) luols.

admin w -l

Overview Analysis Policies Devices Objects Integration o & & e

Firewall Management Center
H Deploy

Remote Access VPN Policy Wizard

1 | Policy Assignament 2 | Connection Profile 3 | Secure Client 4 Access & Certihcate

o Summary

Remote Access VPN Policy Configuration Additional Gonfiguration Requirements

Firewall Management Genter will configure an FRA VPN Policy with the foll

Inewall Management Genter will configure 2 ™ Policy with the following settings O T e s )
configuraticn needs 1o be completed for VPN 1o
149 work on all device targets.

fad-vpn-enginaer
1

rpnenanes © Access Control Policy Update
et vpn- enginaer
An Control rube must be defined to allow
VeN trarnc on all targeted devices.
Client Certibcate Only
MNAT Exemption

I MAT is enabled on the targeted devices, you
must dafine a NAT ¥ o exempt VPN trafhc

0 DNS Configuration

To resolve hostname specified in AAA Ser\rers
or CA Servers, configure DNS using F

thd-vpn-angineer-pool

M =vpa -anginear-grp
isco-secure-client-win=5.1.3.62-webdeploy-k9.pk

9
outsideZone

Md=vpa=cer

wdluosd wog VPN Jdauosd eu we»

¥ 0n the targeted devices.
Port Configuration

S5L will be enabled on port 443,

IPsec-KEv2 uses port 500 and Clent Services

will b& énabled on pon 443 for Sacure Client

image download NAT-Traversal will be enabled

by default and will use port 4500,

Piease ensure that these ports are not used in
v or ather services before declaving

IJglbgo 1. [uolWs pdd og)sd IJleuold Jgpsd Manager VPN




loodd [ds Iizojs > VPN > 19 09d g0 wgs > pdd ogrs IUlouald: lud) K996 + 5.

L Firewall Management Center

Deploy
ftd-vpn-engineer
Local Realm
Connection Profile Access Interfaces Adhvanced
HName Group F
DefaultWEBVPNGroup . ] E.'I".:E.'r.\i’vn':.J

Client Certibcate Only
ftd-vpn-engineer

iy ftd-vpn-engineer-grp

luols pdod weHsud IJleuold Jgpsd Manager VPN

bed Ideedsple 1Ju2,9,86 Jpdd ogrss Ileold 9l eds by pldb.

* |Jlgwpe: ftd-vpn-manager
* vog lJpzpesgs: ftd-vpn-manager-grp
+ wepetlo golasy IPv4: ftd-vpn-manager-pool

o ¢ &+ @

sl
[

Dynamic Access Policy



Add Connection Profile 7]

Connection Profile:® | frd-vpn-manager
Group Policy:* | Md-wpn-manasger-grp - |+
R

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers /A48
Servers. Configure the Cent Address Assignment Policy” in the Advanced tab to define the
assignment criteria.

Address Pools: ke

Mame IF Address Range

tod - v~ ridanages- poal 172.16.1.120-172.16.1.130 ol - vpn-Frand g er- pool

DHCP Servers: e

Mamo DHCP Server IF Address

odluosd pJVd weysdd Ileuold Je psd Manager VPN

oldss w9LosBle w9Losd 23836 pLol6.

e} Fi all Ma?.a_gen:‘e'_ﬂ c_:?mer Overview Analysis Policies Devices Objects Integration Deploy Q@ @ 4 @  admin~ % cicume
—
ftd-vpn-engineer ¥ou have unsaved changes [JEERR)
Entar Descriplion
Policy Assig 13 (1)
Loeal Reals: b Dynamic Ateess Peliey: None
Connection Profile Access Interfaces Advanced
—
o+
Name ARA Group Policy
Authentication -
DetaultWEBVPNGroup Authorization: [y DfGpPolicy £
_—
_ Authentication: Client Certificate Only . _
fid-vpn-engineor Authorization; iy fid-vpo-engineer-grp e
ACcounting:
Authentication: Cliem Certificate Only =
ftd-vpn-manages Authorization; [y, fid-vpr-manager-grp £
Accounting:

oldss wagosdle IJoguosd Ipuolbs



IJzbbgs 12. |olds ¢ ,5b6 Uiolsle

loedd IJs Jlsole > 1shs Idlse > VPN > ¢ )slos 1dsolss: 18, 8908 ) ersbs |olwss
IJiol>s.

- Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deply O, @ € @ admin v da
—

Certificate Map Add Certiscate Map i [

=

Certificate Map

Custom Attribute

ol ¢Hsbs Guobsle

i)a.J lIJpedsple 1Juo)9)806 Jeysbo Idvoble 1Ugluos g psd Engineer VPN 9lu ) 998 )
e b.

* luwpe lJosbé: gos) - pousuw IJeshbsd
+ Vlessé ldogssu: CN (IUlgwpe Idyslisg) suwlas vpnEngineerClientCN



Add Certificate Map Q

Map Nama*:
cort-map-enginger

Mapping Fuls Add Rule
Canhgure the certtheate matching mile

i Field Cermiponent Operator Value

- r -
1 Subjpect CH [Commaon MNamaes) Edjuals wpnEngineenClhe. . ra ]

bed IJpedsple 1Juo,9,86 Jersbs IJuuolsé Jg psd Manager VPN slod, 898 ) pudb.

osbé IJgvobsle Jgpsd lJpousw

s luwpe IJE)sbs: cert-map-manager
* Wlesxs lJogssu: CN (IUlgwpe lJuslisg) suwles vpnManagerClientCN



Add Certificate Map 9

bap Mame*:

CETT == a0 T

Configure the certificate matching rule

H Field Companent Operator ¥alue

1 2 1.3
1 I Saibpmet CN {Comimoan Name) Equals vpnManagerChe. I,-'" ]

wessu lduvelss Jg psd Manager

oldss pebble Iuvoble 1Jp olds 1 Uzsss6.

- Firewall Management Center

Overview  Analysis Policies ~ Devices  Objects  Integration Deploy O @ & @ admin v bk

Certificate Map q,

Certiicate Map Object is used to provide an association between a recéived certificate and a Remode Access VPN connection profile If a received cerificate matches the rules contained in the certificate map, the
CONNBSHON i ssociated with the spacified connection profile.

Hame Vaius
cort=map-enginger 1 Criteria -
cort-map-manager 1 Criteria i

lsb guoble 2356
IJglo9s 13. ,ob pglbb I volso wpdd wgysy IJlouold

loewdd 1Js 1Jizoss > VPN > 1Js o] g0 wea. 9z, FTD-VPN-engineer. &p. loodd [Js podse >
lsb ldesgsuo: lud) o luples cibshb.



] Firewall Mana_g_emen[ Center Overview Anahysis Palicies Objects Integration Deploy (=} @ Fo 3 ] admin ~ s
—

|ftd—vpn—engineer | You have unsaved changes (BNl Il

Enter Description

Lecal Realm: Mo Dynamic Access Policy: None

Connection Profile Access Interfaces
!

General Settings for Connection Profile Mapping
The dovice processes the policies in the order hsted below untd it finds a match

Use group URL if group URL and Certificate Map match diffarent Connection Profies
I Use the configured rules to match a certificate to a Connection Profile I
Certificate to Connection Profile Mapping
Client requast is checked against sach Certificate Map, associated Connaction Profile will be usad whan rules are matched, If none of the Certificate Map is matched, default connection profile will

be chosen,

@ Please provide at least one Cartificate Mapping _

Connection Profile

Certificate Map

oob Hsbe lvolss
Hob gsb6 1 uolsé el o s IUlouold Jgpsd VPN Jdposs .

s lywp &Hsbé lJguol>é: cert-map-engineer
» Connection Profile: ftd-vpn-engineer

Add Connection Profile to Certificate Map 7]

Chodase a Cermficate Map and associate Connection Profiles o
selected Certhcate Map.

Certfcate Map Marma®;

CEM-map-angineéer - -

Connection Profle®;

fid-vpn-enginaer

oob Hsbs Idubol>é Jgpsd Engineer VPN
Sub sbs Iduiols wepdd wgrsad IJlouold Jgesd VPN Il Lo wldpss,.

o luwpe sbé IJguol>é: cert-map-manager
* pdU og)sY IJloolJ: ftd-vpn-manager



Add Connection Profile to Certificate Map 7]

Choose a Certificate Map and associate Connection Profiles to
selected Certhcate Map,

Certificate Map Mame*;

cert-map-manager 4 ~+-

Connection Prahle®;

fid-vpn-manager v

b gsbs IUgbelss Jgpsd Manager VPN

oldss lesh Hub IJ bolss.

Firewall Mana.g_ement. Center Overview Analysis Palicies Devices Objects Integration Doy Q @ & @ adminv  dub cecupe

Enter Description

ﬂd‘\l’pn'e I'Igl neer ‘You have unsaved changcsm m

Paolicy Assignments

Local Realm: Mone Dynamic Access Policy: None
Connection Profile Access Interfaces Advanced

General Settings for Connection Profile Mapping
The device processes the poficies in the order listed below until it finds a match

Use group URL if group URL and Certificate Map match different Connection Profiles

Use the configured rules 1o match a certificate to a Connection Profile

Certificate to Connection Profile Mapping
Client request is checked against each Certificate Map, associated Connection Profile will be used when rules are matched. If none of the Certificate Mag is matched, default connection profile will

be chosan,

Cartificats Map Caonnaction Profils
CO-rRap-Engineer Nd-vpn-engineer U
cart=Mmap-manages fid-vpn-manager U

oldss Hob Isuolé
IJoldss B 9lzos Lwlo, 1Jsle, (CLIY IJglos o FTD

oldss lesble leuold VPN s FTD CLI wes 1oy, oo FMC.

// Defines IP of interface
interface GigabitEthernet0/0



nameif outside
security-level 0
ip address 192.168.1.200 255.255.255.0

// Defines a pool of addresses
ip local pool ftd-vpn-engineer-pool 172.16.1.100-172.16.1.110 mask 255.255.255.0
ip local pool ftd-vpn-manager-pool 172.16.1.120-172.16.1.130 mask 255.255.255.0

// Defines Trustpoint for Server Certificate
crypto ca trustpoint ftd-vpn-cert

keypair ftd-vpn-cert

crl configure

// Server Certificate Chain

crypto ca certificate chain ftd-vpn-cert

certificate 22413df584b6726¢C

3082037c 30820264 a0030201 02020822 413df584 b6726c30 0d06092a 8648867

certificate ca 5242a02e0db6f7fd
3082036¢ 30820254 a0030201 02020852 42a02e0d b6f7fd30 0d06092a 8648867

// Defines Certificate Map for Engineer VPN Clients
crypto ca certificate map cert-map-engineer 10
subject-name attr cn eq vpnEngineerClientCN

// Defines Certificate Map for Manager VPN Clients
crypto ca certificate map cert-map-manager 10
subject-name attr cn eq vpnManagerClientCN

// Configures the FTD to allow Cisco Secure Client connections and the valid Cisco Secure Client images
webvpn

enable outside

http-headers

hsts-server

enable

max-age 31536000

include-sub-domains

no preload

hsts-client

enable

X-content-type-options

X-Xss-protection

content-security-policy

anyconnect image diskO:/csm/cisco-secure-client-win-5.1.3.62-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable

tunnel-group-list enable

cache

disable

certificate-group-map cert-map-engineer 10 ftd-vpn-engineer
certificate-group-map cert-map-manager 10 ftd-vpn-manager
error-recovery disable

// Configures the group-policy to allow SSL connections from manager VPN clients
group-policy ftd-vpn-manager-grp internal

group-policy ftd-vpn-manager-grp attributes

banner none

wins-server none

dns-server none



dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vph-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none
default-domain none

split-dns none

split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable
anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20
anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the group-policy to allow SSL connections from engineer VPN clients
group-policy ftd-vpn-engineer-grp internal
group-policy ftd-vpn-engineer-grp attributes

banner none

wins-server none

dns-server none

dhcp-network-scope none

vpn-simultaneous-Togins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1

vph-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ssl-client

split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist none

default-domain none

split-dns none

split-tunnel-all-dns disable

client-bypass-protocol disable

vlan none

address-pools none

webvpn

anyconnect ss1 dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface public none
anyconnect firewall-rule client-interface private none
anyconnect ss1 keepalive 20



anyconnect ss1 rekey time none
anyconnect ss1 rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ss1 compression none
anyconnect dtls compression none
anyconnect modules value none
anyconnect ask none default anyconnect
anyconnect ss1 df-bit-ignore disable

// Configures the tunnel-group to use the certificate authentication for engineer VPN clients
tunnel-group ftd-vpn-engineer type remote-access

tunnel-group ftd-vpn-engineer general-attributes

address-pool ftd-vpn-engineer-pool

default-group-policy ftd-vpn-engineer-grp

tunnel-group ftd-vpn-engineer webvpn-attributes

authentication certificate

group-alias ftd-vpn-engineer enable

// Configures the tunnel-group to use the certificate authentication for manager VPN clients
tunnel-group ftd-vpn-manager type remote-access

tunnel-group ftd-vpn-manager general-attributes

address-pool ftd-vpn-manager-pool

default-group-policy ftd-vpn-manager-grp

tunnel-group ftd-vpn-manager webvpn-attributes

authentication certificate
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IJ VPN s,0b wogle

AnyConnect VPN:
Connected to 192, 168. 1. 200.

192,158, 1. 200

@
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@l | Switch to legacy Ul
9 g s 4 B.-
Lagin Time RealmUsemanms Last Sean Aithentication Type Cirrant I Biiilery Usernams + Fir#t Masri Lakt Nai -
2024-06-19 11:01:19  Discovered Identities\vpnManagerClientCN 4-06-19 11:01:18 VPN Authentication 172161120 Discovered Identities | vpnManagerClientCN
24-06-72 11:00:35  Discovered IdentitesivpnEngineenClientCh 24-06-19 11:00:35 VPN Authentication 172.16.1.101 Discovered Identities vpnEngineerClentCh

oldss eduws 1Jepd 1o bs
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W & Jshow vpn-sessiondb detail anyconnect ip, . FTD (Lina) CLI i 9> I VPN gdwé oo pouduw 9p38)-

ftd702# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnEngineerClientCN Index : 13

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 12714



PktsTx : 2 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-engineer-grp Tunnel Group : ftd-vpn-engineer
Login Time: 02:00:35 UTC Wed Jun 19 2024

Duration : Oh:00m:55s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000d00066723bc3

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels; 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels; 1

AnyConnect-Parent:

Tunnel ID : 13.1

Public IP: 192.168.1.11

Encryption : none Hashing : none

TCP Src Port : 50225 TCP Dst Port : 443

Auth Mode: Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PktsTx : 1 PktsRx: 0

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 13.2

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS_AES_128 GCM_SHA256
Encapsulation: TLSv1.3 TCP Src Port : 50232

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 1775

PktsTx : 1 PktsRx : 2

Pkts Tx Drop : 0 PktsRx Drop : O

DTLS-Tunnel:

Tunnel ID : 13.3

Assigned IP: 172.16.1.101 Public IP: 192.168.1.11
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 50825

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 Bytes Rx : 10939

Pkts Tx : 0 PktsRx : 30

Pkts Tx Drop : 0 Pkts Rx Drop : 0



Username : vpnManagerClientCN Index : 14

Assigned IP: 172.16.1.120 Public IP: 192.168.1.21

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 14782 Bytes Rx : 13521

Pkts Tx : 2 PktsRx : 57

Pkts Tx Drop : 0 PktsRx Drop : 0

Group Palicy : ftd-vpn-manager-grp Tunnel Group : ftd-vpn-manager

Login Time: 02:01:19 UTC Wed Jun 19 2024

Duration : Oh:00m:11s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess D : cb0071820000e00066723bef

Security Grp : none Tunnel Zone: 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID : 14.1

Public IP: 192.168.1.21

Encryption : none Hashing : none

TCP Src Port : 49809 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS: win

Client OS Ver: 10.0.15063

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 BytesRx : 0

PkisTx : 1 PktsRx : O

Pkts Tx Drop : 0 PktsRx Drop : 0

SSL-Tunnel:

Tunnel ID : 14.2

Assigned IP: 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite: TLS AES 128 GCM_SHA?256
Encapsulation: TLSv1.3 TCP Src Port : 49816

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type: SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 7391 Bytes Rx : 3848

Pkts Tx : 1 PktsRx : 25

Pkts Tx Drop : 0 PktsRx Drop : 0

DTLS-Tunnel:

Tunnel ID : 14.3

Assigned IP: 172.16.1.120 Public IP : 192.168.1.21
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1.2 UDP Src Port : 65501

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes



Client OS : Windows

Client Type: DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.3.62
Bytes Tx : 0 BytesRx : 9673

Pkts Tx : 0 PktsRx : 32

Pkts Tx Drop : 0 PktsRx Drop : O

lowoduld IJigble 9l oJlzol
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<ffroot>

Jun 19 2024 02:00:35: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 7AF1C78ADCC8F941, subject name: CN=vpr
Jun 19 2024 02:00:35:; %FTD-6-717022:

Certificate was successfully validated
. serial number: 7AF1C78ADCC8F941, subject name:
CN=vpnEngi neer C i ent CN

,0U=vpnEngineerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:00:35: %FTD-7-717038: Tunnel group match found.

Tunnel Group: ftd-vpn-engineer

, Peer certificate: serial number: 7AF1C78ADCC8F941, subject name: CN=vpnEngineerClientCN,OU=vpnEnginee
Jun 19 2024 02:00:35: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-engineer-grp) for user
Jun 19 2024 02:00:46: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.11/50

o3l pold eds wedle ouoese IJigble B Lina pzyd icule louold VPN o0 gpsd po8).

<tfroot>

Jun 19 2024 02:01:19: %FTD-7-717029: Identified client certificate within certificate chain. serial number: 1IAD1B5EAE28C6D3C, subject name: CN=vp
Jun 19 2024 02:01:19: %FTD-6-717022:

Certificate was successfully validated
. serial number: 1AD1B5EAE28C6D3C, subject name:
CN=vpnManager Cl i ent CN

,0U=vpnManagerClientOU,0=Cisco,L=Tokyo,ST=Tokyo,C=]P.
Jun 19 2024 02:01:19: %FTD-7-717038: Tunnel group match found.

Tunnel G oup: ftd-vpn-manager

, Peer certificate: serial number: 1AD1B5EAE28C6D3C, subject name: CN=vpnManagerClientCN,OU=vpnManagerC
Jun 19 2024 02:01:19: %FTD-6-113009: AAA retrieved default group policy (ftd-vpn-manager-grp) for user :
Jun 19 2024 02:01:25: %FTD-6-725002: Device completed SSL handshake with client outside:192.168.1.21/65



pedyple slo Lods

> 86|
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https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/217966-configure-anyconnect-certificate-based-a.pdf
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