odssu Isuesd lds o ds LAN IJpedsé
Jepsd lpo

lIJpeossle

lJp, 9506

sl Jole |l wl_w.sé

| ooyl | P00
osJople [l w.sé
lJodasy

wJosy FMC

odosy | s Il

N XY 6
RIXNINP

9lz06 wlo, 1 lsle, 8.5 FTD
lowedld iz ble 9l o Jlzol

lJp 95,00

SuUAD 03l 98596 Y5 Iy sUdd Cisco Slpw jwau 1o B3 IU LAN peds 9s2ldb eds
o9uosd lpu [Js 9226 IJlpwo gold sldow.

lJpobdolo
cisco s9,28 1u sedds luo pE)906 £Js 03l p9o9E:
o o395 s 2ol 1z pelss IUlew (FMC) pu Cisco
« 1U>lg Jo> woss> FirePOWER (FTD) oy Cisco
« 1Jepsd IUlew pu Cisco (CSC)
lJpdovlo Idpuwespd
ouwow Idpedsele 1Jglyo W o3l ldpuwens 1Js luosble Idolez 9ldedsole 1Jpehbss IJeldss:

+ 1Jzols IUblo,s Cisco Secure Firewall Management Center Virtual Appliance. 1Jl_o>l, 7.3
« IJzols Idbloys JJ>3lg g IJwoss> FirePOWER ey Cisco: IJl ool 7.3
» Cisco Secure Client. |Jl_o>l, 5.0.02075

op louvle IJpedsple 1Jsé B 03l lJpuueos pu 1Ul2056 10092958 B wsisé pepdss ¢luos.



o zese 1Jizoss Uroz}uoé)roé: B 03l lJpwows wodssu peuwse (IBeluog). Bl dluw
dedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpzeed Jls lp).

peJ9ple luwluwsd

sost Idodsso 1dpsoe Vs o3l ldpeuwews J Cisco Secure Client |pdloss [J9ueed IJIlpd [Js
Svods LAN 1 pedsé pg 1deBlb B 1Usde obuwo eJs louold Teo weshs 9236 IUlgueduld
9ldoe 1Jgluos lduinds. spdo luweesle 03l Jduwelz JUgpsd wbolgs gl Network Access
(NAS) s 19 esd 1Jso.

lJodosuy
wJdosy FMC

VO o3l ldpwows sWOe, o io Jsd oldued wdssy yuvwds VPN JJguosd gu w85 SEpJ.

o196 |pdloss 1Usuosd Ids Uveds LAN 1dpedsé: loedd 1Us 1dizess > 1dsuoed eu wed
9lud) W98 1) weusy B woe IUsuesd gu wed [Jpoluve.

Fir_ewal! P-_.-'.Iana-;gernent Center b % o

Overview Analysis Policies (o] a5 Objects Integration admin ~

irewall Management Center
Firewall I'F’Ijnad ement Center Cbjects oaation

AC-Policy

Load Balancing

o8, B9 1Ui ws) B "vor Idezesed” 2 wisy wdssu IUsuesd IJs v ds LAN
lJpedss sldluedld Ids edles IJowsse oduwse Idlogold 1o $s.



Edit Group Policy

Mame:*

LocalLAM

Description:

General Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:

IP Address Pools Allow all traffic over tunnel

Banner IPv6 Split Tunneling:

DNS/WINS Allow all traffic over tunnel

Split Tunneling Split Tunnel Network List Type:

e Standard Access List

standard Access List

DNS Request Split Tunneling
DMNS Requests:

Send DMNS requests as per splitt»

Domain List:
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Edit Group Policy

MName:™

LocalLAN

Description:

! General Secure Client Advanced

VPN Protocols
IP Address Pools
Banner
DNS/WINS

Split Tunneling !

IPv4 Split Tunneling:

Exclude networks specified belor
IPvE Split Tunneling:
Allow all traffic over tunnel

Split Tunnel Network List Type:
e Standard Access List Extended Access List

Standard Access List;

+

DNS Request Split Tunneling
DNS Requests:

Send DMNS requests as per splitt-

Domain List:
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Edit Standard Access List Object

Mame

LocalLAN-Access

v Entries (0)

Seguence No Action Network

Mo records to display

Allow Overrides
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Add Standard Access List Entry

Action:
& Allow
MNetwork:
Available Network Selected Network

Q,_ Search

PC2828
Router-1
Router-2
Routersub10
Sub1

Sub2

Sub3

Subint50 Enter an IP address

AFTI A T
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Edit Network Object

Name
LocalLAN

Description

Network
® Host Network

0.0.0.0

Allow Overrides

By jy b 923> IJIlisy 1J3s op lugblie zosel.




Add Standard Access List Entry

Action:
& Allow
Metwork:

Available Network selected Network

Q, Search LocalLAN

PC2828
Router-1
Router-2

Enter an |IP address
Routersub10
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Edit Standard Access List Object

LocalLAMN-Access

v Entries (1)

Sequence No Action Network

& Allow LocalLAN

Allow Overrides
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Edit Group Policy

Name:*

LocallLAM

Description:

General Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:

IP Address Pools Exclude networks specified belo«

EEE IPvE Split Tunneling:

DNS/WINS Allow all traffic over tunnel

Split Tunneling Split Tunnel Network List Type:

s Standard Access List Extended Access List
Standard Access List:
LocalLAMN-Access r | 4

DNS Request Split Tunneling
DNS Requests:
Send DNS requests as per split tv

Domain List:
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% Cisco Secure Client - X

AnyConnect VPN:

' Ready to connect.
@

Testing-Deploy

o MO ot

loedd s IJedosdle 9eids pu cpdse sl Iduvele w1Jsuesd IUpeds (LAN) go
lowwgsle yvoJs VPN (Vs 2lds wdgsuol).

9 Cisco Secure Client - X

TN -

il Secure Client

Virtual Private Network (VPN) Diagnostics
Preferences Statistics Route Detals Firewall Message History

[+] Minimize Cisco Secure Client on VPN connect
] ABow local (LAN) access when using VPN (if configured)
[[] Disable Captive Portal Detection

[ ] Block connections to untrusted servers

lJozow pu lduoes
lJepsd 1Jlew
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(9 Cisco Secure Client —_ X
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@ Cisco Secure Client - X

asco Oecure Client

Virtual Private Network (VPN)
Preferences Statistics RouteDetals Firewall Message History

Non-Secured Routes (IPvd) A
Secured Routes (IPv4) ~
0.0.0.0/0
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<#root>
firepower#

show runni ng-confi g group-policy Local LAN



group-policy LocalLAN internal
group-policy LocalLAN attributes

banner value Local LAN Access is allowed
wins-server none

dns-server

none

dhcp-network-scope none
vpn-simultaneous-Togins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vph-session-timeout none
vpn-session-timeout alert-interval 1

vpn-filter

vph-tunnel-

none
protocol ikev2 ssl-client

split-tunnel -policy excludespecified

ipv6-split-

tunnel-policy tunnelall

split-tunnel -network-1ist value Local LAN-Access

default-domain none

split-dns none
split-tunnel-all-dns disable
client-bypass-protocol disable

vlan none

address-pools value AC_Pool

webvpn

anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect
anyconnect

ss1 dtls enable

mtu 1406

firewall-rule client-interface public none
firewall-rule client-interface private none
ss1 keepalive 20

ss1 rekey time none

ss1 rekey method none

dpd-interval client 30

dpd-interval gateway 30

ss1 compression none

dtls compression none

modules value none

ask none default anyconnect

ss1 df-bit-ignore disable

lweduvld IJlgble 9l oJlzol
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debug webvpn anyconnect 255
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<tfroot>

firepower# debug webvpn anyconnect 255

Validating the session cookie...

Processing CSTP header line: 'webvpn=5E1823@15949824@D2CF@BF38A398B90D09039C60B55929055D33AE31BA0S5"
Found WebVPN cookie: 'webvpn=5E1823@15949824@D2CF@BF38A398B90D09039C60B55929055D33AE31BA05"

WebVPN Cookie: 'webvpn=5E1823@15949824@D2CF@BF38A398B90D09039C60B55929055D33AE31BAOS"’

Cookie validation successfull, session authenticated

http_parse_cstp_method()

...input: "CONNECT /CSCOSSLC/tunnel HTTP/1.1'

webvpn_cstp_parse_request_field()

...input: 'Host: ftdv-cehidalg.cisco.com'

Processing CSTP header 1line: 'Host: ftdv-cehidalg.cisco.com'

webvpn_cstp_parse_request_field()

...input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 5.0.02075'

Processing CSTP header 1ine: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 5.0.02075'

Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 5.0.02075'
webvpn_cstp_parse_request_field()

...input: 'Cookie: webvpn=5E1823@15949824@D2CF@BF38A398B90D09039C60B55929055D33AE31BA05"'

Processing CSTP header line: 'Cookie: webvpn=5E1823@15949824@D2CF@BF38A398B90D09039C60B55929055D33AE31B
Session already authenticated, skip cookie validation

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Version: 1'

Processing CSTP header 1ine: 'X-CSTP-Version: 1'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Hostname: DESKTOP-LPMOG6M'

Processing CSTP header line: 'X-CSTP-Hostname: DESKTOP-LPMOG6M'

Setting hostname to: 'DESKTOP-LPMOG6M'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-MTU: 1399'

Processing CSTP header 1ine: 'X-CSTP-MTU: 1399’

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Address-Type: IPv6,IPv4’

Processing CSTP header 1line: 'X-CSTP-Address-Type: IPv6,IPv4'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Local-Address-IP4: 10.28.28.7'

Processing CSTP header line: 'X-CSTP-Local-Address-IP4: 10.28.28.7'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Base-MTU: 1500'

Processing CSTP header line: 'X-CSTP-Base-MTU: 1500'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Remote-Address-IP4: 10.28.28.10'

Processing CSTP header Tine: 'X-CSTP-Remote-Address-IP4: 10.28.28.10'

webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Full1-IPv6-Capability: true'

Processing CSTP header 1ine: 'X-CSTP-Full-IPv6-Capability: true'

webvpn_cstp_parse_request_field()

...input: 'X-AnyConnect-STRAP-Pubkey: MFkwEwYHK0oZIzjOCAQYIKoZIzjO0DAQcDQgAEkzG6nj9HDKz/zLa3Yz+QIDHOYWfT6
Processing CSTP header Tine: 'X-AnyConnect-STRAP-Pubkey: MFkwEwYHKoZIzjOCAQYIKoZIzjODAQcDQgAEkzG6njIHDK
Setting Anyconnect STRAP rekey public key(len: 124): MFkwEwYHKoZIzjOCAQYIKoZIzjODAQcDQgAEkzG6nj9HDKz/zL
webvpn_cstp_parse_request_field()

...input: 'X-AnyConnect-STRAP-Verify: MEQCICzX1yDWLXQHn10hOXV+/0I1/0TLjBic/Nu/K2+N6E5GAiTA5SCLAF6Bt0tcxhj
Processing CSTP header 1ine: 'X-AnyConnect-STRAP-Verify: MEQCICzX1lyDWLXQHn10hOXV+/0I1/01LjB1ic/Nu/K2+N6E
Setting Anyconnect STRAP client signature(len: 96): MEQCICzX1lyDWLXQHn10hOXV+/0I1/0TLjBic/Nu/K2+N6E5GAiA
webvpn_cstp_parse_request_field()

...input: 'X-DTLS-Master-Secret: 0224D83639071BBF29E2D77B15B762FE85BD50D1FOEF9758942B75DF9A97C709325C3E
Processing CSTP header line: 'X-DTLS-Master-Secret: 0224D83639071BBF29E2D77B15B762FE85BD50D1FOEF9758942
webvpn_cstp_parse_request_field()

...input: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-AES128-GCM-SHA25
Processing CSTP header line: 'X-DTLS-CipherSuite: DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-R
Skipping cipher selection using DTLSvl since a higher version is set in ssl configuration
webvpn_cstp_parse_request_field()

...input: 'X-DTLS12-CipherSuite: ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384 :ECDHE-RSA-AE



Processing CSTP header 1ine: 'X-DTLS12-CipherSuite: ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-
Selecting cipher using DTLSv1.2

webvpn_cstp_parse_request_field()

...input: 'X-DTLS-Accept-Encoding: 1zs'

Processing CSTL header 1ine: 'X-DTLS-Accept-Encoding: Tzs'
webvpn_cstp_parse_request_field()

...input: 'X-DTLS-Header-Pad-Length: 0'
webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Accept-Encoding: 1zs,deflate’

Processing CSTP header 1ine: 'X-CSTP-Accept-Encoding: T1zs,deflate’
webvpn_cstp_parse_request_field()

...input: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
Processing CSTP header 1ine: 'X-CSTP-Protocol: Copyright (c) 2004 Cisco Systems, Inc.'
cstp_util_address_ipv4_accept: address asigned: 172.16.28.15
cstp_util_address_ipv6_accept: No IPv6 Address
np_svc_create_session(0xF36000, 0x000014d37b17c080, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SvC ACL ID: -1

No SVC ACL

Iphdr=20 base-mtu=1500 def-mtu=1500 conf-mtu=1406

tcp-mss = 1460

path-mtu = 1460(mss)

TLS Block size = 16, version = 0x304

mtu = 1460(path-mtu) - O0(opts) - 5(ss1) = 1455

mod-mtu = 1455(mtu) & OxfffO(complement) = 1440

tls-mtu = 1440(mod-mtu) - 8(cstp) - 32(mac) - 1l(pad) = 1399

DTLS Block size = 16

mtu = 1500(base-mtu) - 20(ip) - 8Cudp) - 13(dtlshdr) - 16(dtlsiv) = 1443
mod-mtu = 1443 (mtu) & OxfffO(complement) = 1440

dtls-mtu = 1440(mod-mtu) - 1(cdtp) - 48(mac) - 1(pad) = 1390
computed tls-mtu=1399 dtls-mtu=1390 conf-mtu=1406

DTLS enabled for intf=2 (outside)

tls-mtu=1399 dtls-mtu=1390

SVC: adding to sessmgmt

Sendi ng X- CSTP-Split-Exclude nsgs: for ACL - Local LAN-Access: Start

Sendi ng X- CSTP-Split-Exclude: 0.0.0.0/255.255. 255. 255

Sending X-CSTP-MTU: 1399

Sending X-DTLS-MTU: 1390

Sending X-DTLS12-CipherSuite: ECDHE-ECDSA-AES256-GCM-SHA384
Sending X-CSTP-FW-RULE msgs: Start

Sending X-CSTP-FW-RULE msgs: Done

Sending X-CSTP-Quarantine: false

Sending X-CSTP-Disable-Always-On-VPN: false

Sending X-CSTP-Client-Bypass-Protocol: false
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