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91l 8ss pduwé pe Microsoft. Iuwegse leos yuls, 1Jisle, (CLI) 1Jgl 06 w9z26 Microsoft
PowerShell Azure |Juplbsé Jooudss IJble, Jees 1dpunles: (Lze 1Js Jsudsé wouse Azure
PowerShell Jooose bo@é bl gs 9ldeje o IduoJs).

Connect-AzAccount -TenantID <Tenant-ID=>
Register-AzResourceProvider -ProviderNamespace Microsoft.AVS |

Register-AzResourceProvider -ProviderNamespace Microsoft.Batch
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https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution

Home > Resource groups

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want 1o manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn more 7

Project details

Subscription * (&) l ~ |

Resource group * (D | FECOUrSe-group-name e |

Resource details

Region™ & l {US) East US v |

IJuvoJs IJblo,sé 9pzp9ele 1Jioly

St 1o ozoss uveds IUsd)ess IJos wobdo dlodss 1Jsuesd 1Us Uloesus eds z29J
lJpuwl) IU3s wp vdysuo wlgwwsle IUgbes IJoldss Jlooyuw. Hlee i,ooJE: eds lduvodsd
IJS,e.56 IUgled 9lJel 06, sepd woase PAN o IP Idele eds JJ pu 925 IU9sw € Idpouad
sllocsue: wsoel szw 1o wgeps PAN o IP 1UglLo eds werssle e9z) 1d9sy Es Idpouad.
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Create viruasl netaori

s PublicRouteTable | Routes  #

W ety oy ——— R Vi P o e g s "%
N ® Cumproma arsd wten prete —— & ——
i P —— = -
L — N " o o
s PrivateRouteTable | Routes
a
Bl ey g — [ ve———" P e —— T -
[ —— ] s
R = e =
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Home > 55H keys

Create an S5H key

Basics Tags  Review + create

Creating an 55H key resource allows you to manage and use public keys stored in Azure with Linux virtual machines.

Learn mohe
Project details
Sebect the subscription to manage deployed resources and costs. Use resource groups Bie folders to organize and manage 2l
YOUF FELOUREEL. hhcthwnur;n:'bup yul-uul:nllldfrum (]
Subscription™ () c-tac-rch-aaa-azure e

| Resgurce group = 0 | ivew) ressurce-group-name ~ |

Instance details Create Key Pair Name

Region = (O (US) East U5 o

Ky pair name ™

55H public key source Generate new key pair e

Click Review + Create

) =Pt J b

> 083 3Jd lud) V98 luuble souisd IpBdole IUEILe.

Home » S5H keys
Create an SSH key

Generate new key pair

@ An S5 key pair containg both 8 public key snd &
jptivate ey, Anane dossn't store the private key.

Atier the SSH key resource is created, you won't be
able 1o downicad the private key again. Lgam more




lzele Azure VM IJp3£906 o0 Hwd Cisco ISE

Azure VM Sizes vCPU RAM (in GB)

Standard_D4s_v4 4 16

(This instance supports the Cisco ISE evaluation use case. 100
concurrent active endpoints are supported.)

Standard_D8s_v4 8 32
Standard_F16s_v2 16 32
Standard_F32s_v2 32 64
Standard_D16s_v4 16 64
Standard_D32s_v4 32 128
Standard_D64s_v4 64 256
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Home > Marketplaoe

Cisco ldentity Services Engine (ISE) =

Cisen Syitemi, Ing

. Cisco Identity Services Engine (ISE) < w4 Fvories
e Cigeds Sydtems, Ind. | ViFtual Mackane

Plan

Cisco identity Serdices Engine (I5E) B.. m Start with a pre-set configuration ]
-

Want 10 deploy programmatically? Get started

Overview  Plans + Pricing  Usage Information + Support Ratings + Reviews
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https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
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lgrme > Virtual machines

_reate a virtual machine -

Basics DOmks  Networking — Management Monitoring  Advanced  Tags  Rewiew + create

—

Create & virtual machine that runs Linue or Windows. Select an imasge from Aoure marioetplsce or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review sach tab
for full customization, Leam mare o

Project details

Select the subscription fo mansge deployed resources and costs. Use resounce growps lioe folders o organize and manage all
SORUT DRI

Subscription * (O | Select Your Subscription

Resource group = () | Resource Group You Created v |

Croate rew

Instance details
Wirtual machine name = (] | i is& - NTI-name .-'i
Region * () | [US) EastUS W
Availability options & | Availability zone o
Avvailability zone * (D) | Zones 1 v |

& You can now sebect multiple zones. Selecting multiple zones will create one Y
jper one. Learn miane o7

Security type () |i Standard o i

Image * = Cisco ldentity Services Engine (1SE) BYOL 3.2 - x64 Gen

WM architecture (D) J Armod

Click Here To Select ISE Image
) Ames is not supported with the selected image.

Rur with Ansne Spat digcount (5 D

Sige ® Standand D325 vd - 32 vepus. 128 Ga8 me (5363, 5% manth) e
& dll 51TES

Administrator accownt

Authentication type (0 (®) S5H public key

Click Hore To Select ISE Tamplete (_) Password

R s s s nlenllh s maae ey ma EERLY B menle D and s mnl sllsiis cines G
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Home > Virtual machines >
Create a virtual machine
k
Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create

Define netwerk connectivity for your virtual machine by configuring network interface card (MIC) settings. ¥ou can control norts,

inbound and outbound connectivity with security group rules, or place behind an existing load balancing Yirtual Network You created Or Click
Learn more Create New

Metwork interface

When creating a virtwal maching, a network interface will be created for you.

Virtual network * ()

Feate new
Subnet® (O Select The Subnet Your created |
Public P @ | J
Create new
Select Security Group You Created Or
MIC network security group (D Q) None Click Create New
() Basic

Configure network security group ™

Delete public IP and NIC when VM is D
deleted @

Enable accelerated networking O _
The selected image does not support accelerated networking.

Lead balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

| < Previous I Mext : Management > I

o 1Jplo9s 10. bdb e wgs 3J9: b

Delete public IP and NIC when VM is D
deleted ()
Enable accelerated networking & ,_

The selected image does not support accelerated networking.

[ <Previous | Next:Management> |

« 1Jgbyo 1. Os gdlps IJowsse blho Gp wldlzevlb Clddse IUIWe,)lsose JJz9sd
lJIJslps6 9lu gy IJelds: pu@se.



— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more &

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed El
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown (O I:I



Home > Virtual machines »

Create a virtual machine

Basics  Disks  Metworking Management Monitoring  Advanced Tags  Review + create
— Premium SSD “Recommended Type

Configure monitoring options for your VM. For Production ”

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics () @ Enable with managed storage account {recommended)

() Enable with custem storage account

() pisable

Enable OS guest diagnostics (O U

| < Previous Il Mext : Advanced > |\

« 1Jgb9o 12. Os pub¥s wslule IJpuwegse: s glus IJIRosh wedso wslule
Iquuo@p.

VIS 2dd waslule IJpuwegs e ieJ,oJ lJped9pele:
hostname=<hostname of cisco ISE>
PrimaryNameServer=<g9ly IPv4>
dnsdomain=<domain name>
ntpserver=<g 9!y IPv4 Ig FQDN IJglo wglse NTP>
lJpulb 96 1Jjpus6=<timezone>
JJpd |Jp,9,=<password>

Ersapi=<y g p/JI>



OpenAPl=<yg o/JI>
pxGrid=<¢ g p/JI>

pxgrid_cloud=<gg p/n0>

pdlebs: seo luvopdle IJuosles IJuozses JIJ eldd pu ldedsd IJos wd9e
wodysuol po gl beld wslule Idpuwetse. Jlswp ldozdd po wozs Idpedsele
IJos bedwol Bs 2idd walule Idpuwegse gus beldol. I3l Juo wuwegse Iduoslgs
IJg ol 8o g3ple Cisco ISE Jl whbo, gus wuvésd IJuo9)s.

Jigﬂso IJhuuble JJdedysule 1o loe SUUES i_,ouo eu edld 28d vslule Jpuuegse:

. hostname: b¢J lgup lJpLos<d 1Uss Seoss eds Tz 1uzas6 1@ ess 99luodle (-). szw I
swels bad luwe ldpuosd 19 2,01 9Jl spdu 1o Seuss eds wuvlbbs) uvdds ().

w. ehp IUlguple IJluulgus: bed gusle IP 1Ugluo wibe Iluwe IUIpuluus. sulsse IPV4 B @8b os
Uroeoro)é.



Spdud |olas glre DNS glzs W9l Vs o030 IUgb9s. Spdud |Lol9s g9l p DNS | oldso o0
¢JIJ Cisco ISE CLI wgs IJovuse.

c. dnsdomain: Ix¢J FQDN JezlJd DNS. spdy o seess IUbegld eJs 12y ASCI sl 6le 99l ol
(-) sudlb ().

d. ntpserver: [x¢J guslo IPV4 I FQDN 1J¢loo wélbp NTP IUss sz luweésleo JJpslews.

Spdud |Lolas gbe NTP 9lz> W §b WS o030 IJglb9s. spdud [Lol9s 9le NTP | olds6 pu
¢JIJ Cisco ISE CLI wgs IJovwse. lguegsp ¢be NTP Lolde 98led JJsuesd vl Jlge plbdee
Jepdsle ISE.

0 - Ipob$s 150088: bed pub$s 5puss: eds wwwsd IJpeld: IJEUTC. 9008 woessu
2psE £9> Cisco ISE |JUs 1dpub 86 1086 ldpouw§6 JJ9 e IJeldps (UTC). 98l o6 131 wp
oowsw £9» Cisco ISE 1Ugluoe wd WS wui) p9ie. Suepu ol Idlple pjlews Idbslog 1500806
Jdodbs) slduvedle o 1deds Ipeod9s BOs gpdss IJouiy 1JEluos o slisel.

f. IJps: svdJo JJeé J baser ouwesd >¢9d |Js cisco ISE. szu 1o wogld s IJes 1Upe) IJos
wagdol pg woz JJeé w9, Cisco ISE. szu lu wewss JJpé 1Jeu9) eds 6 [Js 25 2538l iy
cowew sdel szl eds 1UI8J 92,81 Jus)l 508l Logs)l I spdo 1o odss IJps 1Jens) os
o wol luwe IJpuwaése 19 pgJowol (iseadmin Iy nimdaesi). Is cisco. Iy ocsic. IJiz,8 1Jgl o8
lJpuwese wol os @~*1+=_-. Jleg IJSuwe "vog JJpé u9) IJpunce” Ss IJduad "ldlesls
|J|uu|uu§" PU !,.S_, J O Hé 9, ) Cisco ISE :J!u0>|_)d.

g. ersapi: bgJ vgp Jopdso ERS. g Jl Jesp IJuwple ERS.
h. openapi: Ib¢J wep Jopdse OpenAPl g JI Joog OpenAPl.
i. pxGrid: bed vep Jopdso pxGrid. Iy no Jgspe IJuwelz J pxGrid.

j. pxgrid_cloud: I>¢J wep Jopdse pxGrid Cloud Ig no Jgs e IJuwpele J pxGrid Cloud. Jopdso
pxGrid Cloud: sgo wpdsy pxGrid. 31 §po wesp lJuwele J pxGrid: 9JJdo opdso pxGrid Cloud.
OJU swp wpdsy grple PxGrid Cloud gus woe IJogigsd.


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
f—
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (D)
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found '

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =

S P S | T e

T |

Mext : Tags >

Suve wslule Idpguoise

o 1Jglo9s 13. bibde wgs 3JI: Lbl§s.



Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :|
with NVMe (&
@ The selected image and size are not supported for NVMe,
See supported VM images and sizes ¢

o« 1Jglogs 14. Jlogile 139lz ,_gétgpé IJluwe Idos vose JY ouousad 1desls: 950z 1UEdS> pu
IJe9ls 9pzesele 1desh bgd Sspe Vs 2dds Idluwe 91J3se6.

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Metworking Management Maonitoring Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize resaurces and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags C

Name () Value () Resource

| Tag Name | : | Value Name | | 13 selected 4

 Ieloss 15, bdbde wes 309 plegs + louuls.

[ < Previous [ Mext : Review + create > l

o 1Jeb9s 16. jlze IUpedsple IUos Bpo wo9dsol pos IUlL Slud) W98 luubls.

Swe ©up uld38 IJuuiny 3> IJodre. suwedHd lugile pesd Cisco ISE susis,o Jdlgwaisle
29lJs 30 5 8586. Swp g2 posd Cisco ISE VM Ws Ws)yogldl ulwss 1Jlzoje (Iluvegse 28J
IJoee lyssuws JJgws) eds 1Juldss).



Home > Virtual machines

Create a virtual machine

| D validation passed I

Preferred e-mail address

Preferred phone number

Basics

Subscription

Resource group

Wirtual machine name

Region

Availability options
Availability zone
Security type

Imagé

Wi architecture
Supe

Authentication type
Username

Kl_v},r P naMe

Azure Spot

& CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview =

Deployment
K Spmrch
we Drewrddw
x Inputs
Dutputs

Template

= Previous

Availability zone

1
Standard

Cisco ldentity Services Engine (1SE) BYOL 3.2 - Genl

wbd

Standard D165 w4 (16 vepus, 64 GiB memory)

55H public key

seuser

Nao

) Cancel

Mext >

Deployment is in progress

Deployment name: CreateVm-cio.cisoo: ise-virtual-cisoo-ise_3_2-2..

g Subscription

Resource group:

~ Deployment details

Resource

e 0008

Give feedback

B Tell us aboul yeur expenende with deployment

ol 1Jgpd wgs 3Jd

wuvww IJlesh IJId e, los J Microsoft Azure. p odsse zolj Cisco ISE VM IJss luuuleo
w2ze uue Swdé 300 pselolse Bib. colbde g9 Cisco ISE uvdd wegdes uves Suuo
o38d &0 300 zszlolse. spdud 9686 wuwso 1J3ld)6 IJbloyse g8, 1JIlBSe gus wyvgsd

Cisco ISE oy, Microsoft Azure JigJ p,6.

Downlead a template for sutemation

L Download ) Bedresh

Coarrelatsan 1D

Type

Microsalt Computin ruslhiachines
Micraseft Networkfretworkintensces
Migrosoit NetworiohanualMetworks
Migrosott Mebaorkpublcl pAddresies

Microsoft Mg twork/retworkSecuntyGroups

Start timec 9262023, 40605 P

Status

Croated

Croated

O

[= 4

[+

Operation details
Operation details
Operation details
Operation details
Operation details

Dperation details
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ISE. &p. Bes p3pd Microsoft Azure, o woobess IJsbsle sldeldol B olsss izess IUbloysé
Jons) eee Idduue:

1. lsBlw pesd Cisco ISE.

Homa

K3 isedemo-cybersec # x

Wirtual maching

—_—
£ Search 4 & Conneat st & mestar] [ Swp | 5 Coprure (8] Detete () mefresh [ Openinmebile 5 Feedback [2. cuyps
—
B overview
# Essentials
E Activity log
Resource group (move) : Operating system
fo, Access control (LAM)
Status : Running Size
¢ Tags Location : Public IF adidress
A Daagnose and sobe problems Subscription [maove) : Wirtual network/subnet
Seitings Subscription ID ] DMS name
. Availability zons B | Health state
& Metworking
Tags (edit)
& Connect
B Duis
Qg Properties  Monitoring Capabilities (T) Recommendations Tutosials
ize —_—

2. 168, W98 1J8,u0 1Jp9z9> B 1Uzse Ilsuwy 9lod, W9 1U8)ue 1Jss wuwagspo pg Cisco
ISE.

Home © isedemno-Cybersec

@ isedemo-cybersec | Disks « (2]

Vs
£ Search i adtioral tettings 57 Fesdback o7 Troubleiboot
BB Overvien a5 disk
B Anivieyleg & Swap 08 disk
TR Access conbrod (LAR) o itk name Storage hpe Sive (GiH) My I0FS Ma thircasghgt | Encryption (&
¢t dedemo-Cyterses OsDiik 1 d144bda962e98 d6az4d3 || Premium S50 LRS 300 230 150 S5E with FMIK
A Diagrstrie and W prodiems

Data disks

£ Filter by nuarra
Showing 0ol 0 antschesd dats ks

[
B Disks
t Create and attsch o new dik & Artach ety diks

LUN sk name Sonage e Size (Gl B gex BOIPS: Max throughput { Endryption ()
T Macrosof Defender for Clowd

3. 108, W96 IUzze + IUble B Iz 1wy



Home i | Disks

= OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb #+ =
sk
+ Search L e Wl T~ Create VI image version T~ Create snapshot {3 Redresh r‘ Give feedback
B Oeerdew o Exsentials
B Actity log REsouece Qroup (e Dk give 300 GiB
R Beoeis control [LAMY Dk state : Reserved Storsge type : Premium 550 LAS
= ]
T Location & Managed by ¢ |sedema-oyberiec
L
Lirwax
# Dragrase snd sohee problems 00
Setlings Q262023 40617 FM Man dhasid o

& Configuration Awadability 2o

Pesformance tier : P20 - 2300 108E, 150 Mbys
Security type : Standard

Encryption

Tagr (edit)
= Metworking
x Duisk Expoet
I Proparties Show data fer it Thew Ghours  12hours EEGED 7 deyi
& Locks

4. B edd zee Mduwe Ietupue: bed zee IJduue 13s wogo: s GIB.

Home OsDisk_1_d144bfa%62e4idba4d 3a2B4T 2055
= OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb | Size + performance =
Dk
+ Search
Storage type &)
B Overview Prermium 550 (hocally-redurdant siorsge) W
B Activity lag Sare Disk tier Provisioned IOP5S Provisioned thraughput Max Shares ()
%8 Access control (LAM) aGie 1 120 25 3
& Tags gGie P2 120 25 £
# Diagnose and sobve problems 16 G PR 120 2% 3
32 Gl 2] 120 25 ]
Settings i
o8 Gel PG 240 50 3
& Configuration
128 Gig Pl 500 100 3
| Sare + performance
56 Gik P15 1100 125 L]
Encryplepn
; 512 Gilk P20 2300 150 3
= Metworking
1024 Gi P30 S000 200 5
= Disk Expont
. e Gig Pal TEO0 280 5
I! Properties
4006 GiB PSD TS0 250 5
& Logks
B192 GiE PEl 15000 500 10
Manitoning
16364 G4 Pl 18000 50 10
A Mt
= S I2TET Gib FaD 20000 900 10
Automation
Custom disk size (GIB) *
o P
oi Tasks (preview) 00

= Export tomplate

ﬁ il
Help
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html

ige, Idpole IJos weole [Jsol 88p woudss IJgbsle oW osdss.

1. 1glx6 Jowl JJpé py9, Cisco ISE GUI py gJIJ 926 Idoedp Jouwduwd s

* 1Jgb9s 1. Bp vouwzsd [Usged |Js Azure Cloud 9lg e, peesed IJpeslys IJos wews eds
IJzoly IJblo,s Cisco ISE.

* 1Jgb9s 2. pu Blisps 1Jpslys ludy W99 pesd Cisco ISE IUss w)yss lgho wessy JJpo
IJen9, Jo.

* 1gb9s 3. pu IUSksps 192938 £dis IJzluw Ilsu lud) B9 9298 Idoede
IJouwdundss po Buwe IUsg e + lguedild IJigble ol odlzol.

Home > Virtual machines

Virtual machine% : e | %
oty Virtual machine
T Create ~ = Switch to classic - £ Search & Connect L Restan _| Stop 3 Capture Delete fefresh
Filter Tar amy fisld @ Insights
Filter for any field 9 A Essentials
Marme 7 B Alerts
Resource group (mave)
" | il Metncs Status Running
H  Diagnoitc seltings Lacation East US Zane 1)
& Logs
L8 Connection manitor [Class) A
Ava Y Zone 1
al Workbooks
Tags (edi) Acld 1305
Automation
o Tasks (preview) Properties Manitaring Capabilities (7) Recommendations Tutorals

¥ Export template
B virtual machine

Help
Click Serial Consale

¥ Resource health Linux (redhat 8.4)

E EBoot diagnostics Image publisher oo

5 Image offer cisco-ise-virtual
% Performance diagnostics
Image plan Cisoo-ige 3 2
L ¥ Inspector (Preview)
Wi generation w1
Reset password WA architecture wied
A Redeploy + reappl Agent STatus Ready
B Serial conzole Agent version 21003
Host group Mone

BB Connection troubleshoot

* 1Jgbos 4. I3l oo wEue Huwlds gl oul Bszw edsd pdso wugsuale IJoposs pu
edlJ coudss IUgbsle 1UJleJs:
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Virtual machines ) | Boot diagnostics =

Create = Switch to classic

Screenshot Senal log
Mame T BN Alerts

[ ¥ ) snm ml Metncs Updated: Wednesday, September 27, 2023, £:11:12 AM UTC Download sreersho

& Diagnostic tetlings

Logs

4 Connection manaor {clsdic)
a Woskbooks

Automation

Tasks (preview

Help

% Resgurce health

= Boot disgnostics

Performance daadnodstics
Wi Inspectar (Preview)
a

et password

2 Redeploy + reapply

BT Serial console

B Connection iroubleshoot

w108 B8 Cpdsu wluwedsle tuvle CEisU pELELe. G lud) VB8 2 9b.
Home > Virtual machines | Boot diagnostics

I3 Boot diagnostics

| C] Save

>‘< Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more O

Status
(") Enable with managed storage account (recommended)

I Enable with custom storage account |

(_) Disable '

3%&]”0&“{}- storage account ¥

Mo existing storage accounts in curre...

LIl oWy

* 1Jgbss 5. pu 18ks s 1p92928 edss IJeluw Ilsws: o8y B9 9228 1dcedp
IJoundundss po Buwe Idsge + lpuedild IUigble ol odlzol. swpe &0 Azure Cloud
Shell B ©l838 22536. 13l Jloo IJuil s Gugsle. luogb s Enter Jg ) o ploldus
ouvesd 1U>gsd.



Microsaft Azure

Virtual machines E
- .
T INFO ExtMandler ExtHandler Distra: redhat-@l,4; ospeil; B 5 7 AgentSarvicer w
Mame T
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FURnisg &8 Proces
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o T = n | ‘redhat',
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Arpemation
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Help . ® S o MU OWER_UP> mtu isc U e ULT group defaul
5 Beucwce health 3 K |} added Azure fabric firewall rules
B B0
deatinati
[ L Irripectn " bytes)

pret ept in L deat

destinakion

IT
a IN

storing routi

* 1JEb9s 8. §p wouvesd 1U>e9d Ids 9226 Idoedp IJouwdundss. Jouvesd 1d>esd Ids
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EWd wouse ldpusd.
« 1Jgb9s 9. Iuuegse 11, application reset-password ise iseadmin JoJsso JJpsé o9,
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Home » SSH keys

Create an 55H key

Basies  Tags  Review & create

Creating an 35H key resource allows you 10 manage and use public keys stored in Azure with Linu virbaal machines.
Learn mose

Praject details
Select the subscription to manage deployed resources and costs. Use resounce groups like folders to organize and manage all Badact Baacaca i Py e
YOUr MESoUroes. I)m: ﬂmp F:u
Subscription™ (D . - | /
Resource group * (0 [Mew) FESOUFCE-Group-name L |
Instance details Create Koy Pair Mame

Region * 0 [ (us) east us v |

Key pair nams = | key-pair-name ] /
55H public key source | Generate new key pair ~

/ Glick Review + Croate

Spedud 1dzuosd gds ulWss puwe s Jidosh plclz IJouisd 1JElue slugile 9,3 $89pe
wouisd pole SSH Jpdud .pem.

Generate new key pair

o An 55H key pair contains both a public key and a3
private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to

e |

Download private key and create resource

Return to create an SSH key resource
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« 1Jgbogs 3. Jlgwosyb 1ol IUgle 1Jzass: luvaés e 1Ule, crypto key import <l we pJb
IJpdole IUgle> [Jpuwegng <lgwe lJpuue9se>.

¢« 1Jgbos 4. g0 1Iopld Iluwes)ls spdod ouvesd 1Js¢9d IJs Cisco ISE g, SSH
oluwedsle dpdolz 1Ugle 1Uzaso.


https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops
https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops
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