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Security Console

Home .Idmhh"". Authentication = .n.m'. R.r.-putng*-'. BADIUS = | | Admirestration = &uv..mw.
Session Lifetimes b

| unrestricted || Restricted | | Authentication Agents | manage Existing
All users in the current realm can sull Tt Access o Add New | *
{zenerate -EHE
Security Domain: " Deleted 1 agent| Download Server Certificate File
| SystemDomain = | Authentication Manager Contact List b
Foer: .
| All Unrestricted Agents =

O ulW36 [olWs glpd puo> 86 2385 Bp v s luwe IUpuosW 9809l IP JJJ pu2.

lJodJle:
Authentication Agent Basics
[l Hostname: '@ |acesisamplecom [ Resolve1r 33
© Exitting node: |- Choose One —~ =l
[ 1P Address: i [CECECEE
Resolve Hostname

Sew o wgpd IJ pu gpdsle IJuze g0 DNS JJiele 9lde Juw Jgpdle ACS.

o&Hs uog lJeled Jelod Bsluws:3.

Authentication Agent Attributes

Agent Type: Standard Agent =

[i] Disabled: Web Agent

03l peld eJs Idpedsple 1dos wlol wezys luolds IJsdle:
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0 sebectec: [Eratic =[5

™ Authenticsten Agent 1P Address Tvpe Disabied Security Dgemain
) [l ac=51 sample.com - 101010151 Standard Agent Siystemboman
‘. [ acasz sample.com = 1ei0.18.152 Stansrd Agent [ EystemDomain
T Authentication Agent 1P Adddress Ivps . pasabled Eguriby D
@esdected: |Enane o | = ﬂ

2 found. Frawirg 1-2

B 9236 wedp lelu RSA. Iuedd 1Us 1Usuesd > 9ddle Idpuolb @6 > logile pJd IJodssud.
Jlogvle pJ wdysy sdeonf.rec:

Security Console

Home | | Identity ™ | | Authentication ™ | | Acoess ™ | Reporting ™ | | RADIUS = | | Administration ™ | | Setup

Lession Lifetmes k

m""—"‘""m L

J Unrestricted Auu-mﬁuﬁmngmul Manage Existng
Mmhhm&ﬂr:dﬂmuTﬁtm Md”'h'
Guwat-{:mﬁgnhmﬁt "‘.—q——
Security Domain: ,_,- Added 1 agent(d Dowrioad Server Cartficate Fie
|5'r5 ;J Authenbcation Manager Contact List #
For: 2 found,, Showing 1-2.
| All Unrestrictad Agents =l 0 selected: [Enob EH = E

lowegse IJdse Il e,luoss JJes IUIuos pu gpdsle lelss Idezlads oldes 1JIBuos5.
JJsde wsu JJ peladeé:



Cancel reset &) Generate Config File .

Agent Timeout and Retries

[i] Maximum Retries: Allow |5 = I attempts before timing out
[i] Maximum Time Between Each Retry: Alow |5 = I seconds between each attempt

Communication Services
The agents will communicate with the Authentication Manager server using the following service r

|1| Authentication Service: MName: securid
Port: 5500

Protocol: udp

[i] Agent Auto-Registration Service: Mame: rsaadmind
Port: 5550

Protocol: tcp

[i] Offline Authentication Download Service: Mame: rsaoad
Port: 55380

Protocol: top

9 vouisd pdV IJodssu6.

Download File
The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.

Filename: AM_Config.zip

Download: [ Download Now =

SIS pJS .Zip gds pdd sdeonfrec JJodssu IJSeds: 9ldss seolz Idse puwssd ACS
JIJpld polp IJods sy

s> ACS IJl o3l 5.

S9uoe 03l IJlg)le Jsdso vyl puwysd ACS Jpdod IJodsse shuwldo.

WIS 9226 wedp IJluosl) 5.x ey Cisco IJTroL', JACS: lyoyd IJs IJpuwegspso 9peliul.
lJo9gso > pgliu 1Jogss 1Jghzso > ¢9l>e RSA SecurelD 1Jppsjo: 9lud) w9938 luuile:
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™  Mama = Descriplion
T Hodatato display

FSA Securll) Token Serars

i)'aJ luwe gbp RSA: 9l wog)uo IJs pdud sdeonfrec IJss wp wujsdo pu glbp RSA:2.



Users and dentty Slores » Extemal idenity Stores » ASA SecurlD Token Servers » Creale

| RSAReaim | ACS Instance Setings | Advanced |
Genaral

o Nar [REA SecwiD AM

Descripgtion: |F|:5-l. SecuD Authentication Manager Senmr

i Server connection

o Server Timeout |30 Seconds
[ Reauthenbicate on Change PIN

Realm Configuration File
The R3A Configuraion file (sdconi rec) showld be provided by your RSA administrator after they have
& import new "sdconfrec file: [ ChusarshDestiopisdeoni rac Browse I
Hode Secral Slalus: - il Creatad -
& = Reguired Selds

233 1dpd . 9o buwlJ.3.
pdlzbs: B 1Jpy8 1JIsds Ios swuad Bsel ACS wighbpe 1,05 IUpess sop logils pJd

2 suwes IUpd S IUuws JJeds6: J9dsd ACS gJs pos) puolh 6 RSA 9sep wujsdo
IJs ACS. swp lguwgsle 03l 1dedw JJlouoldle 1Jpyives)e.

IJozdd eu lduoes
lwegae 03l IJduwe Joldss gpd IJodsso wubdd Lozse.
s ACS 1] o5l 5.

JJezdl pu ouwesd 289d vlze: lowdd 1Js 9236 wede ACS. 9)lze £33 pile 1Us09J:

Access Policies » Access Services » Service Selecton Rules
™ Zingle resull selecion ¥ Rule based resull selection
 Service Selection Palicy
Filter [Slatus = | Match it | Equals =| |_
| Conditions Results
I Stalus  Name Brosneal Swdcs Tros s Hit Cownt
| 1 C a Rule-4  -ANY- in All Denice Types SWITCHES REA Device Admin 2

Spdud lsuol pilzes wdluosd IJpuols 86 po uwedle ACS:



Authentication Details
Status: Fassed
Failure Reason:
Logged At: Feb 16, 2013 12:24 PM
ACS Time: Feb 16, 2013 12:24 PM
|AEE Instance: acsh
Authentication Method: PAP_ASCI
Authentication Type: ASCII
Pmalege Level: 1
Usemame: TEST1
Remote Address:

!‘I‘IE‘II-IH:IlI?IrILEIQE‘I‘1IFIEIIIIIIIIIIPIIIIIII'|IIIIIIIIIIIIIIIIPIIIIIPIIIIIII'|IIIIIIIIIIIIIIIIPIIIIIII'|IIIII'|IIIIIIIIIIIIIIIIFII

Network Device: SwitchBNNZZ31
MNetwark Dewce IP Address:

Dewice Type:All Dewvice

Types: SWITCHES: SWITCHES_SSH,
Location Al

Locations: DATACENTER_BN

MNetwork Dessce Groups:

855 Senice: RSA Device Admin
entity Store: RSA SecurdD AM
lacted Shell Profile: PRIVILEGE_15
Directory Domain
Identity Group:
Access Semce Selection Matched Rule :

Rule-4

s1>0 RSA

JJozdd pu ldpuolb 86 1dulzes: loodd lJs 9e36 wzdpe RSA9)lze Idpwedlw:

Time Activity Key = Description Reason User Agent Server Client TP
D Hode IP

i 2013-02- | Principal User attempted to Authentication | TE2T1 | acsSlsamplacom AL | eI
ayuthentication | authenticate using method

16 .
12 33: 28 74 “SecurlD_Mative®, The
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