ACS 5.x: p_ol>96 TACACS+ 99952 IJI9ls,
luvoubl |Us pold odosy £,0956 pgeosd
Jledlole

IJpzwssle

| 9500

I loJole |l wl_w.sé
lJodoule | 0200
Ul obJlzle

lJp 93,00

S0 03l ldpwows poldl Jodssu puol> 96 TACACS+ 9&&_9@9'0 |Ji_9|rOJ lovoubl lJs g8,0956
PTPRIEO AD .J!ouu-;)é)ro v|uuoé)|ro QJ'o|ro LJQCGJP L.9§ lJoo9J |.J|ro.;. (ACS) y-19) Cisco Jluosl) 5.x
sldluosble Ilgse. suwegspe ACS Active Directory (AD) oo Microsoft Jeg o 0986 ghes Jugisu
9y pod ldpuwegspsu 9ldlzesé sldpzessle gldwele.

IJecbdole IJlul jusé
lJpobdolo

AR o0 luwosle lJpobdolo Idoldss §od i ozlad lp)le o3l o dosy:

ACS 5.x PAPC c__;|.J-3J|ro.J !.9.5 foa[.J AD IJPJE}V. !5| .J,o SUp dpe ACS roE_ Pald AD |.Jr0_)é’9g_u ®
bee IJs ACS 5.x 9lJl osblo Ilzsei lodled pg pold wdssy Microsoft Active Directory
JJzwesd eds pis po Idpedsele Joudss popd IJodled.

lJpdoule lJpuuwogsped
ouwow Idpedypele 1Uglyo WO o3l ldpuwens IJs luosble Idolez ldedsule 1Jpebss Ideldss:
Cisco Secure ACS 5.3 -

wyulez I0S® IJ|Losl, 12.2(44)SEB »y Cisco. *


/c/ar_ae/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ar_ae/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html
/c/ar_ae/support/docs/security/secure-access-control-system/113571-acs5-ad-int-config-00.html

pdlebs: spdy wuldss o3l ldodssy eJs zese Izojé Cisco 10S.
ozldJ Microsoft Windows Server 2003 -

o lousle Idpedsple 109158 B 03l lpuwaws pu 1Uiz0s6 1Je92956 Bs wsisé pgpdss ¢luos.
o zese Ulzosd IJpuwogrps O o3l IJpuwows wodssu peunsz (1IB9e)luos). Bl dive
ulbvdod Pv'ub.)é‘ Volds pU g.QOPGJ JJQlC'J;,_S_) |JpanJ JLS |r°.)'

Ul olbodlzle

lJodosy

od9su ACS 5.x Jdeol> 806 9ldegs o

Iod Idwse Vs wdysy ACS 5.x Jdpuob¥o 9ldovss o Jlu sgw spz ACS wugle pe
Microsoft AD. I3l Jp sop 5pz ACS eg pzld AD Idps€9e bze lds ACS 5.x all oslile llzaw:
lJodled pg pold wdase Microsoft Active Directory JJdzuo9d eJs 058> pu ldpedyple
Joudss popes IJodlpd.

B 03l IUSume: ©89p weiees presges ledlu s presges e ptoddosy 9osuosds
Shell: |g>lopl lJsuo9d IJIled 9lJIE)s wldsued 1Upes9s eds lzojé Cisco 10S.

I vouwesd 1dsgad 1Us 9lzos IJpuwegse Idyum9pess (ACS) luweisle wslule lgwels .
IJemd9d-

ié_cu Users and Identity Stores (IJpuvegspso 9pwlz) lJogss) > External Identity Stores2.
(pehu [Jogss 1Uglzsé) > Active Directory (IUsJdsd IJouvl) 902889 pu |Qu'0=rolp ACS |Js
lJeeld ldplbbdoe 9J5J9 pu [bol,) 2lds IUlouold gds 1wl poods.

lbd) 998 edlpd IJowssy presele Idsdlisd".
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& Active Directory Domain Mame: MCS55 com

Please specify the credentials used to join this machine to the Active Directory Domain:
& Usamamea: training

o Password. TTTTTT T T TS

You may use the Test Connection Button to ensure credentials are correct and Actve Directory Domain is reachable.
[ Test Connection ]

Click on "Save Changes’ to connect to the Active Directory Domain and save this configuration. Once you have successf
can select the Directory Groups and Directory Attnbutes to be available for use in policy rules.

End User Authentication Settings
Enable password change
[¥] Enable machine authentication
L1 Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:messs com — Connectivty Status: COMNECTED

=

Discard Chanaes || Clear Confiauration |

o) B9 wers>.3.




[.f“i_r Directory Groups T_M:qr.m.]

Directary groups must be selected on this page to be available as options in group mapping canditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directory.

Selected Directony Groups:

Group Mame

: Edit V Replace f'll Deselsct |

Group Mame

Example for group format -
& = Reguired fields

igey Ipzesele IJos ceole 1o odsy pesws [Js pdSle ctuosuo Shell 9pzesele 1Ji9l 0 4.
Ss Izie s po ldodsso. slud, B9 9 OK.

-

Search Base DM DC=M{3555,0C=com
Search Filter [il
[l Group Hame « Group Type
1 MC355.comflsersDomain Guests GLOBAL I

MCS55. comUzersHetwork Admins GLOBAL

MCS55. comUsersMelwork Mamienance Team GLOGAL

Fl MCS55 comfsers/Schema Admins UNNERSAL
| auhj Cancal
[Database Active Directory

Use * for wildcard search (i.e. admin™)
Search fiter applies to group name and not the fully qualified path.

lud)y 99§ edb IJogss)le.5.



I’Emual.l' Directory Groups | Direclory Attributes |
Directory grovps must be selected on this page to be available as options in group mapping conditions in
policy rules. Click "Select’ to launch a dialog to select groups from the directony.

Selected Direclory Groups.

Group Name
MCS56 comiUsers/MNetwork Admins
MCS55 comiUsers/Metwork Maintenance Team

| AddA || Editv | Replace || Deselect || Select |
Group Hame

Example for group format -
cisco comAlsersDomain Llsers
@ = Requirad fialds

ey uvslusle 1Jsgood > ple 1Jsuood > 8eles wesss 1Ugsp6 9235 306 1J9,09J: IJos6.
oeldz puol> 96 TACACS+. Vs o3l Idpeld: yuvedgy Default Device Admin.

-

Filter. Status = Matchif: Equals = Enabled | | Clear Filter | | G | -

Conditions Resuls
[ Status MName ) Hit Count
Frotocol Senice
1 B =] Rule-1  match Tacacs N Default Device Admin 1
2 M ©  Rule-2 match Radius Defaull Metwork Access 0

2oy uvslawle 1J9so9d > ¢3ele 1Jauoed > 1b1hs Izels IJIBe,luoss > 1Jogss 9lud, 99.87.
OS> w9b puod) [Jogss.



i¢c,o AD1 9b §bo, §6 ok.8.

Fiter: - Ma.chi’ - Go | -

Hanms 2 Descoplive

o Ch Usemzine Pradeined Cziliicale Suenlicatio: Fol e
i MemyAreass

7 Imtemzl Fosts

o lemal Lsars

i LaaH Lizma n Cantro ler LASH

T MG Proilzr Czfakt Entry for MAZ Profler

1 sofewors THIS IS KOT JSEDY nic 2011.17 .22

T salowdeas

(] 4] Page 1lef1 [ » ¢




lud)y 99§ edb IJogss)le.9.

Ige) uvsluwle 1Jsgo9d > gple 1Jsuosd > 1bls IJzols 11 el oss > IJowdss o 9lud,10.
V9IS LELPSLP-

Filles. | Stalus v Enstled  + | Clew Filer | G| w

Conditions Rasults
Siatus  Hame Hit Court
B Compaurd Condtion Shall Profilz Comrenard Sels

Ho data to display

= O Dafault I ra rulas defined or no anabled nde matches Pemit Accass  DanydGommands 1

(Comsteoii=| | Duglicate | = || Edit || Detete | [ A | Mowta | ]

louwg AD1:ExternalGroups PU pulz lJs Guwpe e pu Ui9b IJotuosue wp QéJ pdwo11.
wers Shell 9pzpoele IUBSle) pu pole IJs Suwe wiursue IJuclse. slud, IJlu B9 8
OK.



Customize Conditions

Ayailable: Selected:

ACS Host Name . AD1:ExternalGroups -
Authentication Method
Authentication Status
Compound Condition

Device Filter

Device |P Address

Device Port Filter

Eap Authentication Method
Eap Tunnel Building Method
End Station Filter - -

Ajv

Ak
Kl<] X

Customize Results

Available: Selected:
- Shell Profile -
Command Sets

oy W99 lugvle Jlogile §lgso grs6.12.

Fiter: Status = Iatch if Equals = Enahled - Clear Filber | Go W
Conditions Results

ADT ExternalGoups Shell Prolle Command Sels

Ho dala Lo display

I Daful IFnn nulas defined or no enabled rule matchas.  Permit Access  DenydAllCommands 0
|| Duglicste... | | Edit || Deiste | A | Moweto.. | ¥ | [ Customize | | He Count

7 Simlus  Mame

lud) eds wess> Vs gldo AD1:ExternalGroups.13.



General
Mams: Hole-1 Sdatus: Lnabled - B2

The Gustamize tittor in the lnwer Aght area of e paliey niles 3treen contmls which policy
condtions and results are avalable here for use in policy rules.

Condilivns

¥ AN Lxtemzlisoups:

comainz any v

=
Felers TIr=plent lear
- |
Rozuhs
Shu | Frulie. Parmil Acewss I Sulzil ]

Command S=15-

=

o | e | (i

20 1dpze9es 1Jos ¢ w9ds) [J9uosd IUdled gdsol e zol Cisco 10S. slod, 9,814,
OK.

Filter: ~ Match if: - | Go| ™

[ Enum Name -
MCSES comiUsersMetwark Admins

A MCS55. com/UsersMetwork Maintenance Team

(1] (<) Page 1011 [+]0n1)|

o) eds weas> Vs eldd pdY we s Shell.15.



The Customize: nomnn nthe lonweer right arca of te poley nles sereen controls whoek policy
condivcns anc results are evai'zble here for vse in policy rules.

Condifions
@ &7 =xema Carevipar

CUrLEIns S0y r

PAZSE5 com' Jssrsfoalwmrk Sdimins -

| SC ok | Desclec: ] o car
Hesults E

Ehel M-ofila- [Cermic &reess A=lert
Commaond Soiz

[k <[>)

[ Sel=rt ]l MNese eck

ludy eds logvle Jlogile pdd wg)ys Shell 2ass Jpuwedsps 1J9uo9d [JIled.16.

ShelPoes  Swwgt202 50 - pereee[ Go |

Filter: + Match if = Go | W

Mame a  Descnption
1 DenyAccess

1 Permit Access

||&ﬂa] Duplicate | | Edit | | Delete | (|| 4] Page 1061 [ » [m]

ok | cancel

Sp w998 luwpe 99009 (IEoshs) Vs edles IJowsse "ele" sluy 998 edlps17.
lJowssy pole gleé.



' General 1 Common {&aﬁks 1 Custom Attrnibutes ]

© Name: Full-Privilege
Description: To push default privilege 15 for 105

& = Required fields

1T 7T 1

g IJoduos, leosl sz IIGuos leosl Ids wido luvelosds eg 1JEsps 15.18.
oy eds buwld.



| General || Common Tasks || Custom Attnibutes ]

Privilege Level

Default Privilege: Static - Value 15

Maximum Privilege: Static - Value 15
Shell Attributes

Access Control List: Mot in Use -
Auto Command: Mot in Use -

Mo Callback Verify: Mot in Use -

Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use =
Callback Line: Mot in Use -
Callback Rotary: Mot in Use -

& = Required fields

Submit : Cancel

2o, 1UlG pJd og s Shell JJs o] IUdled 1Uss p loiuldo 23sel (leesly Jled B 03119.
Jeeld) slod) eslds.



Filter: = Match if: - | Go | &

Name «  Description

i DenyAccess

Full-Prvlege To push default privilege 15 for 105

] Fermit Access

| Create | | Duplicate | | Edit | | Delete |

(oK | Cancel

0By wedss Bs edd peesele 1Jisle,.20.



T The Customize: nomon nthe lonweer right arca of the poley noles sereen controls wieeh policy
condivons anc results are vai zble here for vse in policy rules.

Condifions

@ &7 =xtema Cirevipas

LOrLEIns S0y r

PAZSE5 com Jssrsfoalwark Sdiins -

[ Seoet | Desclect ] - car
Hesults =
Ehel M-ofil=- Ful -M=wilzne | Selert

Commaond Serz

Selar [ese ect

lody B9 lugble Jlouble pze9gs 8le) 22838 Jpuweeses Idsuesd 1dled.21.

Command Sets Showing 1-1of f 50 + parpage| Go
Filter. = Match if: - Go | w

71 Command Set Name &  Description
| lanyAICommands

i Eremé | Cuplicate Edit Delete | | [ File Operations [ Expart ] Page 1 of1

0k | Cancel Help

3p o938 luwp 90l pu coass Blus IJIResh 1Upelons Jduwele Cls le) £, p929> Bs22.
lJz>9d bole. 1o, gds Liuw!J.

2036 JJouesd edis pis>
pu Idpedoele 29d peesele 1Ulsle,.



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

Genaral

& Hame: Full-Access
Deacripgtion:

Parmit amy command that is not in tha fabla balow

Grant Command Arguments

Addf || Edtv | Replacen| Dalets |

(3rant Cammand Arquments
Permit -

Selecl CommanddAmuments rom Command Sel

o ] e

DenyAllCommands =

[ Sect | :

9lod, 89§ OK.23.

Filter: » Match if: - | Go | =
Command Set Name a Description
DenyAllCommands
| Create | | Duplicate | | Edit | | Delete | [ | File Operations | | Export |
(] Concel




9wy W9 OK. 955 03l |Js 1Jwpld odssy 1J8ler6-1.24.

The DustemiFe button in the lower oght area of the policy nides serenn controls which podficy
concitions and resuls are avzsilable nere for use in oolicy rules.

Cuonditicns
= AL :L=teallzroups:

conlains dny -

MC3E5 comilsers™Metwork Admins -

selert || Deselzet || Clesr |

Reosults
Shzll Proflw. =ull-Privilage  Belecl I

‘Jormmmand SZets:

ﬁ

'y

I A

Scleer || Dezelest

ks | caee | Felp

oy W9 lugvle Jluuile 8lgso 23836 Jpuwwgsps [Jyuoed 1Upee95.25.

Em# Arress Sernces * Defaull Devdce sdmin = ;m

Standard Pellcy| Exception Poligy

Filber,  Stalus = Malch il. Equals v Emnabled | Clear Fille Go | =

Conditicns Resules
AL External Groups Shall Profila Command Sels
Rule ! comains amy MCSE8 comilsersMetwork Admins)  Full-Privilege Full- Access

7l Stalus  Mame

IF o rules defined or no enabled rule matches. Permit Access  DenyACommands D

| Edt || Delete | A | Mewera. |V Customize | | Hil Count

i¢<, AD1:ExternalGroups slu 8, wess>.26.



[zeneral

Mzme: Rule 2 Stat.s: Enablcod - B

| Fe Custormize button in the 'ower nght area of the policy rules screen contrels which oolicy
condilivnz and 12su'ly @ dvailase berg Twousae o policy iues,

Condhlons
[#] A0 Exzmal Sroups.
ENEED -

@[ ——

Reanlta

Sl Pl Pl Acowss | Sulac, |

Lommand Sets:

| LH | Lznc =l I lelp

i2e) pzesele (19) Idpzesele 1Jos s ©9ds) 9,09 #2293 IJsol slud, B9 pold §.27.



Filter: « Match if: - | Go | -
Enum Name

MCS55 comfUsers/Metwork Admins

MCS55 comfUsers/MNetwork Maintenance Team

lo&) eds weas> Bs 28d pJd e s Shell.28.



The Customize button in the lower right area of the policy rules screen confrols which policy
conditions and results are available here for use im policy rules.

Conditions
¥ AD1-ExtemalGroups:
contains any -

MC355. com/Users/Metwark Maintenance Team

Select | Deselect | Clear |

Resulis

Shall Profile: Parmit Access @
Command Sets:

1"

| Select | Deselect

(o] Comee |

lody eds louble Jlogile pdd wgys9 Shell zos> JJsuesd 1Jpez»95.29.



Filter: » Match if: - | G0 | -

Name «  Description
DenyAccess

@

] Full-Privilege To push default privilege 15 for [0S
(] Permit Access

[mﬂ[ Duplicate | | Edit | | Delete |

0K || Cancel |

e wu9Vs) luwp 99,00 (Itoshs) Vs edlps IJowssy gle Slud) 898 edlps IJow9s.30.
polp pue,J6.



' General 1 Cﬂmm%rasks 1 Custom Attributes ]

o Mame: Limited-Privilege

Description: To push default privilege 1 for 105

& = Required fields

gsue IJoduos) leosh 9 1Jiuos leosh Ids wwldo [velosds pe Bses 1915 eJs31.
IJoslds. lod) eds buwld.



. General ]l Common Tasks [ Custom Attributes ]
Privilege Level
Default Privilege: Static - Value 1 -
Maximum Privilege: Static - Value 15 -
Shell Attributes
Access Control List: Mot in Use -
Auto Command: Mot in Use -
Mo Callback Verfy: Mot in Use -
Mo Escape: Mot in Use -
Mo Hang Up: Mot in Use -
Timeout: Mot in Use -
ldle Time: Mot in Use -
Callback Line: Mot in Use -
Callback Fotary: Mot in Use -
& = Required fields

| SUhmitﬁﬂ | Cancel

9lug) W9 g OK.32.



Filter: - Match if - | Go | -

Name «  Description

i DenyAccess

(@] Full-Privilege To push default privilege 15 for IOS

Limited-Prmlege  To push default privilege 1 for 105

@] Permit Access

| Create | | Duplicate | | Edit | | Delete |

lud, ceoss Bs 2éd pzesele Uisle).33.



The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules

Conditions
AD1 ExternalGroups:
contains any -

‘ MCS55 comfUsersMetwork Maintenance Team s

| Select || Deselect || Clear

Results

Shell Profile:  Limited-Privlege

Command Sets:

Deselect

-

[0k ] Cance |

lody B9 louble Jlouble pze9es 191p) 2538 Jpzeses 1Jsuo9d 1Je22956.34.



Command 5Sets

Filter: « Match if: - Go | ¥

| Command Set Name a Description
] DenyAllCommands
[ Full-Access

Creat Duplicate Edit Delete | | ’ File Operations ] [ Export ]

o ) Canct |

Gp w98y lwe 901> pu 30 w2 ¢lud IR eshy IJpelsrs Jduwele wls Te) Esy 929235,
B 1Jza9J i>9|o. 18y B9 [olds wes Jolus gruo B IUpumles Idecdrs s Suwe
IUlsle, slge, Iduwelz Bs Suwe puz wese sop lduwele W8b Jsle, Ie,00
Jdpuworesu Bs pzeses IUsuesd 1pzoss.



General

& Mame: Show-Access

Description:

] Permit any command that is not in the table below

Grant Command Arguments

| Add N h Edit V Replace M Delete

Grant Command Arguments
Permit + show
Select Command/Arguments from Command Set: DenyAllCommands

Select |

[ Submit ] [ Cancel ]

soldped Bp wluplds s Isle) s puvese wol JJpuwetspso B pzeses 1J9u09J36.
lJpe2936 wlyweesle Add. 169 eds bLuwld.

Lbls Iizo36 JJeuo9d eds PIS>
pu IJpedsple 29d presele 1J5le).



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.3/user/guide/pol_elem.html#wp1077595

General

& Mame: Show-Access

Description:

Permit any command that is not in the table below

Grant Command Argu ments
Permit show
Permit enable

AddA || EditV || Replacen || Delete
Grant Command Arguments
Permit -
Select Command/Arguments from Command Set: DenyAllCommands ~

| Select

’ 5uhm'§th|[ Cancel
S

9lul,) W99 OK.37.



Filter: ~ Match if: - Go | -

Command Set Name 4« Descrption

DenyAllCommands
Full-Access

| Create | | Duplicate | | Edit | | Delete | [ | File Operations | [ Export |

e

9lod, 89§ OK.38.



Conditions
AD1:ExternalGroups:
contains any -

The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

MCSE55 com/Users/Metwork Maintenance Team

Select ” Deselect H Clear

Results

Shell Profile: Limited-Privilege

Command Sets:

Show-Access &

Select ’ Deselect

[ (<o) [

Select

Cancel |

-

ludy W99 edb IJogss)le.39.



Fitar  Status « Match it Equaks - Claar Filtar |E -

sl
Staus  Mame
Al -FatamalGroups Shall Profila LCommand Sats

- Fule-1  contsins ary (MCSES comfUsersMetenrs Admins) Full-Privilege Full-Access
2 L) Eule-2  conlzins sy [MCS55 comdJsemMistwork Mainlenance Team]  Limiled-Pinigege  Show-A0cess

o [Cafank tf nn rulss defnad ar ne anahied mls matchas.

[Coasta_ 1 v] | Duplicate. | v || Ede | Delote || A || Mowera . [ ]

Filter: IP Address = Match if Equals * 192.168.26.7 M [&J =
[T Name = [P Address Description NDG:Location HNDG:Device Type
[ Mo data to display

tegl| Duplicate | | Edi | Delete | | [ File Operations | | Expont |

I wu99S) luwp 980910 IP 9w, pubeyd J TACACSH 9lo @y W98 Ligwld.41.



Hetwark Regouices » Felwore Devices gl A4 Clierds » Creabs

Marme lak-router

Descrphon:
Netwaork Davice Groups
Location All Locstions Selecl |
Device Type All Device Types [ Selerl |
IP Address Auwlhenticalion Oplions

@ Single IP Addiess IF Ranope(s} By Mask P Hangejs] ™ ACALSs |7
Sharad Sacral: eweswwwnw | Show |

IP: 192 168.26.7
Single Connect Davice

Legacy TACAZE+ Eingle Connecl Support
TACACS+ Draf Comghant Sngle Connect Supper
- Halius |
Shared Secrel. Shrw

Cofy port: 1700

Reguired fields

Il Subenil || Cancel

wJd9sy golj Cisco I0S JJpuol>§6 9ldodgs o

IJed 030 IJgbsle Jodgsy zols Cisco 10S 9 ACS JJp ol $6 sldedsso.

Sp wlugile puwctse peds vleosh Jled JJogsso IJlzoslbs wluvagsle Iie)1.
username Jpol 09 p9og oul:

username admin privilege 15 password 0 ciscol23!

Bp w98 uslu IP 1o o ACS Jopdsy AAA o) olds ACS 5.x Jglse TACACS.2.

aaa new-model
tacacs-server host 192.168.26.51 key ciscol23

pdlebo: szo I soblod lJpvdole pe 1duw IJpuve,d o9, eds ACS Jgolj Cisco
IOS o3l.

3o ledloss 1J9,o9d 1Us el TACACS Uluweésle o) [ool, AAA Jal 09 o9 o2.3.

test aaa group tacacs+ userl xxxxx legacy
Attempting authentication test to server-group tacacs+ using tacacs+
User was successfully authenticated.


//www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1072962
//www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_s1g.html#wp1072962

s9uoe 1ele les Iduwlud 1o élse TACACS sedu 1dsuasd 1se 98> wpe puolb$é
IJeuwoere wotle.

pdlebs: suwps JJ PU Userj 99JJpo 1Jp,9) xxx |Js AD. Ws glds wund IJIRool syzs
IJolds po 1o 1w dpuvesd IJpesd, B 1debys Idwlo$s Lozse.

Gp wodosu ouwesd 103g9d 90pdsu IUpuoh§6 &p luvegse EXEC sesgsuole [Ulslesd.
dro| 09 P9 2T oul:

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local

aaa authorization commands O default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
aaa authorization config-commands

pdlebé: sop luvagsle IUIdele 1lgulunss 1Upedss 9ldepdse dozse 1Us IJpumweise
lJpeeds Juyulez Cisco 10S gldeedso Iduwss eds IJoglds b1l glbp TACACS sogs,
lJsuo9d [Jso.

IJozdd eu Iduogs

JJozdd pu ogwesd 289d 1Upuol> 96 9ldewdgs o |Js zolj Cisco 10S oy ¢JIJ wyulpe Telnet.

Telnet |Js zolj Cisco 10S Jpwwgspl 1U3s suwes IJs peesed 1Jyuosd IJIled b AD.1.
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