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rtp-berry# ./ViewProfile -p 9900 -u call back
User Profile Information

}user = call back

profile_id = 34

profile_cycle = 1

} radius=Ci sco

} =check_itens

"cal | back" =2

{

} =reply_attributes

2=6

1=7

"l cp: cal | back-di al string=20367"=9, 1
{

{

{

(Cisco 0 AV zlojl plasiuwl) Livingston RADIUS - 51 slac

"cal | back2 Password = "cal | back2

, User - Servi ce- Type = Franmed- User

, Franed- Prot ocol = PPP

"cisco-avpair = "lcp:callback-dial string=20367

Ol oSl

g0l 9SG

rt pkr b#show run
...Building configuration

:Current configuration

|

version 11.3

service tinmestanps debug uptine

service tinestanps | og uptinme

no service password-encryption

servi ce udp-smal | -servers

service tcp-small-servers

|

host nane rtpkrb

|

AAA configuration. aaa new nodel aaa authentication ---!
| ogin default radius none aaa authentication ppp default
radi us none aaa authorization exec default radius none
aaa aut horization network default radius none enable
secret 5 $1$pkX. $IdAYSRE1SbdbDe7bj Owyt 0 enabl e password
ww ! ip host rtpkrb 10.31.1.5 ip domai n-name

RTP. Cl SCO. COM i p nane-server 171.68.118.103 /--- Chat-
scripts to be used for the dialout. chat-script of f hook
""" "ATH1" OK chat-script callback ABORT ERROR ABORT BUSY
"UOTATZ" OK "ATDT \T" TIMEQUT 30 CONNECT \c ! interface
LoopbackO i p address 1.1.1.1 255.255.255.0 ! interface
Et hernetO i p address 10.31.1.5 255.255.0.0 ! interface
Serial0 no ip address no ip nroute-cache shutdown !
interface Seriall no ip address shutdown ! interface




Asyncl ip unnunbered EthernetO encapsul ati on ppp async
nmode dedi cated peer default ip address pool async no cdp
enabl e ppp max-bad-auth 3 ppp cal | back accept ppp
authentication pap ! ip local pool async 15.15.15.15 ip
classless ip route 0.0.0.0 0.0.0.0 10.31.1.1 snnp-server
community public RWsnnp-server host 171.68.118. 100
traps public radius-server host 171.68.118.101 auth-port
1645 acct-port 1646 radi us-server key cisco ! line con O
line 1 session-tineout 20 exec-timeout 20 O password ww
aut osel ect ppp script nodem of f-hook of fhook scri pt

cal | back cal | back nodem I nQut transport input al
stopbits 1 speed 38400 fl owcontrol hardware |ine 2 nodem
I nCut speed 38400 flowcontrol hardware line 3 16 |ine
aux O line vty O 4 exec-tinmeout 0 O timeout |ogin
response 100 password ww ! end

- " . - __I
nsSIl 13D &0 oo B8zl ez | W 229, Y

Le>Moly cllas VI BLiSiwl

Le>Nolg oSl ellas] Blisiwy lgoladiuwl diSay ologles puusll 13 89,

Le>Mol9 el Bliiwl ol9

a3Vl anas yolol 9 dagall wlogleall le eMbYI >, b3Vl aunas jolol jlao] )b dlas> Vo

AAA &35Las Jo> wlogleos o ,edebug aaa authentication -
AAA [augés Jo> wlogles oo - AAA ellasV auuas Saygis -

Lle 531 630 oW diss ;s Lasg pagal azgall plaiw] aie JlasVl 5, >l o e - debug callback -

20l . pazidl ignaSUl jle>9 (NAS) éuidl I Jsosll p315 o dlw,ell 8,5V Lo ¢ - debug chat -

63¢>1 65e21 L sVl ax8lo dloc oz il aedgiall Jlw,Jl JuwMw 219l o degamo (& &slxoll
.DTE-Data 9l DTE)-DTE) &8 jall Ll oYlasl 65>
Jsogll o35 e prgall las blis 1>V - pygall ellasl auas -
ohls Jo> Joglaill piy cu> (PPP i e elsl dlw ,0ll PPP 0> o< - debug ppp negotiation -
PPP
JsS9i9, 3l Isls llae s (8 Loy adslaall JsSei9, Jilwy Loe - PPP @dslas cllasl auas -
(PAP) ,9,0Jl dals a95Lan JgS5i9 » Jsli wllacy (CHAP) saxil aic d9>Lanll
RADIUS  dlay ol aduasill a3Vl auxas ologles o ,e - debug radius -

aell elasVl s 215

:CGeneral ©S

Modem control / process activation debugging is on
AAA Aut henti cation debugging is on

AAA Aut hori zation debugging is on

: PPP

PPP protocol negotiation debugging is on

:Chat Scripts
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Chat scripts activity debugging is on

: Cal | back

Cal I back activity debugging is on

Radi us protocol debugging is on

#rtpkrb

TTY1l: DSR canme up :04:04:42

ttyl: Modem | DLE->READY :04:04: 42

TTYL1l: Autosel ect started :04:04:42

TTY1: Autosel ect sanple 7E :04:04: 44

TTY1l: Autosel ect sanple 7EFF :04:04: 44

TTY1: Autosel ect sanple 7EFF7D :04:04: 44

TTY1: Autosel ect sanple 7EFF7D23 :04: 04: 44

TTY1 Autosel ect cnd: ppp negotiate :04:04:44

TTY1l: EXEC creation :04:04: 44

LI NK- 3- UPDOMWN: I nterface Asyncl, changed state to up% :04: 04: 46
Asl PPP: Treating connection as a dedicated |ine :04:04: 46
Asl PPP: Phase is ESTABLI SHI NG Active Open :04:04: 46

Asl LCP: O CONFREQ [Cl osed] id 224 len 24 :04:04: 46

(Asl LCP: ACCM 0x000A0000 (0x0206000A0000 :04:04: 46

(Asl LCP: AuthProto PAP (0x0304C023 :04:04: 46

(Asl LCP: Magi cNurmber OxEOFE5C09 (Ox0506EOFE5CO09 : 04: 04: 46
(Asl LCP: PFC (0x0702 :04:04:46

(Asl LCP: ACFC (0x0802 :04:04: 46

Asl LCP: | CONFACK [REQsent] id 224 len 24 :04:04: 46

(Asl LCP: ACCM 0x000A0000 (0x0206000A0000 :04:04: 46

(Asl LCP: AuthProto PAP (0x0304C023 :04:04: 46

(Asl LCP: Magi cNurmber OxEOFE5C09 (Ox0506EOFE5CO09 : 04: 04: 46
(Asl LCP: PFC (0x0702 :04:04:46

(Asl LCP: ACFC (0x0802 :04:04: 46

Asl LCP: | CONFREQ [ACKrcvd] id O len 23 :04:04: 47

(Asl LCP: ACCM 0x00000000 (0x020600000000 :04:04: 47

(Asl LCP: Magi cNurber 0x00006CCD (0x050600006CCD : 04: 04: 47
(Asl LCP: PFC (0x0702 :04:04:47

(Asl LCP: ACFC (0x0802 :04:04:47

(Asl LCP: Callback 6 (0x0OD0306 :04:04: 47

Asl LCP: O CONFACK [ACKrcvd] id O len 23 :04:04: 47

(Asl LCP: ACCM 0x00000000 (0x020600000000 :04:04: 47

(Asl LCP: Magi cNurber 0x00006CCD (0x050600006CCD : 04: 04: 47
(Asl LCP: PFC (0x0702 :04:04:47

(Asl LCP: ACFC (0x0802 :04:04:47

(Asl LCP: Callback 6 (0x0OD0306 :04:04: 47

Asl LCP: State is Open :04:04:47

Asl PPP: Phase is AUTHENTI CATI NG by this end :04:04: 47

Asl LCP: | IDENTIFY [Open] id 1 len 18 magic :04:04: 47
0x00006CCD MSRASV4. 00
Asl LCP: | IDENTIFY [Open] id 2 len 21 magic :04:04: 47

0x00006CCD MSRAS- 1- ZEKI E

"Asl PAP: | AUTHREQ id 15 len 24 from "cal |l back2 :04: 04: 47

Asl PAP: Authenticating peer call back2 :04:04: 47

"' =AAA/ AUTHEN: create_user (0x14B1CC) user='cal |l back2' ruser :04:04:47
port="Asyncl' rem addr="async' authen_type=PAP service=PPP priv=1

"' =AAA/ AUTHEN START (3229557248): port="'"Asyncl' |ist :04:04:47
acti on=LOA N servi ce=PPP

AAA/ AUTHEN START (3229557248): using "default" list :04:04:47

AAA/ AUTHEN START (3229557248): Met hod=RADI US : 04: 04: 47

:RADI US: Conput ed extended port value 0:1 :04:04:47

,RADIUS: Initial Transmt id 156 171.68.118.101: 1645 : 04: 04: 47
Access- Request, len 79

Attribute 4 6 OALFO0105 : 04: 04: 47

Attribute 5 6 00000001 : 04: 04: 47

Attribute 61 6 00000000 : 04: 04: 47

Attribute 1 11 63616C6C : 04: 04: 47

Attribute 2 18 47EB6FBC : 04: 04: 47

Attribute 6 6 00000002 : 04: 04: 47



Attribute 7 6 00000001 :04:04: 47
,RADI US: Received fromid 156 171.68.118. 101: 1645 : 04: 04: 47
Access- Accept, len 69
Attribute 6 6 00000002 :04:04: 47
Attribute 7 6 00000001 :04:04: 47
Attribute 26 37 00000009011F6C63 : 04: 04: 47
RADI US: saved authorization data for user 14B1CC at 14A684 :04:04: 47
AAA/ AUTHEN (3229557248): status = PASS :04:04: 47
AAA/ AUTHOR/ LCP Asl: Authorize LCP :04:04: 47
" AAA/ AUTHOR/ LCP As1 (101984404): Port='"Asyncl :04:04: 47
list="" service=NET

" AAA/ AUTHOR/ LCP: As1 (101984404) user='call back2 :04:04: 47
AAA/ AUTHOR/ LCP: As1 (101984404) send AV service=ppp :04:04: 47
AAA/ AUTHOR/ LCP: Asl (101984404) send AV protocol =l cp :04: 04: 47
" AAA/ AUTHOR/ LCP (101984404) found list "default :04:04:47
AAA/ AUTHOR/ LCP: As1l (101984404) Met hod=RADI US :04: 04: 47

Callback number is obtained from the RADIUS server. 04:04:47: RADIUS: cisco AVPair ---!
"l cp: cal | back-di al string=20367" 04:04: 47: AAA/ AUTHOR (101984404): Post authorization status =
PASS REPL 04:04:47: AAA/ AUTHOR/ LCP Asl: Processing AV service=ppp 04:04: 47: AAA/ AUTHOR/ LCP Asl:
Processing AV cal | back-di al string=20367 04:04:47: Asl PAP: O AUTH ACK id 15 len 5 04:04:47: Asl
MCB: User call back2 Cal | back Number - Server 20367 04:04:47: Asyncl PPP: O MCB Request (1) id 47
len 7 04:04:47: Asyncl MCB: O1 2F 0 7 3 3 0 04:04:47: Asl MCB: O Request Id 47 Cal |l back Type
Server-Num delay 0 04:04:47: Asyncl PPP: | MCB Response(2) id 47 len 7 04:04:47: Asyncl MCB: | 2
2F 0 7 3 3 C04:04:47: Asl MCB: Received response 04:04:47: Asl MCB: Response CBK-Server-Num 3 3
12 04:04:47: Asyncl PPP: O MCB Ack(3) id 48 len 7 04:04:47: Asyncl MCB: O3 30 07 33C
04:04:47: Asl MCB: O Ack Id 48 Call back Type Server-Num delay 12 04:04:47: Asl MCB: Negoti ated
MCB wi th peer 04:04:47: %. NEPROTO 5- UPDOMN: Line protocol on Interface Asyncl, changed state to
up 04:04:47: Asl LCP: | TERVMREQ [Open] id 3 Ien 8 (0x00000000) 04:04:47: Asl LCP: O TERVACK
[Open] id 3 len 4 04:04:47: Asl MCB: Peer terminating the |link 04:04:47: Asl PPP: Phase is
TERM NATI NG 04: 04: 47: Asl MCB: Link ternminated by peer, Callback Needed !--- Ccallback is
initiated. 04:04:47: Asl MCB: Initiate Callback for callback2 at 20367 using Async 04:04:47: Asl
MCB: Async-cal | back in progress 04:04:47: TTY1 Cal |l back PPP process creation 04:04:47: Asl

AAA/ ACCT: Using PPP accounting list "" 04:04:47: TTY1 Call back process initiated, user:
di al string 20367 04: 04: 48: %. NEPROTO 5- UPDOMN: Line protocol on Interface Asyncl, changed state
to down 04:04:48: TTY1l: Async Int reset: Dropping DIR 04:04:49: Asl LCP: Tl Meout: Tinme O0xE02574
State TERMsent 04:04:49: Asl LCP: State is Closed 04:04:49: Asl PPP: Phase is DOAN 04:04:49: Asl
PPP: Phase is ESTABLI SH NG Passive Open 04:04:49: Asl LCP: State is Listen 04:04:50: %I NK-5-
CHANGED: Interface Asyncl, changed state to reset 04:04:50: Asl LCP: State is C osed 04: 04: 50:
Asl PPP: Phase is DOAN 04: 04:50: Asl | PCP: Renove route to 15.15.15.15 04:04:53: AAA/ AUTHEN:
free_user (0x14B1CC) user='call back2' ruser=""' port="Asyncl' rem addr='"async' authen_type=PAP
servi ce=PPP priv=1 04:04:53: TTY1 Cal | back forced wait = 4 seconds 04: 04:55: 9%. NK- 3- UPDOMN:
Interface Asyncl, changed state to down 04:04:55: Asl LCP: State is C osed 04:04:55: Asl PPP:
Phase is DOAN 04: 04:57: CHAT1l: Matched chat script offhook to string offhook 04:04:57: CHAT1:
Asserting DITR 04: 04:57: CHAT1l: Chat script offhook started 04:04:57: CHAT1: Sending string: ATHL
04:04:57: CHAT1: Expecting string: OK 04:04:57: CHAT1l: Conpleted match for expect: OK 04:04:57:
CHAT1: Chat script offhook finished, status = Success 04:04:57: CHAT1l: Matched chat script

call back to string callback 04:04:57: CHAT1l: Asserting DIR 04:04:57: CHAT1l: Chat script call back
started 04:04:57: CHAT1: Sending string: ATZ 04:04:57: CHAT1: Expecting string: OK 04:04:57:
CHAT1: Conpleted match for expect: OK 04:04:57: CHAT1l: Sending string: ATDT \ T<20367> 04: 04:57:
CHAT1: Expecting string: CONNECT 04:05:14: CHAT1: Conpleted match for expect: CONNECT 04: 05: 14:
CHAT1: Sending string: \c 04:05:14: CHAT1: Chat script callback finished, status = Success
04: 05: 14: TTY1 PPP Cal | back Successful - await exec/autosel ect pickup 04:05:16: TTY1l: DSR cane
up 04:05:16: TTY1l: Callback in effect 04:05:16: ttyl: Mddem |DLE->READY 04:05: 16: TTYL1:
Aut osel ect started 04:05:16: Asl LCP: | CONFREQ [Closed] id O len 20 04:05:16: Asl LCP: ACCM
0x00000000 (0x020600000000) 04: 05:16: Asl LCP: Magi cNumber 0x000007A0 (0x0506000007A0) 04: 05: 16:
Asl LCP: PFC (0x0702) 04:05:16: Asl LCP: ACFC (0x0802) 04:05:16: Asl LCP: Lower |ayer not up,
di scardi ng packet 04:05:18: 9%.I NK-3- UPDOMN: Interface Asyncl, changed state to up 04:05:18: Asl
PPP: Treating connection as a dedicated |ine 04:05:18: Asl PPP: Phase is ESTABLI SHI NG Active
Open 04:05:18: Asl LCP: O CONFREQ [Cl osed] id 225 | en 24 04:05:18: Asl LCP: ACCM 0x000A0000
(0x0206000A0000) 04: 05:18: Asl LCP: AuthProto PAP (0x0304C023) 04:05:18: Asl LCP: Magi cNunber
OxEOFEDBAO (O0x0506EOFED8SAQ) 04: 05:18: Asl LCP: PFC (0x0702) 04:05:18: Asl LCP: ACFC (0x0802)
04:05:18: Asl LCP: | CONFACK [REQsent] id 225 len 24 04:05:18: Asl LCP: ACCM 0x000A0000
(0x0206000A0000) 04: 05:18: Asl LCP: AuthProto PAP (0x0304C023) 04:05:18: Asl LCP: Magi cNunber
OxEOFEDBAO (O0x0506EOFED8SAQ) 04: 05:18: Asl LCP: PFC (0x0702) 04:05:18: Asl LCP: ACFC (0x0802)



04:05:19: Asl LCP: | CONFREQ [ACKrcvd] id O len 20 04:05:19: Asl LCP: ACCM 0x00000000
(0x020600000000) 04:05:19: Asl LCP: Magi cNunmber 0x000007A0 (0x0506000007A0) 04:05:19: Asl LCP:
PFC (0x0702) 04:05:19: Asl LCP: ACFC (0x0802) 04:05:19: Asl LCP: O CONFACK [ACKrcvd] id O len 20
04: 05:19: Asl LCP: ACCM 0x00000000 (0x020600000000) 04:05:19: Asl LCP: Magi cNunber 0x000007A0
(0x0506000007A0) 04:05:19: Asl LCP: PFC (0x0702) 04:05:19: Asl LCP: ACFC (0x0802) 04:05:19: Asl
LCP: State is Open 04:05:19: Asl PPP: Phase is AUTHENTI CATING by this end 04:05:19: Asl LCP: |
I DENTI FY [Open] id 1 len 18 magi c 0x000007A0 MSRASV4. 00 04:05:19: Asl LCP: | IDENTIFY [Open] id
2 len 21 nagi c 0x000007A0 MSRAS- 1- ZEKI E 04:05:19: Asl PAP: | AUTHREQ id 16 len 24 from

"cal | back2" 04:05:19: Asl PAP: Authenticating peer callback2 04:05:19: AAA/ AUTHEN: create_user
(0x14A640) user='cal |l back2' ruser=""' port='Asyncl' rem addr='async' authen_type=PAP servi ce=PPP
priv=1 04:05:19: AAA/ AUTHEN START (1256800753): port='Asyncl' list="" action=LOG N servi ce=PPP
04: 05: 19: AAA/ AUTHEN START (1256800753): using "default" Iist 04:05:19: AAA/ AUTHEN START
(1256800753) : Met hod=RADI US 04: 05: 19: RADI US: Conputed extended port value 0:1: 04:05:19:
RADIUS: Initial Transmit id 157 171.68.118.101: 1645, Access-Request, len 79 04:05:19: Attribute
4 6 0OA1F0105 04: 05:19: Attribute 5 6 00000001 04:05:19: Attribute 61 6 00000000 04: 05: 19:
Attribute 1 11 63616C6C 04: 05: 19: Attribute 2 18 C29C6276 04:05:19: Attribute 6 6 00000002

04: 05:19: Attribute 7 6 00000001 04:05:19: RADI US: Received fromid 157 171.68.118. 101: 1645,
Access- Accept, len 69 04:05:19: Attribute 6 6 00000002 04: 05:19: Attribute 7 6 00000001

04: 05:19: Attribute 26 37 00000009011F6C63 04: 05: 19: RADI US: saved authorization data for user
14A640 at 14B1CC 04:05:19: AAA/ AUTHEN (1256800753): status = PASS 04:05:19: AAA/ AUTHOR/ LCP Asl:
Aut horize LCP 04:05:19: AAA/ AUTHOR/ LCP Asl (1783017574): Port='Asyncl' list="" service=NET

04: 05: 19: AAA/ AUTHOR/ LCP: Asl (1783017574) user='cal |l back2' 04:05:19: AAA/ AUTHOR/ LCP: Asl
(1783017574) send AV servi ce=ppp 04:05:19: AAA/ AUTHOR/ LCP: Asl (1783017574) send AV protocol =l cp
04: 05: 19: AAA/ AUTHOR/ LCP (1783017574) found list "default" 04:05:19: AAA/ AUTHOR/ LCP: Asl
(1783017574) Met hod=RADI US 04: 05:19: RADI US: cisco AVPair "l cp:call back-dial stri ng=20367"

04: 05: 19: AAA/ AUTHOR (1783017574): Post authorization status = PASS REPL 04:05:19:

AAA/ AUTHOR/ LCP Asl1: Processing AV service=ppp 04:05:19: AAA/ AUTHOR/ LCP Asl: Processing AV

cal | back-di al string=20367 04: 05:19: Asl PAP: O AUTHACK id 16 len 5 04:05:19: Asl PPP: Phase is
UP 04: 05:19: AAA/ AUTHOR/ FSM Asl: (0): Can we start |PCP? 04:05:19: AAA/ AUTHOR/ FSM Asl
(1621572650): Port="Asyncl' list="" service=NET 04:05:19: AAA/ AUTHOR/ FSM Asl (1621572650)
user =' cal | back2' 04: 05:19: AAA/ AUTHOR/ FSM Asl (1621572650) send AV servi ce=ppp 04:05:19:

AAA/ AUTHOR FSM  As1 (1621572650) send AV protocol =i p 04: 05:19: AAA/ AUTHOR/ FSM (1621572650) f ound
list "default" 04:05:19: AAA/ AUTHOR/ FSM Asl (1621572650) Met hod=RADI US 04: 05: 19: RADI US: ci sco
AVPai r "l cp: cal | back-di al string=20367" not applied for ip 04:05:19: AAA AUTHOR (1621572650):
Post authorization status = PASS REPL 04:05:19: AAA/ AUTHOR/ FSM Asl1l: W can start | PCP 04:05:19:
Asl I PCP: O CONFREQ [Cl osed] id 24 len 10 04:05:19: Asl | PCP: Address 10.31.1.5 (0Ox03060A1F0105)
04:05:19: Asl IPCP: | CONFREQ [REQsent] id 3 len 40 04:05:19: Asl | PCP: ConpressType VJ 15 slots
ConpressSl ot 1 D (0x0206002D0F01) 04: 05:19: Asl | PCP: Address 0.0.0.0 (0x030600000000) 04:05:19:
Asl I PCP: PrimaryDNS 0.0.0.0 (0x810600000000) 04:05:19: Asl IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) 04:05:19: Asl | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) 04:05:19: Asl | PCP:
SecondaryW NS 0.0.0.0 (0x840600000000) 04:05:19: AAA/ AUTHOR/ | PCP Asl: Start. Her address
0.0.0.0, we want 0.0.0.0 04:05:19: AAA AUTHOR/ I PCP Asl: Processing AV service=ppp 04:05: 19:
AAA/ AUTHOR/ | PCP As1: Authorization succeeded 04:05:19: AAA AUTHOR/ | PCP Asl: Done. Her address
0.0.0.0, we want 0.0.0.0 04:05:19: Asl IPCP: Using pool 'async' 04:05:19: Asl |PCP: Pool
returned 15.15.15.15 04:05:19: Asl IPCP: O CONFRE]J [REQsent] id 3 len 28 04:05:19: Asl | PCP:
ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01) 04:05:19: Asl IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) 04:05:19: Asl | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) 04:05:19: Asl | PCP:
Secondar yW NS 0.0.0.0 (0x840600000000) 04:05:19: Asl |IPCP: | CONFACK [ REQsent] id 24 len 10

04: 05:19: Asl | PCP: Address 10.31.1.5 (0x03060A1F0105) 04:05:19: Asl | PCP: | CONFREQ [ ACKrcvd]
id 4 len 16 04:05:19: Asl | PCP: Address 0.0.0.0 (0x030600000000) 04:05:19: Asl | PCP: PrimaryDNS
0.0.0.0 (0x810600000000) 04:05:19: AAA/ AUTHOR/ | PCP Asl: Start. Her address 0.0.0.0, we want
15.15.15. 15 04:05: 19: AAA/ AUTHOR/ | PCP Asl: Processing AV service=ppp 04:05:19: AAA/ AUTHOR/ | PCP
Asl: Authorization succeeded 04: 05:19: AAA AUTHOR/ | PCP Asl: Done. Her address 0.0.0.0, we want
15.15.15.15 04:05:19: Asl | PCP: O CONFNAK [ACKrcvd] id 4 len 16 04:05:19: Asl | PCP: Address

15. 15. 15. 15 (0x03060FOFOFOF) 04:05:19: Asl | PCP: PrinmaryDNS 171.68.118. 103 (0x8106AB447667)
04:05:20: Asl IPCP: | CONFREQ [ACKrcvd] id 5 Ien 16 04:05:20: Asl | PCP: Address 15.15.15.15
(0x03060FOFOFOF) 04:05:20: Asl | PCP: PrinmaryDNS 171.68.118.103 (0x8106AB447667) 04:05: 20:

AAA/ AUTHOR/ | PCP Asl: Start. Her address 15.15.15.15, we want 15.15.15.15 04: 05: 20:

AAA/ AUTHOR/ | PCP As1 (2922034935): Port='Asyncl' list="" service=NET 04: 05: 20: AAA/ AUTHOR/ | PCP:
Asl (2922034935) user='cal | back2' 04:05:20: AAA/ AUTHOR/ | PCP: Asl (2922034935) send AV

servi ce=ppp 04: 05: 20: AAA/ AUTHOR/ | PCP: Asl1 (2922034935) send AV protocol =i p 04: 05: 20:
AAA/ AUTHOR/ | PCP: As1 (2922034935) send AV addr*15. 15. 15. 15 04: 05: 20: AAA/ AUTHOR/ | PCP
(2922034935) found list "default" 04:05:20: AAA/ AUTHOR/ | PCP: Asl (2922034935) Met hod=RADI US
04:05: 20: RADI US: cisco AVPair "lcp:call back-dial string=20367" not applied for ip 04:05: 20:



AAA/ AUTHOR (2922034935): Post authorization status = PASS _REPL 04:05: 20: AAA/ AUTHOR/ | PCP As1:
Rej ect 15.15.15.15, using 15.15.15.15 04: 05: 20: AAA/ AUTHOR/ | PCP Asl1: Processing AV servi ce=ppp
04: 05: 20: AAA/ AUTHOR/ | PCP Asl: Processing AV addr*15.15.15.15 04:05: 20: AAA/ AUTHOR/ | PCP As1:
Aut hori zati on succeeded 04: 05: 20: AAA AUTHOR/ | PCP Asl: Done. Her address 15.15.15.15, we want
15.15.15.15 04:05:20: Asl I PCP: O CONFACK [ACKrcvd] id 5 len 16 04:05:20: Asl |PCP: Address
15. 15. 15. 15 (0x03060FOFOFOF) 04: 05:20: Asl I PCP: PrimaryDNS 171.68.118. 103 (0x8106AB447667)
04:05:20: Asl IPCP: State is Open 04:05:20: Asl IPCP: Install route to 15.15.15.15 04: 05: 20:
%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface Asyncl, changed state to up
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:J3ol calawly [AV z9; - 001\009] 51> Cisco RADIUS Lailasg cawlill e 3Vl g0l 8 -
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CiscoSecure UNIX - ool slacl

rtp-berry# ./ViewProfile -p 9900 -u call back
User Profile Information
}user = call back
profile_id =
profile_cycle = 1
} radius=Ci sco
} =check_itens
"cal | back" =2
{
} =reply_attributes
2=6
1=7
"=l cp: cal | back-dial string"=9,1
{
{

{



Livingston RADIUS - eslJI blacl

"cal | back2 Password

, User - Servi ce- Type =
, Franed- Prot ocol =

"l cp: cal | back-di al string

"=ci sco-avpair =

= "cal | back2
Fr amed- User
PPP

aell elasVl s 213

Mbdem control / process activation
AAA Aut henti cation
AAA Aut hori zation

koal a##show debug

:Ceneral OS
debuggi ng is on
debuggi ng is on
debuggi ng is on

:Dial on demand
Di al on demand events debugging is on
. PPP

PPP aut henti cation
PPP protocol negotiation

Chat scripts activity

Cal | back activity
Radi us protocol

debuggi ng is on
debuggi ng is on
:Chat Scripts
debuggi ng is on
: Cal | back
debuggi ng is on
debuggi ng is on

#koal a

TTY1l: DSR canme up :02:23:01

ttyl: Mddem | DLE->READY :02:23:01

TTY1: Autosel ect started :02:23:01

TTYL1l: Autosel ect sanple 7E :02:23:03

TTY1l: Autosel ect sanple 7EFF :02:23:03

TTYL1l: Autosel ect sanple 7EFF7D :02: 23: 03

TTYL1l: Autosel ect sanple 7EFF7D23 :02:23:03

TTY1l Autosel ect cnd: ppp negotiate :02:23:03

TTY1l: EXEC creation :02:23:03

LI NK- 3- UPDOMWN: I nterface Asyncl, changed state to up% :02:23: 05
As1l PPP: Treating connection as a dedicated line :02:23:05
Asl PPP: Phase is ESTABLI SH NG Active Open :02:23:05

Asl LCP: O CONFREQ [C osed] id 27 len 24 :02:23:05

(Asl LCP: ACCM 0x000A0000 (0x0206000A0000 :02:23:05

(Asl LCP: AuthProto PAP (0x0304C023 :02:23:05

(Asl LCP: Magi cNurmber O0xEOA14386 (Ox0506E0A14386 :02:23:05
(Asl LCP: PFC (0x0702 :02:23:05

(Asl LCP: ACFC (0x0802 :02:23:05

Asl LCP: | CONFACK [ REQsent] id 27 len 24 :02:23:05

(Asl LCP: ACCM 0x000A0000 (0x0206000A0000 :02:23:05

(Asl LCP: AuthProto PAP (0x0304C023 :02:23:05

(Asl LCP: Magi cNurmber OxEOA14386 (Ox0506E0A14386 :02:23:05
(Asl LCP: PFC (0x0702 :02:23:05

(Asl LCP: ACFC (0x0802 :02:23:05

Asl LCP: | CONFREQ [ACKrcvd] id O len 23 :02:23:06

(Asl LCP: ACCM 0x00000000 (0x020600000000 :02:23:06

(Asl LCP: Magi cNumber 0x0000152B (0x05060000152B :02: 23: 06
(Asl LCP: PFC (0x0702 :02:23:06

(Asl LCP: ACFC (0x0802 :02:23:06

(Asl LCP: Callback 6 (0x0D0306 :02:23:06

Asl LCP: O CONFACK [ACKrcvd] id O len 23 :02:23:06

(Asl LCP: ACCM 0x00000000 (0x020600000000 :02:23:06



(Asl LCP: Magi cNurmber 0x0000152B (0x05060000152B :02: 23: 06
(Asl LCP: PFC (0x0702 :02:23:06

(Asl LCP: ACFC (0x0802 :02:23:06

(Asl LCP: Callback 6 (0x0D0306 :02:23:06

Asl LCP: State is Open :02:23:06

Asl PPP: Phase is AUTHENTI CATING by this end :02:23: 06

Asl LCP: | IDENTIFY [Open] id 1 len 18 magic :02:23:06
0x0000152B MSRASV4. 00
Asl LCP: | IDENTIFY [Open] id 2 len 21 magic :02:23:06

0x0000152B MSRAS- 1- ZEKI E
"Asl PAP: | AUTH REQ id 64 len 22 from "userspec :02:23: 06
Asl PAP: Authenticating peer userspec :02:23:06
"' =AAA/ AUTHEN: create_user (0Ox16E284) user='userspec' ruser :02:23:06
port="Asyncl' rem addr="async' authen_type=PAP service=PPP priv=1
"' =AAA/ AUTHEN START (835406208): port="Asyncl' |ist :02:23:06
acti on=LOA N servi ce=PPP
AAA AUTHEN START (835406208): using "default" list :02:23:06
AAA/ AUTHEN (835406208): status = UNKNOMN : 02: 23: 06
AAA/ AUTHEN START (835406208): Met hod=RADI US : 02: 23: 06
:RADI US: Conput ed extended port value 0:1 :02:23:06
,RADIUS: Initial Transmit id 25 171.68.120.194: 1645 : 02: 23: 06
Access- Request, len 78
Attribute 4 6 OALF0105 :02: 23: 06
Attribute 5 6 00000001 :02:23: 06
Attribute 61 6 00000000 : 02:23: 06
Attribute 1 10 75736572 :02:23: 06
Attribute 2 18 E1377DA0 :02:23: 06
Attribute 6 6 00000002 :02:23: 06
Attribute 7 6 00000001 :02:23: 06
, RADI US: Received fromid 25 171.68. 120. 194: 1645 : 02: 23: 06
Access- Accept, len 64
Attribute 6 6 00000002 :02:23: 06
Attribute 7 6 00000001 :02:23: 06
Attribute 26 32 00000009011A6C63 : 02: 23: 06
RADI US: saved authorization data for user 16E284 at AlB44 :02:23:06
AAA/ AUTHEN (835406208): status = PASS :02:23:06
AAA/ AUTHOR/ LCP Asl: Authorize LCP :02:23:06
" AAA/ AUTHOR/ LCP As1 (2812925385): Port='Asyncl :02:23:06
list="" service=NET
" AAA/ AUTHOR/ LCP: Asl1 (2812925385) user='userspec :02:23:06
AAA/ AUTHOR/ LCP: Asl (2812925385) send AV service=ppp :02:23: 06
AAA/ AUTHOR/ LCP:  As1 (2812925385) send AV protocol =l cp :02:23: 06
" AAA/ AUTHOR/ LCP (2812925385) found list "default :02:23:06
AAA/ AUTHOR/ LCP:  As1 (2812925385) Met hod=RADI US : 02: 23: 06
Callback dialstring is empty (null). 02:23:06: RADIUS: cisco AVPair "lcp:callback- ---!
di al string=" 02:23:06: AAA AUTHOR (2812925385): Post authorization status = PASS REPL 02: 23: 06:
AAA/ AUTHOR/ LCP Asl1: Processing AV service=ppp 02:23:06: AAA/ AUTHOR/ LCP Asl: Processing AV
cal | back-di al string= 02:23:06: Asl PAP: O AUTHACK id 64 len 5 !--- Router recognizes that it is
to receive number from client !--- and starts sending requests to PC. 02:23:06: Asl MCB: User
userspec Cal |l back Number - Cient ANY 02:23:06: Asyncl PPP: O MCB Request (1) id 92 len 9
02:23:06: Asyncl MCB: O15C09 25010 02:23:06: Asl MCB: O Request |Id 92 Callback Type
Client-Numdelay 0 02:23:07: %/ NEPROTO 5- UPDOAN: Li ne protocol on Interface Asyncl, changed

state to up /--- Router receives response from PC. 02:23:09: Asyncl PPP: | MCB Response(2) id 92
len 14 02:23:09: Asyncl MCB: | 2 5C0 E2 AC 1 32 30 33 36 37 0 02:23:09: Asl MCB: Received
response !--- Received callback number from the client. 02:23:09: Asl MCB: Response CBK-dient-

Num 2 10 12, addr 1-20367 02:23:09: Asyncl PPP: O MCB Ack(3) id 93 len 14 02:23:09: Asyncl MCB:
O35D0E2AC1 32 30 33 36 37 0 02:23:09: Asl MCB: O Ack Id 93 Callback Type Cient-Num
delay 12 02:23:09: Asl MCB: Negotiated MCB with peer 02:23:09: Asl LCP: | TERVREQ [Open] id 3

Il en 8 (0x00000000) 02:23:09: Asl LCP: O TERMACK [Open] id 3 len 4 02:23:09: Asl MCB: Peer
termnating the link 02:23:09: Asl PPP: Phase is TERM NATI NG 02: 23: 09: Asl MCB: Link term nated
by peer, Callback Needed !--- Ccallback is initiated. 02:23:09: Asl MCB: Initiate Callback for
userspec at 20367 using Async 02:23:09: TTY1l Cal | back user dialstring 20367 from PPP negoti ation
02:23:09: Asl MCB: Async-call back in progress 02:23:09: TTY1l Cal |l back PPP process creation
02:23:09: Asl AAA/ ACCT: Using PPP accounting list "" 02:23:09: TTY1l Call back process initiated,



user: dialstring 20367 02:23:09: 9%. NEPROTO 5- UPDOMN:  Li ne protocol on Interface Asyncl, changed
state to down 02:23:10: TTY1l: Async Int reset: Dropping DTR 02:23:11: Asl LCP: TIMEout: Tinme
0x831824 State TERMsent 02:23:11: Asl LCP: State is Cosed 02:23:11: Asl PPP: Phase is DOM
02:23:11: Asl VP: Ceaning already proceeding 02:23:11: Asl PPP: Phase is ESTABLI SH NG Passive
Open 02:23:11: AAA/ AUTHEN: dup_user (Ox16E558) user='userspec' ruser='' port="Asyncl'

rem addr =" async' authen_type=PAP servi ce=PPP priv=1 source=" AAA dup lcp_reset' 02:23:11:

AAA/ AUTHEN: Met hod=I F- NEEDED: no aut henticati on needed. user='userspec' port="Asyncl'

rem addr="async' 02:23:11: Asl LCP: State is Listen 02:23:11: AAA/ AUTHEN: free_user (0x16E284)
user =' userspec' ruser=""' port="Asyncl' rem addr="async' authen_type=PAP servi ce=PPP priv=1
02:23:12: %I NK-5-CHANGED: Interface Asyncl, changed state to reset 02:23:12: Asl LCP: State is
Cl osed 02:23:12: Asl PPP: Phase is DOMN 02:23:12: Asl VP: Ceaning already proceedi ng 02:23: 12:
Asl | PCP: Renmpbve route to 15.15.15.15 02:23:15: AAA/ AUTHEN: free_user (Ox16E558) user='userspec’
ruser="" port="Asyncl' rem addr='"async' authen_type=PAP service=PPP priv=1 02:23:15: TTY1l

Cal I back forced wait = 4 seconds 02:23:17: 9%.I NK-3-UPDOMN: I nterface Asyncl, changed state to
down 02:23:17: Asl LCP: State is Closed 02:23:17: Asl PPP. Phase is DOM 02:23:17: Asl VP:

Cl eani ng al ready proceedi ng 02: 23: 19: CHAT1: Matched chat script of fhook to string of f hook
02:23:19: CHAT1l: Asserting DTR 02:23:19: CHAT1l: Chat script offhook started 02:23:19: CHAT1:
Sendi ng string: ATH1 02:23:19: CHAT1: Expecting string: OK 02:23:19: CHAT1: Conpleted match for
expect: OK 02:23:19: CHAT1: Chat script offhook finished, status = Success 02:23:19: CHAT1:

Mat ched chat script callback to string callback 02:23:19: CHAT1: Asserting DTR 02: 23:19: CHATL:
Chat script callback started 02:23:19: CHAT1: Sending string: ATZ 02:23:19: CHAT1l: Expecting
string: OK 02:23:19: CHAT1: Conpleted match for expect: OK 02:23:19: CHAT1l: Sending string: ATDT
\ T<20367> 02:23:19: CHAT1: Expecting string: CONNECT 02:23:35: CHAT1: Conpleted match for
expect: CONNECT 02: 23:35: CHAT1l: Sending string: \c 02:23:35: CHAT1l: Chat script call back
finished, status = Success 02:23:35: TTY1l PPP Cal | back Successful - await exec/autosel ect pickup
02:23:37: TTY1l: DSR came up 02:23:37: TTYl: Callback in effect 02:23:37: ttyl: Mddem |DLE-
>READY 02:23:37: TTY1l: Autoselect started 02:23:37: Asl LCP: | CONFREQ [Closed] id O len 20

02: 23:37: Asl LCP: ACCM 0x00000000 (0x020600000000) 02:23:37: Asl LCP: Magi cNunber 0x00005156
(0x050600005156) 02:23:37: Asl LCP: PFC (0x0702) 02:23:37: Asl LCP: ACFC (0x0802) 02:23:37: Asl
LCP: Lower |ayer not up, discarding packet 02:23:39: %.1 NK-3-UPDOMN: | nterface Asyncl, changed
state to up 02:23:39: Asl PPP: Treating connection as a dedicated |line 02:23:39: Asl PPP: Phase
i s ESTABLI SHI NG, Active Open 02:23:39: Asl LCP: O CONFREQ [Cl osed] id 28 len 24 02:23:39: Asl
LCP: ACCM 0x000A0000 (0x0206000A0000) 02:23:39: Asl LCP: AuthProto PAP (0x0304C023) 02:23:39:
Asl LCP: Magi cNunber OxEOA1CAB2 (Ox0506EO0A1CAB2) 02:23:39: Asl LCP: PFC (0x0702) 02:23:39: Asl
LCP: ACFC (0x0802) 02:23:40: Asl LCP: | CONFACK [REQsent] id 28 len 24 02:23:40: Asl LCP: ACCM
0x000A0000 (0x0206000A0000) 02:23:40: Asl LCP: AuthProto PAP (0x0304C023) 02:23:40: Asl LCP:
Magi cNunber OxEOA1CAB2 ( OxO506EO0AL1CAB2) 02:23:40: Asl LCP: PFC (0x0702) 02:23:40: Asl LCP: ACFC
(0x0802) 02:23:40: Asl LCP: | CONFREQ [ACKrcvd] id O len 20 02:23:40: Asl LCP: ACCM 0x00000000
(0x020600000000) 02: 23:40: Asl LCP: Magi cNunmber 0x00005156 (0x050600005156) 02:23:40: Asl LCP:
PFC (0x0702) 02:23:40: Asl LCP: ACFC (0x0802) 02:23:40: Asl LCP: O CONFACK [ACKrcvd] id O len 20
02: 23: 40: Asl LCP: ACCM 0x00000000 (0x020600000000) 02:23:40: Asl LCP: Magi cNunber 0x00005156
(0x050600005156) 02:23:40: Asl LCP: PFC (0x0702) 02:23:40: Asl LCP: ACFC (0x0802) 02:23:40: Asl
LCP: State is Open 02:23:40: Asl PPP: Phase is AUTHENTI CATING by this end 02:23:41: Asl LCP: |
I DENTI FY [Open] id 1 len 18 magi c 0x00005156 MSRASV4. 00 02:23:41: Asl LCP: | IDENTIFY [Open] id
2 len 21 nagi c 0x00005156 MSRAS- 1-ZEKI E 02:23:41: Asl PAP: | AUTHREQ id 65 len 22 from
"userspec" 02:23:41: Asl PAP: Authenticating peer userspec 02:23:41: AAA/ AUTHEN: create_user
(Ox16E284) user='userspec' ruser='' port="Asyncl' rem addr='async' authen_type=PAP servi ce=PPP
priv=1 02:23:41: AAA AUTHEN START (2883652190): port='Asyncl' list="" action=LOG N servi ce=PPP
02: 23: 41: AAA/ AUTHEN START (2883652190): using "default" Iist 02:23:41: AAA/ AUTHEN (2883652190):
status = UNKNOWN 02: 23: 41: AAA/ AUTHEN START (2883652190): Met hod=RADI US 02: 23: 41: RADI US:
Conput ed extended port value 0:1: 02:23:41: RADIUS: Initial Transmit id 26 171.68.120.194: 1645,
Access- Request, len 78 02:23:41: Attribute 4 6 0ALF0105 02:23:41: Attribute 5 6 00000001
02:23:41: Attribute 61 6 00000000 02:23:41: Attribute 1 10 75736572 02:23:41: Attribute 2 18
8150DA02 02:23:41: Attribute 6 6 00000002 02:23:41: Attribute 7 6 00000001 02:23:41: RAD US:
Received fromid 26 171. 68.120. 194: 1645, Access-Accept, len 64 02:23:41: Attribute 6 6 00000002
02:23:41: Attribute 7 6 00000001 02:23:41: Attribute 26 32 00000009011A6C63 02: 23: 41: RADI US:
saved authorization data for user 16E284 at Al1B44 02:23:41: AAA/ AUTHEN (2883652190): status =
PASS 02: 23:41: AAA/ AUTHOR/ LCP Asl: Authorize LCP 02:23:41: AAA/ AUTHOR/ LCP Asl (3660077691):
Port="Asyncl' list="" service=NET 02:23:41: AAA/ AUTHOR/ LCP: Asl (3660077691) user='userspec’
02: 23: 41: AAA/ AUTHOR/ LCP: Asl (3660077691) send AV service=ppp 02:23:41: AAA AUTHOR/ LCP: Asl
(3660077691) send AV protocol =l cp 02: 23: 41: AAA/ AUTHOR/ LCP (3660077691) found list "default”
02: 23: 41: AAA/ AUTHOR/ LCP: Asl (3660077691) Met hod=RADI US 02: 23: 41: RADI US: cisco AVPair

"l cp: cal | back-dial string=" 02:23:41: AAA/ AUTHOR (3660077691): Post authorization status =

PASS REPL 02:23:41: AAA/ AUTHOR/ LCP Asl: Processing AV service=ppp 02:23:41: AAA/ AUTHOR/ LCP Asl:



Processing AV cal | back-di al string= 02:23:41: Asl PAP: O AUTH ACK id 65 len 5 02:23:41: Asl PPP:
Phase is UP 02:23:41: AAA/ AUTHOR/ FSM As1l: (0): Can we start |PCP? 02:23:41: AAA/ AUTHOR/ FSM Asl
(2418882911): Port="Asyncl' list="" service=NET 02:23:41: AAA/ AUTHOR/ FSM Asl (2418882911)

user =' userspec' 02:23:41: AAA/ AUTHOR/ FSM As1l (2418882911) send AV service=ppp 02: 23: 41:

AAA/ AUTHOR FSM As1 (2418882911) send AV protocol =i p 02:23:41: AAA/ AUTHOR/ FSM (2418882911) found
list "default" 02:23:41: AAA/ AUTHOR/ FSM Asl (2418882911) Met hod=RADI US 02: 23:41: RADI US: ci sco
AVPai r "l cp:call back-dial string=" not applied for ip 02:23:41: AAA/ AUTHOR (2418882911): Post

aut hori zation status = PASS_REPL 02:23:41: AAA/ AUTHOR/ FSM Asl1l: W can start | PCP 02:23:41: Asl

I PCP: O CONFREQ [Closed] id 12 len 10 02:23:41: Asl |IPCP: Address 10.31.1.5 (0x03060A1F0105)
02:23:41: Asl IPCP: | CONFREQ [REQsent] id 3 len 40 02:23:41: Asl | PCP: ConpressType VJ 15 slots
ConpressSl ot D (0x0206002D0F01) 02: 23:41: Asl | PCP: Address 0.0.0.0 (0x030600000000) 02:23:41:
Asl I PCP: PrimaryDNS 0.0.0.0 (0x810600000000) 02:23:41: Asl IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) 02: 23:41: Asl | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) 02:23:41: Asl | PCP:
SecondaryW NS 0.0.0.0 (0x840600000000) 02:23:41: AAA/ AUTHOR/ | PCP Asl: Start. Her address
0.0.0.0, we want 0.0.0.0 02:23:41: AAA/ AUTHOR/ I PCP Asl: Processing AV service=ppp 02:23:41:

AAA/ AUTHOR/ | PCP As1: Authorization succeeded 02:23:41: AAA AUTHOR/ | PCP Asl: Done. Her address
0.0.0.0, we want 0.0.0.0 02:23:41: Asl IPCP: Using pool 'async' 02:23:41: Asl |PCP: Pool
returned 15.15.15.15 02: 23:41: Asl IPCP: O CONFRE]J [REQsent] id 3 len 28 02:23:41: Asl | PCP:
ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01) 02: 23:41: Asl IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) 02: 23:41: Asl | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) 02:23:41: Asl | PCP:
Secondar yW NS 0. 0. 0.0 (0x840600000000) 02:23:41: Asl |IPCP: | CONFACK [ REQsent] id 12 len 10

02: 23:41: Asl | PCP: Address 10.31.1.5 (0x03060A1F0105) 02:23:41: Asl | PCP: | CONFREQ [ ACKrcvd]
id4 len 16 02:23:41: Asl | PCP: Address 0.0.0.0 (0x030600000000) 02:23:41: Asl | PCP: PrimaryDNS
0.0.0.0 (0x810600000000) 02:23:41: AAA/ AUTHOR/ | PCP Asl: Start. Her address 0.0.0.0, we want
15.15.15.15 02: 23: 41: AAA/ AUTHOR/ | PCP Asl: Processing AV service=ppp 02:23:41: AAA/ AUTHOR/ | PCP
Asl: Authorization succeeded 02: 23:41: AAA/ AUTHOR/ | PCP Asl: Done. Her address 0.0.0.0, we want
15.15.15.15 02:23:41: Asl | PCP: O CONFNAK [ACKrcvd] id 4 len 16 02:23:41: Asl | PCP: Address

15. 15. 15. 15 (0x03060FOFOFOF) 02:23:41: Asl | PCP: PrinmaryDNS 171.68.118. 103 (0x8106AB447667)
02:23:41: Asl IPCP: | CONFREQ [ACKrcvd] id 5 len 16 02:23:41: Asl | PCP: Address 15.15.15.15
(0x03060FOFOFOF) 02:23:41: Asl | PCP: PrinmaryDNS 171.68.118.103 (0x8106AB447667) 02:23:41:

AAA/ AUTHOR/ | PCP Asl: Start. Her address 15.15.15.15, we want 15.15.15.15 02: 23: 41:

AAA/ AUTHOR/ | PCP Asl (2792483333): Port='Asyncl' list="" service=NET 02: 23: 41: AAA/ AUTHOR/ | PCP:
Asl (2792483333) user='userspec' 02:23:41: AAA AUTHOR/ | PCP: Asl (2792483333) send AV service=ppp
02: 23:41: AAA/ AUTHOR/ | PCP: Asl (2792483333) send AV protocol =i p 02:23:41: AAA AUTHOR/ | PCP: Asl
(2792483333) send AV addr*15.15.15.15 02: 23: 41: AAA/ AUTHOR/ | PCP (2792483333) found |i st

"defaul t" 02:23:41: AAA/ AUTHOR/ | PCP: Asl (2792483333) Met hod=RADI US 02: 23: 41: RADI US: cisco
AVPai r "l cp:call back-dial string=" not applied for ip 02:23:41: AAA/ AUTHOR (2792483333): Post

aut hori zati on status = PASS REPL 02: 23:41: AAA/ AUTHOR/ | PCP Asl: Reject 15.15.15.15, using
15.15.15. 15 02: 23:41: AAA/ AUTHOR/ | PCP Asl: Processing AV service=ppp 02:23:41: AAA/ AUTHOR/ | PCP
Asl: Processing AV addr*15.15.15. 15 02: 23: 41: AAA/ AUTHOR/ | PCP Asl: Authorization succeeded
02:23:41: AAA/ AUTHOR/ | PCP Asl: Done. Her address 15.15.15.15, we want 15.15.15.15 02:23:41: Asl
| PCP: O CONFACK [ACKrcvd] id 5 len 16 02:23:41: Asl | PCP: Address 15.15.15.15 (0x03060FOFOFOF)
02: 23:41: Asl I PCP: PrimaryDNS 171.68.118.103 (0x8106AB447667) 02:23:41: Asl IPCP: State is Open
02:23:41: dialer Protocol up for Asl 02:23:41: Asl IPCP: Install route to 15.15.15.15 02: 23: 42:
%_1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface Asyncl, changed state to up

dlo ol oo

RADIUS pc5 éxéwo -

Windows ac> dxdal CiSCO o0 oYl  SLoYl seixall jaa0 -
UNIX ae> dxaual CiSCO 4o 0¥l SloYI sgixall jua0 -
(RECs) cladeil ol -

Cisco Systems - olaiwally il acall -
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