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[ IP Ethernet 0 ]

SubnetMask = 255.255.255.0
Mode = Routed
IPAddress = 172.18.124.153

[ IP Ethernet 1 ]

Mode = Routed
SubnetMask = 255.255.255.0
IPAddress = 161.44.17.1

[ "VPN Group "ciscolocal ]

IPNet = 172.18.124.0/24
(Transform = esp(md5, des
StartIPAddress = 172.18.124.250
MaxConnections =4

"BindTo = "ethernet0

[ General ]

EthernetAddress = 00:00:a5:£0:¢c9:00
DeviceType = VPN 5001 Concentrator
ConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from
172.18.124.99

IPSecGateway = 161.44.17.254

[ Logging ]

Level =7

Enabled = On

LogToAuxPort = On

LogToSysLog = On

SyslogIPAddress = 172.18.124.114
SyslogFacility = Localb

[ IKE Policy ]
Protection = MD5_DES_G1

[ VPN Users ]
"localuser Config="ciscolocal" SharedKey="localike

[ Radius ]

Accounting = Off
"PrimAddress = "172.18.124.99
"Secret = "csntkey
ChallengeType = CHAP

"BindTo = "ethernet0
Authentication = On

[ "VPN Group "csnt ]

"BindTo = "ethernet0
(Transform = ESP (md5, Des
MaxConnections =2

IPNet = 172.18.124.0/24
StartIPAddress = 172.18.124.245

AssignIPRADIUS = Off




"BindTo = "ethernetO

StartIPAddress = 172.18.124.243
IPNet = 172.18.124./24
StartIPAddress = 172.18.124.242
(Transform = ESP (md5, Des
"BindTo = "ethernetO
MaxConnections =1

[ "VPN Group "csntgroup ]

MaxConnections = 2
StartIPAddress = 172.18.124.242
"BindTo = "ethernetO
(Transform = ESP (md5, Des
IPNet = 172.18.124.0/24

.Configuration size is 2045 out of 65500 bytes

VPN 5000 Jswos

Note: None of the defaults have been changed. Two users
were added, and

the appropriate passwords were entered when prompted
:after clicking Connect

username password radius_password
localuser localike N/A
csntuser grouppass csntpass
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Network Configuration

Access Server Setup For

vpn3000
Ietworle
Arcess Server [172.15.124.153
IF Address
Eey csntkey
Authenticate .
Using |EADIUS (Cisco PR S000) J

single Connect TACACH+ NAS (Eecord

[ . . .
stop 1 accounting on falure). —

Log UpdateWatchdog Packets from this
Arcoess berver

Log Eadms Tunnelling Packets from this

-
Access Server -
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;roup

*  [D26,255/000]
CVEPIS000-Compatible-Tunnel-Delay

* [D26,255/001]
CYWV PR S000-Tunnel-Throughput

* [026/255/002]
CWEPIS000-Clhent- Assigned-IP

* [D26/255/003]
CWEPIS000-Chent-Eeal-IF

¥ [026/255/004]
CVPITS000-VEN-Grouplnfo |

v [D26/255/005]
W ERA000-VEN-Password

*  [026/255/006] CVPM5000-Echo
[D26/255/0077] =

T T T —aa ] . 4T

Submit | Cancel | VPN

9 paxiall 099 paziall slac] (9 ("csntpass”) j9,0 aalSs ("csntuser") paiwoll (19SS Ay .3
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Group Setup

dccess Restrictions @ IP Address ds=signment IETF Radiuz

Cizco WVPHAOIO R adius

Cisco VPN 5000 Concentrator E e
RADIUS Attributes

v [255\004] CWVPMS000-VPH-Grouplnfo

|csntgrnup

v [255W)05] CWVPMS000-VPH-Password

|grnuppass

@ Back 1o Help |
[+

Submit | Submit + Restart | Cancel |
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[ Radius ]
"PAPAuthSecret = "abcxyz
ChallengeType = PAP

paciauall U3 485Lan) NT o lily el plasiwy CSNT (055 Lyl piw :dla>Me
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Shared Secret = grouppass

RADIUS Login box - Password = csntpass
RADIUS Login box - Authentication Secret = abcxyz
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[ Radius ]
Accounting = On

S8l 3l ol s 13 J VPN 5000 JI e ol dojadl s 2249 ol writeg apply JI closiwl iy el

CSNT o dswlrall oMo

Y 11400 CSNtuser,Group 13,,Start,077745¢5-00000000,11/06/2000,16:02:45
268435456,172.18.124.153

,, ,csntuser,Group 13,,Stop,077745¢c5-00000000,20,11/06/2000,16:03:05
268435456,172.18.124.153,,104,0,1,0
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Info 7701.12 seconds Command loop started from 172.18.124.99
on PTY1l

Notice 7723.36 seconds New IKE connection: [181.44.17.149]:1041:csntuser
Debug 7723.38 seconds Sending RADIUS CHAP challenge to
csntuser at 181.44.17.149
Debug 7729.0 seconds Received RADIUS challenge resp. from
csntuser at 181.44.17.149, contacting server
.Notice 7729.24 seconds VPN 0 opened for csntuser from 181.44.17.149
Debug 7729.26 seconds Client's local broadcast address = 181.44.17.255
Notice 7729.29 seconds User assigned IP address 172.18.124.242
JSJI VPN & @1,45 dylac -
VPN5001_AS5F0C900# vpn trace dump all
-- seconds -- stepmngr trace enabled 6
(new script: ISAKMP primary responder script for <no id> (start
(manage @ 91 seconds :: [181.44.17.149]1:1042 (start
(seconds doing irpri_new_conn, (0 @ 0 91
(seconds doing irpri_pkt_1_recd, (0 @ 0 91
new script: ISAKMP Resp Aggr Shared Secret script for
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(start) 1042:[181.44.17.149]
(seconds doing irsass_process_pkt_1, (0 @ 0 91
(seconds doing irsass_build_rad_pkt, (0 @ 0 91
(seconds doing irsass_send_rad_pkt, (0 @ 0 91
(manage @ 91 seconds :: [181.44.17.149]1:1042 (done
(manage @ 93 seconds :: [181.44.17.149]:1042:csntuser (start
(seconds doing irsass_radius_wait, (0 @ 0 93
(seconds doing irsass_send_rad_pkt, (0 @ 0 93
(manage @ 93 seconds :: [181.44.17.149]:1042:csntuser (done
(manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (start
(seconds doing irsass_radius_wait, (0 @ 0 95
(seconds doing irsass_send_rad_pkt, (0 @ 0 95

(manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (done
(manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (start
(seconds doing irsass_radius_wait, (0 @ 0 95
(manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (done
(manage @ 95 seconds :: [181.44.17.149]:1042:csntuser (start

(seconds doing irsass_rad_serv_wait, (0 @ 0 95
(seconds doing irsass_build_pkt_2, (0 @ 0 95
(seconds doing irsass_send_pkt_2, (0 @ 0 96
(manage @ 96 seconds :: [181.44.17.149]:1042:csntuser (done
(manage @ 96 seconds :: [181.44.17.149]:1042:csntuser (start
(seconds doing irsass_check_timeout, (0 @ 0 96
(seconds doing irsass_check_hash, (0 @ 0 96
(seconds doing irsass_last_op, (0 @ 0 96
end script: ISAKMP Resp Aggr Shared Secret script for
(csntuser, (0 @ 0:1042:[181.44.17.149]
next script: ISAKMP primary responder script for
(csntuser, (0 @ 0:1042:[181.44.17.149]
(seconds doing irpri_phasel_done, (0 @ 0 96
(seconds doing irpri_phasel_done, (0 @ 0 96
(seconds doing irpri_start_phase2, (0 @ 0 96
(new script: phase 2 initiator for [181.44.17.149]1:1042:csntuser (start
(seconds doing iph2_init, (0 @ 0 96
(seconds doing iph2_build_pkt_1, (0 @ 0 96
(seconds doing iph2_send_pkt_1, (0 @ 0 96

(manage @ 96 seconds :: [181.44.17.149]:1042:csntuser (done
(manage @ 96 seconds :: [181.44.17.149]:1042:csntuser (start

(seconds doing iph2_pkt_2_wait, (0 @ 0 96
(seconds doing ihp2_process_pkt_2, (0 @ 0 96
(seconds doing iph2_build_pkt_3, (0 @ 0 96
(seconds doing iph2_config_SAs, (0 @ 0 96
(seconds doing iph2_send_pkt_3, (0 @ 0 96

(seconds doing iph2_last_op, (0 @ 0 96
(end script: phase 2 initiator for [181.44.17.149]:1042:csntuser, (0 @ O
next script: ISAKMP primary responder script for
(csntuser, (0 @ 0:1042:[181.44.17.149]
(seconds doing irpri_open_tunnel, (0 @ 0 96
(seconds doing irpri_start_i_maint, (0 @ 0 96
(new script: initiator maintenance for [181.44.17.149]1:1042:csntuser (start
(seconds doing imnt_init, (0 @ 0 96
(manage @ 96 seconds :: [181.44.17.149]:1042:csntuser (done
<vpn trace dump done, 55 records scanned>
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Notice 359.36 seconds New IKE connection: [181.44.17.149]:1044:csntuser
Debug 359.38 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
Debug 363.18 seconds Received RADIUS challenge resp. From
csntuser at 181.44.17.149, contacting server
.Notice 423.54 seconds <no ifp> (csntuser) reset: RADIUS server never responded

: paziiauall ol Lo

VPN Server Error (14) User Access Denied

adlanll Lind

. Cisco Secure NT _lc 9,0l aolS 91 pasiwoll ol
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Notice 506.42 seconds New IKE connection: [181.44.17.149]:1045:csntuser
Debug 506.44 seconds Sending RADIUS CHAP challenge to csntuser
at 181.44.17.149

Debug 511.24 seconds Received RADIUS challenge resp. From csntuser

at 181.44.17.149, contacting server
Debug 511.28 seconds Auth request for csntuser rejected by RADIUS server
Notice 511.31 seconds <no ifp> (csntuser) reset due to RADIUS authentication
.failure

: pasiiauall ol Lo

VPN Server Error (14) User Access Denied

:Cisco Secure
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Notice 545.0 seconds New IKE connection: [181.44.17.149]:1046:csntuser

Debug 545.6 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
,Debug 550.6 seconds Received RADIUS challenge resp. From csntuser at 181.44.17.149
contacting server

: paziiauall ol Lo

.IKE ERROR: Authentication Failed
:Cisco Secure
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Notice 656.18 seconds New IKE connection: [181.44.17.149]:1047:csntuser

Debug 656.24 seconds Sending RADIUS CHAP challenge to csntuser at 181.44.17.149
,Debug 660.12 seconds Received RADIUS challenge resp. From csntuser at 181.44.17.149
contacting server

"Warnin 660.16 seconds User, "csntuser", has an invalid VPN Group config, "junkgroup

.Notice 660.20 seconds (csntuser) reset: connection script finished
(Notice 660.23 seconds -- reason: S_NO_POLICY (220@772
.VPN Server Error (6): Bad user configuration on IntraPort server

:Cisco Secure

Jiwal dlis sl & Yolxall Jzuw gla Vo Jolawly Dl I il
o olbd wlo

Windows s> dxdual CisCo o oIl ,_SLoYl (sgixall jaa0 -
Cisco VPN 5000 dlulud oleuell dlg oMe] -

Cisco VPN 5000 S ,0 p&> dxéw -

Cisco VPN 5000 g pe> éxawo -

IPsec pe> dxbw0 -

RADIUS pc5 éx0 -

(RECs) cladeil ol -

Cisco Systems - olaiuwally sl acall -



//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/prod/collateral/vpndevc/ps5743/ps5749/ps2301/prod_eol_notice09186a008032d3bc.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2301/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



