Js s | olds pol>§8 AAA (Xauth) [Js PIX
IPSec 5.2 glJ]_osble 1Jlpse

Slhgizall

do 280l

duw Y o lllaioll

o lllaioll

do 2ol & bgSall

wMao|

duwlwl ologles

z2suaill olglas

PIX _le cllasVl aumuai olgl

ool Lils cllas] auxuas

AAA 05 G, olalo

Cisco 4o oYl +UNIX TACACS JoSei9

+Windows TACACS J Cisco ;0 oYl Slo¥l sgixall jaum0

Cisco Secure UNIX RADIUS

Windows RADIUS J Cisco 0 oVl LoVl sgixall jua0

(Cisco AV zlg;l ac5) Merit RADIUS

aSuidl | Jauasill puw )l

(309 5.3) \woSill ablall RADIUS 8l

VPN o legoxo 9> Xauth 2o é95kaanll dausuS

VPN olegaxs 90 Cisco Secure VPN Client 1.1 - Xauth slac|

VPN olegaxo 9 VPN Client 3.x - Xauth 9i VPN 3000 Client 2.5 slacl

PIXlacl - VPN wlegoxo 90 Xauth

VPN o legoxo 20 Xauth go d95kanll dausuS

VPN o legaxo 20 Xauth - 3.0 9l VPN Client 2.5 slac|

PIXslacl - VPN olegaxo go Xauth

ACS slacl - paimo JSJ L jill ablaJl (ACL) Jouwooll 9 oSl oilg99 VPN wlegaxo 2o Xauth
PIX 6.X slac| - paztiwe JSJ L il dblsll (ACL) Jowoodl 8 oSl pilg89 VPN wlegaxo 2o Xauth
ASA/ PIX 7.x5lacl - pasiwus JSJ L il dblall (ACL) Jawoll 9 aSxill pila89 VPN wlegaxs go Xauth
VPN  Loc Jlaiy ad=o a95Lon ugaSs dudsS

dww=2oll d9lo| duasS

+TACACS auwl=o Jls

RADIUS duwl>o Jlo

VPN olegaxs 90, debug - Xauth 9 show

VPN olegoxs 20 debug - Xauth 9 show

paiowo JSU il dbla)l (ACL) Jewgdl 9 aSxill psled 2o Xauth - o ,=ll9 clasVl xuxuai
o old ologles




dosall

9 Cisco Secure VPN Client 1.1 J ( Lg=il (bo 3> _JIg +TACACS 9 RADIUS duwlxo9 a95Las cl,>| pi
a9sLanllg PIX 5.2 9 wluw PIX xic g 3l Cisco VPN 3000 2.5 Hardware Client tunnels
9 oSl (AAA) duwlxolly Jaugailly d9sLanll (AAA) Jgogll dansld aca a)léoe (Xauth) aa>WI dewgall
VPN oVl zuis .2.5 5l Cisco VPN 3000 Jiwas) aoc>9 all Jgogll pgde §aaall uorsiumoll Sy Lo
Juw o) 3V ol JI asloYl PIX 31 aSwidl JLasVl VPN 3000 es! group split-tunneling
dwlxally Jaygailly @8skanll juss 0eSy «a>Vl olhlaoYly PIX 5.3 (9 .cdgll Juss (9 (ool (Jboll
Jioc ac> adlo] pii PIX 6.0 (8 . poSill dlls RADIUS 38l ol jo)l oo diludl ollaodl e (AAA)
2 p9, Diffie-Hellman acgoxo 13® (i, .VPN 3.x

LYl ozl

ollliall
Aol [ag) dols> olllbio 1295 Y

dox2iunll o LeSall

bl dplall olsSally poll ollaol Il xiwall 13id (8 65,l0)l &logleall xikuws

5.2.1 jlao)l PIX goly -
Cisco Secure VPN Client 1.1 -
&o Cisco VPN ioc 0 X.3.0 ,lao)l Jas, ¥ :dla>NoVPN Client 3.x 91 Cisco VPN 3000 2.5 Jsac -
Joaxll IPsec/PPTP/L2TP ¢gocx -pi)l VPN eMacg Cisco 6 o>l &>, .6.0 o 028V PIX lylaol
wlogleall 0 350 e
65e> VI Qo> ol aols ddose dw o9 639>90ll 6362V o Aiall 13D 9 65,loll ulo_gl.za“ elis| s
SY Joizoll Ll clogd o AST8 (6 uile liSuis cuslS 13] (0,i8l) 2oumon (oS diwall 13D 9 doriuuoll
ol

wbMawodl

Olasall oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl oWl g1,

dawlwl ologles

oo PIX gla> > JI (ACL) Jswog)l L8 aSxxdl pilsd Joji PIX J dlaxdl 1oz zwb oo 6.2 5luoYl pca,
P15 e pasius JSJ (ACL) Jsuosll b aSxill milsd oS oSz 1189 (ACS) Jswsll (§ aSxil ool
JIACS M5 (o i elld amy S . pasiae JSJ (ACL) Jaog)l LS aSxill ailgd Lasgés L9 AAA
ATACACS pslg=) pgCan e 929 .1nad RADIUS plox) dogcio 6 5uall 030 .PIX dla> jla>

Jl ol
;& elasVl gonas olglas JoSl

Mbis 8 59,0)l aS,> sas Lle [l oS5 o) I3LAAA ddskas @dlol Ld PIX Xauth 655 Jac o a5t .1
A5 amy Wiy plall e 1 0S5 8 (AAA) duwlally Jasadly @SsLasll


//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094e6d.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Joxs ol e logging console debugging ,oVl jlasl s V:PIX (9 Joxwidl o b g9 ousos .2
show oVl 1ol 08 05 . Jsill iBds sl elasVI aenas ol jlaol Sy, Juis JSuin
x99 (syslog) pladl Jlu) Juw e JI Jewd] Jlw)) Loyl ,So..logging

LUl 13D Lg) polgl @8ls .RADIUS gl +TACACS polgs e cllasVl puas Jasisiy pb .3

PIX _lc clasV auuas ol

IPsec &lasl 13 eVl aexai 4ol Lo ,2, —debug crypto ipSec -

Internet Key Exchange ¢l Jg> Jilw 138 cllas Y Rauas ol o2, —debug crypto isakmp sa -
((IKE

IKE &lasl Jo> Jilu, 13® cllas Y E}M)Di w22 —debug crypto isakmp engine -

Jueell k> cllasi acuas

VPN 3000 Client 2.5 gl Cisco Secure 1.1 _8 Jwsll > clas] aonai jo,2) Szl Josle (S p8

AAA o315 dayyes olalo

Cisco 0 0¥l +UNIX TACACS JoSg39 14

}user = noacl
"rxkEkkxkk*" password = cl ear
} service=shel
{
{
}user = pixb
"rxEkkxkk*" password = clear
} service=shel
set acl =115
{

{
}user = 3000f ul

"rxEkkxkE*N password = clear
} service=shel

{
}user = 3000parti al

"rxEkkxkk*" password = cl ear
} service=shel

+Windows TACACS ,J Cisco ;0 oYl SlioYl seixall jaas

oY ACS (8 19,0 dalSy pasiae puwl _JI VI Gow;2J1 3000 9 3000 5 oot saiall ué goriumall zliz, ¥
«dcgox0 9 919 shell/lexec 9,0 dalS «paimo puwl PiXb paziwe glix, .Windows pllad Cisco o

2all U3 115 9 (ACL) Jsuogll pSxs dnild

Cisco Secure UNIX RADIUS

}user = noacl



"rxkEkkxkE*" password = clear
{
}user = pixb
"rxkEkkxkk*" password = cl ear
} radius=Ci sco
} =reply_attributes
"acl =115"=9, 1
{
{

{
}user = 3000ful |

"rxkEkkxkk*" password = cl ear

{
}user = 3000parti al

"rxkEkkxkk*" password = cl ear

{
Windows RADIUS J Cisco ;0 oYl Sl sgixall juae

ol JIVI Gou =]l 3000 9 3000 9 o< yainll uc gorimall el X{.J'l.gk_.” €9 9D RADIUS/Cisco
aolS9 PARiuuwo pu.u| u‘” Pixb P Ao al.n.k: .Windows ro|..|'a.i..| Cisco oo eVl ACS qé_)g_)o aolS9 PARiuuwo

(3,80l Lols) AV-pair 001\009 Jsi, cu> Cisco/RADIUS iaiusll g all 8 acl=115 9 ,ax89 49,0

axllo e aaadl Jole 8,20 11 dadl (ACL) Jguog)l 3 aSxidl dnsla) 3)50)l dow J| 2lizs tala>Ms
6.0.1 100V PIX ool 5 ainss i .(Ladd (915 ) id CSCAt50422 4, CisCo Hlaol 13D caise

(Cisco AV zlg;l ac>) Merit RADIUS

"noacl Password= "noacl

"pi xb Password= "pi xb
"cisco-avpair = "acl =115

"3000f ul I Password= "3000ful |

"3000partial Password= "3000parti al


//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdt50422

10.1.1.40 10.1.1.41

; —B ——

\ﬁ/

10.1.1.101 {inside) ‘
—_— -

—
172.18.124.157 (outside)

i’

—=r

CiscoSecure TACACS+ / RADIUS Server

VPN Client or 172.18.124.114
VPN 3000 Client

or YPHN Client
172.18.124.99

(3109 5.3) - woSall alylaJl RADIUS 38lio

PIX 5.3 _5 .(1813/1812 élc) 1646/1645 3V, RADIUS i3Lo RADIUS psls3 as, paiiws
dyo sVl 38lall & 5,31 38l _J| diswlxog RADIUS d85kae 38l ,usi oSay a3Vl olylaols
LoloVl 03® plaziwl, 1646/1645

# AAA-radius-authport o>l -
# AAA-server radius isio -



VPN clegaze 95 Xauth go @8skaall ds

Jsog)l VPN i eMas) (Say 3 g9 Xauth plasiwl, &Ml VPN eMac gia> ddslas ai (Jall 13D 9
2o Xauth a8sbas &as g>l) . padime e aaill JlasVl apuis oY Ll Jaad PIX J31 aseill |

o3 oSl wiled sl iy . paill LoVl pwanss Jo> wlogleall o 250 e Jsaxll VPN clegaso
oSai 9@ gl (Jliall 13D 8 VPN &ui eMac oo I Lle AAA o35 oo B0 a5 Lill (ACL) Jswosll
oY Dl )9 (Pixb pasiwall s, .lgdl Jsoslls PIX J31s 636>gall 5,150l grazy JlasVl o paisall
Jsog)l pasiuall (Say Xauth dlac clsl AAA 315 oo B85 o5 115 a8, (ACL) Jguosll L9 aSxill dasls
I35 &3V P Guslie graz9 10.1.1.41 | Jswosll Jad, aiy asd 10.1.1.40 JI

VPN 3.0 Jiac aci) 6.0 ,1u0Y1 PIX 20l ,965 ol rdla>Ma

VPN ulegoxo 92 Cisco Secure VPN Client 1.1 - Xauth >lacl

:Name of connection
Renote party address = | P_Subnet = 10.1.1.0, Mask 255.255.255.0
Connect using Secure Gateway Tunnel to 172.18.124. 157

My ldentity
Sel ect certificate = None
I D Type = ip address, pre-shared key and fill in key

ciscol234') - matches that of pix in '"isaknp key' conmand')

Security policy = defaults

Proposal 1 (Authen) = DES, M5

Proposal 2 (Key Exchange) = DES, MD5, Tunnel

aolS9 paciwoll puvl ST Xauth 6390 el bosic . E##ping -t oYl jaolg (DOS) dsazll Jad, 6386 zidl
AAA o315 e x> lgll go olasi il 9,0l

VPN olegazs (94 VPN Client 3.x - Xauth of VPN 3000 Client 2.5 slac|

;& olglazdl JasT

.degozall pwl < @dslan < Lailas < ol s> 1

ol .isakmp key joVl 9 PIX _le dcgozall pul go (3855 )9 0l dalS9 NO_care 98 dcgozall punl .2
172.18.124.157 92 aunnll

AAA o35 e a>lgdl go wlaai uilll 9,0l dolS9 paiuall pawl ST Xauth 6390 glas losic .4

PIX 5lac| - VPN olegazo 90, Xauth

(PI'X Version 5.2(1

namei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane goss- pi xb

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060



names

access-list 108 permit ip 10.1.1.0 255.255.255.0
255.255.255.0 192.168.1.0

access-list 115 deny ip any host 10.1.1.41
access-list 115 permit ip any host 10.1.1.40

pager lines 24

| oggi ng on

no | ogging timestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outsi de 1500

nu inside 1500

i p address outside 172.18.124. 157 255. 255.255.0

i p address inside 10.1.1.101 255. 255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool test 192.168.1.1-192.168.1.5

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.154

nat (inside) 0 access-list 108

Nat (inside) 1 10.1.1.0 255.255.255.0 0 0

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0:05: 00

sip 0:30:00 sip_nedia 0:02: 00

ti meout uauth 0:05: 00 absol ute

+AAA- server TACACS+ protocol tacacs

AAA- server RADIUS protocol radius

+AAA-server AuthInbound protocol tacacs

AAA-server AuthInbound (outside) host 172.18.124.114 cisco timeout 5
no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap client authentication AuthInbound
crypto map mymap interface outside

isakmp enable outside

isakmp key ******** gddress 0.0.0.0 netmask 0.0.0.0
isakmp identity address

isakmp client configuration address-pool local test outside
Internet Security Association and Key Management Protocol (ISAKMP) !--- Policy for Cisco ---!
VPN Client 2.5 or !--- Cisco Secure VPN Client 1.1. isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des



isakmp policy 10 hash md5

The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-H) !--- group 1 policy (PIX default). ---!
isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

1

ISAKMP Policy for VPN Client 3.0 isakmp policy 20 authentication pre-share ---!

isakmp policy 20 encryption des

isakmp policy 20 hash md5

The VPN 3.0 Clients use D-H group 2 policy !--- and PIX 6.0 code. isakmp policy 20 group 2 ---!
isakmp policy 20 lifetime 86400

tel net timeout 5

ssh timeout 5

terminal w dth 80

Crypt ochecksum 05c6a2f 3a7d187162c4408503b55af f a

end :

[ K]

VPN olegozo go Xauth go da95baoll auass

tunneling-pluis| ¢,sSs9 Xauth go VPN Client 3.0 si VPN 3000 Client 2.5 @slas Say «Jloll 130 9

VPN 3000 Jiae _JI PIX ;0 (ACL) Jswosll 5 oS5 &aild i pmi iy VPN dCgacmo diginc zga; .dlled
(em¥l o) 31 9,0 85,5 s ain Y i 5 le e baad PIX J31s aSuidl ol ax, o®9

icoazo L9 (AAA psl3 lc) full 3000 pasimall puwly 1>l VPN @Suis Jsac poiss (Jliall 13D 9

ey .c,5Y Jouo9 89 Luis (9 PIX J31s JalSIL X.10.1.1 &ai I Jswoslls (PIX _le) VPN3000-all
3000 pazimall sl 3V VPN Jioe Jua, ¥ .Jlxoll awly dns-server g wins-server ologles VPN Juac

Saidl J31 2519 IP olgie JI VI (PIX _le) VPN3000-41 dcgaxo 3 (AAA o315 _lc) L
aiSJg [DNS-server 9-WINS clogles 13 VPN dSuis Jsae _aly ¥ .dcoazall tay,ss calo Jias, (10.1.1.40)
il IV agiiiy ooy 13 Y

VPN 3.0 Jiac aci) 6.0 ,1u0Y1 PIX 2ol ,965 ol rdlasMs

VPN olegazs 2o Xauth - 3.0 9l VPN Client 2.5 slac]

;@ olglazdl JasT
izall paziwall le 3.0 ol VPN 2.5 Jiac slac| anis, tda>Vo

.d9las < Laslas < ol >a> 1
vpnGroup ;9 JJI 98 LS PIX _le dcgoxall puwl go dcgaxall j9 50 dolS9 dcgaxall puwl (gilloi, .2
99 waaall puwl F****** vpn3000-41 password gl **x*xxx \/PN3000-all password
172.18.124.157
: Juogi _le ,ail .3
AAA o515 e aslgll go wlaai il H9,0ll dalSy paiuwall pawl J351 Xauth 6390 jgeb aic .4
p3iuuall WVPN3000-all acgazo o wlogleall lnsil, a8 (full 3000 paiwuall a95Las 5,20y (Jladl 13D 9
bVl Gy, olale e Jogladl jUoYl Lela, .WVPN3000-41 degozo (o Slogleall (o le ;> laail, 3000
OVl ol blg,Vlg

dcgaxall elly 108 Jgogll dasld o1,3] ps .VPN3000-all dcgazall 59,0l dals 3000full pastiumall pasiuy
& 532V I 6,040 e 49,0l dS,> 9 X.10.1.1 aSui) ol oS5 s .aaill JlasVl puuis ol &Y
tunneling-plwas! 138 .(cosYl Jball Juw _lc) 108 Jogll dild (9 655>gall

:full 3000 paiswall VPN uoe Jlail dl> 6390 g 5w 98 13



Net wor k Mask
key 10.1.1.0 255. 255. 255. 0
key 172.18. 124. 157 255. 255. 255. 255

icoazall lliy 125 Jouogll daild oLl ais VPN3000-41 écoazall dalSll ij> 3000 Josiue Jasiu,
65021 | 6,hin0 & 9,0l &,> §95 .10.1.1.41 jlexl) ol oS5 iy il JlasVl pwuiss Lol &Y
Sl 1 o,all 65> 895 Y oellb gog (cisi¥l Jliall Juw Ie) 125 Joooll daild 9 602 00ll e
e Blasl a8 U5 sazmo e .amoill AblS & 03D 49 all dS,> oY 10.1.1.40

5> 3000 pasiwall VPN Jae Jlasl dl> 6380 2,50 6B 13d

Net wor k Mask
key 10.1.1.41 255. 255. 255. 255
key 172.18.124. 157 255. 255. 255. 255

PIXO)lacl - VPN olegazxo go Xauth

awlaoll 6,151 JoS639 1 2liso 3929 pac cuun 4oVl 13D go CisCO o 1.1 oVl VPN Jiac Josy ¥ rda>No
J==J netmask 0.0.0 0.0.0.0 glgic ******* jsakmp key oVl adlol o5 .(ISAKMP) o iVl bl bls,lg
Uslag, VPN olSub eMoc guo>

(PI'X Version 5.2(1

nanmei f ethernet0 outside securityO

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd OnTr BUGLTpOednkr encrypted

host nane goss- pi xb

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

nanes

access-list 108 permit ip 10.1.1.0 255.255.255.0
255.255.255.0 192.168.1.0

access-list 125 permit ip host 10.1.1.41 any
pager lines 24

| oggi ng on

no | ogging tinmestanp

no | oggi ng standby

| oggi ng consol e debuggi ng

no | oggi ng nonitor

no | oggi ng buffered

| oggi ng trap debuggi ng

no | ogging history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 172.18.124.157 255. 255.255.0
i p address inside 10.1.1.1 255.255.255.0
ip audit info action alarm

ip audit attack action alarm

ip local pool test 192.168.1.1-192.168.1.5
no fail over



failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.154

Nat (inside) 0 access-list 108

Nat (inside) 1 10.1.1.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0:05: 00

sip 0:30:00 sip_nedia 0:02: 00

ti meout uauth 0:05: 00 absol ute

+AAA- server TACACS+ protocol tacacs

AAA- server RADIUS protocol radius

+AAA-server AuthInbound protocol tacacs

AAA-server AuthInbound (outside) host 172.18.124.111
cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server comunity public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

no sysopt route dnat

crypto ipsec transform-set myset ESP-Des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap client configuration address initiate
crypto map mymap client configuration address respond
crypto map mymap client authentication AuthInbound
crypto map mymap interface outside

isakmp enable outside

isakmp identity address

isakmp client configuration address-pool local test outside
ISAKMP Policy for Cisco VPN Client 2.5 or !--- Cisco Secure VPN Client 1.1. isakmp policy ---!
10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

The 1.1 and 2.5 VPN Clients use Diffie-Hellman (D-H) !--- group 1 policy (PIX default). ---!
isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

.

ISAKMP Policy for VPN Client 3.0 isakmp policy 20 authentication pre-share ---!
isakmp policy 20 encryption des

isakmp policy 20 hash md5

The VPN 3.0 Clients use D-H group 2 policy !--- and PIX 6.0 code. isakmp policy 20 group 2 ---!
isakmp policy 20 lifetime 86400

vpngroup vpn3000-all address-pool test

vpngroup vpn3000-all dns-server 10.1.1.40

vpngroup vpn3000-all wins-server 10.1.1.40

vpngroup vpn3000-all default-domain rtp.cisco.com

vpngroup vpn3000-all split-tunnel 108

vpngroup vpn3000-all idle-time 1800

**%**k*k*x** ypngroup vpn3000-all password

vpngroup vpn3000-41 address-pool test

vpngroup vpn3000-41 split-tunnel 125

vpngroup vpn3000-41 idle-time 1800

***k*kk*k*x* ypngroup vpn3000-41 password

tel net timeout 5

ssh timeout 5

terminal wdth 80

Crypt ochecksum 429db0e7d20451f c28074f 4d6f 990d25



end :

dlac] - pasiiwe JSU Lyl dblall (ACL) Jowoll 8 aSxill pilg99 VPN olegazo 2o Xauth

VI Sl sgixall

Cisco 40

ACS

220 dlacl

;@ olglasdl Jasl

s Jle il ablall (ACL) Jsogll (9 pSxill pilod) Ul 5a>9 dglell 985 §99 il .1
.p23xiuol|
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PIX 6.x

oYl paziald  Jugsill pasiae JSI Jojisl) dll8 (ACL) Jsuos)l (3 oS dasld et (3 i e I3]
(laas Gor5 Jzuw) id CSCAXA7975 3, CisCo el PIX dla> ,laz aoliy oo (2)6.2

(PI'X Version 6.2(2

nanmei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed
host nane sv2-4

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

access-list 108 permit ip 10.1.1.0 255.255.255.0
255.255.255.0 192.168.1.0

pager lines 24


//tools.cisco.com/RPF/register/register.do
//www.cisco.com/cgi-bin/Support/Bugtool/onebug.pl?bugid=CSCdx47975

| oggi ng buffered debuggi ng
interface ethernetO auto
interface ethernetl auto
ntu outside 1500
ntu inside 1500
i p address outside 10.66.79. 69 255. 255. 255. 224
i p address inside 10.1.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
ip local pool test 192.168.1.1-192.168.1.5
pdm hi story enabl e
arp timeout 14400
nat (inside) 0 access-list 108
conduit permt icnp any any
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
rpc 0:10: 00 h323 0:05:00 sip
si p_medi a 0: 02: 00 0: 30: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server RADI US protocol radius
aaa-server LOCAL protocol |oca
aaa-server AuthInbound protocol radius
aaa-server AuthInbound (outside) host 10.66.79.244 ciscol23 timeout 10
no snnp-server | ocation
no snmnp-server contact
snnp-server comunity public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
no sysopt route dnat
crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynamic-map dynmap 10 set transform-set myset
crypto map mymap 10 ipsec-isakmp dynamic dynmap
This commands the router to respond to the VPN 3.x Client. crypto map mymap client ---!
configuration address respond
This tells the router to expect Xauth for the VPN 3.x Client. crypto map mymap client ---!
authentication AuthInbound
crypto map mymap interface outside
isakmp enable outside
i sakmp policy 20 authentication pre-share
i sakmp policy 20 encryption des
i sakmp policy 20 hash nd5
i saknmp policy 20 group 2
i sakmp policy 20 lifetime 86400
!
This is the VPN group configuration. vpngroup vpn3000-all address-pool test ---!
vpngroup vpn3000-all default-domain apt.cisco.com
The split-tunnel mode-config is not used, !--- which enforces authorization on a per-user ---!
basis. vpngroup vpn3000-all idle-time 1800
*k*k**k** ypngroup vpn3000-all password
!
tel net tineout 5
ssh timeout 5
terminal width 80
Crypt ochecksum 7¢3d067232f 427e7522f 4a679e963¢c58
rend

slac] - paciwe JSJ L jisll dlall (ACL) Jowogl 5 aS=ill pilad9 VPN olegaxoe 2o Xauth
ASA/ PIX 7.x




(PIX Version 7.1(1
!
host nane PI X
domai n- name ci sco. com
enabl e password 9j Nf ZUG3TC5t CVHO encrypt ed
nanes
!
interface EthernetO
namei f outsi de
security-level O
i p address 10.66.79.69 255. 255. 255. 224
!
interface Ethernetl
namnei f inside
security-level 100
i p address 10.1.1.1 255.255.255.0
!
passwd 2KFQhbNI dI . 2KYQU encrypt ed
ftp node passive
dns donai n-1 ookup inside
dns server-group Defaul t DNS
timeout 30

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0 255.255.255.0
pager lines 24

| oggi ng buffer-size 500000

| oggi ng consol e debuggi ng

| oggi ng nmonitor errors

ntu outside 1500

ntu inside 1500

ip local pool test 192.168.1.1-192.168.1.5
no failover

icnp pernmit any outside

icnp permt any inside

no asdm hi story enabl e

arp timeout 14400

nat (inside) 0 access-list 108

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00 icnp 0:00:02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa-server AuthInbound protocol radius
aaa-server AuthInbound host 10.66.79.244 key ciscol23

group-policy vpn3000 internal
group-policy vpn3000 attributes

dns-server value 172.16.1.1
default-domain value cisco.com

username vpn3000 password nPtKy7KDCerzhKeX encrypted

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication Iinkup Iinkdown col dstart
crypto ipsec transform-set my-set esp-des esp-md5-hmac

crypto dynamic-map dynmap 10 set transform-set my-set

crypto dynamic-map dynmap 10 set reverse-route



crypto map mymap 10 ipsec-isakmp dynamic dynmap
crypto map mymap interface outside

isakmp enable outside

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 2

isakmp policy 10 lifetime 1000

i saknmp policy 65535 authentication pre-share
i sakmp policy 65535 encryption 3des

i saknmp policy 65535 hash sha

i sakmp policy 65535 group 2

i saknmp policy 65535 lifetime 86400

tunnel-group DefaultRAGroup general-attributes
authentication-server-group (outside) vpn

tunnel-group vpn3000 type ipsec-ra

tunnel-group vpn3000 general-attributes
address-pool test
authentication-server-group vpn

tunnel-group vpn3000 ipsec-attributes
* pre-shared-key

telnet tinmeout 5
ssh tinmeout 5
console timeout 0
]

cl ass-map inspection_default

mat ch defaul t-inspection-traffic
!
!
pol i cy- map gl obal _policy

cl ass inspection_default

i nspect dns maxi mum | ength 512

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect netbi os

i nspect rsh

i nspect rtsp

i nspect skinny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdntp
!
servi ce-policy global _policy global
Crypt ochecksum ecb58c5d8ce805b3610b198c73a3d0cf

VPN Liac JlasV ddxo d95Lao oS5 dutsS

:Jwogi Uy VPN J Llxe Xauth JSuiy ol ol 138 Lllai,




wlro p>2U AAA-server-tag JeSei9 -
aaa-server-name _uéiiill doy ;3 Jwoe a9>3los -

PIX e sudxall uoaziuumall Gy y=i) username oVl ol o8
a2l server-tag aalsa) LOCAL 351 (_Jxall PIX glo> Slaz) pasiwell a8s3kas olly 6acld plasiw

pis > @skas ol 8l clisY crypto map LoVl plaiiwl, aaa-server oVl ,laol oi .@aa-server oVl
PIX &la> ,la> I Jgogll aie VPN elac éslao

duw o)l dSLo| duasS

g all @8LoY oYl doll déluall (D 0id

if_name local_ip local_mask foreign_ip[,>Lall|>,lg)l elizwl|AAA acctg_service auwl>o -
«foreign_mask tacacs+|radius

(5.2 (9 422) 9l

server_tag > Lall g.lai]>,l9)l AAA acctg_service duwlxo ouais -
:aid o] o SUI oYl 98 13D (PIX 655 9

« Authinbound 0.0.0.0.0.0.0.0.0.0.0.0.0.0 5,lg)l s AAA duulo yainis -
(5.2 U9 422) 9l

Authinbound 2,5 AAA duwlxs gilbos sl Access-list 150 o glowll -
Joasi SJ L9,  39lgiall sysopt ips pl oVl Lulg sysopt connection permit-ipPSec oVl ax, tda>Vo
axJlo Xauth duulxo .1nsd pl go §91giall Sysopt ipSec oVl go Xauth duwulxoe Joss ¥ . Xauth duwlxs
paziuall olly labze JsS5i9, 91 (ICMP) co iVl LS aSaxdl Jibu, JsSsiod allo e . TCP oY¥lasy
.(UDP)

+TACACS duwlrw Jlo

Fri Sep 8 03:48:40 2000 172.18.124. 157

pi xc PI'X 192.168.1.1 start task_i d=0x17 foreign_i p=192.168.1.1
| ocal _i p=10. 1. 1. 40 cnd=t el net

Fri Sep 8 03:48:44 2000 172.18.124. 157 pixc PI X 192.168.1.1
stop task_i d=0x17 foreign_ip=192.168.1.1 local _i p=10.1.1.40
cnd=tel net el apsed_tinme=4 bytes_i n=42 bytes_out =103

Fri Sep 8 03:49:31 2000 172.18.124.157 pixc PIX 192.168.1.1
start task_i d=0x18

foreign_ip=192.168.1.1 | ocal _i p=10.1.1.40 cnd=http

Fri Sep 8 03:49:35 2000 172.18.124. 157 pixc PI X 192.168.1.1
stop task_i d=0x18 foreign_i p=192.168.1.1 |ocal _i p=10.1.1.40
cmd=http el apsed_tinme=4 bytes_i n=242 bytes_out =338

RADIUS duwlxo Jlso

Acct - St at us- Type = Start

NAS- | P- Address = 172.18. 124. 157

Logi n-I P-Host = 10.1.1.40

Logi n- TCP- Port = 23

Acct - Sessi on-1d = 0x00000003
User - Nane = noac



Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fi ¢ = Source-Port=1141

Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port=23

Acct - St at us- Type = Start

NAS- | P- Address = 172.18. 124. 157

Logi n- I P-Host = 10.1.1.40

Logi n- TCP- Port = 80

Acct - Session-1d = 0x00000004

User - Nane = noacl

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fi ¢ = Source-Port=1168

Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port=80

Acct - St at us- Type = Stop

NAS- | P- Address = 172.18. 124. 157

Logi n-I P-Host = 10.1.1.41

Logi n- TCP- Port = 80

Acct - Session-1d = 0x00000008

User - Nane = noacl

Acct - Session-Time = 4

Acct -1 nput-Cctets = 242

Acct - Qut put -COctets = 338

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fi ¢ = Source-Port=1182
Vendor - Speci fic = Destination-1P=10.1.1.41
Vendor - Speci fic = Destination-Port=80

Acct - St at us- Type = Stop

NAS- | P- Address = 172.18. 124. 157

Logi n- I P-Host = 10.1.1.40

Logi n- TCP- Port = 23

Acct - Session-1d = 0x00000015

User - Nane = noacl

Acct - Session-Tine = 33

Acct - I nput-Cctets = 43

Acct - Qut put-COctets = 103

Vendor - Speci fic = Source-1P=192.168.1.1
Vendor - Speci fi ¢ = Source- Port=1257
Vendor - Speci fic = Destination-1P=10.1.1.40
Vendor - Speci fic = Destination-Port=23

VPN olegox=o 91, debug - Xauth 9 show

goss- pi xb#show debug
debug crypto ipsec 1
debug crypto isaknmp 1
debug crypto engine
debug fover status
tx Of

rx O f

open O f

cable Of

txdmp Of

rxdnp O f

ifc Of

rxip Of

txip Of

get Of

put Of



verify Of

switch Of

fail Of

fmeg O f

goss- pi xb#terminal monitor
#goss- pi xb

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange
| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy
| SAKMP: encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication

using id type | D_| PVA_ADDR

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange

| SAKMP (0): processing KE payl oad. Message ID = 0

| SAKMP (0): processing NONCE payl oad. Message ID =0
| SAKMP (0): processing vendor id payl oad
| SAKMP (0): processing vendor id payl oad

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_MM exchange

| SAKMP (0): processing | D payload. Message ID =0

| SAKMP (0): processing HASH payl oad. Message ID =0

| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, nmessage ID =10

(1 SAKMP (0): processing notify I N TI AL_CONTACTI PSEC( key_engi ne
...got a queue event

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.18.124. 99

| SAKMP (0): SA has been aut henti cated

| SAKMP (0): | D payl oad

next - payl oad : 8

type : 1

protocol : 17

port : 500

length : 8

| SAKMP (0): Total payload Iength: 12

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

| SAKMP (0:0): Need XAUTH

| SAKMP/ xaut h: request attribute XAUTH TYPE

| SAKMP/ xaut h: request attribute XAUTH USER_NAME

| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD

.1 SAKMP (0:0): initiating peer config to 172.18.124.99

(1D = 2218162690 (0x84367a02

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

.1 SAKMP (0:0): processing transaction payload from 172.18. 124. 99



Message | D = 2156074032

| SAKMP: Confi g payl oad CFG REPLY

return status is | KMP_ERR NO RETRANS109005: Authentication succeeded
for user 'pixb' from 172.18.124.99/0 to 0.0.0.0/0 on

interface | KE- XAUTH

.1 SAKMP (0:0): initiating peer config to 172.18.124.99

(1D = 2218162690 (0x84367a02

Aut henti cation succeeded for user 'pixb' from 172.18.124. 157 :109005
crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

.1 SAKMP (0:0): processing transaction payload from 172.18. 124. 99
Message | D = 2156497080

| SAKMP: Confi g payl oad CFG_ACK

.1 SAKMP (0:0): initiating peer config to 172.18.124.99

(1D = 393799466 (0x1778e72a

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

.1 SAKMP (0:0): processing transaction payload from 172.18. 124. 99
Message | D = 2156156112

| SAKMP: Confi g payl oad CFG_ACK

I'l SAKMP (0:0): peer accepted the address

return status is | KMP_NO ERROR 99/0 to 0.0.0.0/0 on

interface | KE- XAUTH

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. Message | D = 2323118710

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

(I SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request
, proposal part #1

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (src_proxy= 192. 168. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1

, protocol = ESP, transform= ESP-Des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. Message | D = 2323118710

| SAKMP (0): processing |ID payl oad. Message | D = 2323118710

| SAKMP (0): 1D I PVA_ADDR src 192.168.1.1 prot 0 port O

| SAKMP (0): processing |ID payl oad. Message | D = 2323118710

| SAKMP (0): | D_I PV4_ADDR SUBNET dst 10.1.1.0/255.255.255.0
prot O port O

... I PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi Oxeeae8930(4004415792) for SA
from 172.18.124.99 to 172.18.124.157 for prot 3

return status is | KMP_NO ERROR4

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2



| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.99 to 172.18.124. 157

(proxy 192.168.1.1 to 10.1.1.0)

has spi 4004415792 and conn_id 1 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99

(proxy 10.1.1.0 to 192.168.1.1)

has spi 1281287211 and conn_id 2 and flags 4

... I PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)

, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

,(src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,1ifedur= 0s and Okb

spi = Oxeeae8930(4004415792), conn_id= 1, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas

,key eng. msg.) src= 172.18.124. 157, dest= 172.18.124.99)
,(src_proxy= 10.1. 1. 0/ 255. 255. 255.0/0/0 (type=4

, (dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

Ox4c5ee42b(1281287211), conn_id= 2, keysize= 0, flags= 0x4

spi

return status is | KMP_NO ERROR02101: decaps: rec'd

, | PSEC packet has invalid spi for destaddr=172.18.124. 157
(prot=esp, spi=0xeeae8930(0

,sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50 :602301
, sa_spi = Oxeeae8930(4004415792), sa_trans= esp-des esp-nd5- hmac
sa_conn_id= 1

,sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50 :602301
, sa_spi = 0x4c5ee42b(1281287211), sa_trans= esp-des esp-nd5-hmac
sa_conn_id= 2

Aut hen Session Start: user 'pixb', sid 5 :109011

Aut hori zation deni ed (acl =115) for user 'pixb" from:109015
to 10.1.1.40/8 on interface outside 192.168.1.1/0

Aut hori zation deni ed (acl =115) for user 'pixb" from:109015
to 10.1.1.40/8 on interface outside 192.168.1.1/0

Aut hori zation deni ed (acl =115) for user 'pixb" from:109015
to 10.1.1.40/8 on interface outside 192.168.1.1/0

Aut hori zation deni ed (acl =115) for user 'pixb" from:109015
to 10.1.1.40/8 on interface outside 192.168.1.1/0

#goss- pi xb

goss- pi Xxb#show uauth

Current Most Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'pixb' at 192.168.1.1, authenticated
access-list 115

goss- pi xb#show access-list

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0
(hitcnt=18) 255.255.255.0

(access-list 125 pernit ip host 10.1.1.41 any (hitcnt=0
access-list dynacl4 permt ip 10.1.1.0 255.255.255. 0 host
(hitcnt=0) 192.168.1.1

(access-list 115 pernit ip any host 10.1.1.41 (hitcnt=0
(access-list 115 deny ip any host 10.1.1.42 (hitcnt=0

VPN ulegazo go debug - Xauth 9 show




,crypto_i

crypto_i saknmp_process_bl ock:
| SAKMP (0):

| SAKMP (0): Checking | SAKMP

saknmp_process_bl ock: src 172.18.124. 96
dest 172.18.124.157

goss- pi Xxb#show debug

debug crypto ipsec 1

debug crypto isakmp 1

debug crypto engine

debug fover status

tx OFf

rx O f

open O f

cable Of

txdmp O f

rxdnp O f

ifc Of

rxip Of

txip Of

get Of

put Of

verify Of
switch Of

fail Of

fmeg OFf
#goss- pi xb
172.18. 124. 157
QAK_AG exchange
processi ng SA payl oad. nmessage ID =0

src 172.18.124.99, dest

transform1 against priority 10 policy
| SAKMP: encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth pre-share

| SAKMP (0): atts are acceptable. Next payload is 3
| SAKMP (0): processing KE payl oad. nmessage ID = 0
| SAKMP (0): processing NONCE payl oad. nmessage ID =0
| SAKMP (0): processing | D payload. nmessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a VPN3000 client

| SAKMP (0): | D payl oad
next - payl oad : 10
type : 1
pr ot ocol 17
port 500
length : 8
| SAKMP (0): Total payload Iength: 12

crypto_i saknmp_process_bl ock

| SAKMP (0):

crypto_i saknmp_process_bl ock

| SAKMP/ xaut h:
| SAKMP/ xaut h:

| SAKMP/ xaut h:
I SAKMP (0:0): i

return status is | KMP_NO ERROR
src 172.18.124.99, dest 172.18.124.157
QAK_AG exchange

processi ng HASH payl oad. message ID =0

| SAKMP (0): SA has been aut henti cated
return status is | KMP_NO ERROR

src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

| SAKMP (0:0): Need XAUTH
request attribute XAUTH TYPE
request attribute XAUTH_USER_NAME
request attribute XAUTH_USER PASSWORD
nitiating peer config to 172.18.124.99
(1D = 1396280702 (0x53398d7e

return status is | KMP_NO ERROR



crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

.1 SAKMP (0:0): processing transaction payload from 172.18. 124. 99
nmessage | D = 2156608344

| SAKMP: Confi g payl oad CFG REPLY

return status is | KMP_ERR NO RETRANS10

.1 SAKMP (0:0): initiating peer config to 172.18.124.99

ID = 1396280702 (0x53398d7e)9

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
| SAKMP_TRANSACTI ON exchange

.1 SAKMP (0:0): processing transaction payload from 172.18. 124. 99
nmessage | D = 2156115984

| SAKMP: Confi g payl oad CFG_ACK

I'l SAKMP (0:0): peer accepted the address

.1 SAKMP (0:0): processing saved QM

: oakl ey_process_qui ck_node

OAK_QM_I DLE

| SAKMP (0): processing SA payl oad. nmessage |ID = 1697984837

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

.1 SAKMP (0): atts are acceptable

, | PSEC(val i dat e_proposal _request): proposal part #1

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)
, (dest _proxy= 172.18. 124. 157/ 255. 255. 255. 255/ 0/ 0 (type=1
, (src_proxy= 192. 168. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 1697984837

| SAKMP (0): processing |ID payl oad. nmessage |ID = 1697984837

| SAKMP (0): 1D I PVA_ADDR src 192.168.1.1 prot 0 port O

| SAKMP (0): processing |ID payl oad. nmessage |ID = 1697984837

| SAKMP (0): I D_| PV4_ADDR dst 172.18.124.157 prot 0 port O

| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1

spi 0, nmessage |ID = 1697984837

(1 SAKMP (0): processing notify I N TI AL_CONTACTI PSEC( key_engi ne
...got a queue event

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP

| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 172.18.124. 99
... I PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi 0x6a9d3f79(1788690297) for SA
from 172.18.124.99 to 172.18.124.157 for prot 3

return status is | KMP_NO ERRORO

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 1

map_al l oc_entry: allocating entry 2

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.99 to 172.18.124. 157
(proxy 192.168.1.1 to 172.18.124.157)

has spi 1788690297 and conn_id 1 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99
(proxy 172.18.124.157 to 192.168.1.1)

has spi 2854452814 and conn_id 2 and flags 4



... I PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)
, (dest _proxy= 172.18.124.157/0.0.0.0/0/0 (type=1
,(src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x6a9d3f 79(1788690297), conn_id= 1, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas

,key eng. msg.) src= 172.18.124. 157, dest= 172.18.124.99)
,(src_proxy= 172.18.124.157/0.0.0.0/0/0 (type=1

, (dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,1ifedur= 0s and Okb

spi = Oxaa237e4e(2854452814), conn_id= 2, keysize= 0, flags= 0x4

return status is | KMP_NO ERRORO5: Aut hentication succeeded

for user 'pixc' from 172.18.124.99/0 to 0.0.0.0/0 on interface | KE-XAUTH
,sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50 :602301

, Sa_spi= 0x6a9d3f 79(1788690297), sa_trans= esp-des esp-nd5- hnac
sa_conn_id= 1

,sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50 :602301
, Sa_spi = 0Oxaa237e4e(2854452814), sa_trans= esp-des esp-nmd5- hnac
sa_conn_id= 2

Aut hen Session Start: user 'pixc', sid 19 :109011

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. nmessage | D = 3361949217

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

: I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

.1 SAKMP (0): atts are acceptable

, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4

, (src_proxy= 192. 168. 1. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

3361949217

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID

| SAKMP (0): processing |ID payl oad. nmessage | D = 3361949217

| SAKMP (0): 1D I PVA_ADDR src 192.168.1.1 prot 0 port O

| SAKMP (0): processing |ID payl oad. nmessage | D = 3361949217

| SAKMP (0): ID_I Pv4_ADDR _SUBNET dst 10.1.1.0/255.255.255.0 prot O port O
... I PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi Oxfec4c3aa(4274308010) for SA
from172.18.124.99 to 172.18.124.157 for prot 3

return status i s | KMP_NO ERROR4

crypto_i saknp_process_bl ock: src 172.18.124.99, dest 172.18.124.157
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 4



map_al l oc_entry: allocating entry 3

| SAKMP (0): Creating | PSec SAs

i nbound SA from 172.18.124.99 to 172.18.124. 157

(proxy 192.168.1.1 to 10.1.1.0)

has spi 4274308010 and conn_id 4 and flags 4

out bound SA from 172.18.124.157 to 172.18.124.99

(proxy 10.1.1.0 to 192.168.1.1)

has spi 798459812 and conn_id 3 and flags 4

... I PSEC(key_engi ne): got a queue event

, (IPSEC(initialize_sas

,key eng. nmsg.) dest= 172.18.124.157, src= 172.18.124.99)
, (dest _proxy= 10. 1. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
,(src_proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = Oxfec4c3aa(4274308010), conn_id= 4, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas

,key eng. msg.) src= 172.18.124. 157, dest= 172.18.124.99)
,(src_proxy= 10.1. 1. 0/ 255. 255. 255.0/0/0 (type=4

, (dest _proxy= 192.168.1.1/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x2f 9787a4(798459812), conn_id= 3, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR02101: decaps: rec'd | PSEC

, packet has invalid spi for destaddr=172.18.124. 157, prot=esp
(spi =0xf ec4c3aa(0

,sa created, (sa) sa_dest= 172.18.124.157, sa_prot= 50 :602301

, sa_spi = 0Oxfec4c3aa(4274308010), sa_trans= esp-des esp-nmd5- hnac
sa_conn_id= 4

,sa created, (sa) sa_dest= 172.18.124.99, sa_prot= 50 :602301
, sa_spi= 0x2f9787a4(798459812), sa_trans= esp-des esp-nd5-hmac
sa_conn_id= 3

goss- pi Xxb#show uauth

Current Most Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'pixc' at 192.168.1.1, authenticated
goss- pi xb#show crypto ipsec sa

interface: outside
Crypto map tag: nymap, |ocal addr. 172.18.124.157

(local ident (addr/mask/prot/port): (172.18.124.157/255.255.255.255/0/0
(renpte ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0
current _peer: 172.18.124.99

dynanmi c all ocated peer ip: 192.168.1.1

{}=PERM T, fl ags

pkts encaps: 0, #pkts encrypt: 0, #pkts digest O#
pkts decaps: 0, #pkts decrypt: 0, #pkts verify O#
pkts conpressed: 0, #pkts deconpressed: O#

, pkts not conpressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: O#

send errors 0, #recv errors O#

| ocal crypto endpt.: 172.18.124.157, renote crypto endpt.: 172.18.124.99
path mu 1500, ipsec overhead 56, media nmtu 1500
current outbound spi: aa237ede



;i nbound esp sas

(spi: 0x6a9d3f79(1788690297

, transform esp-des esp-nd5-hmac

{ ,Mre --->in use settings ={Tunnel --->

slot: 0, conn id: 1, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4608000/28519
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

;i nbound pcp sas

:out bound esp sas

(spi: Oxaa237e4de(2854452814

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4608000/28510
IV size: 8 bytes

replay detection support: Y

:out bound ah sas
<--- Mre --->

:out bound pcp sas

(local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0
(renpte ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0
current _peer: 172.18.124.99

dynanmi c all ocated peer ip: 192.168.1.1

{}=PERM T, fl ags

pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#
pkts conpressed: 0, #pkts deconpressed: O#

, pkts not conpressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: O#

send errors 0, #recv errors O#

| ocal crypto endpt.: 172.18.124.157, renpte crypto
endpt.:172.18.124.99

path mu 1500, ipsec overhead 56, media nmtu 1500
current outbound spi: 2f9787a4

;i nbound esp sas

(spi: Oxfec4c3aa(4274308010

, More ---> transform esp-des esp-md5-hmac --->

{ ,in use settings ={Tunnel

slot: 0, conn id: 4, crypto map: nymap

(sa tinmng: remaining key lifetime (k/sec): (4607999/27820
IV size: 8 bytes

replay detection support: Y

:inbound ah sas



;i nbound pcp sas

:out bound esp sas

(spi: 0x2f9787a4(798459812

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 3, crypto map: nymap

(sa timng: remaining key lifetime (k/sec): (4607999/27820
IV size: 8 bytes

replay detection support: Y

:More ---> outbound ah sas --->

:out bound pcp sas
ellas VI
l:I - u dl.!l.ﬂ."

, crypto_i saknp_process_bl ock: src 10.66.79. 229

dest 10.66.79.69

VPN Peer: | SAKMP: Added new peer: ip:10.66.79.229

Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:10.66.79.229 Ref cnt incremented to:1
Total VPN Peers:1

QAK_AG exchange

| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy
| SAKMP: encryption 3DES- CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform 2 against priority 20 policy
| SAKMP:  encryption 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0OxO 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform 3 against priority 20 policy
| SAKMP: encryption 3DES- CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform 4 against priority 20 policy
| SAKMP:  encryption 3DES- CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: auth pre-share

| SAKMP: |ife type in seconds



| SAKMP: |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b
| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform5 against priority 20 policy

| SAKMP: encryption DES-CBC

| SAKMP:  hash SHA

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3

| SAKMP (0): Checking | SAKMP transform 6 against priority 20 policy

| SAKMP: encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 2

| SAKMP: extended auth pre-share

| SAKMP: |ife type in seconds

| SAKMP: |ife duration (VPI) of 0xO 0x20 Oxc4 0x9b
| SAKMP (0): atts are acceptable. Next payload is 3
| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =

|
o

1
o

| SAKMP (0): processing | D payl oad. nessage ID
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): received xauth v6 vendor id

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP (0): | D payl oad
next - payl oad : 10

type : 2
protocol : 17
port : 500
length : 10

| SAKMP (0): Total payload Iength: 14
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID =0
| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, message | D = ORADI US_GET_PASS
RADI US_REQUEST
rai dus. c: rad_nkpkt_aut hen
rattribute
:type 1, length 10, content
80917fb0: 74 65 73 74 75 73 65 72 | testuser
rattribute
:type 4, length 6, content
80917fb0: Oa 42 | .B
80917fc0: 4f 45 | CE
cattribute
:type 5, length 6, content
| 80917fd0: 00 00 00 O1

| SAKMP (0): processing notify I N TIAL_CONTACTri p 0x80791f 00
"' chall_state :
state Ox7 :



timer OxO0 :
i nfo Ox5d5ba513

session_id 0x5d5ba513

request _id 0x2

‘user 'testuser

app O

reason 2

sip 10.66.79. 244

type 1

rad_procpkt: ACCEPT

rattribute

:type 8, length 6, content

| 809186f0: ff ff

| ff ff :80918700

RADI US_RCVD

rattribute

:type 26, length 67, content

:Vendor IDO O 0 9, type=1, |en=61

3a 43 69 | ACS:C 53 43 41 :80918700

6f 53 65 63 75 72 65 2d 44 65 66 69 6e 65 63 73 :80918710
scoSecur e- Defi ne

2d 41 43 4c 3d 23 41 43 53 41 43 4c 23 2d 50 64 :80918720
d- ACL=#ACSACL#- P

2d 56 50 4e 43 6¢ 69 65 6e 74 2d 33 64 33 58 49 :80918730
| X-VPNC i ent - 3d3

27815 | 35 31 38 37 32 :80918740

RADI US_RCVD

RADI US_REQUEST

rai dus. c: rad_nkpkt_aut hen

rattribute

:type 1, length 33, content

809186d0: 23 41 43 53 41 43 4c 23 2d 50 49 58 | #ACSACL#-PI X

809186e0: 2d 56 50 4e 43 6¢c 69 65 6e 74 2d 33 64 33 32 37
VPNC i ent - 3d327-

809186f0: 38 31 35 | 815

rattribute

:type 4, length 6, content

809186f0: 0Oa 42 4f 45 | .BCE

rattribute

:type 5, length 6, content

| 00 00 00 :80918700

| 02 :80918710

| PSEC(key_engi ne): got a queue event...rip 0x80791f00

"' chall_state :
state 0Ox7

timer OxO0 :
i nfo Ox5d5ba513

session_id 0x5d5ba513

request _id 0x3

‘user ' #ACSACL#- Pl X- VPNCl i ent - 3d327815

app O

reason 2

sip 10.66.79. 244

type 1

rad_procpkt: ACCEPT

cattribute

:type 26, length 46, content

:Vendor IDO O 0 9, type=1, |en=40

80918e20: 69 70 3a 69 6e 61 63 6¢c 23 31 3d 70 | ip:inacl#l=p

80918e30: 65 72 6d 69 74 20 69 70 20 61 6e 79 20 68 6f 73
ermt ip any hos

80918e40: 74 20 31 30 2e 31 2e 31 2e 32 | t 10.1.1.2

RADI US_RCVD

RADI US_RCVD



RADI US_ACCESS_ACCEPT: normal term nation
RADI US_DELETE

| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 10.66.79. 229

| SAKMP (0): SA has been authenti cated
return status is | KMP_NO ERROR
| SAKMP (0): sending phase 1 RESPONDER LI FETI ME notify
| SAKMP (0): sending NOTI FY nessage 24576 protocol 1
| SAKMP/ xaut h: request attribute XAUTH TYPE
| SAKMP/ xaut h: request attribute XAUTH USER_NAME
| SAKMP/ xaut h: request attribute XAUTH_USER_PASSWORD
.1 SAKMP (0:0): initiating peer config to 10.66. 79. 229
(1D = 3250273953 (0Oxclbb3eal
crypto_i saknmp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
| SAKMP_TRANSACTI ON exchange
.1 SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229
message | D = 2167001532
| SAKMP: Confi g payl oad CFG REPLY
return status is | KMP_ERR NO RETRANS
.1 SAKMP (0:0): initiating peer config to 10.66. 79. 229
(1D = 1530000247 (0x5b31f377
crypto_i saknmp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
| SAKMP_TRANSACTI ON exchange
.1 SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229
nmessage | D = 2167001532
| SAKMP: Confi g payl oad CFG_ACK
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
| SAKMP_TRANSACTI ON exchange
.1 SAKMP (0:0): processing transaction payl oad from 10. 66. 79. 229
nmessage | D = 2167001532
| SAKMP: Confi g payl oad CFG_REQUEST
1 SAKMP (0:0): checking request
(1 SAKMP: attribute | P4A_ADDRESS (1
(1 SAKMP: attribute | PA_NETMASK (2
(I SAKMP: attribute | P4A_DNS (3
(I SAKMP: attribute | P4_NBNS (4
(1 SAKMP: attribute ADDRESS_EXPI RY (5
Unsupported Attr: 5
(1 SAKMP: attribute APPLI CATI ON_VERSION (7
Unsupported Attr: 7
(1 SAKMP: attribute UNKNOM (28672
Unsupported Attr: 28672
(1 SAKMP: attribute UNKNOMN (28673
Unsupported Attr: 28673
(1 SAKMP: attribute ALT_DEF_DOVAI N (28674
(1 SAKMP: attribute ALT_SPLI T_I NCLUDE (28676
(1 SAKMP: attribute ALT_PFS (28679
(1 SAKMP: attribute UNKNOM (28680
Unsupported Attr: 28680
(1 SAKMP: attribute UNKNOM (28677
Unsupported Attr: 28677
.1 SAKMP (0:0): responding to peer config from 10. 66. 79. 229
ID = 2397668523
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_QM exchange
: oakl ey_process_qui ck_node
OAK_QM_I DLE
| SAKMP (0): processing SA payl oad. nmessage | D = 2858414843

| SAKMP : Checking | PSec proposal 1



| SAKMP: transform 1, ESP_3DES
:I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC MD5
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPl) of O0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 1) not supported)

| SAKMP (0): atts not acceptable. Next payload is 0
(I SAKMP (0): skipping next ANDed proposal (1
| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES
:I SAKMP: attributes in transform
| SAKMP: aut henticator is HVAC SHA
| SAKMP: encaps is 1
| SAKMP: SA |ife type in seconds
| SAKMP: SA |ife duration (VPl) of O0xO 0x20 Oxc4 0x9b
| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 2) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
(I SAKMP (0): skipping next ANDed proposal (2
| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_3DES

:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of O0xO 0x20 Oxc4 0x9b | PSEC

(val i date_proposal ): transform proposal (prot 3, trans 3, hmac_alg 1)
not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 4

| SAKMP: transform 1, ESP_3DES

:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPl) of O0xO 0x20 Oxc4 0x9b | PSEC

(val i date_proposal ): transform proposal (prot 3, trans 3, hmac_alg 2)
not supported

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 5

| SAKMP: transform 1, ESP_DES
:I SAKMP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPl) of O0xO 0x20 Oxc4 0x9b
.1 SAKMP (0): atts are acceptable

Il SAKMP (0): bad SPI size of 2 octets

| SAKMP : Checking | PSec proposal 6

| SAKMP: transform 1, ESP_DES
;1 SAKVMP: attributes in transform
crypto_i saknmp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69



QAK_QM exchange

crypto_i saknmp_process_bl ock: src 10.66.79. 229, dest 10.66.79.69
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM AUTH_AVAI T

| SAKMP (0): Creating | PSec SAs

#(sv2-4(config

#(sv2-4(config

#(sv2-4(config

#(sv2-4(config

sv2-4(confi Q) #show uauth

Current Mst Seen

Aut henticated Users 1 1

Authen In Progress 0 1

i psec user 'testuser' at 192.168.1.1, authenticated
access-|ist #ACSACL#- Pl X- VPNCl i ent - 3d327815

sv2-4(config)#show access-list

access-list 108; 1 elenents

access-list 108 permit ip 10.1.1.0 255.255.255.0 192.168.1.0
(hitcnt=38) 255.255.255.0

access-|ist #ACSACL#- Pl X-VPNCl i ent - 3d327815; 1 el enents
access-|ist #ACSACL#- Pl X-VPNCl i ent - 3d327815 pernmit ip any host
(hitcnt=15) 10.1.1.2

access-list dynacl4; 1 elenents

access-1ist dynacl4 pernmit ip host 10.66.79.69

(host 192.168.1.1 (hitcnt=0

access-list dynacl5; 1 elenents

(access-list dynacl5 pernit ip any host 192.168.1.1 (hitcnt=15
sv2-4(config)#show access-list

access-list 108; 1 elenents

access-list 108 permit ip 10.1.1.0 255.255.255.0

(hitcnt=42) 255.255.255.0 192.168.1.0

access-|ist #ACSACL#- Pl X-VPNCl i ent - 3d327815; 1 el enents
access-|ist #ACSACL#- Pl X- VPNCl i ent - 3d327815 pernmit ip any
(host 10.1.1.2 (hitcnt=17

access-list dynacl4; 1 elenents

access-list dynacl4 pernmt ip host 10.66.79.69 host

(hitcnt=0) 192.168.1.1

access-list dynacl5; 1 elenents

(access-list dynacl5 pernit ip any host 192.168.1.1 (hitcnt=17

sv2-4(confi g) #show crypto map

{ Crypto Map: "nymap" interfaces: { outside
client configuration address respond
client authentication Authlnbound

Crypto Map "nymap" 10 ipsec-isaknmp
Dynamic map tenplate tag: dynmap

Crypto Map "nymap" 20 ipsec-isaknmp

Peer = 10.66.79.229

access-list dynacl 6; 1 elenents

access-1ist dynacl 6 pernmt ip host 10.66.79.69

(host 192.168.1.1 (hitcnt=0

(dynamic (created from dynam ¢ nap dynnmap/ 10

Current peer: 10.66.79.229

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

{ ,Transform sets={ myset

Crypto Map "nymap" 30 ipsec-isaknmp



Peer = 10.66.79.229

access-list dynacl7; 1 elenents

(access-list dynacl7 permt ip any host 192.168.1.1 (hitcnt=0
(dynamic (created from dynam ¢ nap dynnmap/ 10

Current peer: 10.66.79.229

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y N): N

{ ,Transform sets={ myset

(sv2-4(config
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