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PIX

pix# show running-config
Saved :

(PIX Version 7.2(1
!
hostname pix
domain-name default.domain.invalid
enable password 9jNfZuG3TC5tCVHO encrypted
names
!
interface Ethernet0
nameif outside
security-level 0
ip address 10.200.159.2 255.255.255.248
1
interface Ethernetl
nameif backup
The interface attached to the Secondary ISP. !--- --- !
"backup" was chosen here, but any name can be assigned.
security-level 0 ip address 10.250.250.2 255.255.255.248
! interface Ethernet2 nameif inside security-level 100
ip address 172.22.1.163 255.255.255.0 ! interface
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Ethernet3 shutdown no nameif no security-level no ip
address ! interface Ethernet4 shutdown no nameif no
security-level no ip address ! interface Ethernet5
shutdown no nameif no security-level no ip address !
passwd 2KFQnbNIJI.2KYOU encrypted ftp mode passive dns
server-group DefaultDNS domain-name
default.domain.invalid pager lines 24 logging enable
logging buffered debugging mtu outside 1500 mtu backup
1500 mtu inside 1500 no failover asdm image
flash:/asdm521.bin no asdm history enable arp timeout
14400 global (outside) 1 interface

global (backup) 1 interface

nat (inside) 1 172.16.1.0 255.255.255.0

NAT Configuration for Outside and Backup route ---!
outside 0.0.0.0 0.0.0.0 10.200.159.1 1 track 1

Enter this command in order to track a static ---!

route. !--- This is the static route to be installed in
the routing !--- table while the tracked object is
reachable. The value after !--- the keyword "track" 1is a

tracking ID you specify. route backup 0.0.0.0 0.0.0.0
10.250.250.1 254
Define the backup route to use when the tracked ---!

object 1is unavailable. !--- The administrative distance
of the backup route must be greater than !--- the
administrative distance of the tracked route. !--- If

the primary gateway 1s unreachable, that route is
removed !--- and the backup route is installed in the
routing table !--- instead of the tracked route. timeout
xlate 3:00:00 timeout conn 1:00:00 half-closed 0:10:00
udp 0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323
0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:00 timeout uauth 0:05:00 absolute
username cisco password ffIRPGpDSOJh9YLg encrypted http
server enable http 172.22.1.0 255.255.255.0 inside no
snmp-server location no snmp-server contact snmp-server
enable traps snmp authentication linkup linkdown
coldstart sla monitor 123

type echo protocol ipIcmpEcho 10.0.0.1 interface
outside

num-packets 3

frequency 10

Configure a new monitoring process with the ID 123. ---!
Specify the !--- monitoring protocol and the target
network object whose availability the tracking !---
process monitors. Specify the number of packets to be
sent with each poll. !--- Specify the rate at which the
monitor process repeats (in seconds). sla monitor
schedule 123 life forever start-time now

Schedule the monitoring process. In this case the ---!
lifetime !--- of the process 1is specified to be forever.
The process 1is scheduled to begin !--- at the time this
command 1s entered. As configured, this command allows
the !--- monitoring configuration specified above to
determine how often the testing !--- occurs. However,
you can schedule this monitoring process to begin in the
! -——- future and to only occur at specified times. !
track 1 rtr 123 reachability

Associate a tracked static route with the SLA ---!
monitoring process. !--- The track ID corresponds to the
track ID given to the static route to monitor: !---
route outside 0.0.0.0 0.0.0.0 10.0.0.2 1 track 1 !---
"rtr" = Response Time Reporter entry. 123 is the ID of
.the SLA process !--- defined above




telnet timeout

5
ssh timeout 5
console timeout 0
!
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
prompt hostname context
Cryptochecksum:a4a0e9%bed593ad43bcl7alcc25e32dc2
end
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rterace tame: N

IP Address: ID.D.D.D hask: lJ.III.III.III |
GatewayP:  [10.2001541 netric: |
Options

" Mone

" Tunneled (Uzed only for default route and metric will be zet to 255)

{* Tracked
Track ID: |1 Track IP Address:  [10.0041
SLA& D 123 Maonitaring Options

Enahling the tracked option starts a job for monitoring the state of the route, by
pinging the track address provided.

Ok L\\SJ Cancel Help
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2053l JbaiST aSt

iy LB usSill JWasST o gasill 03 Loyell olgl pasiiuwl

w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (Jaad ulxualleNasl)) 213V a2 io 6131 ac
. show oVl 2,50 Jul>s

wo9Sdl 9 SLA jolgl Lo,2 —show running-config sla monitor
pix# show running-config sla monitor
sla monitor 123
type echo protocol ipIcmpEcho 10.0.0.1 interface outside
num-packets 3
frequency 10
sla monitor schedule 123 life forever start-time now

.

ool aJXJI oSl whblac] Lo 2, — show sla monitor configuration
pix# show sla monitor configuration 123

.IP SLA Monitor, Infrastructure Engine-IT

Entry number: 123

:Owner

:Tag

Type of operation to perform: echo

Target address: 10.0.0.1

Interface: outside
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Number of packets: 3

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 10

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
:Enhanced History

a0 3950 Juiud J8.SLA dlos adeiill oliba>Yl o ,2,—show sla monitor operation-state
‘il A> (D 03D eSS VI (ISP) coul

pix# show sla monitor operational-state 123

Entry number: 123

Modification time: 13:59:37.824 UTC Thu Oct 12 2006
Number of Octets Used by this Entry: 1480

Number of operations attempted: 367

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 15:00:37.825 UTC Thu Oct 12 2006
Latest operation return code: OK

:RTT Values

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 3 RTTSum: 3 RTTSum2: 3

Al> D 01 4955 (cluoW ICMP JsSsi9 . dlge 651>19) awluwl (ISP) e iVl doxs 5950 Jisd rey

pix# show sla monitor operational-state

Entry number: 123

Modification time: 13:59:37.825 UTC Thu Oct 12 2006
Number of Octets Used by this Entry: 1480

Number of operations attempted: 385

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 15:03:27.825 UTC Thu Oct 12 2006
Latest operation return code: Timeout

:RTT Values

RTTAvg: O RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: 0
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pix# show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is 10.200.159.1 to network 0.0.0.0

S 64.101.0.0 255.255.0.0 [1/0] via 172.22.1.1, inside

C 172.22.1.0 255.255.255.0 is directly connected, inside

C 10.250.250.0 255.255.255.248 is directly connected, backup
C 10.200.159.0 255.255.255.248 is directly connected, outside

S* 0.0.0.0 0.0.0.0 [1/0] via 10.200.159.1, outside

1329 bl gl Hlus s pigd caldl Hbuall A1l a5 awlol (ISP) co,sYl doxs 3950 Jisd iz,

lazgill J9az o

pix(config)# show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is 10.250.250.1 to network 0.0.0.0

S 64.101.0.0 255.255.0.0 [1/0] via 172.22.1.1, inside

C 172.22.1.0 255.255.255.0 is directly connected, inside

C 10.250.250.0 255.255.255.248 is directly connected, backup
C 10.200.159.0 255.255.255.248 is directly connected, outside

S* 0.0.0.0 0.0.0.0 [254/0] via 10.250.250.1, backup
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(awlw)l ISP dlgy) asuis o5 Sl 58Il Jssiss p5.€Cho ddoc pasi Lo ,2,—debug sla monitor trace -
ACMP sx0 29

IP SLA Monitor(123) Scheduler: Starting an operation

IP SLA Monitor(123) echo operation: Sending an echo operation
IP SLA Monitor(123) echo operation: RTT=3 OK

IP SLA Monitor(123) echo operation: RTT=3 OK

IP SLA Monitor(123) echo operation: RTT=4 OK

IP SLA Monitor (123) Scheduler: Updating result

ACMP claol Jinssg (awmwlwV ISP &lgy) ass o5 sVl 581 Blayl o
IP SLA Monitor (123) Scheduler: Starting an operation

IP SLA Monitor (123) echo operation: Sending an echo operation
IP SLA Monitor (123) echo operation: Timeout

IP SLA Monitor (123) echo operation: Timeout

IP SLA Monitor (123) echo operation: Timeout

IP SLA Monitor(123) Scheduler: Updating result

ISP dlg,) guiiall o5lSJl Jasisi 05.SLA @Sl 0 leg>les Ll elasVI o ,2,—debug sla monitor error
ICMP axis9 (gl
PIX-7-609001: Built local-host NP Identity Ifc:10.200.159.2%
PIX-7-609001: Built local-host outside:10.0.0.1%
PIX-6-302020: Built ICMP connection for faddr 10.0.0.1/0 gaddr%
laddr 10.200.159.2/52696 10.200.159.2/52696
PIX-6-302021: Teardown ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/52696 10.200.159.2/52696
PIX-7-609002: Teardown local-host NP Identity Ifc:10.200.159.2 duration%
0:00:00
PIX-7-609002: Teardown local-host outside:10.0.0.1 duration 0:00:00%
PIX-7-609001: Built local-host NP Identity Ifc:10.200.159.2%
PIX-7-609001: Built local-host outside:10.0.0.1%
PIX-6-302020: Built ICMP connection for faddr 10.0.0.1/0 gaddr%
laddr 10.200.159.2/52697 0.200.159.2/52697
PIX-6-302021: Teardown ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/52697 10.200.159.2/52697
PIX-7-609002: Teardown local-host NP Identity Ifc:10.200.159.2%
duration 0:00:00
PIX-7-609002: Teardown local-host outside:10.0.0.1 duration 0:00:00%
s o5 S lwall | coss (awlwl ISP dlgy) asss o5 SVl Sl Blay| o
PIX-7-609001: Built local-host NP Identity Ifc:10.200.159.2%
PIX-7-609001: Built local-host outside:10.0.0.1%
PIX-6-302020: Built ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6405 10.200.159.2/6405
PIX-6-302020: Built ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6406 10.200.159.2/6406
PIX-6-302020: Built ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6407 10.200.159.2/6407
PIX-6-302021: Teardown ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6405 10.200.159.2/6405
PIX-6-302021: Teardown ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6406 10.200.159.2/6406
PIX-6-302021: Teardown ICMP connection for faddr 10.0.0.1/0 gaddr$%
laddr 10.200.159.2/6407 10.200.159.2/6407
PIX-7-609002: Teardown local-host NP Identity Ifc:10.200.159.2%
duration 0:00:02
PIX-7-609002: Teardown local-host outside:10.0.0.1 duration 0:00:02%
,PIX-6-622001: Removing tracked route 0.0.0.0 0.0.0.0 10.200.159.1%
distance 1, table Default-IP-Routing-Table, on interface



outside
.1s unreachable, so the route to the Primary ISP is removed 10.0.0.1 ---!
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